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ABSTRACT

The rapid advancement in web and computing technologies
have made significant improvement in the computing
architectures. Today most of the businesses runs on internet
and related technologies. The E-governance uses Information
and Communication technologies (ICT) to provide essential
government services and information exchange with the
citizens and other stakeholders through internet. However,
the traditional E-governance solutions are incapable to fulfill
the current need because of its increasing demand, application
complexity, infrastructure management, cost overhead and
other technical challenges.

Therefore the emerging technologies like Cloud computing
and big data analytics can welcome these challenges and
overcome them using the modern approach for computing,
storage and data processing. They provide unique features to
E-governance like lower cost, scalability, easy management,
disaster recovery, accountability, resource provisioning,
distributed storage, data analytics, mobility etc. The objective
of this paper is to give insights about cloud computing and big
data analytics for E-governance. It also proposes a model for
cloud and big data enabled E-governance along with their
opportunities and challenges.
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1. INTRODUCTION

Upon tremendous success of internet, today every
organization is trying to expand their businesses through the
web because of its popularity and high usage. In government
sector, traditionally accessing the services manually was a
quiet difficult task as it has involved so many procedures and
formalities with lot of paperwork [2]. Hence governments
across the world have come together and started delivering
their services through web under the roof of “E-Governance”.

Initially the use of E-governance was very limited but today it
becomes very high. Therefore the existing technologies are
not capable to meet the current demand of E-governance. So
the government needs to think for technological improvement
to meet the demand at reduced costs with increased efficiency.
The technologies like cloud computing and big data analytics
have huge capability to overcome the current challenges of E-
governance and can be easily opted for implementation.

The initial part of this paper explain the basics of E-
governance along with Cloud computing and Big data
analytics. The later part proposes a model for cloud and big
data enabled E-governance along with their opportunities and
challenges.
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2. E-GOVERNANCE

The E-Governance refers to the use of information and
communication technologies (ICT) to improve the efficiency,
effectiveness, transparency and accountability of government
by means of exchanging information, services within
government, citizens and businesses through the web [1], [2],
[6]. The resulting benefits can be increased transparency, less
corruption, cost reductions, and convenience of access” [4].

The main objective of E-governance are
e  Seamless and improved delivery of services

e  Minimize the corruption by making government
services transparent

e  Cost reduction and improving revenue
e Promoting the economic development

e Ease of access to public information and related
services

e Improved public administration.

e  Eliminate paperwork and formalities involved in
government offerings

e  Government can interact with citizens and other
stakeholders easily and rapidly

2.1 Models of E-Governance

The applications in E-Governance are categorized based on its
interaction with stakeholders. The E-Governance is
categorized in to three models (See Figure 1). [1], [2],[3].[6]

2.1.1 Government to Citizens (G2C)

In G2C model the interaction happens between Government
and citizens. It include information and services specifically
designed for citizens by the government delivered through a
web. Some of the G2C Services are agricultural service,
vehicle licensing service, passport service, revenue service
etc.

2.1.2 Government to Business (G2B)

The G2B model provides interaction between Government
and Business organizations. It include various services
designed for businesses like policy enforcement, Contract
management, auditing, security, renewing and obtaining
licenses, registration of companies, and payment of taxes etc.
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Fig. 1 Models of E-governance

2.1.3 Government to Government (G2G)

The G2G model handles the interaction between the
government with the other government departments and
agencies. This model facilitates the exchange of information,
sharing of resources, decision making, fund transfer, shared
services and law enforcement between the different
Government departments.

2.2 Technical Challenges in E-governance
Traditionally E-governance services were hosted on shared
webservers which had many flaws. The technology used for
implementation now becomes technically obsolete as it cannot
fulfill the current requirement of E-governance. The
Challenges with traditional E-governance implementation are
given as follows [3].

1) Scalability issue-: In traditional setup the scope of
scalability is very limited as in-house servers has
limitation of running the number of instances on shared
infrastructure therefore scalability factor is very low.
The traditional E-governance applications doesn’t
supports horizontal scalability. Therefore the servers
can be scaled by adding the resources physically.

2) Disaster Recovery-: The recovery of traditional E-
governance application in case of disaster is impossible
task as many of the E-governance applications are
hosted in-house within the same geographical
boundaries and the cost incurred for implementation of
disaster recovery is also very high.

3) Application Complexity-: The traditional E-governance
applications are complex in nature therefore one need to
keep the track of development, testing and debugging,
managing the structured data used by the applications
and avoiding duplication of same resource across
different departments.

4) Software licensing-: The Software licensing is the
another concern in E-governance as applications hosted
on server requires a separate bundle of application and
system licenses for each physical servers and needs to
be renewed periodically that makes a huge financial
burden on government agencies.

5) Accountability-: The traditional E-governance doesn’t
have accountability to track the record of usage as well
as account management.

3. CLOUD COMPUTING

Most of the E-governance services are provided through web
applications hosted on multiple web servers. It is accessed by
millions of users at a time which requires a huge computing
power as well as lots of data is being generated that requires a
limitless storage. The cloud computing can fulfill both the
requirements of E-governance.
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The Cloud Computing is a distributed computing model
through which user can gain access to shared resources,
applications and services dynamically on any connected
devices. According to National Institute of Standards and
Technology (NIST), one of the most accepted definition of
cloud computing is “It is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or
service provider interaction” [7].

3.1 Characteristics of Cloud Computing

Cloud computing exhibits the following key characteristics:

1) On-demand self-service -: A user can access the different
cloud services dynamically under a single self-service portal
that doesn’t require a human interaction with service provider.

2) Broad network access -: The Cloud computing services are
easily available for everyone through a network and standard
mechanisms used by cloud clients like thin or thick clients,
mobile phones, tablets, laptops, and workstations etc.

3) Resource pooling -: To fulfill the multiple users request at
the same time the provider’s computing resources are pooled
together in to one or more resource pools which allocate or
de-allocate the resources as per users demand.

4) Rapid elasticity -: The resources in cloud are elastically
provisioned and released as per demand.

5) Measured service -: The Cloud computing comprises
measured services which meters the resources as well as
monitor, control and provision them for accounting and
optimum utilization.

6) Location independence -: Most of the cloud services are
location independent where user can get access to their
devices, applications or services across the globe through
internet irrespective of their geographical location.

3.2 Cloud Deployment Models

Based on the functionality and accessibility of cloud Services
[1],[2]. The cloud computing is classified in to four
deployment models explained as follows

3.2.1 Public Cloud

The public cloud basically runs over the internet. It is
designed for the general public where resources, applications
and services are provided over the internet by cloud service
providers (CSPs) based on subscription or pay per use model.

3.2.2 Private Cloud

This type of cloud is called in-house cloud as the services are
hosted on in-house infrastructure and provided through
intranet. It is tightly secure than public cloud as its local
administrators write their own security policies for user’s
access.

3.2.3 Hybrid Cloud
Hybrid cloud composed of two or more private and/or public
clouds that offers the benefits of multiple deployment models.

3.2.4 Community Cloud

The community cloud is a mixture of one or more public,
private or hybrid clouds, which is shared by many
organizations for a same cause (mostly security).



3.3 Cloud Service Models

The cloud service models define the core functionality of
services implemented at different level of cloud. The cloud
service models are categorized in to three service models
explained as follows [5].

3.3.1 "Infrastructure as a Service (laaS)"
Infrastructure-as-a-Service (laaS) is liable for providing
servers, storage, Computing power, network and virtualization
to form utility like services for users. The infrastructure
consists of communication networks, physical compute nodes,
Storage solutions and the pool of virtualized computing
resources managed by a service provider.

3.3.2 "Platform as a Service (PaaS)"

The Platform as a Service provides a readymade platform for
running web applications or web services. The PaaS
composed of readily available runtime execution
environment, development and deployment tools, middleware
solutions, databases and APls

3.3.3 “Software as a Service (SaaS)”
Software-as-a-Service is specifically designed for on-demand
applications delivery to the cloud users. It gives access to
remotely installed Softwares reside on cloud server through
the internet. Therefore user do not have to install required
software in their local pc instead they are delivered by remote
server through a network.

4. BIG DATA ANALYTICS

In E-governance lots of data is being generated in the form of
texts, images, videos, xml, JSONs etc. such data can’t be
processed using traditional databases known as Big data. The
Big data generated by E-governance has four characteristics
(See Figure 2).

The characteristics of E-governance big data are nothing but
its concerns. The Volume represents the unpredictable
quantity of data is being generated that requires a huge storage
volumes, Variety refers to data generated having different
formats, Velocity refers to rate of data is generated (per
second/per minute) and Veracity means generation of
uncleansed and untrusted data.

[ 4 Vs of Big Data ]

Size of data Structured, Speed of data Data Quality,
generated Unstructured and | generation and rate Data availability,
(in terabytes, semi-structured of analysis Trustworthy and

petabytes etc.) data accountability

Fig. 2 Characteristics of Big data

The Traditional databases are incapable to acquire, process,
manage and analyze such kind of big data because it’s too big
for storing or too fast it’s generated, or too hard for
processing. The Big data analytics is the solution for
processing, managing and analyzing the vast amount of data
over the network or internet.
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The Big data analytics has many tools for acquiring,
managing, processing and analyzing the big data. But one of
the most popular framework is Apache Hadoop.

The Apache Hadoop is an open source framework used for
storing and processing a large datasets over the multiple
clusters [8]. The Hadoop is designed to scale up from single
servers to thousands of machines, where each machine offers
a local computation and storage. The Hadoop framework has
two essential components mainly Hadoop distributed file
system (HDFS) and map-reduce. The HDFS is used to store
the distributed data in structured or unstructured form while
Map Reduce is a programming paradigm used for analyzing
and processing large distributed data sets over the
heterogeneous environment that overcome the challenges of
traditional data analysis and management tools.

The Hadoop framework has many built-in supported tools
called Ecosystem components, they are categorized in to data
storage, data processing, data access and data management
tools [8]. Each components has predefined functions (See
Figure 3).
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Fig. 3 Hadoop Ecosystem Components

In Hadoop ecosystem, the bottom layer is data storage which
provides HDFS distributed file storage and Hbase for NOSQL
Columnar data storage. The data processing layer gives Map-
reduce framework for distributed data processing while the
data to map reduce is being provided through data access
tools. The data access tools has four components like Hive,
Pig, Mahout and Scoop. The Hive is used to store the data in a
data warehouse using SQL, Pig is used for dataflow and
analysis, Scoop is used for importing and exporting data from
RDBMS in to Hadoop and vice and mahout used for machine
learning. The top layer is data management which provides
oozie for managing workflow of Hadoop jobs, Flume is used
for collecting, transferring and monitoring a large set of data
in the form of log files ,chukwa is used for monitoring large
distributed data while zookeeper is used for managing the
configuration information an distributed Synchronization.

5. PROPOSED MODEL FOR CLOUD
AND BIG DATA INTEGRATED E-
GOVERNANCE

The Big data analytics require massive computing power
along with huge distributed storage which are the basic
offerings of Cloud infrastructure and big data can works



efficiently over the Cloud computing platforms. Therefore to
resolve the challenges associated with traditional E-
governance the integrated cloud and big data framework can
be used.

There are many cloud service solutions are available in the
market. Therefore the proposed model is designed such a way
that it can fit in to any laaS based cloud platforms like
Openstack, AWS, Azure, Open nebula or Google cloud
platform. The proposed model for Cloud and Big data enabled
E-governance comprises the architectural components of
cloud computing and big data along with E-governance (See
Figure 4).

The proposed model has bottom up architecture. It is made up
of five layers, where each layer provides a functionality and
services to its upper layer.

The bottom layer of proposed architecture is Infrastructure
layer which provides infrastructural components to the cloud
computing layer. It includes servers with cpu, memory and
storages, networking devices like L3 switches IDS, IPS, and
firewalls etc. The cloud computing layer is responsible for
making a resource pool using different infrastructural
components. It segregate the compute, storage and network
components together in to a shared pool of resources. The
main function of cloud layer is to run multiple virtual machine
(VM) instances over the shared infrastructure and provide
unlimited storage space. It accommodate various servers like
web servers, application servers, Hadoop clusters, database
servers etc. at one place over the VM instances.

The Big data analytics layer is responsible for performing
various E-governance big data operations over Hadoop
clusters running inside the cloud layer. It facilitates
acquisition, processing, analysis and management of E-
governance data easily over the cloud infrastructure. This
layer also allows to create a data warehouse using sql and
nosql databases over the storage provided by cloud layer.

The Application layer is responsible for running different E-
governance applications and Websites over cloud
infrastructure .Each application and website runs a separate
VM instance over a cloud platform. It also gets analytics
services through big data layer for processing a large amount
of data.

The user access layer is responsible for providing access to
different E-governance applications to its stake holders
through supported cloud clients and open source APIs.

5.1 Opportunities in proposed model

The proposed model exhibit combined advantages of both
cloud computing and big data analytics which were not there
in traditional E-governance solution. There are many new
opportunities introduced by proposed model, some of them
are listed in Table 1.

Table 1. Opportunities introduced by proposed model
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happens. For that it uses replicated
VMs running across diverse
locations.

The fail-over and fail-back
clusters in cloud provide high
availability of cloud services
without disturbance.

High Availability

The cloud can accommodate
multiple servers in to a single
physical server using
virtualization which saves the
hardware cost as well as reduce
the infrastructure management
cost.

Cost efficiency

Monitoring &
Measuring

The cloud platform provides
different monitoring tools to
monitor the different cloud
instances as well as performance.
It also supports different
measuring tools to keeps the
account of resource usage.

Load Balancing This feature of cloud computing
allows to balance the load of data
and running services equally
across multiple servers to get the

faster performance.

Mobility The mobility feature allows to
access E-governance applications
on the move. It can be accessed on
any device which has internet
connectivity ~ with  supported

browser.

Ease of access The proposed model provides ease
of access to many E-governance
applications concurrently hosted

on cloud and big data platforms

Stores Structured
and unstructured
data

The Big data solution in proposed
model allows to store different
formats of data such as structured,
semi-structured and unstructured
using different SQL and NOSQL
databases.

10

Data processing
& data Analytics

The Big data framework in
proposed model is liable to
process a large amount of data
over Hadoop clusters and provides
different analytics over that data.

Sr. Opportunities Description

No.

1 Scalability It allows to scale up or scale down
the compute, storage and network
resources to a required extent
through resource pool.

2 Disaster recovery | This feature of cloud computing
allows to recover the data and
services in case of disaster




International Journal of Computer Applications (0975 — 8887)

7’

‘ CITIZENS H BUSINESSES H EMPLOYEE H ENTERPRISES ‘

OTHER

GOVERNMENT

E-Governance Users

DEPARTMENTS

[ Mobile ][ Laptop ][ Desktop ][ Tablet ][

Kiosk

)

Client Devices with Web Connectivity [ Thin Client ][ Thick Client ][ Smart TVs ]

’1-.-.-.r.-.r.-.r.-.r.-.r.-.r.-.r.-—.-—.-—.-—.-—.-—.-—.-—.-—.-—.r —

Egovernance Applications

e J
______________________ —
e ~
A Y
/ Ocie Fame Chudwa Zckrepen \\ \
I' (erksion) estoeng!] (Mesitoring) Mamspemest} N,
: h |
| DATA MANAGEMENT N
) N\ = == = = == 1
| Hive it Mabot Scoop 1 \ 1
1 ey Do P (Mxtme Lewrg) | | (RDBMS Cormecior) 1 saL R | I
| 0 1 ot _ % 1
| DATA ACCESS | | Eoovernance 1
" | Data store Data 1 1
| | warehouse ]
(Dustmibened duen proceiser) I
| ! o S -
| DATA PROCESSING |
I = e I
I {Destribnsted File System) 1Coburnsar Database Storage) I
v DATA STORAGE II
hS Hadoop Framework 7/
™ e = = = = = = = e e e e = = = = — = -
R .-'\

’l' Hadoop Web Application 5 . \\
Fi cluster Smruer Sarver mre| dervern Infrastructure as a Service \
| I . : )
IR~ |
i i
H 1
1 1
1 1
| i
i [ COMPUTE ] STORAGE ] :
1 1
= =
| !
: Volumes 'I
1
Y [ NETWORK ] 7

- #

______________________________________________________________

Infrastructural components

MEMORY

- m

MNETWORK

&

Routers, Firewalls, IDS, IPS,
DMZ, L3 Switches, Fiber
Connectivity with Switching
Backup

. P

Physical servers with Hyper converged Infrastructure

____________________________________________________________

e e

\
I
I
I
I
I
I
I

Volume No.182, January 2018

Access
Layer

B Application
| Layer

Big data
Analytics
layer

Cloud
Computing
Layer

Infrastructure
Layer

Fig. 4 Proposed model for Cloud and big data integrated E-governance

5.2 Challenges in proposed model

As like opportunities,

the proposed model

challenges listed in Table 2.

has some

Table 2. Challenges in proposed model

Sr. Challenges Description
No.
1 Complex Because of complex components in
Avrchitecture Cloud and Big data frameworks, the
proposed model comprises a complex

10




architecture that makes difficulty in
understanding the functionality of
each component.

Security of The proposed model is prone to lack
services and of security when integrated with
Big data in E- | public clouds. As public cloud is runs
governance over the public network, so any

compromise in data security may
leads to huge financial losses.

3 Lack of trust | There are many public clouds which
and identity runs over untrusted networks.
Therefore integration of such clouds
in proposed model may leads to
untrusted access of confidential data
over public network and lack of
identity of authorized users.

4 Lack of The proposed model supports some
interoperability | public clouds which has lack of
and difficulty | interoperability due to the vendor
in migration lock-in solution that does not allow to
migrate the services on other cloud
platform.

5 Poor The proposed model supports some
performance public cloud platforms which gives

poor performance
6 Difficulty in The complex architecture of Hadoop
Managing framework makes difficulties in

Hadoop cluster | managing the jobs

Hadoop clusters

running on

6. CONCLUSION

In this paper, the reviewed traditional E-governance solutions
with their models and associated challenges. To overcome
those challenges the proposed a model is given that supports
integration of cloud and big data platforms to traditional E-
governance. The proposed model for E-governance has five
layers which fulfills all the basic requirements and provide
many new features which were not there in traditional E-
governance. In the final section of this paper the opportunities
and challenges of proposed model are discussed.
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