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ABSTRACT 

The Quick Response (QR) code is widely popular in daily life 

due to reading high speed application and grater storage 

capacity of storing information. In this paper, we present a 

new rich QR code that has two storage levels. Public level  

and Private level, The level one named a public level ,and 

level two named as private level. The Private level is designed 

by replacing the  modules using specific textured pattern. It is 

to be made up or composed by q-ary code with an error 

correction capacity. This allows us not only increase the 

storage capacity but also improve the security of QR code. 

The public level is the same as the standard QR code storage 

level; therefore it is readable by any classical QR code 

application. 

General Terms 

 Information Security. 

Keywords 
QR code, Public level, Private level, AES encryption, Reed-

Solomon code document authentication and Data hiding.  

 

1. INTRODUCTION 
QR code (quick response code) developed by Denso-Wave 

corporation in 1994.QR code carry more content such as text, 

phone number, redirection to web link. Detection of 

supermarket product, track and trace etc. A QR code uses four 

standardized encoding modes (numeric, alphanumeric, 

byte/binary, and kanji) to efficiently store data; extensions 

may also be used. 

 

 The NIST Computer Security Handbook [NIST95] defines 

the term computer security as, “The protection afforded to an 

automated information system in order to attain the applicable 

objectives of preserving the integrity, availability and 

confidentiality of information system resources (includes 

hardware, software, firmware, information/data, and 

telecommunications).” Security is the mechanism by which 

information and services are protected from unintended or 

unauthorized access, change or destruction. Security in 

networking is based on Cryptography (a word with Greek 

origins, means “secret writing”), the science and art of 

transforming messages to make them secure and immune to 

attack [1]. 

  

Document prevention is a wide, important and quickly 

developed area of multimedia security. In today’s world 

challenges are the identifying of fake invoices, bank checks, 

diplomas, tax forms and other valuable documents. Due to 

technical improvements in scanning and printing devices, the 

number of such forgery documents increases. That is why,  

 

 

number of new methods for document authentication have 

been recommended by multimedia security researchers.[2]In 

daily lives, DataMatrix [3], EAN-13, PDF417, barcode 

graphical codes, Quick Response (QR) code [4], are 

frequently used. Due to improving the reading speed of 2D-

barcodes get the name Quick Response (QR) Code. It is 

extension of 2D-barcode. It contains data for both horizontal 

and vertical dimension. The decoding speed of QR code can 

be 20 times faster than that of other 2D symbols.  

This paper is having sub sections are as follows. We start with 

an Introduction, in Section 2 described Related work in QR 

codes. Proposed system and its system architecture in Section 

3. Section 4 defines Methods of 2LQR code. The 

experimental results in section 5. Finally Section 6 represents 

conclusions and feature works. 

2. RELATED WORK 
In [5] this paper, the author Lin et al proposed to hide secret 

message in to QR code is to use the error correction 

capability. First of all, they encode the secret message sm by 

using a shared key K and get EK(sm). After that, they embed 

each bit of EK(sm) into QR code. If their first variance is the 

fault of EK (sm), then in the QR code it is impossible to get 

sm. Another drawback is that if an attacker does not change 

anything else then the QR code adds some extra error value, 

then they cannot retrieve their secret messages.   Their main 

contribution is to propose a hidden algorithm in a QR code. 

The secret message is invisible to invaders and it is safe to 

alter the shuffle or damage. In [6] this Paper, A new secret 

hiding mechanism for this paper, QR tag based on the 

property of QR code. New plan cover exploits the error 

correction capabilities to hide the secret in QR code. Along 

with the QR version and with the error improvement levels, 

the design algorithm can express large secrets directly in the 

secret cover QR code. Only the approved recipient can decode 

and encrypt the signed QR code. In [7] this paper Barcode has 

low storage capacity and cannot be used as an active 

component, but they are too cheap and do not need unusual 

hardware to retrieve data: Indeed, barcodes are cheap, only 

readable components whose content cannot be changed and 

cannot be decoded. Compared to chips and RFID tags, many 

ubiquitous and low cost devices with smartphones Eases. The 

main contributions of this paper are the following. First, they 

investigate techniques for the extraction of facial 

characteristics which are not only robust to distortions (such 

as pose and illumination changes) but also suitable for being 

embedded into barcodes. Second, they engineer existing 2D 

color barcodes in order to increase their data density, so that 

they can store a sufficient number of facial features and a 

reasonable cryptographic payload. In particular, they show 

how to modify the HCC2D, High Capacity colorful 2-

https://en.wikipedia.org/wiki/Kanji
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dimensional barcode so that its density increases to 394 bytes 

per square inch. In [8] Digital watermark is a kind of 

information security and protection technology. 

Watermarking is mostly similar to steganography in a number 

of respects. The main idea of steganography is the embedding 

of confidential information into data under assumption that 

others cannot know the confidential information in data. In 

general, the results of this method are not robust against 

attacks. The main idea of watermark is to check if the 

confidential information is embedded in data or not and the 

confidential information that is embedded is powerful against 

attacks or edition when it is recognized. The result of this  

method is more robust than previous method.  

 

In [9] this paper, a basic method of decoding allows for some 

latitude in QR code design. If we consider luminance values 

as normalized to the interval [0, 1], then sensed values in the 

range [λ,1] are considered white by the decoder, and those in 

the interval [0,λ] are treated as black. Therefore, we may in 

theory translate the QR code source pixels so that pixels in a 

white module are transformed from white to any RGB 

coordinate whose luminance value exceeds λ, without creating 

a decoding error; similarly, we can translate black 

 

3. PROPOSED SYSTEM 
In this paper our main contribution is that to improve the 

storage capacity of QR code and its security. For improving 

the security of QR code as well as well as storage capacity we   

are going to design a new system,  two level QR code, which 

having two storage levels public and private level can be used 

for document authentication. This new generated QR code, 

called as two levels QR code (2LQR). In the public level is 

the same as the standard QR code storage level; therefore it is 

readable by any QR code application. The private level is 

constructed by firstly, private message is get encrypted using 

AES algorithm and then encrypted message replaced by the 

modules by specific textured patterns. For improving the 

security of private level message is encrypted using AES 

(Advanced Encryption Standard) algorithm. It consists of 

information encoded using q-ary code with an error correction 

capacity. That allows to improve the security of the QR code, 

as well as to differentiate the original document from a copy. 

 

 

Fig.1 System Architecture 

 

4. METHODS FOR 2LQR CODE 
We define the public Mpub and the private Mpriv messages. The 

public message is encoded  into the QR code using the 

standard algorithm. In the same way, the private message is 

encoded first using the AES encryption algorithm and then 

chosen ECC algorithm. Finally, both QR code with public 

message Mpub and encoded private message are combined in 

the 2LQR code with two stored messages. 

 

4.1 Public message Mpub 
Public message Mpub (Fig. 1, block 1). The classical 

generation method is used to store public message. The 

standard QR code generation algorithm includes the following 

steps. We, first of all, we analyze the message, select the most 

optimal mode (numeric, alphanumeric, byte or Kanji) and 

encode the message Mpub using the shortest possible string of 

bits. This string of bits is split up into 8 bit long data 

codewords. Then, we choose the error correction level and 

generate the error correction codewords using the Reed-

Solomon code. After that, the data and the error correction 

codewords are arranged in the right order. Then, we apply the 

best (for our data) mask pattern, in order to be sure that the 

generated QR code can be read correctly. After this 

manipulation, the codewords are placed in a matrix respecting 

a zigzag pattern, starting from the bottom-right corner. The 

last step is to add the operations position tags, alignment, 

timing, format and version patterns into the QR code. 
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4.2 Private message Mpub 
Private message Mpriv:(Fig.1 , block 2). We have the private 

message is encode first using the AES encryption 

algorithm[11], AES allows a 128 bit data length that can be 

divided into four basic operational blocks. These blocks are 

treated as array of bytes and organized as a matrix of the order 

of 4×4 that is called the state. For both encryption and 

decryption, the cipher start with an AddRoundKey stage. 

However, before reaching the final round, this output goes 

through nine main rounds, during each of those rounds four 

transformations are performed; 1) Sub-bytes, 2) Shift-rows, 3) 

Mix-columns, 4) Add round Key. In the final (10th) round, 

there is no Mix-column transformation [3]. Figure 2 shows 

the overall process. Decryption is the reverse process of 

encryption and using inverse functions: Inverse Substitute 

Bytes, Inverse Shift Rows and Inverse Mix Columns. Using 

AES 128 bit algorithm plain text is converted in to cipher text   
(Caesm(x)). 

 Now the generated cipher text (Caesm(x)) using ECC to 

ensure the message error correction after the P&S operation. 

We use the block codes, and more precisely cyclic codes (or 

polynomial generated codes) such as Golay code [10] or 

Reed-Solomon code, for encrypted message (Caesm(x)) for 

encoding. Cyclic codes can be defined in matrix form and 

polynomial form. Any cyclic code C is defined by [n, k, d] 

parameters, where n is the length of the codeword, k is the 

number of information digits in the codeword, d is the 

minimum distance between distinct codewords. The n-k digits 

in the codeword are called parity-check digits, and in ECCs 

these digits are used for error detection and correction. The 

minimum distance d of code C ensures that, up to the (d-1)/2 

errors can be corrected by the code C. Let R = A[x]/ (xn-1) be 

a polynomial ring over a Galois field A = GF (q). The cyclic 

code C elements are defined with polynomials in R so that the 

codeword (  ,           ) maps to the polynomial 

  +  x+…..+     
   , and the multiplication by x 

corresponds to a cyclic shift. 

 

Fig.2 AES (Advanced Encryption Standard) process [11] 

The code C is generated by a generator polynomial g(x), 

which is the code polynomial of the minimum degree in a 

(n,k) cyclic code C. Therefore, the generator polynomial g(x) 

is a factor of polynomial   -1. Let k informative digits of 

message be represented by a polynomial Caesm(x), of degree, 

at most k-1.then the codeword c(x) is the polynomial of the 

form, 

c(x)= Caesm(x)g(x) , 

c(x)=    +   x +….+      
   

 

Therefore, the encoded informative digits are (  ,   ,……, 

    ). We encode the private message      = 

(  
    

,….,   
    

) is  using ECC [n , k]. all the        is 

represented in polynomial form      (x).then, the 

polynomial form of the codeword      (x)=     (x)g(x) is 

calculated that represent the codeword      
 

. Then the 

scrambled codeword are, 

      = (  
    

,   
    

,………,     
    

) 
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5. EXPERIMENTAL RESULTS 
Fig.3 shows the public Mpub. The public message is encoded 

into the QR code using the standard algorithm. In the same 

way in Fig.4 the private message is encoded first using the 

AES encryption algorithm and after that ECC algorithm. 

Finally, both QR code are combined in the 2LQR code. 

 

2LQR Code Generation: 

 

Fig.3 Standard QR code with public message Mpub  

 

 

 

Fig.4 2LQR Code with private message Mpriv 

 

            

(a)                   (b)                  (c)             

  Fig.5 Textured Pattern used for private message 

generation 

 

 

Table 1.  Correlation values for the original patterns P1, 

P2, P3 and its P & S Versions S1S2S3 

 P1 P2 P3 

S1 0.9993 -0.0083 -0.0563 

S2 -0.0081 0.9992 0.0406 

S3 -0.0563 0.0399 0.9993 

min{ei1,ei2} 1 0.9586 0.9586 

 

 

The private message of 2LQR code is created by encrypting 

private message using AES technique and then replacing the 

modules using given texture pattern in Fig. 5.   

 

6. CONCLUSION 
In this paper, the proposed system is presented by improving 

the security and storage capacity of two levels QR code. The 

public level   information which is visible to all over and the 

private level contains private information which can access 

only authorized user of system. Objective of our project is to 

increase the storage capacity and improve the security. In 

feature work, first will add one more level that is Three Level 

QR code. And second is to Pattern recognition method 

Improvement. 
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