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ABSTRACT 

Condition monitoring systems designed for large power plants 

are too expensive to apply to small energy assets like 

generator sets (gensets). To enable the online monitoring of 

these smaller assets low cost hardware is needed, which 

implies limitations in processing and communication capacity. 

The concept of Internet of Things (IoT) and the use of 

communication protocols like Message Queuing Telemetry 

Transport (MQTT) are ideal to deal with those limitations, 

being a coherent alternative and economically viable to 

monitor low cost generation assets. 

Discovery Services enables devices to broadcast their 

available features and commands, minimizing management 

effort. Until now, the MQTT protocol specification does not 

have a standardized discovery service. 

This work proposes a MQTT protocol Discovery Service and 

its use for the provision of data collected in an IoT-based 

condition monitoring system for generator sets using Modbus 

RTU protocol over RS-485 serial bus. A prototype of the 

proposed system was built for testing and demonstration of 

the system. 
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1. INTRODUCTION 
The concept of the Internet of Things (IoT) is to enable a 

variety of objects to connect to each other [1]. The Internet of 

Things is a concept of making the internet and communication 

between objects or “things” pervasive, where they can interact 

and cooperate with each other to achieve a goal. To make IoT 

feasible and allow hundreds of thousands of things to be 

connected, those things need to be inexpensive, which implies 

low processing, storage and communication capacity [2]. 

To allow the communication between several devices it is also 

necessary to establish one or more communication protocols 

between them. Because these devices are of limited capacity, 

these protocols must be adequate to handle low bandwidth, 

high latency networks and communication instability. 

Low-cost devices and limited communication networks are 

features that fit the needs of the genset condition monitoring 

market since cost is a critical factor that can make monitoring 

not feasible and communication usually occurs on mobile or 

Wi-Fi networks. 

The IoT concept is growing fast. The number of connected 

"things" is expected to reach 212 billion entities worldwide by 

the end of 2020 [3]. By 2022, it is expected that M2M 

(Machine to Machine) communication traffic shall constitute 

up to 45% of all Internet traffic [4]. The McKinsey Institute 

reported that the number of connected machines grew by 

300% in the last 5 years [5]. The total annual impact caused 

by IoT is estimated between 2.7 trillion and 6.2 trillion dollars 

in 2025 [5]. Traffic monitoring in a mobile network in the 

United States showed a 250% growth of M2M data traffic in 

2011 [6]. 

All these numbers and projections point to a potentially 

significant and fast-paced growth of Internet of Things in a 

near future. This growth provides a unique opportunity for 

traditional equipment manufacturers to turn their products into 

"smart things" [7]. 

Many of the traditional systems use Modbus protocol to allow 

process monitoring and control. In the generator sets market 

this protocol is practically consolidated (the facto Standard) in 

Programmable Logic Controllers (PLCs). There are several 

models of PLCs in the market, each one with its own 

particularities and different Modbus maps. 

The objective of this work is to propose a MQTT protocol 

Discovery Service with no modifications in the protocol 

specification and to use this service to provide data in an IoT-

based genset condition monitoring system using RTU Modbus 

protocol on RS-485 serial bus. 

2. RELEVANCE 
Electricity is an essential resource for society and country 

development and power generation is an activity that demands 

large investments. To ensure the return on those investments, 

the availability and useful file of equipment must be 

maximized, which makes asset management a critical success 

factor. One of the main tools of maintenance management is 

condition monitoring of generators, a subject that has been the 

target of numerous academic and corporate studies in recent 

decades. 

The practical use of the project lies in the application of the 

proposed monitoring solution, through a prototype system, for 

the online monitoring of generator sets based on variables 

available in its Programmable Logic Controllers. The 

monitoring hardware should have a very low cost compared to 

more complex monitoring solutions commonly applied to 

larger power plants. 
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The results of this project are of great value for the power 

sector, for owners/users of generator sets and for society. As 

an economic result include increased availability and lifespan 

of generators. In social context it contributes to a better use of 

resources, to reduce the unavailability of the power grid and 

to distributed generation during peak consumption hours. 

Events such as the 2001 blackout and the energy crisis 

initiated in 2012 (both in Brazil) have boosted the use of 

generator sets as an independent utility source in the 

electricity sector [8]. Estimates indicate approximately 

200,000 generator sets in Brazil in 2017, making the market 

attractive in terms of volume when compared to the traditional 

power sector with a few large power plants. 

3. PROBLEM DEFINITION 
To guarantee the return of investments in electricity 

generation projects, it is essential to apply predictive 

maintenance philosophies instead of corrective and preventive 

policies. In this scenario, the online monitoring of generators 

plays a fundamental role to drive the transition of these 

philosophies, as it provides the necessary means to estimate 

the state of the asset and predict the failures before they occur 

[9]. 

In centralized power plants the nominal power is usually of 

the order of MW, in some cases up to GW. In the case of 

generator sets the power is usually in the order of kW. In this 

market, the cost of the asset is much lower in relation to a 

hydroelectric power plant, even when compared to the smaller 

ones. For this reason, the monitoring system cost must be very 

low so that it does not represent a very large part of the cost of 

the generation asset, making monitoring impossible. 

Moreover, the installation sites of the generator sets are the 

most diverse. In some cases, Wi-Fi hotspots are available but, 

in most cases, it is necessary to use mobile networks to 

transmit monitoring data. In both cases the communication 

can be considered unstable, high latency and possibly low 

bandwidth. 

Due to these characteristics, the concepts of IoT and the 

MQTT protocol are perfectly adapted to this type of 

application, since it must deal with low processing capacity 

(low hardware cost) and high latency networks, low 

communication bandwidth and high instability. 

To develop this system viable economically (whose main 

characteristic is the low cost of the hardware) it is necessary 

to consider it in high volume. The concept of cloud computing 

is perfectly aligned with these needs, since it brings benefits 

such as flexibility, security and scalability. 

In a system designed for high-scale application the concept of 

"zeroconf" is extremely desirable. This concept aims to reduce 

the effort required to manage the applications on the server 

side, since the application itself provides the data required for 

the operation of the system. 

Whenever a data publication is performed via MQTT 

protocol, it is also necessary to publish the "location" where 

this information must be stored to be retransmitted to the 

devices that are registered to receive this data. In the MQTT 

protocol this "place" is called a "topic". Commonly, brokers 

available on the Internet implement access control lists 

(ACLs) to manage user permissions in a hierarchy of topics. 

In the MQTT protocol all data is transmitted as text. When 

transmitting, for example, an integer, this number must be 

converted to text and encapsulated in the protocol. If an 

application wants to use this number as an integer after 

receiving the transmission, it must first convert the text to 

integer. This implies that the application must know the data 

type that is being received on each topic if you want to create 

rules about the received value. 

If we consider a case where an application uses the MQTT 

protocol to receive data from various equipment models, for 

example gensets, it is common for at least some of the data to 

be different between the equipment models. Even when data 

refers to the same variable, for example battery voltage, 

different models can provide data with different digit numbers 

or different engineering units. 

Simpler applications that do not give special treatment to the 

value or type of information being received can simply 

present the information to the user as text in a simple 

interface. 

In order to be able to show the information considering the 

data type that is being received the user must manually inform 

the application of the information regarding the monitored 

signal. For example, if the application is to receive the fuel 

level in a variable ranging from 0% to 100% and the user 

wants to use a graphic to present this information in an analog 

pointer component, him/her must manually configure the 

application to display this variable. If we imagine that each 

application has a few tens of monitored variables and that the 

monitoring system has hundreds or thousands of monitored 

generator sets, this is an activity that requires a lot of manual 

effort. 

The proposal is that the application not only publish the 

monitoring data but also publish information about the signal 

that is being monitored, like data type (text, integer, float 

point, etc.), magnitude type (level, voltage, current, pressure, 

etc.), engineering unit, largest and the smallest value expected 

for the variable (useful for graphic components in 

supervisors), etc. 

With this information the application can create rules and 

present data in a more user-friendly way. When defining a 

variable such as fuel level, for example, the application may 

be able to automatically create a graphic marker component of 

fuel. By extrapolating this rule to distinct types of variables, 

the application may be able to dynamically and automatically 

mount a dashboard and present the information to users in a 

much more pleasant and intelligible way. 

As related works, a request for an implementation of a MQTT 

server discovery service through UDP multicast packets was 

identified [10]. The proposal of this work is slightly different, 

since it does not aim to identify the accessible MQTT servers 

in a computer network, but to identify the available data in an 

MQTT Broker and its associated configurations. 

Another reference that closely related to the proposed work 

supports only some types of sensors and does not standardize 

the topics that should be used for the publication of common 

signal configurations, like datatype, unit, etc. [11], which 

weakens the interoperability of the solution with different 

systems. 

4. PROPOSED SOLUTION 

4.1 Architecture 
Generator sets are composed of a combustion engine coupled 

to an alternator [9]. The large majority of these generator sets 

are controlled by a Programmable Logic Controller (PCL) and 

supports Modbus RTU protocol. 
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Modbus is an application layer messaging protocol created in 

1979 by Modicon, positioned at level 7 of the OSI model, and 

provides client/server communication between devices 

connected to different types of buses or networks [12]. 

Modbus protocol is a request/response protocol in which each 

service is specified by a function code. Because it is free of 

licensing fees and suits various physical media (such as RS-

232, RS-485 and Ethernet), Modbus is used in thousands of 

devices, is a very cheap communication solution to use and is 

considered a standard (the facto standard) [13]. 

Monitoring data can be read from the genset PLC via Modbus 

RTU protocol in a RS-485 serial bus in most cases. Usually 

this is the interface that is available for the various PLC types. 

Some PLC models also use the RS-232 interface for Modbus 

RTU. 

The IoT-based monitoring system shall transfer data over the 

internet using MQTT protocol. The Broker is a server that 

manages the exchange of messages between the publishers 

(who publishes the data) and the subscribers (who receives the 

data). This publication may take place via Wi-Fi network, 

GPRS network or some other TCP/IP network infrastructure 

supported by the monitoring system. 

In our architecture, heavy processing and warehousing work 

to manage large numbers of publishers and subscribers is on 

the Broker's behalf, which can run in the cloud, leaving 

embedded systems with fewer responsibilities, enabling low-

cost monitoring devices. 

Subscribers can be mobile applications, WEB applications or 

any other program that is able to connect to the Broker via 

MQTT protocol and receive data, including a SCADA 

(Supervisory Control and Data Acquisition) platform. 

The proposed system has a Discovery Service over the MQTT 

protocol with no modifications on the protocol specification. 

To this end, the "facilities" of the discovery service are 

managed as "topics" in the MQTT protocol, like the data 

itself. Through this system it is not necessary to modify the 

specification of the MQTT protocol, so that the 

implementation of the discovery service can be performed on 

applications already developed and made available on the 

Internet. 

This system allows a company that provides generator set 

management services to manage various equipment from 

different customers, from distinct brands and models, without 

worrying so much about the implementation of the system in 

new equipment models. 

The discovery service allows managed devices to 

automatically advertise to the management application, 

describing their functionality and commands, minimizing the 

service provider's management effort. Once the monitoring 

system publishes its facilities, the management system must 

be able to interpret these "features" and display the monitoring 

information correctly. 

There are many MQTT brokers available on the internet, 

many with access control lists (ACL) that can hierarchically 

control access to device data, so that only authorized users can 

obtain monitored system information based on their 

credentials access. 

Because gensets are relatively small and can be mobile, the 

environment to be adopted adheres to the IoT paradigm and 

the management application operates with cloud computing 

capabilities. Figure 1 shows the proposed monitoring system 

architecture. 

 

Fig 1: Monitoring system architecture 

In this model, the Programmable Logic Controller controls the 

generator set (usually diesel) and communicates via the 

Modbus RTU protocol with a management module which in 

turn communicates through of the Message Queuing 

Telemetry Transport (MQTT) protocol with a middleware 

(Broker) operating in cloud computing. This broker can make 

the data available to a remote management WEB application 

accessible from personal computers and/or mobile or other 

application that communicates through MQTT. 

The MQTT protocol operates in publisher/subscriber mode. 

When the generator set is initialized it publishes the list of 

facilities encapsulated in the topics of the MQTT protocol to 

the Broker. These facilities will be made available in the 

management application only for authenticated users with 

credentials that have access to the monitored system. 

4.2 MQTT Discovery Service Definition 
The proposed approach provides for the application to publish 

to the broker information regarding the monitored signal as 

soon as the connection is stabilized after authentication. This 

information is published in topics, so it is not necessary to 

change the specification of the MQTT protocol. 

The Table 1 defines the values and description of each one of 

the topics. The topic "Value" is updated periodically, while 

other topics must be published at least once at system startup, 

because their values does not change during monitoring. 

Configuration topics must be published with the “retain flag” 

of the MQTT protocol. In this way applications that 

subscribes for these topics will receive the latest publication 

data even if the application starts after the monitoring system. 

This doesn’t happen without the “retain flag”. 

Table 1. Description of the topics 

Topic Value Description 

Value - 

Value of the 

monitored signal, 

obtained through 

some transducer, 

communication 

protocol, etc. 

Revision 0 

Discovery Service 

Revision. Defines the 

remaining fields 

available for the 

specified discovery 
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service and should be 

incremented in future 

releases. 

Description - 
Description of the 

monitored signal. 

DataType 

0 – Boolean (0-1) 

1 – Text (ASCII) 

2 – Uint8 

3 – Int8 

4 – Uint16 

5 – Int16 

6 – Uint32 

7 – Int32 

8 – Uint64 

9 – Int64 

10 – 32 bits 

(single precision) 

float point 

11 – 64 bits 

(double precision) 

float point 

Data type of the 

monitored signal. 

Magnitude 

0 – Voltage 

1 – Current 

2 – Power 

3 – Frequency 

4 – Angle 

5 – Time 

6 – Pressure 

7 – Temperature 

8 – Level 

9 – Key (open / 

closed) 

Physical quantity of 

the signal. 

Unit - 
Engineering unit of 

the monitored signal. 

DecimalDigits - 

Number of decimal 

digits (unsigned 

integer). 

Maximum - 

Highest expected 

value for the signal in 

the same data type of 

the signal. 

Minimum - 

Lowest expected 

value for the signal in 

the same data type of 

the signal. 

 

The proposed discovery service defines that only the first two 

fields are mandatory: value and revision. "Boolean" and "text" 

data types, for example, have no engineering unit, decimal 

digits, and no expected maximum and minimum values, as 

this information does not make sense for these data types. 

However, the system should publish as much information as 

possible. In this way subscribe applications can make use of 

the received information about monitoring data. 

5. PROTOTYPE USE CASE 
The developed prototype system uses the "Wemos D1 Mini" 

Development Kit [14], which features the "ESP8266EX" Chip 

[15]. This chip is widely used by enthusiasts in IoT projects, 

as it is easily integrated to Arduino's development interface 

[16], allowing the use of several libraries available in the 

interface. Other features that contribute to the popularity of 

the chip is its low cost and integrated Wi-Fi system (standard 

Wireless 802.11 b/g/n), usually with built-in antenna on the 

boards that integrate the chip. 

The development Kit has 16 pins, built-in Wi-Fi antenna, 

micro USB connector and reset button. Use this platform is to 

just connect it to the computer via a USB cable and install the 

"USB-TTL" converter driver built into the development kit 

itself. The Figure 2 shows the development kit. 

 

Fig 2: Wemos D1 Mini Development Kit 

Some pins of the development kit are general-purpose, such as 

serial communication. The "5v" pin is directly connected to 

the USB power supply and serves to feed the kit voltage 

regulator. The pin "3V3" is connected to the output of the 

voltage regulator of the development kit and feeds the 

ESP8266EX chip, which works at 3,3v (Power and logic). 

The "Rx" and "Tx" pins are connected to the "USB TTL" 

converter built-in in the kit, so that you can record and run 

programs in the development kit directly from the USB cable, 

without any auxiliary circuits. You can also use these pins 

when you do not have a USB cable connected to the serial 

communication kit with other equipment. The development 

kit also features 4MB Flash memory, which can be split to use 

as a program memory or as a filesystem memory. 

Data acquisition from PLC using Modbus RTU protocol on 

RS-485 half-duplex serial bus is done by the prototype 

through a RS485 transceiver MAX3485 [17] connected to the 

pins "Rx" and "Tx". The direction control of the RS-485 half-

duplex is carried out through a GPIO (general purpose 

input/output). 

When the PLC provides Modbus protocol via RS-232 it is 

needed to replace the transceiver MAX3485 by MAX3232 

[18]. In this case you do not need to use the GPIO direction 

control pins and no modification is required in the equipment 

firmware. 

The prototype is powered by a 7-40VDC power source 

compatible with the voltage provided by automotive batteries 

used in the gensets. It also has interface for Debug via serial 

and interface RS-485 for connection with the PLC. 

The configuration of the prototype is done via Wi-Fi network 

by a computer or smartphone. However, this feature is only 

available when the hardware is restarted in configuration 

mode (with the CONFIG button pressed). 

The hardware monitor also the battery voltage by an AD 

converter integrated to the microcontroller, providing this 

information via MQTT protocol for remote monitoring. 

The firmware record is done directly by the microcontroller's 

serial interface when it is restarted in firmware write mode 

(FLASH button pressed). 
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The system also has 3 LEDs to indicate the state of the 

equipment. It is easy to identify, for instance, a network 

failure (Wi-Fi or GPRS) or a serial communication failure 

(Modbus). 

When the equipment is turned on or rebooted an initial 

configuration is performed, which involves the direction 

setting of the microcontroller ports among other settings. 

If the Setup mode button is pressed, the software starts the 

setup mode via Wi-Fi. In this mode the equipment creates a 

Wi-Fi network where clients like a smartphone or a notebook 

can connect and be used to configure the hardware using a 

WEB browser. 

After configuring and restarting the equipment in normal 

mode, the firmware enters the main loop that involves the data 

acquisition (the ADC of the microcontroller and Modbus 

RTU), the transmission of the data through MQTT and the 

wait for the next loop. 

Figure 3 shows the prototype configuration page accessed 

using a smartphone browser (left) and a dashboard showing 

monitoring data using the mobile App "MQTT Dash" (right). 

  

Fig 3: Configuration page (left) and monitoring 

Dashboard (right) 

In this scenario CloudMQTT Broker (www.cloudmqtt.com) 

was used as middleware acting in cloud computing. As a 

Modbus server (to simulate monitoring data) a proprietary 

software and hardware of the company AQTech was used for 

functional validation, acting like a genset PLC. 

The application "MQTT Dash" (available at Play Store for 

Android smartphones) was also used. However, there are 

several alternatives for free applications that implement the 

MQTT protocol. 

The “MQTT Dash” App doesn’t implement the proposed 

discovery service but allows the user to configure graphical 

components to show the monitored signals in different ways 

like Text, partially filled circles and others. So MQTT Dash 

was used to show that these configurations could be done 

automatically using the proposed discovery service system. 

6. CONCLUSIONS 
The proposed solution defines that features of the monitoring 

system are published in the MQTT broker at system startup. 

This information is published in MQTT topics (payload) so 

that it does not change the protocol specification. With this 

strategy it is possible to use existing applications on the 

market with the proposed discovery service approach without 

any changes. 

Applications that receive the monitoring data can refer to the 

topics that have the discovery service facilities, for example, 

to improve the user experience on custom SCADA interfaces 

according to data types of monitored signals. If these 

applications want to consult the facilities of the discovery 

service, they just have to subscribe to the desired topics. 

The objective of the work was achieved since the developed 

system implements the discovery service without any changes 

in the specification of the MQTT protocol. A prototype was 

developed for validation of the proposed approach and the 

results were satisfactory. 

As future work it is possible to implement a SCADA software 

for different platforms to make use of the facilities available 

in systems that use the proposed discovery service. This 

software can dynamically build and present a dashboard based 

on monitored signals. The graphical representation of the 

measured quantities can be displayed based on the signal 

characteristics, available in the discovery service. For 

example, the software can show help buttons near the 

monitored signals that inform the description of each signal. 

Based on the number of decimal digits field, the software can 

also show monitored signals with the desired number of 

decimal digits automatically. Based on the maximum and 

minimum fields, future software can configure graphical 

representations, like progress bars, according to each 

individual signal. 

SCADA software could also store monitored values in a 

database with the correct data type, like Integers or Booleans, 

making use of database resources for specific data types. This 

can be done automatically using the field “data type” of the 

discovery service. Without this feature, SCADA software 

would have to store all monitored data in text format because 

it wouldn’t know the datatypes of each monitored signal. 

Storing signals in the correct data type allows the application, 

for example, to execute commands like calculate the 

maximum, minimum and mean values of a signal in specific 

time intervals using SQL queries. 

The implementation of TLS tunneling and MQTT payload 

encryption is also valid as future work for applications where 

security is a critical requirement. The protocol has no built-in 

security technology or encryption besides simple user 

authentication with username and password. Due to this, 

authentication and encryption over SSL are commonly used in 

applications where data security is an important requirement. 

However, SSL can be very costly for very limited devices. 

One approach that could optimize security without major 

processing and memory consequences would be to encrypt the 

payload and authenticate through a Hash system. 
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