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ABSTRACT 

The Electronic Voting (E-Voting) became a truly crucial part 

in the democracy of our life in which the election data is 

recorded, stored and prepared fundamentally as computerized 

data. Important basic properties of E-Voting are eligibility, 

privacy, fairness, uniqueness, receipt-freeness and 

verifiability. In addition to properties of blind signature such 

as correctness, blindness, anonymity and unforgeability. Blind 

signature allows to obtain a signature from the signer who 

signs a message without reading the content of the message. 

This paper presented a survey on blind signature schemes 

based on ElGamal Signature. The aim of this paper is to 

compare the existing blind signature schemes based on 

modifications of their parameters such as blinding factor, 

blinded message, blind signature, and Signature pair that 

satisfy these basic properties. 
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1. INTRODUCTION 
Recently, the research on E-voting becomes a very important 

topic in the advance of democracy. E-voting is the voting 

process held over electronic media, which give voters the 

right to cast a secret ballot over the Internet. E-voting is more 

comfortable for the voters in that it allows voters to vote from 

any poll site in the country. It can increase the participation of 

disabled people [1, 2]. Although E-voting is more comfortable 

and easier for voters than the conventional voting, yet it 

additionally more vulnerable  than the conventional voting 

due to the nature of digital processing of election data which 

can be easily spread, manipulated within the network, hence 

that may result in widespread fraud and corruption [3]. So it 

isn’t an easy task to achieve secure E-voting system. There 

are so many properties that have been proposed to make the 

E-voting a secure process. Some of these properties that must 

be satisfied are shown as follow: 

 Eligibility: Only eligible voters are permitted to cast 

their ballots.   

 Uniqueness: No voter can cast his ballot more than once.   

 Privacy: No person can access the information about the 

voters vote. 

 Receipt-freeness: A voter should not have any 

information which can be utilized to demonstrate to a 

coercer that he voted to prevent vote purchasing or 

selling. 

 Fairness: No partial result is available before the final 

result comes out. 

 Mobility: there are no restrictions on the location from 

which voters can cast their ballots. 

 Anonymity: Guarantee that no link between the voter’s 

identity and the marked ballot [4 - 7]. 

 Correctness: Anyone can independently verify that all 

votes have been counted correctly by using the signer 

public key. 

 Blindness: The content of the ballot should be blinded to 

the authority when he signs the ballot. 

 Unforgeability: Only the Authority can give a valid 

signature for the associated ballot [8, 9]. 

Blind signature is one of the most popular cryptographic 

techniques in E-voting system (EVS) that guarantee the 

anonymity of the voters. Blind signature allows a document to 

be signed without revealing its contents. The impact is like 

putting a document and a sheet of carbon paper inside of the 

envelope [10]. If someone signs the outside of the envelope, 

he also signs the document on the inside of the envelope. 

When document is removed from the envelope, the signature 

remains attached to it [6] .The first electronic election scheme 

was proposed by David Chaum in (1982) based on the RSA 

algorithm [10,11]. 

In this paper a survey of blind signature schemes for E voting 

that is based on ElGamal Algorithm is carried out. Because of 

ElGamal signature is accepted to be a secure and efficient 

public-key cryptosystem, it has an important property that 

ensures if a message is signed multiple times; the 

corresponding signatures are different [12]. 

This paper is organized as follow: Section 2 briefly introduces 

ElGamal digital signature scheme. Section 3, explains an 

overview of Blind Signature Scheme. Section 4, briefly 

introduces the literature survey and security analysis. 

Discussion is shown on section 5. Finally section 6, presents 

the conclusion and future work. 

2. ELGAMAL DIGITAL SIGNATURE 

SCHEME 
A digital signature is an electronic signature that demonstrate 

the authenticity of an electronic document or message in 

digital communication and uses encryption techniques to give 

confirmation of original and unmodified documentation [11]. 

Two main properties are required in digital signature namely, 

authentication, data integrity. In the digital signature scheme, 

there are two participants, namely, the signer and the verifier. 

The signer uses his private key to sign a document and then 
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sends this signature to the verifier. The verifier receives the 

signature, then he uses a public key to verify the validity of 

the signature [11, 13].  

ElGamal Algorithm is one of the digital signature schemes. It 

was invented by Taher ElGamal [14] in (1984). It is based on 

the difficulty of solving discrete logarithm problem (DLP). 

ElGamal signature scheme was discussed as in [13-15]. There 

were two participants, namely, the signer and the verifier and 

three phases, namely key generation, signing, and verification. 

In key generation phase, parameters of the signer are 

initialized. In signing phase, the signer uses his private key to 

sign a document and then sends this signature to the verifier. 

In verification phase, the verifier uses signer’s public key to 

verify the validity of the signature, which can be summarized 

as in scheme (1). 

Scheme 1. ElGamal scheme 

 

 

key 

generation 

1. Signer chooses large prime numbers 𝒑 in 

Galois field 𝒁𝒑  , 𝒈 is the Primitive 

root  𝒐𝒇 𝒑 ∈  𝒁𝒑 and   𝒙 ∈  𝒁𝒑   

randomly as his private key. 

2. Compute 𝒚 =  𝒈𝒙 𝒎𝒐𝒅 𝒑 as his public 

key. 

3. Publish 𝒑,𝒈,𝒚 in public, but keep the 

private key 𝒙 in a secret. 

 

Signing 

1. Signer randomly chooses 

integer 𝒌 , (𝒌 < 𝒑) ∈  𝒁𝒑and 

𝒈𝒄𝒅 (𝒌,𝒑 − 𝟏) = 𝟏 

2. Compute   𝒓 = 𝒈𝒌 𝒎𝒐𝒅 𝒑 and 𝒔 =

𝒌−𝟏(𝒎− 𝒙𝒓) 𝒎𝒐𝒅 (𝒑 − 𝟏) where 𝒎 is 

the message and (𝒓,  𝒔) is the final 

signature. 

3. Send the final signature(𝒓, 𝒔) , 𝒎  to the 

verifier. 

Verification 1. From the public key (𝒑,𝒈,𝒚) ,Verifier 

check 𝒈𝒎 ≡ 𝒚𝒓𝒓𝒔 𝒎𝒐𝒅 𝒑 to verify the 

validity of the signature (𝒓, 𝒔)   

3. BLIND SIGNATURE SCHEME 
Blind signature scheme is an extension of the digital signature 

scheme which allows a requester to get a signature from a 

signer without revealing any information about the message it 

signed [13]. The blind signature scheme must achieve four 

requirements, namely, Correctness, Blindness, Unforgeability 

and Anonymity. Blind signature scheme has three 

participants, namely, the signer, the requester and the verifier. 

It has five phases (see Figure 1), it is described as follow [8, 

11, and 16]. 

 Initialization (Key generation): All the system 

parameters of both requester and signer are initialized 

in this phase. 

 Blinding: The requester blinds the message by 

selecting a blind factor and sends the blind message to 

the signer. 

 Signing: Once the signer gets the blinded message, he 

use his private key to sign it and then sends back the 

blind signature to the requester.  

 Unblinding: Once the requester receives it, he uses his 

blind factor to recover the signer’s digital signature 

from the blinded message and sends it to the verifier. 

 Verifying: verifier can use the signer’s public key to 

verify whether the signature is authentic or not. 

 

Fig 1:  Flow of blind signature [11] 

4. LITERATURE SURVEY 
There are several studies have been carried out in the last few 

years that based on ElGamal digital signature scheme such as: 

4.1 R. L. Shen, et al.’s Scheme 
He presented a blind signature scheme based on the DLP and 

the modified ElGamal signature in   [13].There are 18 

modified ElGamal digital signature schemes shown by Dr. L. 

Harn [17]. (See table 1 in [17]), the modified ElGamal digital 

signature scheme No.15 was the basis for the proposed blind 

signature scheme.  

The signature equation for the modified ElGamal signature 

represented as 𝑎𝑥 =  𝑏𝑘 + 𝑐 𝑚𝑜𝑑 𝑝 − 1 , and the verification 

equation could be:  𝑦 𝑎 =  𝑟𝑏𝑔𝑐  𝑚𝑜𝑑 𝑝, where (a, b, c) are the 

three parameters from the set of values(m, r, s), each 

parameter (a, b, c)could be a mathematical combination 

of (m, r, s), with certain criteria for the combination between 

these parameters. The signature and verification equations that 

were the basis for R. L. Shen, et al.’s scheme were shown 

below. 

Signature equation: 𝑠𝑥 = 𝑘 +  𝑚 + 𝑟 , Verification equation: 

𝑦𝑠  = 𝑟𝑔𝑟+ℎ 𝑚   𝑚𝑜𝑑 𝑝 

In this scheme, there are three participants, namely, the 

requester, the signer, and the verifier; and five phases, namely, 

(1) initialization phase, 2) blinding phase, (3) signing phase, 

(4) unbinding phase and (5) verification phase were described 

as follow: 

Initialization phase: The signer chooses a large prime 𝑝 and 

𝑔 as a primitive root of 𝑝. Then   randomly chooses a number 

𝑥 (2 < 𝑥 < (𝑝 − 2)) to computes  𝑦 = 𝑔𝑥  𝑚𝑜𝑑 𝑝. the signer 

publishes (𝑦,𝑔, 𝑝) as the public key, keeps 𝑥 as the private 

key, and chooses a one-way hash function ℎ (. ) such as SHA-

1 or MD5. 

Blinding phase: First, the requester sends a request to the 

signer for signing message 𝑚 .  

The signer choose random number 𝑘′, such that 𝑔𝑐𝑑 (𝑘 ′, 𝑝 −

1)  =  1  and computes 𝑟′ =  𝑔 𝑘
′

 𝑚𝑜𝑑 𝑝 then sends 𝑟′ to the 

requester.  

The requester chooses the set of values(𝑎, 𝑏, 𝑐) are relatively 

prime to (𝑝 − 1) and computes 𝑟 = 𝑟′𝑎  𝑦𝑏𝑔𝑐  𝑚𝑜𝑑 𝑝  and  
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ℎ (𝑚) generated by the hash function ℎ (. ). Next he blinds the 

value ℎ (𝑚) with the blind equation 𝑚′ = 𝑎−1  c + ℎ  𝑚 +
r − 𝑟′ 𝑚𝑜𝑑  𝑝 − 1  ,then he sends the value 𝑚′ to the signer.  

Signing phase: After the signer receives the value 𝑚′, he 

computes s′ = 𝑥−1  𝑘 ′ +   𝑚′ + 𝑟′   𝑚𝑜𝑑( 𝑝 − 1). Then he 

sends the value 𝑠′ to the requester. 

Unblinding phase: The requester computes 𝑠 =  𝑎 𝑠′ +
𝑏 𝑚𝑜𝑑 (𝑝 − 1) , after receiving 𝑠′ from the signer, to obtain 

the message-signature(𝑚, 𝑟, 𝑠). Then he send the message-

signature pair (𝑚, 𝑟, 𝑠) to the verifier. 

Verifying phase: When the verifier receives the message-

signature pair(𝑚, 𝑟, 𝑠), he use the one-way hash function ℎ (. ) 

and the public key (𝑦,𝑔, 𝑝) to verify the legitimacy of the 

signature by checking, 𝑣1 = 𝑦𝑠  𝑚𝑜𝑑 𝑝   

𝑣2 = 𝑟𝑔𝑟+ℎ(𝑚) 𝑚𝑜𝑑 𝑝 

If 𝑣1  =  𝑣2, then the verification passes; else the verification 

fails. 

4.1.1 Security Analysis 
In this section we show that R. L. Shen, et al.’s scheme in 

[13]satisfied all the requirements of blind scheme namely, 

Correctness, Blindness, Unforgeability, and Anonymity. 

 Correctness: The following steps confirm the 

verification equation    𝑦𝑠  =  𝑟 𝑔 ℎ   𝑚 +𝑟  𝑚𝑜𝑑 𝑝 

 𝑔 𝑥𝑠 ≡  𝑔𝑘𝑔𝑟+ℎ 𝑚  𝑚𝑜𝑑 𝑝 

  𝑥𝑠 ≡  𝑘 +  𝑟 +  ℎ 𝑚 𝑚𝑜𝑑 𝑝 − 1  

     

𝑥 𝑎 𝑠′ +  𝑏 ≡  𝑎 𝑘 ′ +  𝑏𝑥 +  𝑐 +  𝑟 +  ℎ 𝑚 𝑚𝑜𝑑 𝑝 −

1 

  𝑥𝑎𝑠′  ≡ 𝑎 𝑘 ′ + 𝑐 + 𝑟 + ℎ 𝑚  𝑚𝑜𝑑 𝑝 − 1 

     𝑎 𝑥 𝑠′ −  𝑘 ′   ≡  𝑐 +  ℎ 𝑚 +  𝑟 𝑚𝑜𝑑 𝑝 − 1     

Multiplied simultaneously by 𝑎−1 

      𝑥𝑠′ − 𝑘 ′  ≡  𝑎−1 𝑐 +  ℎ 𝑚 +  𝑟 𝑚𝑜𝑑 𝑝 − 1  

Subtracted simultaneously by 𝑟′ 

       𝑥 𝑠′ −  𝑘 ′ −  𝑟′ ≡  𝑎−1 𝑐 +  ℎ 𝑚 +  𝑟 −
𝑟′ 𝑚𝑜𝑑 𝑝 − 1 

      𝑥 𝑠′ −  𝑘 ′ −  𝑟′ ≡ 𝑚 ′  𝑚𝑜𝑑 𝑝 − 1                         

     𝑠′𝑥 ≡  𝑘 ′ +   𝑚′ +  𝑟′  𝑚𝑜𝑑 𝑝 − 1. 

 Blindness: The signer cannot obtain the message 𝑚 

from blinded equation  𝑚′ = 𝑎−1  c + ℎ  𝑚 + r −
𝑟′ 𝑚𝑜𝑑 𝑝 − 1 , because the signer has three 

unknown parameters, namely, 𝑎, 𝑐 𝑎𝑛𝑑 𝑟, so the 

signature scheme is blind. 

 Unforgeability: No one can forge a valid signature 

pair (𝑟, 𝑠) on the message 𝑚 to pass the verification, 

because it is very difficult to solve the discrete 

logarithm problem. 

 Anonymity:  If the signer wants to trace the blind 

signature, he keeps the set of values(𝑚′, 𝑟′, 𝑠′). 

When the requester publishes the message- 

signature pair (𝑚, 𝑟, 𝑠) in public, the signer unable 

to obtain any information from the set of values that 

he keeps. Because the signer does not know the 

values including 𝑎,𝑏, 𝑐 𝑎𝑛𝑑 𝑟, he cannot link the 

relation between the message-signature pair and the 

blind signature. 

4.2 Dameri et al.’s Scheme  
He proposed blind signature scheme based on modified 

ElGamal signature in [18]. He pointed that this scheme is not 

only increases the security but also decreases the complexity 

of calculation in blind signature. 

In this scheme, there are three participants, namely, the 

requester, the signer, and the verifier; and five phases, namely, 

(1) initialization phase, 2) blinding phase, (3) signing phase, 

(4) unbinding phase and (5) verification phase were described 

as follow: 

Initialization Phase: The signer chooses large prime 

number 𝑝  and the Primitive root 𝑔 ∈  𝑍𝑝 ∗ . He chooses 𝑥 ∈

 𝑍𝑝 ∗  as the private key where 𝑥 < 𝑝, and compute 𝑦 

=  𝑔𝑥  𝑚𝑜𝑑 𝑝 then publish 𝑝,𝑔,𝑦 in public. 

Blinding phase: Requester blinds message 𝑚 by choosing 

blinding factor ℎ ∈ 𝑧𝑝  randomly. 

 𝓂′ = 𝑚 + ℎ 𝑚𝑜𝑑  𝑝 − 1 , then he sends 𝑚′ to the signer.  

Signing phase: After the signer receives 𝑚’, he chooses a 

random number 𝑘(𝑘 ∈ 𝑍𝑝−1 ∗) to calculate 𝑠′ =  𝑚′ −

 𝑥 + 𝑘  𝑟 𝑚𝑜𝑑 (𝑝 − 1) and 𝑟 = 𝑔𝑘  (𝑚𝑜𝑑 𝑝), then he sends 

(𝑠′, 𝑟) to the requester. 

Unblinding phase: the requester receives blind signature 𝑠′ 
from the signer and computes 𝑠 = 𝑠′ − 𝑟ℎ 𝑚𝑜𝑑 𝑝 − 1.Then 

he sends message 𝑚 and signature pair  (𝑠, 𝑟)  to verifier. 

Verifying phase: The verifier use the signer’s public key to 

verify the legitimacy of the signer‘s signature by checking 

whether 𝑔𝑟𝑚 = 𝑔𝑠(𝑦𝑟)𝑟  𝑚𝑜𝑑 𝑝 

4.2.1 Security Analysis 
Mala, Hamid, et al [19], pointed out that Dameri et al.’s 

scheme is universally forgeable, everyone can forge a valid 

signature on an arbitrary message without knowing the 

signer’s private key, Assume an attacker has eavesdropped a 

valid message/signature 𝑚 and (𝑠, 𝑟) . He can make a valid 

signature on message 𝑚′, by following these steps: 

Compute 𝑘′ = 𝑚′ −𝑚 𝑚𝑜𝑑 (𝑝 − 1), and 

 𝑟′ = 𝑟𝑔𝑘 ′

= 𝑔𝑘+𝑘 ′

 𝑚𝑜𝑑 𝑝,then compute  𝑠′ as below: 

 𝑠′ = 𝑠 ∗  
𝑟 ′

𝑟
 =  𝑚 −  𝑘 + 𝑥  𝑟′ 

                    =   𝑚 + 𝑘 ′ −  𝑘 + 𝑘 ′ + 𝑥  𝑟′ 

                            =  𝑚′ −  𝑘 + 𝑘 ′ + 𝑥  𝑟′ 𝑚𝑜𝑑 𝑝 − 1 

Finally,  𝑠′, 𝑟′  are verified as a valid signature for 

message 𝑚′, since the verification equation is satisfied as 

blow:  

      𝑠′    =  𝑚′ −  𝑘 + 𝑘 ′ + 𝑥  𝑟′ 𝑚𝑜𝑑 𝑝 − 1 

            𝑟′𝑚′  = 𝑠′ +  𝑘 + 𝑘 ′ + 𝑥 𝑟′𝑚𝑜𝑑 𝑝 − 1 

𝑔𝑟 ′𝑚 ′ = 𝑔𝑠′𝑔 𝑘+𝑘 ′+𝑥 𝑟 ′

𝑚𝑜𝑑 𝑝 − 1 

𝑔𝑟 ′𝑚 ′ = 𝑔𝑠 ′

(𝑔𝑥𝑔𝑘+𝑘 ′

)𝑟′    

𝑔𝑟 ′𝑚 ′ = 𝑔𝑠 ′

(𝑦𝑟′)𝑟
′

 𝑚𝑜𝑑 𝑝  
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So, Dameri et al.’s scheme is unsecure. 

4.3 Biswa Bhusan Biswal, et al.’s Scheme 
He proposed blind signature scheme based on DLP and the 

modified ElGamal signature in  [20], this scheme was less 

complexity and faster than other schemes by reducing the 

number of mathematical operations. (See table 1 in [17]), the 

modified ElGamal digital signature scheme No.7 was the 

basis for Biswa Bhusan Biswal, et al.’s scheme. 

In this scheme, there were three participants, namely, the 

requester, the signer, and the verifier; and five phases, namely, 

(1) initialization phase, 2) blinding phase, (3) signing phase, 

(4) unbinding phase and (5) verification phase. This scheme 

was described as follow:- 

Initialization phase: The signer randomly selects large 

primes  𝑝1 &  𝑝2 such that 𝑛 = 𝑝1 𝑝2 ,𝑝 = 2𝑛 + 1    and 𝑝 is 

prime.                                  Then he selects private keys 𝑥 , 𝑘 

& public keys  𝑦 =  𝑔𝑥𝑚𝑜𝑑  𝑝  , and 𝑟′ =  𝑔𝑘𝑚𝑜𝑑  𝑝  , where 

g is a primitive root of p. Then he sends public key set 

(𝑝,𝑔, 𝑦 ,𝑛, 𝑟′) to the requester. 

Blinding phase: He selects private keys 𝑎, 𝑏 & 𝑐 randomly 

and computes  

i. 𝑟 = ℎ( 𝑟′ 𝑔𝑎𝑦𝑏  𝑚𝑜𝑑 𝑝,𝑚), where ℎ(. ) is a 

cryptographic hash function (preferably SHA-

512).  

ii. 𝑚′ = 𝑟 + 𝑏 𝑚𝑜𝑑 𝑛 

iii. 𝑧 = 𝑔𝑐  𝑚𝑜𝑑 𝑝 , then he sends the blinded 

message 𝑚’ to the signer. 

Signing phase: After receiving  𝑚’ from requester, the signer 

computes   𝑠′ = (𝑘 + 𝑚′𝑥) 𝑚𝑜𝑑 𝑛 and sends 𝑠’ to requester.   

Unblinding phase: After receiving 𝑠′, the requester 

computes 𝑠 = 𝑠′ + 𝑎 + 𝑐 𝑚𝑜𝑑 𝑛 , then he sends ( 𝑟, 𝑠, 𝑧 ) as 

the Blind signature on message 𝑚, to the verifier.   

Verification phase: Given(𝑚, 𝑟, 𝑠, 𝑧), the legitimacy of the 

signature (𝑟, 𝑠) for the message m is verified by examining 

the verification equation: 

ℎ 𝑔𝑠𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚 𝑚𝑜𝑑 𝑛 = 𝑟 𝑚𝑜𝑑 𝑛 

4.3.1 Security Analysis 
In this section we show that the security of this scheme was 

based on both the strength of the hash function and the 

difficulty of computing the discrete logarithm problem. So 

this scheme satisfied all the requirements of blind signature 

scheme namely, Correctness, Blindness, Unforgeability, and 

Anonymity [20].  

 Correctness: The proof of equality is as follows:- 

 ℎ 𝑔𝑠𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚 𝑚𝑜𝑑 𝑛  

=   ℎ(𝑔𝑠 ′+𝑎+𝑐  𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛  

= ℎ(𝑔𝑘+𝑚 ′𝑥  𝑔𝑎𝑔𝑐𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛 

= ℎ(𝑔𝑘+ 𝑟+𝑏 𝑥  𝑔𝑎𝑔𝑐𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛 

=  ℎ(𝑔𝑘  𝑔𝑟𝑥𝑔𝑏𝑥𝑔𝑎𝑔𝑐𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛 

=  ℎ(𝑟′𝑦𝑟𝑦𝑏𝑔𝑎𝑧 𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛  

 = ℎ(𝑟′𝑦𝑏𝑔𝑎𝑚𝑜𝑑 𝑝,𝑚)𝑚𝑜𝑑 𝑛 

=  𝑟 𝑚𝑜𝑑 𝑛    

 Blindness: Random parameters 𝑎 , b and c, were 

ambiguous to the signer, they used to blind the message 𝑚 

as 𝑚′ = 𝑟 + 𝑏 𝑚𝑜𝑑 𝑛 , and  𝑟 = ℎ( 𝑟′ 𝑔𝑎𝑦𝑏  𝑚𝑜𝑑 𝑝,𝑚) . 

The signer cannot obtain ℎ 𝑚 , from 𝑚′ , so the signature 

scheme was blind. 

 Unforgeability: Its strength is based on the difficulty of 

solving the DLP, given 𝑦 𝑎𝑛𝑑 𝑔, it is impossible to 

compute 𝑥 (private key) from 𝑦 = 𝑔𝑥  𝑚𝑜𝑑 𝑝 and 

infeasibility of inverting the hash function to get the 

message from it. For passing verification equation:              

ℎ 𝑔𝑠𝑦−𝑟  𝑧−1𝑚𝑜𝑑 𝑝,𝑚  𝑚𝑜𝑑 𝑛 = 𝑟 𝑚𝑜𝑑 𝑛, successfully 

an Attacker had to randomly choose any two values from 

(𝑠, 𝑟, 𝑧) , and computed the third one.It was infeasible to 

find the third one, due to the hash function and the 

difficulty of solving DLP.  

 Anonymity:  In this scheme , it is impossible for the 

signer to trace the blind signature , which was 

demonstrated as  follows: For each blinded message that 

was sent to the signer , he could keep a record of the 

values : ( 𝑚′, 𝑠′) , and when the requester revealed 

( 𝑠, 𝑟, 𝑧,𝑚 ) to receiver in public , he could calculate a 

value , 𝑏′ from 𝑚′ − 𝑟 𝑚𝑜𝑑 𝑛 . But from  𝑠, 𝑠′ , he could 

calculate 𝑠 − 𝑠′ = 𝑎′ + 𝑐 ′𝑚𝑜𝑑 𝑛 . From 𝑧, he couldn’t 

calculate 𝑐′ due to the difficulty of discrete logarithm 

problem. So, since 𝑐 ′was unknown, 𝑎′ couldn’t be 

calculated, so he couldn’t trace the message by using   

𝑟 = ℎ( 𝑟′ 𝑔𝑎𝑦𝑏  𝑚𝑜𝑑 𝑝,𝑚) .  

4.4 Hamid Mala, et al.’s Scheme 
He proposed blind scheme based on the DLP and the modified 

ElGamal signature in  [19]. In [17] , (See table 1), the 

modified ElGamal digital signature scheme No.7 was the 

basis for Hamid Mala, et al’s scheme. It is variation of 

Nyberg-Rueppel Signature Scheme [21] [22]. In this scheme, 

there were three participants, namely, the requester, the 

signer, and the verifier; and five phases, namely, (1) 

initialization phase, 2) blinding phase, (3) signing phase, (4) 

unbinding phase and (5) verification phase were described as 

follow: 

Initialization phase: The signer chooses 𝒙 ∈ 𝒁𝒑
∗  , randomly 

as his private key and compute 𝒚 =  𝒈𝒙 𝒎𝒐𝒅 𝒑 as the public 

key, where g is a Primitive root of 𝒁𝒑
∗  

Blinding phase: The requester sends a request message to the 

signer.  

Then the signer chooses 𝑘 ∈  𝑍𝑝
∗  randomly to compute 

𝑟′ = 𝑔𝑘  𝑚𝑜𝑑𝑝 and sends 𝑟′ to the requester.  

The requester chooses 𝑎 𝑎𝑛𝑑 𝑏 at random and computes 

blinding factor: 𝑟 =  𝑟′𝑎𝑔𝑏  𝑚𝑜𝑑𝑝 = 𝑔𝑎𝑘+𝑏  𝑚𝑜𝑑𝑝 .Then 

requester blinds the hash of message 𝑚, by computing: 

𝑚′ =  𝑎 −1𝑟ℎ 𝑚 𝑚𝑜𝑑 𝑝 − 1where ℎ( . ) ∶ {0,1}∗  ∈  𝑍𝑝
∗  is a 

cryptographic hash function. Then he sends m' to the signer. 

Signing phase: The signer computes the signature of the 

blinded message as: 𝑠′ =  𝑚′𝑥 +  𝑘 𝑚𝑜𝑑 𝑝 − 1 Then he sends 

the result back to the requester. 

Unblinding phase: the requester extracts the signature of 

message 𝑚 from the signature of the blinded message, by 

computing: 𝑠 = 𝑎𝑠′ + 𝑏 𝑚𝑜𝑑𝑝 − 1 .Then he declares the pair 

(𝑟, 𝑠) as the signature of message 𝑚. 

Verification phase: Given(𝑚, 𝑟, 𝑠), the legitimacy of the 

signature (𝑟, 𝑠) for the message m is verified by examining 

the verification equation: 𝑔𝑠 = 𝑟 𝑦𝑟  ℎ(𝑚)𝑚𝑜𝑑𝑝 .  
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4.4.1 Security Analysis 
In this section we show that Hamid Mala, et al.’s scheme in 

[19] satisfied all the requirements of blind signature scheme 

namely, Correctness, Blindness, Unforgeability, and 

Anonymity. 

 Correctness: We prove the correctness of the 

verification equation is as follows:    

𝑔𝑠 =  𝑔𝑎𝑠 ′+𝑏𝑚𝑜𝑑𝑝 

            = 𝑔𝑎 𝑥𝑚 ′+𝑘 +𝑏  𝑚𝑜𝑑𝑝 

          = 𝑔𝑎 𝑥𝑎−1𝑟ℎ 𝑚   +𝑘   +𝑏   

                                           =  𝑔𝑥𝑟ℎ 𝑚 𝑔𝑎𝑘𝑔𝑏  

                                           = 𝑦𝑟ℎ 𝑚  𝑟′𝑎𝑔𝑏     

                                           = 𝑟 𝑦𝑟ℎ(𝑚) 

 Blindness: From blinded message 

𝑚′ = 𝑎 −1𝑟 ℎ(𝑚) 𝑚𝑜𝑑𝑝 − 1. Random integers(𝑎 ,𝑟) both 

unknown to the signer, so the signer cannot know the 

content of message. 

 Unforgeability: Based on the difficulty of computing 

the discrete logarithm problem over a large finite field 𝑍𝑝
∗  , 

so this scheme is unforgeable.  

 Anonymity: Suppose the malicious signer has kept a 

set record  𝑘 ′
𝑖  , 𝑟

′,𝑚′
𝑖 , 𝑠

′
𝑖 for all the blinded messages. 

When requester reveals  𝑚𝑗 , 𝑟𝑗 , 𝑠𝑗   in public. The signer 

unable to own any information from the set of values that 

he keeps. Because the signer does not know the values 

including 𝑎 𝑎𝑛𝑑 𝑏 .He cannot link the relationship 

between the message-signature pair and the blind 

signature.so the scheme signature satisfies anonymity. 

4.5 Chanchal Chandra, et al.’s Scheme 
He proposed blind scheme based on DLP and the modified 

ElGamal signature in [15], this scheme had less computational 

overhead and short signature length. 

In this scheme, there were three participants, namely, the 

requester, the signer, and the verifier; and five phases, namely, 

(1) initialization phase, 2) blinding phase, (3) signing phase, 

(4) unbinding phase and (5) verification phase were described 

as follow: 

Initialization phase: Signer chooses big prime number 𝑝 ∈
𝑍𝑝
∗  , 𝑞  is a prime factor of  𝑝 − 1  ,       and 𝑔 ∈ 𝑍𝑞

∗  as 

primitive root of 𝑞. He choose his private key 𝑥𝑎   ∈ 𝑍𝑞
∗and 

publish  y𝑎 = 𝑔𝑥𝑎   mod p  in public. Requester chooses his 

private key 𝑥𝑏  
∈  𝑍𝑞

∗  and publishes his public key 𝑦𝑏 =

g𝑥𝑏   mod p  in public. 

Blinding Phase: Signer select two numbers 𝑘, 𝛽 randomly in 

𝑍𝑞
∗   to compute 𝑟′ = 𝑔𝑘   𝑚𝑜𝑑 𝑝 , 𝑟 =  𝑘 + 𝑟′𝑥𝑎   (𝑚𝑜𝑑 𝑝), 

and 𝑣 = 𝑔−𝑟𝛽  (𝑚𝑜𝑑 𝑝) then send 𝑣 to requester. 

Requester chooses random numbers ( 𝛼, 𝑐) as blind factors 

and use the one-way hash function ℎ  .   to computes 𝑧 =
𝑔𝑐  (𝑚𝑜𝑑 𝑝) and blind 

message 𝑚′ = ℎ 𝑚, (𝑧𝑐
−1𝑥𝑏  𝑦𝑏

  𝑟  𝑥𝑏
  −1

 𝑣𝑧𝑔−𝑎) 𝑚𝑜𝑑 𝑝), then 

requester sends blind message 𝑚′ to signer. 

Signing Phase: Signer calculate blind signature 𝑠′ = (𝑚′ +
𝛽)𝑟  (𝑚𝑜𝑑 𝑝) , then sends (𝑟, 𝑠′) to the requester. 

Unblinding Phase: Requester computes digital signature 𝑠 =

 𝑠′ − 𝑐 − 𝑎  (𝑚𝑜𝑑 𝑞), then send the message 

𝑚, blind message 𝑚′ and signature pair  𝑟, 𝑠 to the verifier. 

Verification Phase: From the public  𝑝,𝑔, 𝑦𝑏 , verifier 

compute𝑠 𝑡 ′′ = ℎ 𝑚, 𝑦𝑏 .𝑔𝑟 1+𝑚 ′ .𝑔𝑠  𝑚𝑜𝑑 𝑝 

Check if 𝑡 ′′ = 𝑚′ so accepts. 

4.5.1 Security Analysis 

In this section we show that the strength of this scheme was 

based on difficulty of solving DLP in addition to complex 

hash function. It satisfied all the requirements of blind 

signature scheme namely, Correctness, Blindness, 

Unforgeability, and Anonymity. 

 Correctness: Prove verification of the proposed scheme 

as follow. 

   𝑚′ = ℎ 𝑚, (𝑧𝑐
−1𝑥𝑏  𝑦𝑏

  𝑟  𝑥𝑏
  −1

 𝑣𝑧𝑔−𝛼) 𝑚𝑜𝑑 𝑝 

  𝑚′ = ℎ  𝑚, (𝑔𝑐𝑐
−1𝑥𝑏  𝑔𝑥𝑏   𝑟  𝑥𝑏

  −1

 𝑣𝑧𝑔−𝛼) 𝑚𝑜𝑑 𝑝 

     𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟   𝑣𝑧𝑔−𝛼) 𝑚𝑜𝑑 𝑝 

  𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟   𝑔−𝑟𝛽𝑔𝑐𝑔−𝛼) 𝑚𝑜𝑑 𝑝 

𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟   𝑔−𝑟𝛽𝑔𝑠 ′−𝑠−𝛼𝑔−𝛼  𝑚𝑜𝑑 𝑝 

  𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟   𝑔−𝑟𝛽𝑔(𝑚 ′+𝛽)𝑟−𝑠−𝛼𝑔−𝛼  𝑚𝑜𝑑 𝑝 

 𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟   .𝑔(𝑟𝑚 ′)−𝑠−𝛼𝑔−𝛼  𝑚𝑜𝑑 𝑝 

 𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟  (𝑚 ′+1) .𝑔𝑠+𝛼𝑔−𝛼  𝑚𝑜𝑑 𝑝 

 𝑚′ = ℎ 𝑚, (𝑔𝑥𝑏   𝑔  𝑟  (𝑚 ′+1) .𝑔𝑠𝑚𝑜𝑑 𝑝                    

                  ∴   𝑚′ = 𝑡′′ 

 Blindness: From the blinded equation 𝑚′ =

ℎ 𝑚, (𝑧𝑐
−1𝑥𝑏  𝑦𝑏

  𝑟  𝑥𝑏
  −1

 𝑣𝑧𝑔−𝑎) 𝑚𝑜𝑑 𝑝, there are three 

ambiguous parameters, namely a, c and xb , the signer 

unable to get message 𝑚 from 𝑚′, 𝑠𝑜 this scheme is blind. 

 Unforgeability: Its security is based on DLP and IFP, so 

it is impossible to attack to obtain private keys. It is 

resistant against forgery attack such as existential and 

selective forgery. 

 Anonymity: Signer cannot link the relationship between 

the message 𝑚 -signature pair( 𝑟, 𝑠) and the blind 

signature 𝑠′, because the signer does not know the values 

including 𝑎,𝑏, 𝑐 𝑎𝑛𝑑 𝑥𝑏 , although he keeps the set of 

values(𝑚′, 𝑠′) and the requester put (𝑚, 𝑟, 𝑠) in public. 

5.  DISCUSSION 
As stated at the section 4 of this paper, we presented R. L. 

Shen, et al.’s [13], Dameri et al.’s [18], Biswa Bhusan Biswal, 

et al.’s [20], Hamid Mala et al.’s  [19], and Chanchal Chandra 

et al.’s [15] schemes. Based on modifications of parameters 

such as blinding factor, blinded message, blind signature and 

Signature pair for comparison between those schemes as 

shown in table 1 and table 2, the Correctness property was 

satisfied in R. L. Shen, et al. [13], Dameri et al. [18], Biswa 

Bhusan Biswal, et al. [20], Hamid Mala, et al. [19], and 

Chanchal Chandra, et al. [15] schemes.  

Blindness property was satisfied in R. L. Shen, et al, Dameri 

et al, Biswa Bhusan Biswal, et al, Hamid Mala, et al, and 

Chanchal Chandra, et al. schemes.  
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Unforgeability property was satisfied in R. L. Shen, et al, 

Biswa Bhusan Biswal, et al, Hamid Mala, et al, and Chanchal 

Chandra, et al. schemes but wasn’t satisfied in Dameri et al.’s 

scheme.  

Finally Anonymity property was satisfied in R. L. Shen, et al, 

Dameri et al, Biswa Bhusan Biswal, et al, Hamid Mala, et al, 

and Chanchal Chandra, et al Schemes. The scheme becomes 

also more secure when the blind factor has a higher value as 

shown in table 3.  

In addition to we compared the existing schemes from 

computational complexity, the R. L. Shen, et al.’s scheme has 

numbers of operations (6 modular multiplication, 7 modular 

exponentiation, 2 modular multiplication inverse and 2 

hashing) operations in all phases. 

The Dameri et al.’s scheme has numbers of operations (4 

modular multiplication, 5 modular exponentiation, 0 modular 

multiplication inverse and 0 hashing) operations. 

The Biswa Bhusan Biswal, et al.’s Scheme has numbers of 

operations (7 modular multiplication, 7 modular 

exponentiation, 1 modular multiplication inverse and 2 

hashing) operations. 

Hamid Mala, et al.’s scheme has numbers of operations (7 

modular multiplication, 6 modular exponentiation, 1 modular 

multiplication inverse and 2 hashing) operations. 

Chanchal Chandra, et al.’s Scheme has numbers of operations 

(10 modular multiplication, 9 modular exponentiation, 2 

modular multiplication inverse and 2 hashing) operations. 

Based on the comparison performed, the Dameri et al.’s 

scheme has less numbers of operations (4 modular 

multiplication, 5 modular exponentiation, 0 modular 

multiplication inverse and 0 hashing) operations. From these 

analysis, we find that Dameri et al.’s scheme has less 

operations than the other existing schemes as shown in Table 

4. But it wasn’t secure, it suffered from universally forgeable 

Attack. 

 

Table 1. Comparison between Different Modifications of ElGamal 

Signature in (Key Generation, Blinding, and Signing Phases) 

Algorithm Key generation Requester /Blinding Signer/Signing 

ElGamal 
[14]

 y =  gx  mod p ---------- s = k−1(m − xr) mod (p − 1) 

R. L. Shen 
[13]

 

y =  gx  mod p 

r′ =  g k
′

 mod p, 

r = r′a  ybgc  mod p 

m′ = a−1  c + h  m + r − r′modp
− 1 

 

 

s′ = x−1  k′ +   m′ + r′  mod 

(p − 1) 

𝐃𝐚𝐦𝐞𝐫𝐢 [18]
 

y =  gx  mod p 

r =  gk  mod (p ) 
𝓂′ = m + h mod (p − 1) 

 

s′ =  m′ −  x + k  r mod 

(p − 1) 

Biswa Bhusan 

Biswal 
[20]

 

n = p1p2 

p = 2n + 1 

y =  gx  mod p 

r′ =  g k  mod p 

z = gc  mod p 

r = h( r′ gayb mod p, m) 

m′ = r + b mod n 

 

s′ = (k + m′x) mod n 

Hamid 

Mala 
[19]

 

y =  gx  mod p 

r′ =  g k  mod p 

r = r′a  gb  mod p 

  m′ = a−1rh m mod (p − 1) 

 
 s′ = k + m′x mod (p − 1) 

Chanchal 

Chandra
 [15]

 

ya  =  gxa  mod p 

yb  =  gxb  mod p 

r′ = gk  mod p  

r =  k + r′xa   (mod p) 

v = g−rβ (mod p) 

z = gc (mod p) 

m′ = h m, (zc−1xb   yb

  r xb
  −1

  

vzg−α) mod p 

s′ = (m′ + β)r  (mod p) 
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Table 2.Comparison between Different Modifications of ElGamal Signature in 

(Unblinding and Verification Phases) 

Algorithm Requester/ Unblinding Verifier/Verifying 

ElGamal 
[14]

 ---------- gm ≡ yrrs  mod p 

R. L. Shen 
[13]

 s =  a s′ + b mod (p − 1) ys = rgr+h(m) mod p 

𝐃𝐚𝐦𝐞𝐫𝐢 [18]
 s = s′ − rh mod (p − 1) grm = gs(yr)r  mod p 

Biswa Bhusan Biswal 
[20]

 s = s′ + a + c mod n r = h gsy−r  z−1mod p, m mod n 

Hamid Mala 
[19]

 s =  a s′ + b mod( p − 1) gs = r yrh (m) mod p 

Chanchal Chandra
 [15]

 s =  s′ − c − α  (mod q) m′ = h m, yb . gr 1+m ′ . gs mod p 

 

Table 3.Security Analysis on Blind Signature Schemes Based On Modified ElGamal Signature 

Algorithm R. L. Shen 
[13]

 Dameri 
[18]

 Biswa Bhusan Biswal 
[20]

 
Hamid 

Mala 
[19]

 
Chanchal Chandra

 [15]
 

Correctness Yes Yes Yes Yes Yes 

Blindness Yes Yes Yes Yes Yes 

Unforgeability Yes No Yes Yes Yes 

Anonymity Yes Yes Yes Yes Yes 

Blind factors 3 1 3 2 3 

Weakness ------ 
Universally Forgeable 

Attack 
------ ------ ------ 

Review 

security status 
Secure Unsecure Secure Secure Secure 

 

Table 4. Comparative Study of Computational Complexities 

Type of Computation R. L. Shen 
[13]

 Dameri 
[18]

 
Biswa Bhusan 

Biswal 
[20]

 
Hamid Mala 

[19]
 Chanchal Chandra

 [15]
 

Multiplication 6 4 7 7 10 

Exponentiation 7 5 7 6 9 

Inverse 2 0 1 1 2 

Hash 2 0 2 2 2 

 

6. CONCLUSIONS AND FUTURE 

WORK 
In this paper, a survey of existing blind signature schemes 

based on ElGamal Signature is presented. Its security was 

based on the difficulty of computing the discrete logarithm 

problem. Schemes were compared in terms of requirements of 

blind signature namely, Correctness, blindness, anonymity 

and unforgeability. These requirements were either satisfied 

or dissatisfied in the schemes mentioned on this paper. 

Schemes such as Dameri, et al.’s [18] scheme was unsecure, it 

suffered from universally forgeable Attack. But R. L. Shen, et 

al.  [13], Biswa Bhusan Biswal, et al. [20], Hamid Mala, et al. 

[19], and Chanchal Chandra, et al. [15] satisfied all 

requirements of blind signature. In addition to we compared 

the existing schemes from computational complexity. Except 

Dameri, et al.’s scheme, Hamid Mala, et al.’s scheme has less 

computation complexity and more secure than the existing 

schemes so it would be appropriately efficient in applications 

like EVS to achieve voter anonymity, in other words to 

remove voter’s identity from his cast ballot, in order to ensure 

voter privacy. 
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