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ABSTRACT 

The significance of home security framework can't be denied 

in the present crime-ridden society. Home security is getting 

to be noticeably important these days as the potential 

outcomes of interruption are expanding day by day. Protection 

from burglary, leaking of crude gas and fire are the most vital 

prerequisites of home security systems for individuals. The 

most common system used for such purpose is CCTV camera. 

However, it is expensive, uses excessive space for keeping 

records and furthermore expects manpower to supervise the 

unapproved action. In this paper, we proposed a system which 

is cost effective with better resolution and can detect intrusion 

single-handedly. Here, PIR motion sensor, along with the 

Raspberry Pi, is used to detect motion and once it is activated, 

a video is triggered via Pi camera module. IOT based 

applications can be used remotely to view image and get 

email on intrusion detection.   

General Terms 
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Keywords 
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1. INTRODUCTION 
Home security has dependably been an issue in the present 

day. While we are adapting up to the pace of advancing 

technology and rising economy, our activities may leave our 

natural belonging in an unsecured and unsafe state. Stunning 

as it might come, yet an estimated 3.7 million thefts occurred 

on an average, every year from 2003 to 2007 [1]. 30 percent 

of these are a direct result of an open or opened window or 

entryway and 66 percent of all robberies are home break-ins 

[1]. Robberies and thefts have become one of the major 

problems in our daily life, and in such situation, the 

availability of a security system for our house and office has 

become an essential requirement in order to ensure our safety. 

Obviously, regardless of having such dangers, our day by day 

routine must be taken after. To make things less demanding, 

the majority of the population goes with conventional systems 

such as burglar alarm system that rings when somebody enters 

their room. An alternate solution will be a CCTV that keeps 

video records of the targeted area, that too is monitored by an 

authorized body [2, 3, 4]. However, configuring such systems 

in local residents can be strenuous and furthermore, once the 

burglary occurs, the notification to the householder is not 

spontaneous. In other words, the system is effective if the 

owner is near-by, but one can't make a move in due time if the 

case is inverse [2, 3, 4]. Thus, we are proposing a device that 

can notify you home-breach instantly via IOS/Android phone.  

The resulting segments of the paper have been structured as 

follows: Section II includes the related work and the existing 

systems based on our proposed system. Section III illustrates a 

proposed model with block diagram and flowchart concerned 

with the working of the system. Section IV describes how the 

individual components of the system work. Section V 

represents the system implementation of our proposed model 

and section VI concludes the paper.  

2. RELATED WORK 
Ever since the wireless home security systems have become a 

highly developed research in the field of International 

Intelligent Building, various approaches were proposed for 

designing such systems. In [7], an LED is used to monitor the 

home entryway and once intrusion occurs, the system enables 

house owner to change the passkey for the entrance. In [8], on 

account of intrusion, the system notifies the owner by sending 

SMS to the owner’s registered phone number that is already 

preconfigured in the system. The owner can also remotely 

control his home by SMS using only his registered number. In 

[9], a system is proposed that comprises of IR sensors to 

recognize intruder, Raspberry Pi to capture intruder’s picture, 

and a GSM modem to send SMS alongside the hyperlink of 

the picture. In [10], a robot is used to transmit live streaming 

of the home that can be viewed with a smartphone. The robot 

notifies the owner, on account of an intrusion, with the help of 

a temperature sensor that is integrated within the robot. In 

[11], GSM technology is used to alert the owner via mail once 

an intrusion is detected. In [12], a system is introduced that 

includes a raspberry pi and a camera to capture information 

and send to a smartphone that is used to remotely observe a 

specific location. 

3. PROPOSED MODEL 
The proposed system has been intended to overcome the 

drawbacks of the past surveillance systems and to enhance the 

security, adaptability, efficiency at whatever point required. 

Having a security camera system may infrequently be 

unimaginable because of the thorough expenses brought about 

in the course of the installation. The objective of our system is 

to make a smart surveillance system which can provide 

caution to the owner remotely by means of notification. It 

does this by sending an email the owner’s smartphone when 

an intrusion is detected. The intrusion is detected using PIR 

motion sensor and is activated as soon as a motion is detected. 

Once it is activated, it will trigger video recording via the Pi 

camera module. As the Pi camera starts recording video, it 

first cross-matches the face of the person who enters the 

room. If it’s a familiar face, for example, that of a family 

member, then the detection is completely ignored. In case the 

face doesn’t match, indicating the detection of an intruder, the 

security guard of that apartment is notified with the help of a 

buzzer to generate continuous beeps and an LCD to display on  



International Journal of Computer Applications (0975 – 8887) 

Volume 180 – No.35, April 2018 

57 

 

Fig 1: Block Diagram of the Proposed System 

 

Fig 2: Flowchart of the Proposed System 

which flat the intrusion has occurred. Furthermore, an image 

of the intruder is captured, instantly uploaded in cloud, and a 

notification is sent via an email on his phone for the owner to 

see who is inside his room. One interesting thing to note here 

is that the camera for recording video will be activated for 

short duration on an account of an intrusion and as soon as the 

time exceeds, it will be turned off. It will again be activated if 

another intrusion occurs but for a limited duration, thus 

making our system more efficient. Figure 1 and Figure 2 

represent the block diagram and the flow chart of our 

proposed system. 

4. COMPNENT DESCRIPTION 

4.1 Raspberry Pi 
The Raspberry Pi is a microprocessor that is designed for the 

Linux operating system. It is a fully functional computer that 

consumes low power and is expected to perform similar to 

that of a desktop computer. In our proposed system, 

Raspberry Pi 3 Model B is used with Raspbian OS integrated 

into it. It has a Broadcom BCM2387 System on a Chip (SoC), 

which includes Quad-Core ARM Cortex-A53 1.2GHz 

processor, 1GB RAM, and 64-bit CPU. It comprises of a 

micro SD card slot that supports a 32 GB SD card, DSI 

display connector, 40-pin GPOI connector, CSI Camera 

connector, an Ethernet port, and a wireless LAN & Bluetooth 

connectivity [13, 14]. 

4.2 Pi Camera Module 
The Raspberry Pi camera module can take high-definition 

video along with still pictures and can support 1080p30, 

720p60, and VGA90 video modes. A 16-pin ribbon of 15 cm 

is integrated with the camera module and is assigned to the 

CSI port of the Raspberry Pi [15]. It is advantageous to use 

Raspberry Pi camera module as there are plenty of third-party 

libraries build for it. For our work, we have used 8.5-

megapixel camera module of version 2.1  

4.3 Passive Infrared (PIR) Motion Senor 
The passive Infrared sensor is used to detect the motion of a 

person. When someone comes in the range of the PIR sensor, 

the temperature of the room increases due to the body 

temperature of that person. This rise in temperature indicates 

the motion of an individual [16]. 

4.4 Liquid Cristal Display (LCD) 
The LCD Display is cost-effective and is used to display 

numbers, character, and graphics at low power consumption 

[17]. 

4.5 Buzzer 
The buzzer is used to generate beep sound when a voltage is 

supplied. For our proposed system, the buzzer is used as an 

alert to generate continuous beep when an intrusion occurs. 

5. WORKING PRINCIPLE 

5.1 Detection of Motion 
In our proposed system, PIR sensors are placed in the rooms 

in order to detect the motion of a person. When someone 

comes in the range of the PIR sensor, the temperature of the 

room increases due to the body temperature of that person. 

This rise in temperature indicates the motion of an individual. 

This triggers the pi camera on which immediately starts 

recording video. 

5.2 Detection and Identification of Face 
The Raspberry Pi, along with the PIR sensor and the camera 

module, starts processing the captured video as soon as an 

intrusion occurs. The face detection and recognition process is 

carried out in 3 stages. 

i. Constructing an image dataset using the face of the 

authorized members (family members). 



International Journal of Computer Applications (0975 – 8887) 

Volume 180 – No.35, April 2018 

58 

ii. Training the face recognizing classifier with the 

images in the dataset. 

iii. Detecting faces in the captured images and 

comparing them with the trainer dataset. 

At the very beginning, 10 images from different side views 

are collected from the live streaming video of each authorized 

member. These images were captures at different times of the 

day and with different facial expressions. All these images 

were saved in a separate folder. 

Once that is done, a Haar Cascade classifier is used. Object 

Detection using Haar feature-based cascade classifiers is an 

effective object detection method. It is a machine learning 

based approach where a cascade function is trained from a lot 

of positive and negative images. It is then used to detect 

objects in other images. Here we will work with face 

detection. Initially, the algorithm needs a lot of positive 

images (images of faces) and negative images (images 

without faces) to train the classifier. Then we need to extract 

features from it. For this, Haar features shown in figure 3 

image are used. They are just like our convolutional kernel. 

Each element is a solitary esteem acquired by subtracting sum 

of pixels under the white rectangle from sum of pixels under 

the black rectangle. 

 

Fig 3: Edge Feature 

 

Fig 4: Line Feature 

Now, all possible sizes and locations of each kernel are used 

to calculate lots of features. For each feature calculation, we 

need to find the sum of the pixels under white and black 

rectangles. To solve this problem, we used the integrated for 

of the picture. However substantial our picture is, it 

diminishes the computations for an offered pixel to a task 

including only four pixels they introduced the integral image. 

However For this, we apply each and every feature on all the 

training images. For each feature, it finds the best threshold 

which will classify the faces to positive and negative. 

Obviously, there will be errors or misclassifications. We 

select the features with minimum error rate, which means they 

are the features that most accurately classify the face and non-

face images. In an image, most of the image is non-face 

region. So it is a better idea to have a simple method to check 

if a window is not a face region. If it does not find the face in 

a single attempt, it is not going to process the whole region. 

Instead, it will focus on regions where there can be a face. 

This way, we spend more time checking possible face regions. 

For this they introduced the concept of Cascade of Classifiers. 

Instead of applying all 6000 features on a window, the 

features are grouped into different stages of classifiers and 

applied one-by-one. In figure 5, we can see that if a window 

fails the first stage, discard it. We don't consider the remaining 

features on it. If it passes, apply the second stage of features 

and continue the process. The window which passes all stages 

is a face region. 

 
 
 
 
   
  
    
 
 
 
 
 
 

 
          
 
 
 
 
 
    
  
 

 

Fig 5: Finding Face from Different Sub region 

Moreover, it uses this entire basic feature to detect the facial 

landmarks, such as the eyes, nose, and mouth, out of these 

images In order to do that, the classifier is first trained with 

AdaBoost and Haar feature algorithms that are implemented 

from the OpenCV Library [18]. The library is preconfigured 

with a pre-trained facial landmark detector which 

approximates the location of the 68 (x, y)-coordinates that is 

related to the facial landmarks of the face [19]. After detected 

the facial landmarks of each face, the images are converted to 

a grayscale format to reduce the inherent complexity of the 

images [20, 21]. To convert the image into grayscale we can 

use different approaches. Here we convert each pixel Red, 

Green and Blue value into Gray color. 

𝐺𝑟𝑎𝑦  𝑥, 𝑦 =  0.2989 × 𝑓 𝑥, 𝑦, 𝑅 + 0.5870 × 𝑓 𝑥, 𝑦, 𝐺 +
                            0.1140 × 𝑓(𝑥, 𝑦, 𝐵)  [25] 

where, Gray(x,y) = Output image as grayscale image, f(x,y,R) 

= Red channel pixel value in specific (x,y) coordinate, 

f(x,y,G) = Green channel pixel value in specific (x,y) 

coordinate and f(x,y,B) = Blue channel pixel value in specific 

(x,y) coordinate[25]. After converting the images into 

grayscale format, the trainer dataset in the library is used to 

store the formatted images of each authorized member along 

with a unique ID for identification 

Once an intruder is detected, the 68 (x, y)-coordinates of his 

facial landmarks are extracted using the exact process and 

compared with the ones stored in the trainer dataset. If the 

coordinates are identical, indicating that the intruder is one of 

the authorized members, the system just displays his name but 

doesn’t take any action. However, in case the coordinates 

differ, this indicates that the person is not one of the 
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authorized members and thus the owner of the house must be 

notified via email. 

5.3 Notifying the Owner 
The Raspberry Pi is operated as a surveillance system where it 

sends email alerts to the owner on account of an intrusion, 

with the captured image as an attachment. The subject, 

message content, Email ID and the image of the intruder are 

all entered into the system through python scripts [22].  

In order to send emails, Simple Mail Transfer protocol 

(SMTP) is used by implementing a native library in Python, 

smtblib. The smtplib module defines an SMTP client session 

object that can be used to send mail to any Internet machine 

with an SMTP or ESMTP listener daemon. MIME protocols 

are used to send attachments. SMTP connection is put in TLS 

(Transport Layer Security) mode to ensure security. Port 

number 587(for smtp.gmail server) is used for sending emails. 

5.4 Notifying the Security Guard 
Notifying the owner of the house is effective if he is near-by, 

but one can’t take instant action if the case is opposite. Thus 

to enhance the level of security, the security guard of the 

apartment is notified as well so that he can make is move in 

due time. In order to notify the guard, a buzzer is used as an 

alert to generate continuous beep when an intrusion occurs. 

For him to acknowledge on which flat the intrusion has 

occurred, an LCD display is mounted somewhere in the 

security guard room which displays the suspicious flat number 

of the apartment. 

6. RESULTS AND DISCUSSION 
Constructing the trainer dataset required significant amount of 

time and attention. Initially, the pictures of an authorized 

member were taken in daylight in order to train the classifier. 

However, when carrying out the experiment at night, it was 

observed that the Haar Cascade classifier was unable to detect 

the member. As a result, an email notification was 

automatically sent to the owner, despite of him being a family 

member. The case was similar when still pictures of a family 

member were captured instead of capturing pictures from 

various angles and with different expressions. Taking all these 

parameters into consideration, we constructed a trainer dataset 

that can help the classifier to recognize the face of the intruder 

with better percentage accuracy. 

 

Fig 6: Face Recognition of the Authorized Member 

On completion of this work, our system can successfully 

distinguish the between the family member and the intruder. 

Based in the comparison it can decide whether to ignore 

intrusion or to take further actions. The occurrence of 

intrusion is ignored when the image of the detected face is 

found to be matching with the images in the trainer dataset. In 

such case, the system only displays the name of the intruder 

who is none other than a family member. Figure 6 presents a 

snapshot of how the system could successfully recognize the 

face of the authorized member. On account of an intrusion, 

the security guard of the apartment is notified with the help of 

a buzzer and an LCD display and an email notification is also 

sent to the owner of the house. Figure 7 shows a snapshot of 

the owner’s Gmail account after the email is sent. 

6.1 Performance Evaluation 
It was observed that the Raspberry Pi 3 Model B used in our 

proposed system could not perform fast image processing. As 

it was mentioned in section 4.1, the Pi is comprised of 1 GB 

RAM and 64-bit CPU, and with such specifications the 

system was not sufficiently fast.  In order to improve the 

performance of the system, an attempt was taken to increase 

the clock speed. However, as the FPS (Frame per Second) rate 

of our video processing pipeline was very less, over-clocking 

the pi processor doesn’t provide a decent outcome. As a 

result, multithreading was applied to significantly increase the 

FPS processing rate of our pipeline. Multithreading is a 

process through which a single core in a multi-core processor 

can perform multiple threads or processes at the same time 

[23].  

 

Fig 7: Result Displayed on Mobile through Email 

Since the Pi 3 contains a Quad-Core processor, performing 

multi-threading makes our system more efficient in terms of 

speed.  Table 1 and 2 illustrates the performance accuracy 

before and after executing multithreading. 
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Table 1. Performance Accuracy before Executing 

Multithreading. 

CPU Speed 

(arm speed) 

(CC/s) 

GPU Speed 

(CC/s) 

Frame per 

Second 

Performance 

Accuracy 

(%) 

800 126 3 70 

1000 126 3 73 

1200 126 3 75 

 

Table 2. Performance Accuracy after Executing 

Multithreading. 

CPU Speed 

(arm speed) 

(CC/s) 

GPU Speed 

(CC/s) 

Frame per 

Second 

Performance 

Accuracy 

(%) 

800 126 4 78 

1000 126 6 83 

1200 126 7 88 

 

From Table 2, it can be deduced that, increasing the FPS rate 

using multithreading increased the performance accuracy of 

our proposed system by a significant amount. Therefore, it 

can be said that the application of multithreading can 

significantly improve the performance of image processing in 

Raspberry pi. 

7. CONCLUSION 
The urge of the smart security system for monitoring 

particular area is developing day by day in the recent years. 

The application of security system is uncountable as it can be 

used in various situations for different reasons. However, the 

traditional security systems such as the CCTV camera are 

quite expensive and require constant supervision. Taking all 

these issues into consideration, we have come up with a 

security surveillance that is capable of detecting intruders and 

taking appropriate actions against it. The system informs the 

authorized owner of an intrusion via mail except for the ones 

who are the authorized members, such as the family members. 

In addition, it will also alert the security guard of the building 

via a buzzer and display on which flat the intrusion has 

occurred through an LCD Display. The system is very 

beneficial for people who want to safeguard their properties 

and restrict access. It is very easily operated, so that anybody 

whether rich or comfortable, young or old can make use of 

this system. In the future, we would like to work on 

recognizing the pattern of the intruder for intrusion detection.  

The burglars, for example, have particular patterns common in 

them. This includes maintaining a pin drop silent after 

entering the house, the fear of getting caught that is visible in 

face, and body movements in search of valuable things that 

can be stolen. We believe, if these patterns can be detected 

and recognized, a near perfect surveillance system can be 

designed. Furthermore, as the need to be secured and safe is 

becoming a growing concern in the recent years, we would 

like to make our security system intelligent that will be both 

affordable and can be used in various areas such as 

swimming-pools, school precincts, and embassies. 
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