International Journal of Computer Applications (0975 — 8887)
Volume 181 — No. 24, October 2018

An Advanced Survey on Cloud Computing and
Alleviation Techniques

Vivekanandhan M.
Software Programmer

ABSTRACT

Cloud computing is a set of resources and services that are
offered by the network or internet. Cloud computing extends
various computing techniques like grid computing, distributed
computing. Today cloud computing is used in both industrial
field and academic field. Cloud facilitates its users by
providing virtual resources via internet. As the field of cloud
computing is spreading the new techniques are developing.
This increase in cloud computing environment also increases
security challenges for cloud developers. Users of cloud save
their data in the cloud hence the lack of security in cloud can
lose the user’s trust.

Keywords
Cloud Computing, Cloud Security Standard, Authentication,
Security Threats Security, Authentication, Saas, Paas, laas

1. INTRODUCTION

Cloud computing is another name for Internet computing. The
definition of cloud computing provided by National Institute
of Standards and Technology (NIST) says that: "Cloud
computing is a model for enabling on-demand and convenient
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage applications and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction
[1]. For some it is a paradigm that provides computing
resources and storage while for others it is just a way to access
software and data from the cloud. Cloud computing is popular
in organization and academic today because it provides its
users scalability, flexibility and availability of data. Also
cloud computing reduces the cost by enabling the sharing of
data to the organization. Organization can port their data on
the cloud so that their shareholders can use their data. Google
apps is an example of cloud computing

2. CLOUD SECURITY ISSUES
Organization uses various cloud services as laaS, PaaS, SaaS
and the models like public, private, hybrid. These models and
services has various cloud security issues. Each s

2.1 Multi-tenancy

A cloud model is built for reasons like sharing of resources,
memory, storage and shared computing [2]. Multi-tenancy
provides efficient utilization of resources, keeping cost lower.
It implies sharing of computational resources, services storage
and application with other tenants residing on same
physical/logical platform at provider’s premises. Thus, it
violates the confidentiality of data and results in leakage of
information and encryption and increase the possibility of
attacks.

2.2 Elasticity
Elasticity is defined as the degree to which a system is able to
adapt to workload changes by provisioning and deranged
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resources in an autonomic manner, such that the available
resources match the current demand at any time as closely as
possible. Elasticity implies scalability. It says that consumers
are able to scale up and down as needed. This scaling enables
tenants to use a resource that is assigned previously to other
tenant. However, this may lead to confidentiality issues.

2.3 Insider attacks

Cloud model is a multitenant based model that is under the
provider’s single management domain. This is a threat that
arises within the organization. There are no hiring standards
and providers for cloud employees [3]. So, a third-party
vendor can easily hack the data of one organization and may
corrupt or sell that data to other organization.

2.4 Outsider attacks

This is the one of the major concerning issue in an
organization because it releases the confidential information
of an organization in open. Clouds are not like a private
network, they have more interfaces than private network. So,
hackers and attackers have advantage of exploiting the API,
weakness and may do a connection breaking [4]. These
attacks are less harmful than the insider attacks because in the
later we sometimes unable to identify the attack.

2.5 Data Loss

As in cloud, there are multiple tenants, data integrity and
safety could not be provided. Data loss can results in
financial, customer count loss for an organization. An
important example of this can be updating and deletion of
data without having any backup of that data.

3. DATA STORAGE AND SECURITY IN
THE CLOUD

Many cloud service providers provide storage as a form of
service. They take the data from the users and store them on
large data centers, hence providing users a means of storage.
In spite of claims by the cloud service providers about the
safety of the data stored in the cloud there have been cases
when the data stored in these clouds have been modified or
lost due to some security breach or some human error. Attack
vectors in a cloud storage platform have been discussed and
how the same platform is exploited to hide files with
unlimited storage in [5 ]. In [5], authors have studied the
storage mechanism of Dropbox (a file storage solution in the
cloud) and carried three types of attack viz. Hash Value
manipulation attack, stolen host id attack and direct download
attack. Once the host id is known, the attacker can upload and
link arbitrary files to the victim’s Dropbox account.

Various cloud service providers adopt different technologies
to safeguard the data stored in their cloud. But the question is:
Is the data stored in these clouds really secure? The
virtualized nature of cloud storage makes the traditional
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mechanisms unsuitable for handling the security issues [23].
These service providers use different encryption techniques
such as: public key encryption and private key encryption to
secure the data stored in the cloud. A similar technique
providing data storage security, utilizing the homomorphic
token with distributed verification of erasure-coded data has
been discussed in [7]. Trust based methods are useful in
establishing relationships in a distributed environment. A
domain-based trust-model has been proposed in [8] to handle
security and interoperability in cross clouds. Every domain
has a special agent for trust management. It proposes different
trust mechanisms for users and service providers

The following aspects of data security should be taken care
while moving into a cloud:

Data-in-transit
Data-at-rest
Data Lineage
Data Remanence
Data Provenance
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In case of data-in-transit, the biggest risk associated with the
encryption technology that is being used, whether it is up-to-
date with the present-day security threats and makes use of a
protocol that provides confidentiality as well as integrity to
the data-in-transit. Simply going for an encryption
technology does not serve the purpose. In addition to using
an encryption

— decryption algorithm for secure data transfer, data can be
broken into packets and then transferred through disjoint
paths to the receiver. It reduces the chances of all the packets
being captured by an adversary. And the data cannot be
known until all the packets are coupled together in a
particular manner. A similar approach has been discussed in
[50, 51].

Managing data at rest in an laaS scenario is more feasible in
comparison to managing the same over a SaaS and PaaS
platform because of restricted rights over the data. In a SaaS
and PaaS platform, data is generally commingled with other
users’ data. There have been cases wherein even after
implementing data tagging to prevent unauthorized access, it
was possible to access data through exploitation of application
vulnerability [25]. The main issue with data-at-rest in the
cloud is loss of control, even a non-authorized user/party may
have access to the data (it is not supposed to access) in a
shared environment. However, now-a-days,storage devices
with in-built encryption techniques are available which are
resilient to unauthorized access to certain extent. Even in such
a case, nothing can be done in case the encryption and
decryption keys are accessible to the malicious user. A
lockbox approach wherein the actual keys are stored in a
lockbox and there is a separate key to access that lockbox is
useful in the above-mentioned case. In such a scenario, a user
will be provided a key based on identity management
technique corresponding to the COI (community of interest)
he belongs to, to access the lockbox. Whenever the user wants
to access the data, he needs to acquire the COI key to the
lockbox and then th e user gets appropriate access to the
relevant data [9]. Homomorphic encryption techniques, which
are capable of processing the encrypted data and then bringing
back the data into its original form, are also providing better
means to secure the data-at-rest. A simple technique for
securing data at rest in a cloud computing environment has
been mentioned in [52]. This technique makes use of public
encryption technique.
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Tracing the data path is known as data lineage and it is
important for auditing purpose in the cloud. Providing data
lineage is a challenging task in a cloud computing
environment and more so in a public cloud. Since the data
flow is no longer linear in a virtualized environment within
the cloud, it complicates the process of mapping the data
flow to ensure integrity of the data. Proving data provenance
is yet another challenging task in a cloud computing
environment. Data provenance refers to maintaining the
integrity of the data, ensuring that it is computationally
correct. Taxonomy of provenance techniques and various
data provenance techniques have been discussed in [53].
Another major issue that is mostly neglected is of Data-
Remanence. It refers to the data left out in case of data
transfer or data removal. It causes minimal security threats in
private cloud computing offerings, however severe security
issues may emerge out in case of public cloud offerings as a
result of data-remanence [54, 56]. Various cases of cloud
security breach came into light in recent past. Cloud based
email marketing services company, Epsilon, suffered a data
breach, due to which a large section of its customers
including JP Morgan Chase, Citibank, Barclays Bank, hotel
chains such as Marriott and Hilton, and big retailers such as
Best Buy and Walgreens were affected heavily and huge
chunk of customer data was exposed to the hackers which
includes customer email ids and bank account details [55].

A similar incident happened with Amazon causing the
disruption of its EC2 services. Popular sites like: Quora, Four-
Square and Reditt were the main sufferers [57]. The above-
mentioned events depict the vulnerability of the cloud services.
Another important aspect is that the known and popular
domains have been used to launch malicious software or hack
into companies’ secure database. A similar issue happened
with Amazon’s S3 platform and the hackers were able to
launch corrupted codes using a trusted domain [58]. Hence the
question that arises now is who to be provided the “trusted”
tag. It established that Amazon was prone to side-channel
attacks, and a malicious virtual machine, occupying the same
server as the target, could easily gain access to the confidential
data [59]. The question is: should any such security policy be
in place for these trusted users as well? An incident related to
the data loss occurred, sometime back, with the online storage
service provider “Media max” (also known as “The Linkup”)
when due to system administration error; active customer data
was deleted, leading to huge data loss [60]. SLA (Service
Level Agreement) with the Cloud Service providers should
contain all the points that may cause data loss either due to
some human or system generated error. Hence, it must be
ensured that redundant copies of the user data should be stored
in order to handle any sort of adverse situation leading to data
loss. Virtualization in general increases the security of a cloud
environment. With virtualization, a single machine can be
divided into many virtual machines, thus providing better data
isolation and safety against denial of service attacks [68]. The
VMs (Virtual Machine) provide a security test-bed for
execution of untested code from un-trusted users. A
hierarchical reputation system has been proposed in the paper
[61] for managing trust in a cloud environment.

Virtualization in general increases the security of a cloud
environment. With virtualization, a single machine can be
divided into many virtual machines, thus providing better data
isolation and safety against denial of service attacks [68]. The
VMs (Virtual Machine) provide a security test-bed for
execution of untested code from un-trusted users. A
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hierarchical reputation system has been proposed in the paper
[61] for managing trust in a cloud environment.

4. SECURITY POLICY
ENHANCCEMENT

Standards for security define procedure and processes for
implementing a security program. To maintain a secure
environment, that provides privacy and security some specific
steps are performed by applying cloud related activities by
these standards. A concept called “Defence in Depth” is used
in cloud to provide security [9]. This concept has layers of
defence. In this way, if one of the systems fails, overlapping
technique can be used to provide security as it has no single

point of failure. Traditionally, endpoints have the technique
to maintain security, where access is controlled by user.

4.1 Security Assertion Markup Language
(SAML)

SAML is basically used in business deals for secure
communication between online partners. It is an XML based
standard used for authentication, authorization among the
partners. SAML defines three roles: the principal (a user), a
service provider (SP) and an identity provider (IDP) [10].
SAML provides queries and responses to specify user
attributes authorization and authentication information in
XML format. The requesting party is an online site that
receives security information.

4.2 Open Authentication (OAuth)

It is a method used for interacting with protected data. It is
basically used to provide data access to developers. Users can
grant access to information to developers and consumers
without sharing of their identity [3]. OAuth does not provide
any security by itself in fact it depends on other protocols like

SSL to provide security.
4.3 Open ID

OpenlID is a single-sign-on (SSO) method. It is a common
login process that allows user to login once and then use all
the participating systems [11]. It does not based on central

authorization for authentication of users.

4.4 SSL/TLS

TLS is used to provide secure communication over TCP/IP.
TLS works in basically three phases: In first phase,
negotiation is done between clients to identify which ciphers
are used. In second phase, key exchange algorithm is used for
authentication [12]. These key exchange algorithms are public
key algorithm. The final and third phase involves message
encryption and cipher encryption.

5. CONCLUSION

This paper describes some of the cloud concepts and
demonstrates the cloud properties such as scalability, platform
independent, low-cost, elasticity and reliability. Although
there are various security challenges in cloud computing but
in this paper, we have discussed some of them and also the
techniques to prevent them, they can be used to maintain the
secure communication and remove the security problems.
This survey is basically done to study all the problems like
attacks, data loss and unauthenticated access to data and also
the methods to remove those problems. As the cloud
computing is dynamic and complex, the traditional security
solutions provided by cloud environment do not map well to
its virtualized environments. Organization such as Cloud
Security Alliance (CSA) and NIST are working on cloud

International Journal of Computer Applications (0975 — 8887)
Volume 181 — No. 24, October 2018

computing security. In this paper we have discussed a few
security approaches but several other approaches are also
there that are in the process. Some standards are also specified
which can be used to maintain secure communication and
security in a cloud as many systems communicate in it and
perform operations.

As part of our ongoing work, we are further analyzing other
IT Security Issues in cloud paradigm and determine if they
should be incorporated into our cloud security application.
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