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ABSTRACT 
Securing the massive amount of data is one of the greatest 

challenges and it is equally important to ensure data privacy. 

When the data transmitted from one computer to another, the 

probability of accessing the data by un-authorized user 

becomes high. This paper proposes a solution to enhance the 

security of data, using both cryptography and 

steganography. The key focus of this paper is to provide 

confidentiality of data and authentication of user. 

Confidentiality is achieved using RSA, a Public-key 

cryptography algorithm, whereas for Steganography, S-tool 

is used in this research work. 

Keywords 
Authentication, Cryptography, Public Key Cryptography, 

RSA, Steganography 

1. INTRODUCTION 
Ensuring content access control over the network is 

considered to be one of the critical security issues. For 

illustration, ensuring access control to information shared by 

Military personnel, over the network can be accessed by 

anyone. Information security stands strong based on three 

fundamental principles, which can be used to protect 

information available on network. The principles are 

Confidentiality, Integrity and Availability, commonly known 

as (CIA). In this paper, focus is on confidentiality of 

information/data and authentication of user. Here the term 

‘data’ and ‘information’ is used interchangeably. For 

achieving confidentiality and authentication, cryptography 

and steganography are used, respectively. Cryptography can 

reformat and transform your data, for example- Encryption, 

making it safer when it traverses among computers. In 

cryptography, Encryption is the process of encoding messages 

or making the information in such a way that only authorized 

parties can access the actual meaning of message. 

Steganography is the process of hiding data behind any image 

or another message. Steganography is such a technique that 

can be used along with cryptography encryption algorithm as 

an extra-secure method in order to protect data. 

Steganography techniques can be applied to images, a video 

file or an audio file. In this paper, the focus is on Image 

Steganography. As this research work, primarily focuses on 

Authentication and Encryption. So, brief about the same is 

provided in subsequent sections. 

Authentication refers to the user identity verification process. 

Depending on the sensitivity of resources, user identities can 

be verified. There are three common factors used 

for authentication: Something you know (such as a password), 

something you have (such as a smart card) and something you 

are (such as a fingerprint or other biometric method). In this 

paper, proposed approach relies on ‘something you know’ i.e. 

password and encryption, which is used in S-Tool. S-Tool 

provides the facility to hide the data in Graphics Interchange 

Format (GIF) or Bitmap (.bmp) image files or in .wav sound 

files. It can also perform encryption with IDEA, DES, Triple-

DES, and MDC. Another major section on which proposed 

methodology relies is confidentiality. Confidentiality is all 

about ensuring that data is not available or disclosed to 

unauthorized people. The data should be confidential, so that 

it cannot be read or understood by any person other than the 

intended recipient. In this paper, RSA is used as an encryption 

technique. RSA algorithm belongs to the Public Key 

Cryptography, which makes the use of two different set of 

keys, generally referred as Public key and Private Key. Public 

key, as the name suggests, is known to all the parties, active 

on network. Whereas, Private Key is known only to intended 

recipient. To achieve confidentiality, Public Key is used for 

encrypting messages. The intention is that messages encrypted 

with the Public key can only be decrypted time using the 

Private-Key. Even the sender cannot decrypt the message that 

he or she created once it is encrypted with the Public-Key. In 

this paper, main focus is on RSA encryption technique and 

image steganography. 

2. REVIEW OF LITERATURE 
The author of [1] has suggested that the main focus of 

Content Access Control is that the system and resources are 

access only by the authorized parties. The author of [2] has 

suggested that authentication using password is most 

prominent and user-friendly authentication process. The 

author of [3] has suggested that Steganography is closely 

related to cryptography. Both this together make 

communication more secure. Cryptography encrypt the 

message so if it is intercepted, then also it is of no use. The 

author of [4] has suggested that Modern information hiding 

technology is an important branch of information security. 

Three aspects capacity, security, and robustness are 

generally consider while designing of information hiding 

schemas. The author of [5] has suggested that the techniques 

cryptography and steganography used in combination 

provide enhance security to data. The author of [6] has 

suggested that the basic file Encryption and Decryption is 

achieve using Public key and Private key cryptography that 

provide effective security to document. The author of [7] has 

suggested that in recent years, image 

steganography has been one of the trending research areas. As 

the information technology field is growing need of 

information security is increasing side by side. In today’s 

scenario for sending secret information Steganography is a 

widely used communication technology. The author of [8] 

has suggested that that the RSA use the mathematical fact 

that, while it is easy to multiply two large primes, it is 

extremely difficult to factorize their product. So, this 

product can be used as the encryption key. The author of [9] 

has suggested that services provided by cloud computing 

over the network of servers. So it is mandatory to provide 

the security measures so that there is no misuse of any of the 
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user’s data. The author of [10] has suggested that the most 

important goal of steganography is Protection of the hidden 

information. The author of [11] has suggested that the 

growth of wireless systems increases vulnerabilities in 

resources. Authentication allows that the information is 

transferred between only authorized people. Hence we 

increases 
Levels of access to information. The author of [12] has 

suggested that to increase the effect of image steganography 

use well-known contents, like famous character images or 

well-known scene pictures etc. The author of [13] has stated 

that steganography received a great attention, especially from 

law enforcement. The author of [14] has stated that for 

providing security to information cryptography involves 

privacy, confidentiality, key exchange, authentication, and 

non-repudiation. The author of [15] has stated that RSA is 

standard algorithm that use Public-key, Private-key for 

providing security to data in networks. 

3. PROPOSED ALGORITHM 
Use the following proposed algorithm so no one can hack 

your data easily. If hacker compromise one phase (example:-

password) then also he/she have to face remaining two phase. 

If hacker get access to data then also it is of no use because it 

is in encrypted format. Data is very much secure using this 

technique. Steps carried out at sender side are depicted in 

figure 1 and steps are explained using algorithm 1. Steps 

carried out at receiver side are depicted in figure 2 and steps 

are explained using algorithm 2.  Process at sender side: - first 

create the file that contain the information that should be 

secure. Then encrypt that data using Public key in RSA 

algorithm, then select the image behind which the data should 

be hide and move it to into the S-tool. After this transfer the 

encrypted data on the image in S-tool. After doing this assign 

password and encryption type to file in S-tool. So the data is 

fruitfully hide behind the image. Process at receiver side: - 

first transfer the image in S-tool that contain hidden 

information. Use password and encryption type that should be 

same as used at the sender side. After this output file that is 

being in encrypted format decrypt it using Private Key in RSA 

algorithm. Now we have the file that is in its original format.         

 

 

 

 

 

 

 

Algorithm 3.1: Sender side  

Input:   Input text message i.e. plain text (PT). 

 Calculate Private key (PR) and Public key (PU). 

Output:  Hidden encrypted i.e. cypher text (CT) behind  

the image.    

Begin 

Input message, PT 

Use Public key, PU 

€ (PT + PU) = CT  

Select the S-tool for image steganography. 

Insert the image in S-Tool. 

Insert the CT in s-tool. 

Assign the password and encryption type in- 

S-tool. 

 End 

 

 

Algorithm 3.2: Receiver side  

Input: Image file with hidden text message. 

Output:  Original input text message. 

Begin 

Select the S-tool for image steganography. 

Insert image file having hidden text message. 

Insert password and encryption type in s-tool. 

Save the CT file  

Use PR key to get PT 

€ (CT + PR) =PT 

Output: Original input text message 

 

 End 
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Figure 1: Processing at sender side 

 

Figure 2: Processing at receiver side 

4. CONCLUSION 
To provide secure communication over network, a novel 

technique is proposed. This technique makes the use of two 

broad categories of Cryptography: Encryption and 

Steganography. As data travels from one computer to another, 

there are chances that, data may go out of your control. So, for 

securing the data and for maintaining its privacy, 

hybridization of encryption and authentication mechanism 

becomes necessity. The proposed mechanism offers security 

using password, encrypting technique – RSA and S-Tool for 

Steganography. In future, implementation of proposed 

methodology will be done using Java programming 

language. 
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