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ABSTRACT

The Village Information System or commonly known as SID
is an application used to manage village government data, can
be interpreted as IT-based applications and processes to
manage information related to the village office, support the
duties and functions of the village office. SID allows for risks
that can interfere with information assets and organizational
goals. This study uses the OCTAVE Allegro framework with
the aim of analyzing risk assessment and choosing a
mitigation approach to the risks that may occur. The
OCTAVE Allegro risk assessment method is divided into
eight steps, namely establishing risk measurement criteria;
developing information asset profiles; identify containers of
information assets; identify areas of concern (problem areas)
on technical, physical, and people container aspects; identify
threat scenarios; identify risks; analyze risk; choose a
mitigation and control approach that is adjusted to the results
of the relative risk score calculation. Based on the test results
on the Village Information System (SID), the results of the
mitigated approach are 4, accept is 2, and defer is 2, with a
relatively high risk value found in Physical Container with a
risk value of 29, namely due to natural disasters that caused
SID services ( Village Information System) stops. While the
relatively low risk value is found in Technical Containers with
a total of 15, which is caused by interference with internet
connectivity so that the SID (Village Information System)
service stops temporarily.
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1. INTRODUCTION

The development of information technology has undergone
significant changes which have begun to become the main
support for the success of an organization. This also affects the
existing processes in the Government where services to the
community must be provided more optimally by utilizing
information technology. Kalurahan is the spearhead of
government that is very close to the community which directly
handles services to the community, the village has the task of
regulating, managing resources in government at the village
level and has an obligation to carry out population
administration as a form of service to the community.

In carrying out public services, the Baturetno village district
utilizes the Empowered Village Information System
application. The Village Information System can be defined as
a computer-based application and process for managing
information related to the village office, supporting the duties
and functions of the village office, related to population
administration, reporting, planning, asset management, public
services, budget management, and so on. Through the Village
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Information System, village offices become more effective
and efficient in carrying out their duties and functions
properly. Considering the main task of the village office itself
is to provide services to the community, so that this function
can work better. The use of the system widely must be
realized the importance of information system security which
aims to protect confidential data, personal information,
misuse of data, and interference with the system.[9]

One of the methods used for information technology risk
management and analysis is OCTAVE (Operationally Critical
Threat, Assets and Vulnerability Evaluation). OCTAVE was
developed by the Software Engineering Institute (SEI) of
Carnegie Mellon University. OCTAVE is a set of tools,
techniques and methods for risk-based information system
security assessment and planning. OCTAVE has three
variants, namely OCTAVE, OCTAVE-S and OCTAVE
Allegro. The method that is used as a reference in this
research is the OCTAVE Allegro framework. OCTAVE
Allegro is a simplified method with a focus on information
assets, it can be done with a workshop-style and collaborative
method. OCTAVE Allegro is slightly different from other
Octave approaches, because this framework focuses on
information assets owned by an organization or company in
the context of how these assets are used, their storage,
movement, processing and how (threats), vulnerabilities and
disruptions can occur in assets. that

2. LITERATURE STUDY

2.1 Definition of Information System

Systems are technically a set of five interrelated components
that have the function of collecting (retrieving), processing,
storing, and distributing information to support decision
making and as control within the organization. In addition to
supporting decision making, coordination and control,
information systems can also help managers and workers
analyze problems, visualize complex subjects and create new
products.[4]

2.2 Types of Information Systems
There are several types of information systems including:[8]

a. Executive information system, an information
system designed to provide information that is
easily understood by executives and managers to
make strategic plans, monitor business and
economic conditions, identify business opportunity
issues and make various decisions.

b. Decision support systems, namely information
systems that are built to help users make decisions
in an unstructured environment where the degree of
uncertainty is high.

46



c. Expert system, this system contains the knowledge
and expertise of experts in their respective
disciplines.

d. End user systems are information systems built by
users to meet their own information needs.

2.3 Characteristics Information System
systems have three general characteristics, namely:[22]

a. Communication networks, information systems are
similar to a communication network because they
both provide information for various parties, inside
and outside the company.

b. Having stages and data conversion, information
systems convert inputs into outputs. There are three
stages in this change or transformation, namely the
input stage, the processing stage or processing stage
and the power stage

c. Data input and information output, various data are
entered for processing during the input stage while
information is presented during the output stage.

2.4 Village Information System

The Village Information System or commonly referred to as
SID is an application used to manage data in the village can be
interpreted as a computer-based application and process to
manage information related to the village office, support the
duties and functions of the village office, related to population
administration, reporting, planning, asset management, public
services, budget management, and so on.[17]

2.5 Information System Security

Information Security is safeguarding information from all
threats that may occur in an effort to ensure or guarantee
business continuity, minimize business risk (reduce business
risk) and maximize or accelerate investment returns and
business opportunities. [7]

In designing a good information security system, there are
aspects of information security that must be considered. As for
the information security aspect, there are three things
described by the CIA Triad as Figure 1.[7]

Availability

Figure 1.CIA Triad

2.6 Definition of Risk Management

Risk management is defined as a practical activity of
identifying, assessing, controlling, and mitigating risks.
Implementation of risk management is an organizational stage
in identifying and viewing risk sources, risk vulnerabilities in
a comprehensive and controlled manner by carrying out
continuous process evaluations [12] Risk management is
basically carried out through a process of risk identification,
risk evaluation and measurement and risk management.
Organizations often deliberately optimize risks because they
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see the potential benefits of these risks, on the other hand, if
the organization cannot take risks, it is certain that the
organization cannot develop.[13]

2.7 OCTAVE Allegro

Method The OCTAVE method, which stands for the
Operationally Critical Threat, Asset, and Vulnerability
Evaluation, is a set of tools, techniques, and methods for
assessing risk-based information security strategies and
planning. The OCTAVE method consists of three basic
principles of security administration, namely: confidentiality,
integrity, and availability (Pandey & Mustafa, 2012). The
OCTAVE Allegro assessment method conducted by Carnegie
Mellon University Software Engineering Institute (SEI)
which has the ability to provide robust risk assessment results,
with a relatively small investment in time and resources, even
for organizations that do not have adequate risk management
expertise. area  (Keating. 2014). There are eight steps
contained in the OCTAVE Allegro method as shown in
Figure 2 [6]

IDENTIFY

ESTABLISH PROFILE IDENTIFY AND
DRIVERS ASSETS THREATS MITIGATE
RISKS
Step 1 - Estabkish Step 2 - Develop e S
Risk Measurement | Information Asset e dldendty SteR B ldentiy
Criteria Profile reas of Concern Risk
Y Y A
Step 3 - Identify Stey i
< p 5 - Identify Step 7 - Analyze
D 0 Threat Scenarios Risks
Containers
Y
Step 8 - Select
Mitigation
Approach

Figure 2.0CTAVE Allegro steps
3. METHODOLOGY

In this research, several stages of the research process were
used to collect the required data. The stages are divided into
the following sub-chapters:

1. Observation
The observation method is a way of collecting data by
direct observation and recording by making direct visits to
the Village Office of Baturetno Village. Doing questions
to the IT department regarding the information system
process at the Baturetno Village Office. One of the
information systems used is the Village Information
System (SID), so observations are made regarding the
information system used.

2. Interview
data collection technique by communicating with related
parties on information or information obtained previously
by asking direct questions to related parties at the village
office of Baturetno Village. The interview process was
carried out to obtain information on the preliminary study
and collect data from respondents for each step to be
taken.

3. Literature Study
Searching for various written sources or looking for
theoretical references that are relevant to the cases or
problems found. These references can be found from
books, journals, research report articles and websites on
the internet. In this study, the literature study used is
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related to references related to research, namely risk score of 4, because it is related to the reputation and trust of
management and the risk assessment method used is the customer. If reputation and trust are reduced, the intensity
theframework OCTAVE Allegro. of using SID can decrease, and it will have an unfavorable

4. Questionnaire impact on SID. The third priority with a score of 3 is financial
Do some questions given to respondents to be filled in and because it relates to the cost of maintaining the system and
then developed to the researcher. The questionnaire that replacing the equipment when needed to ensure the
will be used in the study uses a reference based on the equipment can run properly according to its function. The
OCTAVE Allegro method. fourth priority is fines and legal sanctions, but this happens so
rarely or never happens that there are almost no rules

4. RESULTS AND DISCUSSION regarding fines and legal sanctions. The fifth priority is safety

and health with the last priority because there has never been
a risk that affects security and health that can affect SID so
far.

The stages of risk assessment that will be carried out in the
Village Information System will refer to the 4 stages and 8
stages that exist in Octave Allegro, namely:

2. Step 2 Identifying Information Asset Profiles

1. Step 1 Determine the Risk Assessment Criteria At this stage, identification is carried out by identifying a

This step is to build organizational drivers reflected in a collection of important information assets, identification is
series of risk measurement criteria. In this step, there are obtained from the identification of Village Information
two activities, as follows: System service business processes. The information assets

that can be found in this study can be seen in the critical asset
In activity 1.1, establish a series of qualitative measures profile in table 2.

(risk measurement criteria) that are used to evaluate the
impact of significant risks on the organization. Determine
the impact area to identify the extent of the risk impact.

Table2.Critical Information Asset Profile

; . Allegro Wo 4 CRITICAL INFORMATION ASSET
The selected impact areas are: ] PROFILE
a. The impact of risks posed by citizens on the (1) Criel) sz (SZe)I:é?itc;gnaIe 1o () Desariaten
reputation and trust of institutions is related to risk. What i What is the
b. The impact of risk on operational costs that must be information asset | Why areassets description
incurred from the institution is related to risk. aset critical? information of theasset
c. The impact of risks posed on the productivity of : important in information
services in the Baturetno sub-district. This is also i organizations? _ that? _ _
related to technicians ensuring the services provided Population Data | Population data is Population data is
run well. andservices very important findividual 0
d. Impact on the area of safety and health on users licensing because the data jaggregate data that
when there is a risk. correspondencewh | contains the name, |is structured as a
e. Sanctions will be given if there is a risk of violation ich in NIK, KK of residents result
or fraud committed by user administrators or there are (Name, and letters. Therefore, |ofregistration
employees NIK, KK) of if the data is lost or |populationand civil
residents damaged, it  will |registration
In the second activity, the priority value is given to each disrupt the business activities
impact area on a scale of 1-5, starting from the most processes In ]
important, the highest scale is 5 and the least important will be the Village Information
get the lowest scale, namely 1. Then the determination of the System (SID)
impact area affected can be concluded as table 1 (4) Owner (s)
Table 1Impact Area Prioritization Who owns the assets that information?
Prioritlymsrc):ggf X\I{g;ksheet Communication and Information Office of Bantul Regency and
orishee Baturetno Village
Priority Score Impact Areas (5) Security Requirements
Reputation and Trust Customers
4 What are the security requirements for information assets?
3 Finance Confidentiality Maintain the confidentiality of data access
5 Productivity rights from unauthorized parties and
maintain the confidentiality of data
1 Security and Health information. Only registered users can
- - access the entire data.
2 Fines and penalties Integrity Maintain data so that it remains integrated
so as not to experience changes or
The first priority is productivity with a priority score of 5 modifications to data from any party,
because it involves services to employees and the community. unless you receive instructions to make
How can admins or village officials ensure that SID services changes from the person concerned if you
can run well and without any disturbance, because experience problems.
productivity can affect the comfort and satisfaction of Availability Data can only be accessed within the
employees and the community as users. The second priority is Baturetno sub-district office

the reputation and trust of the customer user with a priority
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(6) Most Important Security Requirement

What are the most important security requirements for the
information asset?

Confidentiality Auvailability

v Integrity
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There is a gap in
system security that | TC-4
can be accessed by
unauthorized parties

1) Confidentiality
2) Integrity

Based on the results of the process of identifying and profiling
against critical information systems in Table 2 which explains
that requipment security of information systems assets at
layananan Village Information System (SID) of the most
important is the integrity (integrity). Population data is critical
data in the village information system because it contains
various important information related to population data, the
information in question starts from (name, address and age),
for that it is very important to have integrity so that data is not
easily lost or modified by unauthorized parties. to be
responsible. However, other security needs are equally
important to maintain functionality and prevent security from
being compromised.

3. Step 3 Identifying Information Asset Containers

The third step in this research is to identify information assets
through the interview stage, the process of identifying
information asset containers has 3 containers namely,
technical, physical, and people, each identified container has
internal and external sides. . The results of the interview, it can
be seen that the summary of the technical forum focuses on
the server network and infrastructure managed by the
Baturetno district. Then the physical container focuses on the
physical assets in the Baturetno sub-district that are used to
manage services, then the people forum focuses on the people
in the Baturetno sub-district, both internally and externally.

4. Step 4 Identifying Areas of Concern

The fourth step is to identify related areas of concern, which is
divided into three parts, namely technical (TC), physical (Phc)
and people (PC). In this step, it then describes a descriptive
statement in detail about the conditions in related agencies that
can affect assets in the Village Information System (SID) as
shown in table 3:

Table3.Area of concern

disruption Servicedue
5 |0 a crash on the | rog | gy Avaibility
service  system  or

operating system.

Physical Container

The occurrence of
natural disasters or
6 | environmental threats
causes

services to stop

PhC-

1| D Avaibility

People Containers

Errorsin 1) Confidentiality
7 data input by PC-1 | 2) | -
employees c- ) Integrity
e 3)  Avaibility
oradministrators
Distributed access
rights (username and
password) } :
8 administrator as a PC-2 | 1) Integrity
result ofsocial
engineering

Security

No Area of concern Code .
Requirments

Technical Container

Discontinuation of
Baturetno SID service -
Ll due 1o disruption of TC-1 | 1) Avaibility

Internet connectivity

Disruption

of Baturetho SID
2 | service due to system | TC-2 | 1) Avaibility
equipment being
updated/repaired

Disruption

of SID  (Village
Information ~ System)
serviceBaturetno's
because the

server is down

TC-3 | 1) Avaibility

5. Step 5 Identifying Threat Scenarios

The fifth step will clarify threats that occur in each area of
concern by identifying threat scenarios to determine the effect
of risk on information assets, the identification process is
carried out using several scenarios of questionary questions as
referred to in "Appendix C Threat Scenarios Questionaries 1 -
3" which consists of 3 types of containers, namely technical,
physical, and people.

Technical service containers can cause software damage, then
system crashes can occur, either way g the cause is known or
not so that it causes interference, hardware damage occurs
which causes disruption of the service process, there is
malicious code such as (virus, Trojan horse, or back door)
that can cause damage or loss of information assets will cause
disruption and disruption to the process services due to
problems related to telecommunications (network).
Furthermore, in technical facilities, attacks can occur by
irresponsible parties and cause the disclosure of usernames
and passwords and can lead to disasters, both caused by
nature and by humans (such as floods, fires, earthquakes,
explosions, etc.) . Further in the physical container there are
no situations that could cause the service infrastructure to be
damaged or lost. Then there is social engineering obtained
from internal agencies by outside parties so that usernames
and passwords can be revealed that can be misused. So it can
be concluded that the container that contains the most threats
is the technical container.

6. Step ke-6 Identifying Risks

In this step, we start by calculating the number of impact area
scores by looking back at the risk measurement criteria that
have been obtained in Step 1. How to calculate totalscore for
each impact area is multiplied by the impact area value
obtained in table 4.8.

The way to calculate the score for each impact area is as
follows:
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a. If the value or value in the impact area is low, then the
value of the value of priority is multiplied by the number

1.
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Fines and Penalties 2
Safety and
Health 1

b. If the value or value in the impact area is of medium
value, then the value of the value of priority is
multiplied by number 2.

c. If the value or value in the impact area is high, then the
value of the value of priority is multiplied by number 3.

Furthermore, the results of the calculation of the score for each
impact area can be seen in table 4

Table4.Skor Impact Area

7. Step-7 Analyzing Risks

This step analyzes the total risk from the results of steps 4, 5,
and 6. Perform a simple quantitative calculation of the extent
to which the organization is affected by threats. This relative
risk score is obtained by considering the consequences of risk
impacting the organization. This is done by quantifying the
risk assessment criteria of stage 1. The results of this
quantification is called relative risk score that is obtained by
calculating a score for each area of impact by multiplying the

Impact Score value area of impact with the impact area priority value
Impact Areas [Value Of obtained from the order of priority is made in step 1.
Priority
Productivity 5 Next analyze the total number of risks in all areas of concern
Reputation and A which are the result of identifying threats previously by
Trust creating profiles and then determining the pool in each risk
- - profile in the risk areas of concern using Allegro Worksheet
Financial 3 10 as shown in table 5.
Table 5. Order of Risk-Based on Total Risk Score
Reputation | ; - Safety | of fines | Total -
Code Areasof Concern and Trust | Financial Productivity and and legal | Risk Probes |Mitigation
User health | sanctions | Score Approach
SID (Village Information
System) service Terminationof | | o\ 4
TC-1 |Baturetno'sdue to interference ow (4) Low (3) Low(5) | Low(1) | Low(2) | 15 A
with Internet connectivity
Disruption of SID (Village
Information System) service )
TC-2 |Baturetno because the system Low (4) Low (3) Low (5) | Low (1) | Low (2) 15 Accept
lequipment is being
updated/repaired
Disruption ofSID (Village
Information System) Low (4 .
TC-3 |service Baturetno'sbecause 4) Low (3) | High(15) | Low (1) | Low (2) | o5 Defer
the server is down
There is a gap in system security
that can be accessed by . 19 .
TC-a |unauthorized parties Medium(8) | Low (3) Low (5) | Low(l) | Low(2) Medium | Mitigate
Servicedue to a crash on the
service system or operating ) Defer
TC-5 |system. Low (4) Low (3) | High (10) | Low (1) | Low(2) | 20 Medium
natural disaster
or environmental threat causes . .
PhC-1 s service to stop Medium(8) Low (3) High (15) | Low (1) | Low (2) | 29 Mitigate
Error inputting data by the
employee or . . ..
PC-1 | Administrator Medium(8) | Low (3) Low (5) | Low (1) | Low (2) 19 Medium Mitigate
Distribution ofaccess rights
administrator(username and .
PC-2 |password) as a result of social Medium(8)| Low (3) Low (5) | Low(1)| Low(2)| 1° Medium | Mitigate
engineering

After the risks are arranged based on the total risk score, the
next step is to group the number of threats in each container
which serves to make it easier to carry out mitigation which
can be seen in table 6.
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Table 6. Grouping Number of Threats
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result of
happening

which requires
password and
verification code to
login system.

Mitigation Technical Physical People
Approach Container Container Container
(TO) (PhC) (PC)
Mitigate 1 1 2
Defer 2 0 0
Accept 2 0 0
Total 5 1 2

The results in the table of grouping the number of threats
above show that technical containers have the most threat risk
with a total threat risk of 5. While physical containers have 1
threat risk and 2 people containers

8. Step-8 Choosing an Approach Mitigation

Step 8 in OCTAVE Allegro is choosing a mitigation approach.
The mitigation approach can be done bygrouping each
identified area of concern based on the relative risk score in
the previous table. The results of the recommendations for the
mitigation plan are reducing the threat risk based on the areas
of concern which can be seen in table 7

Table 7. Grouping based on the Mitigation Approach

Disruption of
theSIDBaturetno(

Server down often
occurs due to a

Village sudden power
Information outage, the
TC-3 System) service recommended
because the server | effort, the Baturetno
is down village party
provides or uses
Defer backup power
backup (genset)
Disruption of Efforts to control
services due and check
crashes on the computers or
TC-5 | service systemor | networks ona
operating system. | regular basis.
SID Termination Selection of a
of Baturetno's network provider
(Village that can ensure
Information smooth internet
TC-1 System) service connectivity in the
due to Internet SID service process.
connectivity
disruption
Disruption of SID | Control and
Accept Baturetno's(Villag | periodically check
e Information the computer or
System) service system outside of
due to system working hours so
TC-2 | equipment being that the service

updated/repaired

process is not
disrupted.

Mitigation
ML) Kode | Area of Concern Rekomendasi
Approach
There is a gap on | Use features block
security  system | if it happens error
that can accessed | enter username and
by party  who | repeated passwords
does not | times, as well as
TC-4 Authorized encrypt password
S0 as not exposed
in aringan
Occurrence Performing backup
natural disasters data periodically so
or threats that the data is
environment saved safely and
PhC-1 | cause when it happens
service stopped natural disaster data
Mitigate that lost or damaged
can be recovered
Error Efforts that
data input by recommended for
party To do recheck
employee or before doing submit
administrator to system so that it
PC-1 doesn't happen
input error
which will result to
data population
Spread of rights Suggested attempt
pC.p | ccess (username | to solve this
and passwords) problem is to add 2-
administrator asa | step verification

Based on the results from table 7 it can be seen that the
mitigate approach is carried out in the area of concern with
codes TC-4, PhC-1, PC-1 and PC-2, defer approach is carried
out in the area of concern with code TC- 3, and TC-5 and the
accept approach is carried out in the area of concern with

codes TC-1, and TC-2.

5. CONCLUSION

1. The risk assessment of the SID (Village Information
System) service in Baturetno Village is carried out by
following the steps contained in the Octave Allegro
method guide, starting with determining and defining the
impact area in the information asset, then determining
the critical assets of the information asset, identifying
container of information assets consisting of Technical
Container (TC), Physical Container (PhC) and People
Container (PC), determine the threat of each container
and determine the severity of the risk and make
recommendations for mitigation of each threat that

occurs.

2. Based on the results of the tests carried out on the
Village Information System (SID) service in Baturetno
Village, it was found that theapproach was mitigated 4,
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defer was 2, and accepted was 2. Therisk value is
relatively highin Physical Container (PhC) with a total
risk value of 29, namely due to a natural disaster that
caused the SID service to stop. Therisk value is relatively
lowin the Technical Container (TC) with a total risk
value of 15, namely due to internet connectivity
disruptions so that SID services are disrupted or
temporarily stopped
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