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ABSTRACT

WhatsApp is a free chat application that allows users to
exchange text messages, photos, videos, documents and can
share the latest location available on Android and iOS
versions built by Brian Acton and Jan Koum. One of the
shortcomings of WhatsApp is that it can be used as a medium
for committing crimes, such as hate speech. This study uses
the National Institute of Standards and Technology (NIST)
method, with the stages of collection, examination, analysis,
and reporting with several applications that serve as tools to
find digital evidence such as MOBILedit Forensic, WhatsApp
Viewer, and DB Browser For SQLite. This study uses two
smartphones that are evident with different conditions, namely
a smartphone that has been in a root condition and a
smartphone that is not in a root condition. Test results or
looking for evidence using MOBILedit Forensic, WhatsApp
Viewer, and DB Browser for SQLite on a smartphone in a
root condition managed to find the data you were looking for.
The data is in the form of conversational texts containing hate
speech content. While the process of searching for evidence
using MOBILedit Forensic on smartphones that are not in a
data root condition, only images, videos, and audio were
found, meaning that they did not find hate speech content in
the form of conversational texts. Meanwhile, the process of
searching for digital evidence using WhatsApp Viewer and
DB Browser for SQLite on a smartphone that is not rooted
does not find any data.
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1. INTRODUCTION

The development of information and communication
technology in the world is growing rapidly and social media
users are now increasingly familiar among the public. Now
smartphones have developed with features that are adapted to
the development of time and the needs of their users[1]. Users
who actively use social media in Indonesia are 160 million or
59%, and an average Indonesian spends 3 hours 26 minutes
accessing social media a day[2]. Social media is a medium
that is used to interact online in unlimited space and time. One
of the bad effects of social media is that there are criminal
acts. Social media that is very popular today is instant
messenger. The popularity of IM applications has led to the
emergence of various applications in the instant messaging
category that offer different features and qualities[3].Some
instant messenger applications that are widely used include
WhatsApp, WeChat, Line, Telegram, FB Messenger, Skype
and so on.
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Figure 1. The most popular social media in the world

Figure 1 explains that WhatsApp has 2 billion monthly active
users, this makes WhatsApp in the third position as the
favorite social media, while the first position is Facebook with
2.701 billion monthly active users[4]. By having many users,
WhatsApp can be used as a medium for committing crimes,
such as hate speech[5].

In general, hate speech contains matters relating to the point
of view of skin color, ethnicity, disability, race, sexual
orientation, religion, gender, citizenship, and others[6].From
March to April 2020, Polda Metro Jaya received at least 443
reports related to hate speech[7]. Whatsapp Group is used as a
means of communication and exchanging information.
Sharing is caring (sharing is a form of attention) becomes a
strong influence for users in disseminating information on
Whatsapp Group. The main reason for disseminating
information depends on the usefulness of the information and
the perception of interest, then at any time without realizing it,
users spread hoaxes and hate speech[8].

1.1.Study Literature
1.1.1. Previous Study

The first previous study refers to research conducted by Anton
Yudhana, Rusydi Umar, and Ahwan Ahmadi (2018) with the
title "Google Drive Forensic Data Acquisition on Android
Using the National Institute of Justice (NIJ) Method".This
research uses Oxygen Forensic and MOBILedit Forensic as
software to get the data you want to find. The results obtained
using Oxygen Forensic are accounts, file extensions, images,
and zip folders. Meanwhile, the results of the analysis using
MOBILedit Forensic did not find file extensions, images, zip
folders, but only read accounts [1].

The second study was conducted by Anton Yudhana, Imam
Riadi, and IkhwanAnshori (2018) entitled "Analysis of Digital
Evidence for Facebook Messenger Using the NIST
Method".In this study, the tools used were Oxygen Forensic.
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Then, the results obtained in this study were finding text
messages, images, audio messages, when the conversation
was sent, then from the research that was not found, namely
data in the form of video[9].

Previous studies were then carried out by RauhullohAyatulloh
Khomeini Noor Bintang, Rusydi Umar, and Anton Yudhana
(2020). This research is entitled "Facebook Lite Social Media
Analysis with Forensic tools using the NIST Method". This
study aims to find digital evidence related to criminal cases
such as online buying and selling fraud, drug trafficking,
cyberbullying, buying and selling prostitutes online, and other
cases that occurred on Facebook Lite. In this study, 5
parameters are sought, namely account id, video, audio,
image, and URL. Of the 5 parameters searched, only 4
parameters can be found using MOBILedit Forensic namely
account id, video, audio, and image. As for the URL is not
found[10].

The fourth previous study refers to research conducted by
Imam Riadi, Anton Yudhana, and Muhamad Caesar
Febriansyah Putra (2018). This research is entitled
"Acquisition of Digital Evidence on Android-Based Instagram
Messenger Using the National Institute Of Justice (NIJ)
Method". This study aims to assist the process of mobile
forensics to overcome cases of cyberbullying crimes that arise
on Instagram social media using a smartphone. The results
obtained from this study are digital evidence that has been
found on Instagram which is installed on a smartphone when
the root condition is found, the expected data is in the form of
pictures/photos  and  conversations/chats, while  for
smartphones that are not in root condition, no digital evidence
is obtained[11].

Based on the fifth study conducted by Wisnu Ari Mukti,
SitiUmmiMasruroh, and DewiKhairani (2018) entitled
"Analysis and Comparison of Forensic Evidence for Facebook
and Twitter Social Media Applications on Android
Smartphones".The method used is the simulation method.The
results obtained from this research are on the Facebook social
media application, the digital evidence that has been obtained
are account names, cover photos, private messages in the form
of images, profile photos, date of birth, postings in the form of
images, phone numbers, location data, posts in the form of
text, and private messages in the form of text. While on the
Twitter social media application, digital evidence that cannot
be found is in the form of direct messages in the form of
pictures, date of birth, direct messages in the form of text, and
telephone numbers[12].

1.1.2. Digital Forensics

Digital forensics is the analysis of data, such as audio, video,
and others obtained after examining electronic devices to
assist legal processes[13].Digital forensics has several aspects,
including Mobile Forensics. Digital forensics can get digital
evidence that can be stored on permanent computer storage,
temporary storage, network traffic, CD, USB, and others[11].

1.1.3. Mobile Forensics

Mobile Forensics is a science that carries out the process of
returning digital evidence using techniques suitable for
forensic conditions from mobile devices [11].Digital evidence
on mobile devices is easily overwritten by new data or even
deleted[14]. Mobile forensics is a component or part of digital
forensics, mobile forensics has the goal of carrying out digital
data recovery on mobile devices[15].
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1.1.4. WhatsApp

Instant messaging (IM) is one of the most popular mobile
applications. WhatsApp is one example of IM[16]. WhatsApp
is a free chat application that allows users to exchange text
messages, photos, videos, documents and can share the latest
location available on Android and iOS versions built by Brian
Acton and Jan Koum.WhatsApp itself stores all its
conversations in a database on every WhatsApp user's
device[17].

1.1.5. Hate Speech

Hate speech is an act of communication carried out by
individuals or groups in the form of provocation, incitement,
or insult to other individuals or groups. In general, hate speech
contains matters relating to aspects of race, skin color,
ethnicity, gender, disability, sexual orientation, citizenship,
religion, and others[6].

2. METHODOLOGY

2.1.Research Scenario

A scenario is designed to obtain digital evidence[18]. The
purpose of this scenario is to facilitate the investigation
process in cases of hate speech. The simulation is carried out
using both smartphones that have the WhatsApp application
installed. On WhatsApp there is a group consisting of several
people, the group is used to communicate and exchange
information as it should. Then in the group, there is one
member (suspect) sending a message or information in the
form of hate speech. Then to leave a digital footprint, the
suspect who sent the message deleted the chat or message in
the form of hate speech. Other members of the group reported
the incident to the police. From the scenario that has been
described, it can be seen in Figure 2.
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Figure 2. Hate speech case scenario

Figure 2. shows the case of hate speech occurring in the
WhatsApp application. The analysis process will use two
smartphones with the Mi 4W brand in root condition and
Realme 5 Pro, not in root condition. Conversations in the
WhatsApp Group will be examined by investigators from the
suspect's device and the device of one of the other group
members using the MOBILedit Forensic tools, WhatsApp
Viewer, and DB Browser for SQLite. After carrying out the
examination process using forensic tools, the investigator then
made a report from the results of the examination in the case
of hate speech that occurred on the WhatsApp application.
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2.2.Investigation Flowchart

This stage or process explains the flow of how investigators
obtain evidence [19]. The evidence obtained by the
investigator comes from the authorities, namely the police
who have secured the evidence first.

Evidence is No Carry outthe crime
complete scene

Securing evid

Submitling evidence
to investigators

Investigation process

Figure 3.Stages of obtaining evidence

The following is an explanation of the investigation flow to
uncover evidence, as shown in Figure 3.

1. Identification of the problem, this is done by
the authorities to know in detail the problems
that occur to the victims and perpetrators.

2. The confiscation of this evidence is carried out
by the police, this is done to secure the
evidence and keep it intact in its original state.

3. After the confiscation, the next process is to
complete the evidence. What is meant by
complete here, is in the confiscation process
whether all the evidence has been collected
when processing the crime scene.

4. Securing this evidence is carried out by the
authorities, namely the police, this is done to
maintain the authenticity of the evidence.

5. Further investigations were handed over to the
investigators to examine the smartphones that
had become evident.

6. The investigation process, is carried out when
the authorized party submits evidence to the
investigator for investigation to obtain
evidence in the case of hate speech crimes.

2.3.Research Plan Scenario

Figure 4. is a communication process carried out by four
members in a group. One member sent a message in the form
of hate speech. Then the investigator conducts an
investigation of the evidence and data collected.In the process
of collecting evidence, investigators need several applications
such as MOBILEdit Forensic, WhatsApp Viewer, and DB
Browser for SQL.ite.
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Figure 4. Evidence search scenario

Communication is carried out using a smartphone, the two
smartphones will later be secured as evidence to raise hate
speech crimes. Investigators conducted an examination of the
secured smartphone.

2.4.Research Stages

The stages of the research were carried out to obtain digital
evidence of hate speech cases that occurred on WhatsApp
Messenger using the National Institute of Standards and
Technology (NIST) method[20]. NIST stages consist of
Collection, Examination, Analysis, Report can be seen in
Figure 5.

Figure 5. Stages of the NIST method

2.4.1. Collection

This step is the first step of the NIST method which searches
and collects data. At this stage, there is a process of returning
data from relevant data sources and maintaining the integrity
of the evidence from changes[21].In the case scenario it is
explained that the smartphone is a tool used to communicate,
the smartphone becomes evidence of a crime.The two
smartphones that have become evidence have the WhatsApp
application installed. The evidence that has been collected can
be seen in Table 1.

Table 1. Evidence

No. Name of Image Description
evidence
1. Smartphone 1
Xiaomi brand,
already in root
condition
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2. Smartphone
data cablel
Micro-USB is
used to connect
a smartphone to
a laptop

3 Smartphone 2

Realme brand,
notrooted

4 Smartphone

data cable2

USB Type-C is

used to connect

a smartphone to
a laptop

The evidence obtained is 1 cellphone with the Xiaomi brand,
1 cellphone with the Realme 5 Pro brand. In addition, other
evidence was found, namely 1 data cable used to charge
Xiaomi brand cellphones and 1 data cable used to charge
Realme 5 Pro brand cellphones.

2.4.2. Examination

This stage is the stage of examining electronic
evidence/digital evidence[22].The results of the extraction
that have been carried out using MOBILedit Forensic will
appear in the form of a full report [23].In this research, the
selected full report is in PDF format. The full report results
from the Xiaomi brand smartphone can be seen in Figure 6.

Device Properties

Manufacturer Xiaomi

Product M1 4W

HW Revision MMB23M

Platform Android

SW Revision 6.0.1{23)

Android 1D Gefddec3aeaea’s

Serial Mumber 9c9dd2a2

Device Time 2021-06-09 15:01:42 (UTC+7)
Ma Mo

Ti Asiaflakarta

M: Mo

De Mo

IME B67079023087832
Rooted Yes

SiM Card Yes

IMS 510103362618163

SIM Card Country Indonesia

ICCID B962100533626181632f
Total Storage 12.5GB

Used Storage 109 GB

Figure 6. Smartphone xiaomi full report

The examination process on Realme brand smartphones is
done by connecting the smartphone to a laptop using a data
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cable. The full report results from the Realme brand
smartphone can be seen in Figure 7.

Device Properties

Manufacturer realme
Product RM¥1971
HW Revision QKQ1.190918.001
Platform Android
SW Revision 10(29)
Serial Mumber unknown
Device Time 2021-04-27 14:49:54 (UTC+T)
Manual Time Mo
Asiaflakarta
Mo
Device Storage Encrypted Yes
Rooted Ma
SIM Card Ma
Indonesia
ML Axiata, MCC: 510, MMNC: 11
109.1 GB
81.7GB
: 1089 GB
Used 50 Card Storage B1.7GB

Figure 7. Smartphone realme full report

2.4.3. Analysis
The analysis stage is analyzing and looking for evidence in
processing the data that has been obtained[24].The purpose of
the analysis stage is to find and raise evidence of hate speech
committed by the perpetrator from the evidence that has gone
through the examination process.

a. Evidence Search using MOBILedit Forensic on

Xiaomi Smartphones

The results of the WhatsApp application analysis found the
account used by the perpetrator, the report file shows the
WhatsApp Id or phone number used is 62818027116xx as
shown in Figure 8.

Accounts m
za

. :

Figure 8. WhatsApp account information

628180
2021.06-09 15:00.26 (UTC+7)

In addition, investigators managed to find evidence of
conversation data containing hate speech that had been
deleted by the perpetrator on the Xiaomi smartphone. The
perpetrator sent the thing at 2:59 pm on the date 2021-06-09.
The picture of proof of the conversation that has been deleted
can be seen in Figure 9.

2021-06-00 14:59:30 (UTc+7) BB x Celereo

Forensik.

Figure 9. Text messages containing hate speech
In the results of the Report file, the author also found 71

contacts on the perpetrator's smartphone. In the contact, data
found information containing the name of the contact, phone
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number, and also the status. The contact information that was
not deleted can be seen in Figure 10.

Air Mineral

[

7
@ s “Depo Buka Pukul 07.00 - 20,00 WIB" Untuk Delivery mulai pukul 07.30 - 19.00 WIg*

Terima Kasih 2L,
prs———

© Modified 2020-04-22 18:03:35 (UTC+7)

Figure 10. Contact list

During the inspection and analysis process, it was also found
that text messages were not deleted. Text messages that are
not deleted can be seen in Figure 11.

Maaf ya
Selamat malam teman2

Apakabar?

| malam

= \

[ gmana katar xamu?

Baik

Pesan ujaran kebeneian terbans

Figure 11. Group conversation content

Of the 73 contacts on the Xiaomi brand smartphone that have
become evident, 2 contacts have been deleted. The deleted
WhatsApp contacts can be seen in Figure 12.

Waluyo TiFC

7 Phone Number 46282277 13T°
© s Tiada
© Modified 2020-09-15 17:57:46 (UTC+7)

Figure 12. Deleted contact list

The results of the analysis also found media files in the form
of images, videos, and audio from Xiaomi smartphones. From
the media files found 1273 images, 2644 audio, and 38 videos
as shown in Figure 13.

Stored Images 0273
1MG-20190815.WAGO00_mobilecit undeleced_0jpg
. 1MG-2019081 S WADX0_mabitedit undeleted 0ot

' -v- 1MG-20190815-WADDO_mebiledit undeloted_0pg
18 203 mp
“ ° 20191015 121452 (UTTe7)

° 20191015 12:1452 (UTC+7)
° 20194015 12:1452 (UTC+7)
1715033

39 mm
4160 px
2340 px
XAOMI
e
pes
° 201806:21 10:31:09 (UTC+7)
° 2018.06.21 10:31.00 (UTC+7)

Stored Audio @es4
AUD-20181015-WAG0S 1 mp3

. AUD-201£1015-WAOS Lmad
111 M8
20181015 16:0051 (UTC7)
20181095 160051 (UTC+7)

20181015 160051 (UTC+7)
000134

ccoe

Stored Video o
VID20180305 WAO10_mabiledit_undeleted_0.mpé
. YVID:20180305-WAQO10_mobledit undeieted 0.mos

e
k VID-20180305-WADQ10_mobledit undeleted 0.mpé
wn
0308 13501 wTCen

20180305 163521 (UTC+7)
20180305 163501 (UTC+7)

20180305 114716 (UTC+7)
20180305 1147:16 (UTC7)
000003

720 px

1280 px

22264 65

tececcce

Figure 13. Media files stored onxiaomi smartphones
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b.  Evidence Search using WhatsApp Viewer on Xiaomi
Smartphones

Searching for evidence using WhatsApp Viewer requires an
additional application, namely Explorer Ice. The application is
used to search for WhatsApp messages that have been
decrypted. Using Ice Explorer, the decryption is found in the
data/data/com.WhatsApp/databases folder. If you have
received a decryption message, the process of copying the
data from the smartphone to the laptop is carried out to find
evidence of cases of hate speech. The process of copying the
data requires a data cable to connect the smartphone to the
laptop. After the data copying process is successful, it is then
checked using WhatsApp Viewer as shown in Figure 14.

®

File Help
Open WhatsApp Database x
- | E: \Eksperimen WhatsApp Viewer \WhatsApp Dekripsiimsgstore.db | |I| 2

| ;
| =0 [

Account name |

wa.db (optional) |

oK Cancel

Figure 14. Open WhatsApp database using WhatsApp
Viewer

The results of checking using WhatsApp Viewer found
messages containing hate speech content. The content of the
message is "This is a message of hate speech at 14:59 that was
deleted", this can be evidence that the perpetrator committed
an act of hate speech. The text message was sent at 2:59 p.m.
as shown in Figure 15.

Media/WhatsApp Images/Sent/IMG-
07

0E07-WAOO04. Ipg
2021 - 20:31:17

03/0€/2021

.whatsapp.net
- 14:36:23

Ini pesan ujaran kebencian jam 14.44
-07
=23
wah Anda keterlaluan

€2853353432

09/¢

.whatsapp.net
021 - 14:55:36
Ini pesan ujaran kebencian jam 14.58
08/06/2021 - 14:58:28

Ini pesan ujaran kebencian jam 14.59 yang di hapus

09/06/2021 - 14:55:30
Figure 15. Fill in the conversation in the WhatsApp Group

c.  Evidence Search using DB Browser for SQLite on
XiaomiSmartphones

Similar to using WhatsApp Viewer, to find evidence using

DB Browser for SQLite requires WhatsApp decryption. The

text messages found can be seen in Figure 16.

Mode: |Text 4 E =E B EGEZE =

1 Ini pesan ujaran kebencian jam 14.59 yang di hapus

Type of data currently in cell: Text / Mumeric
50 character(s)

Figure 16. Evidence that the perpetrator sent hate speech

Apply
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The results of checking using the SQLite DB Browser found
messages containing hate speech content. This can be
evidence that the perpetrator committed hate speech.

d.  Evidence Search using MOBILedit Forensic on Realme
Smartphones

The results of the analysis of the Realme smartphone found

media files in the form of images, videos, and audio. The

media file found 660 images, 1216 audio, and 80 videos

according to Figure 17.

Stored Images
MG 20190202 129730 jpg
-

Stored Audio 021

AUD-2030041 - WASO1 ! spun

LS
<

i o
B2 4 °
°

Stored Video
VID-20191201-WAD0 1S mmpd
v VID-20191201-WAD01 S mpd

A PP /appheatonsltom ahatLap e e MedaWhItAGD Vigeo!
VIO-28191201 WADOY S mpd
1
9191201 122908 (UTC+
20199201 113431 (UTCHY
20194201 119 o7
)

iteceeooce

Figure 17. Media files stored on realme smartphones

e. Evidence  Search  using

onRealmeSmartphones
Did not find evidence in the form of text messages on Realme
smartphones. This happens because the smartphone is not
rooted, so the decryption search process on the WhatsApp
database cannot be carried out. Investigators only found the
cryptl4 file from the realme smartphone as shown in Figure
18, but no further investigation process could be carried out
because there was no support file, namely the key from the
database.

« “ 4 1> ThisPC » NewVolume (E) ¢ Eksperimen WhatsApp Viewer » WhatsApp Realme

WhatsApp  Viewer

Name

Type
# Quickaccess
7] msgstoredb.cryptl4

@ OneDrive [ msgstore-2021-07-20.1.db.crypt1d

CRYPTI4File
CRYPTI4 File

I This PC
B 3D Objects
B Desktop

Figure 18. Realme smartphone msgstore

f. Evidence Search using DB Browser for SQLite
onRealmeSmartphones

The same thing happened with WhatsApp Viewer, looking for

evidence in the form of text conversations using the SQLite

DB Browser cannot be done because the smartphone used is

not rooted.
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2.4.4. Reporting

The reporting stage is reporting the results of the analysis
which includes a description of the actions taken[25].The
purpose of the reporting stage is to make a report in the form

of any data found in the analysis stage. Table 2 is information

on 2 android smartphones or evidence used.

Table 2. Checked device information

Description Smartphone 1 Smartphone 2
Device name | Mi Phone Realme 5 Pro
Operating Android Android
System
Model Mi 4 W RMX 1971
RAM 3,00 GB 4,00 GB
Android 6.0.1 MMB29M 10
version

Based on table 2, the two smartphones were used to look for
evidence of crimes, namely, hate speech cases. In addition to
hardware, there is software used to uncover cases of hate
speech that occurred in the WhatsApp application.
MOBILedit Forensic, WhatsApp Viewer, DB Browser SQL.ite
is a software that is a forensic tool used. The comparison of
the results after carrying out the process of searching for
evidence using MOBILedit Forensic, WhatsApp Viewer, and
DB Browser for SQL.ite can be seen in Table 3.

Table 3. Digital evidence found

Tools Information Mi Phone Realme 5
found Pro

Message 68 0

Retract
message

MOBILEdit Image 1273 660
Forensic Audio 2644 1216
Video 38
Phone
contact

Call history

1 0

o]
o

(2]
oo |91

Message
Retract
message
Image
Audio
Video
Phone
contact
Call history

WhatsApp
Viewer

w
ale| © [P|oN| -

Message
Retract

message
Image
Audio
Video
Phone
contact

Call history

DB Browser
for SQL.ite

o| O |O|o|o|l O ||| O |o|o|lol o |ojo| o

o| O |[Oo|o|of -

Based on the digital evidence found, using the MOBILedit
Forensic tool as a tool on a rooted smartphone managed to
find the contents of the deleted conversation and found other
data that was not related to the case of hate speech that
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occurred on WhatsApp such as images, audio videos, phone
contacts, and also calls. Meanwhile, using the MOBILedit
Forensic tool as a tool on an unrooted smartphone only finds
images, audio, video, and does not find messages, phone
contacts, calls.Search results using WhatsApp Viewer on a
rooted smartphone managed to find images, videos, and
conversation content, whether deleted or not. Meanwhile, the
search for digital evidence of hate speech cases on
smartphones that are not rooted using WhatsApp Viewer did
not find any data. The results obtained using the SQLite DB
Browser are slightly different from the MOBILedit Forensic
and WhatsApp Viewer applications. For smartphones that are
in root condition, evidence of messages containing hate
speech sent by the perpetrators was found but did not find
images, audio, videos, and others. Smartphones that are not
rooted don't find the evidence they want.

3. CONCLUSION

Obtaining digital evidence for hate speech cases on WhatsApp
using the National Institute of Standards and Technology
(NIST) method is carried out in four stages, namely
collection, examination, analysis, and reporting. Test results
or looking for evidence using MOBILedit Forensic,
WhatsApp Viewer, and DB Browser for SQLite on a
smartphone in a root condition managed to find the data you
were looking for. The data is in the form of conversational
texts containing hate speech content. However, other data
have been found, namely audio, video, images, and phone
contacts. However, these data are not related to the case. The
case occurred in the WhatsApp Messenger application. While
the process of searching for evidence using MOBILedit
Forensic on smartphones that are not in a data root condition,
only images, videos, and audio were found, meaning that they
did not find hate speech content in the form of conversational
texts. Meanwhile, the process of searching for digital evidence
using WhatsApp Viewer and DB Browser for SQLite on a
smartphone that is not rooted does not find any data. This
research is expected to be a reference for future researchers. It
is recommended to use other forensic applications, both paid
and unpaid, as well as using a different model or type of
cellphone, and can use other forensic methods.
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