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ABSTRACT 

Advances in information and communication technology 

play an important role in everyday life which is useful for 

interacting with one another. each other and make it easier 

for humans to do some work. Line Messenger is an online 

chat application that sends a text message in real-time, in 

addition to text messages, other features of the Line 

messenger application are audio files, videos, and also 

photos or images using the internet network with the 

number of users reaching 217 million in 2016. Cyberfraud is 

a new type of fraud that uses modern cyber information 

technology, and its essence is still a fraud crime. This study 

will use a scenario about the Cyberfraud case from a 

conversation using an instant messenger application, namely 

Line which runs on the Chrome web browser using the 

NIST (National Institute of Standards and Technology) 

stages. This study uses several forensic tools in finding the 

digital evidence needed including namely FTK Imager, 

Belkasoft, Browser History Capturer, Browser History 

Viewer, and Browser History Examination. Digital evidence 

found in Belkasoft and FTK Imager was 60% with digital 

evidence of conversation text, Email, and account ID. In 

Browser History Capturer andBrowser History Viewer as 

much 40% with digital evidence Photos and Links. 

Furthermore on Browser History Capturer and Browser 

History Examiner tools as much as 40% with digital 

evidence in the form of Links and Cached Web.  
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1. INTRODUCTION 
Technological advances Information and communication play 

a very important role in everyday life that is useful for 

interacting with each other and making it easier for humans to 

do some work [1]. Social media can disseminate all forms of 

information very quickly by sharing content in the form of 

videos, photos, and accompanied by interesting captions to 

support an upload on social media [2]. Line Messenger is an 

online chat application that sends a text message in real-time, 

in addition to text messages, other features of the Line 

messenger application are audio files, videos, and also photos 

or images using the internet network.[3]. Social media itself is 

very fast in spreading information without a filter before 

uploading it, therefore social media users must be smarter in 

using social media, but in fact, there are still many social 

media users who are easily fooled by accounts that are not 

clear, such incidents are categorized as Cyberfraud. To find 

digital evidence, techniques or stages are needed, in this 

study, the stages used are NIST (Collection, Examination, 

Analysis, and Reporting) [4]. 

1.1 Study Literature 

1.1.1 Previous Study  
Mulia Fitiana, khairan AR, and Jiwa Malem Masya (2020) 

entitled "Application of the National Institute Of Standard and 

Technology (NIST) method in Digital Forensic Analysis for 

Handling Cybercrime". In this study using the WhatsApp 

application on an android cellphone with pornography cases, 

the tools used to find evidence are KingRoot to root the 

smartphone, CWM (ClockworkMod) Recovery, FTK Imager 

to perform data imaging, WhatApp viewer to describe the 

WhatsApp database that has been described. , and DB 

Browser for SQLite to open the wa.db folder to view the 

contact list on the smartphone. The evidence found as a result 

of the research is in the form of chats that have been deleted 

by the perpetrator and the contacts found on the perpetrator's 

smartphone [5].  

Rauhulloh Ayatulloh Khomeini Noor Bintang, Rusydi Umar, 

and Anton Yudhana (2020) entitled "Analysis of Facebook 

Lite Social Media with Forensic Tools Using the NIST 

Method". The case contained in the research is posting hate 

speech on social media facebook lite, the tool used in 

conducting investigations, namely MOBILedit forensic pro to 

extract data from smartphones, to find the perpetrator's 

account by cloning the data so that it is a string value or 

original data. The evidence that was found in the study were 

297 images with different sizes, filenames, widths, and 19 

videos with different types of filename, path, size, modified 

[6]. 

Gregorius Hendita Artha Kusuma and Yusuf Fadhilah (2019) 

with the research title "E-Commerce Digital Forensic 

Analysis on Car Rental Websites Using the NIST Method". 

Cases that identify cybercrimes who use e-commerce websites 

by offering unreasonable prices on car rental services. The 

online tools used in the research are whoisdomaind.tools, 

ScamAdviser and statshow to view the address of the 

perpetrator via google map. Based on the results of website 

research on rental services that were examined after checking 

through the Scam Adviser tools, the eligibility to visit the 

website was only 58% and there was no online reputation, 

other evidence found in the IP research location was in the US 

but having an address in Yogyakarta [7].  

Muhammad Abdul Aziz, Imam Riadi and Rusyi Umar (2018) 

with the research title "Forensic Analysis of Web-based Line 

Messenger Using the National Institute Of Justice (NIJ) 

Framework". The results of this research were obtained using 

the FTK Imager and SQLite tools by exploring the laptop 



International Journal of Computer Applications (0975 – 8887) 

Volume 183 – No. 30, October 2021 

10 

directory used as research to find the Line Messenger 

database in the Google Chrome browser which contained files 

and folders such as caches and logs [8].  

Muhammad Irwan Syahib, Imam Riadi, and Rusydi Umar 

(2018) entitled "Digital Forensic Analysis of Beetalk 

Applications for Cybercrime Handling Using the NIST 

Method". The case in this study is Cybercrime, a forensic tool 

used by MOBILedit, OXIGEN Forensics, and Kingroot. The 

evidence found in this research is evidence of conversations 

between accounts A and account B, and photo caches [9]. 

1.1.2 Digital Forensics 
Forensics is a science related to cyber law (cyberlaw), security 

or security on systems, and computer networks [10]. Digital 

forensics can be interpreted as a part of forensic science that 

covers the discovery and investigation of material (data) 

found on digital devices [11]. Digital Forensics basically can 

find digital evidence that is usually stored on temporary 

computer/mobile storage, permanent storage, USB, CD, 

network traffic, and others [12]. Digital Forensics is the 

application of science and computer technology for pro-

justice, which in this case is proving high-tech crimes or 

computers scientifically to be able to obtain digital evidence 

that can be used against violators [13]. 

1.1.3 Web Browser 
Web Browser is a tool to perform various activities on the 

Internet by users. Users utilize browsers for various functions 

such as information retrieval, access to email accounts, e-

commerce, banking creation, instant messaging, online blogs, 

access to social networks. Web browsers log a lot of data 

related to user activity. Information such as URLs visited by 

users, search terms, cookies, cache files, access times, and 

usage times are stored in memory on the system [14]. Web 

Browsers are diverse, with each having its characteristics. 

This allows users to choose their favorites or try different 

Web browsers at the same time. In this situation, it is difficult 

to trace the Web sites the user has visited if the forensic 

investigator can only analyze the log files of a particular Web 

browser [15]. 

1.1.4 Digital Evidence 
Evidence is data information contained in an electronic device 

that will later be acquired to obtain digital evidence, examples 

of physical devices can be laptops, smartphones, and so on. 

The information obtained from the acquisition is what is 

called evidence [16]. Digital evidence can be found in the 

physical evidence is electronic which can be identified 

concretely so that the physical evidence can be acquired [17]. 

1.1.5 Line Messenger 
Line Messenger is an instant messenger application by sharing 

interesting features, namely text conversation features, video 

calls, voice notes, and being ability to send an image using the 

internet network in real-time [18]. Line Messenger users reach 

217 million worldwide according to static data from the 

business of APPS website, the many users of Line messenger 

do not deny that internet crimes will occur, such as fraudulent 

buying and selling of goods online, means of buying and 

selling drugs or even frequent cyberbullying. occurs in 

adolescents who make mental down and are not confident 

[19]. 

1.1.6 Cybercrime 
Cybercrime is anything that uses the internet network that 

aims to commit criminal acts using very sophisticated 

technology with the motive of abusing technology to reap the 

benefits of losses obtained from other people [20]. Crimes on 

social media or cybercrime are very different from crimes that 

occur in person, the effect of cybercrime is very significant on 

victims [21]. Detailed cybercrimes (which victims think are 

genuine) are a major problem. Despite the existence of a body 

of relevant laws passed down by harmonization around the 

world and bargaining appointments with the police, the 

attributes of cybercrimes are severe enough to be announced, 

plots to hinder the customary investigation process [22]. 

1.1.7 Cyberfraud 
Cyberfraud (also referred to as cyber-scams) is any type of 

fraud that exploits mass communication technologies (eg 

email, Instant Messenger, social networking sites) to trick 

people into spending money [23]. User of telecommunications 

and network technology is involved in the process of cyber 

fraud. Exploring the concept of Cyberfraud should also 

explain the concepts of telecommunication fraud and network 

fraud [24]. 

1.1.8 National Institute of Standard Technology 
National Institute of Standard and Technology (NIST) 

provides a standardized method that can be used to solve 

problems and analyze digital evidence or the steps to obtain 

information from digital evidence [25]. National Institute of 

Standard and Technology (NIST) to obtain evidence related to 

electronics and digital, it has 4 stages as shown in Figure 1. 

 
Figure 1. Stages of NIST 

1. Collection 

Collection stage is the initial stage that used to 

identify and acquire physical evidence in the form 

of electronic and digital media related to criminal 

acts.  

2. Examination 

This stage is a step to extract data that has been 

generated from the collection process, the resulting 

data will be extracted automatically by forensic 

applications or can be done manually. 

3. Analysis 

Analysis is a step taken to identify the extracted 

data, the analysis is carried out by the applicable 

rules without violating the rules. 

4. Reporting 

The process reporting is a step to report the results 

of the steps that have been done previously, the 

documented report should be written in its entirety 

and detail. 

2. METHODOLOGY 

2.1 Research Scenario 
scenarios are needed to support this research, the scenario 

discusses how the stages that occur in browser forensics take 

place. 



International Journal of Computer Applications (0975 – 8887) 

Volume 183 – No. 30, October 2021 

11 

 
Figure 2. Research Scenario 

Figure 2 Perpetrator using a laptop that has installed the 

chrome web browser and the Line Messenger extension on the 

chrome browser. Perpetrator send messages that trigger 

actions Cyberfraud. The victim asked the police for help by 

bringing a screenshot of the conversation between the victim 

and the perpetrator, the police formed a special team to 

resolve the case and arrest the perpetrator. When the police 

arrested the perpetrator, the police secured evidence at the 

crime scene, namely a laptop that was still faulty which was 

accessing Line Messenger on the chrome web browser where 

the perpetrator had deleted the chat history between the 

perpetrator and the victim. 

2.2 Research Stages 
This research uses stages based on the stages of the National 

Of Standards and Technology (NIST) which are carried out 

by live forensics. NIST has 4 stages, namely, Collection, 

Examination, Analysis, and Reporting.  

 

Figure 3. Stages of Implementation 

Figure 3 is the investigator's stage in finding digital evidence. 

The following is an explanation of the implementation stages:  

 

2.2.1 Collection 

The collection stage is the stage of searching for data and 

information by investigators, as well as collecting evidence 

obtained at the crime scene (TKP). In this research, the 

evidence used is a laptop that is used by the Perpetrator to 

commit internet crimes. Information on physical evidence 

found in the research case scenario can be seen in table 1. 

 

 

 

 

 

 

 

Table 1. Physical Evidence 

No Evidence Figure Description 

1 Laptop of 

perpetrator 

 

Laptop used by 

the perpetrator is 

branded Lenovo 

B41-35, the 

laptop was found 

in a crime scene 

and connected to 

Internet. 

2 Charger 

Laptop 

ofperpetrat

or 

 

Charger used 

100-240V input 

and 20V output. 

Table 1 is the documentation of physical evidence used by the 

perpetrator in committing a crime found at the location of the 

case.  

2.2.2 Examination 
Examination stage is the main stage in conducting an 

investigation, at this stage data acquisition will be carried out 

on physical evidence in the form of a laptop to obtain data and 

information on the perpetrator's crime. 

2.2.2.1 Belkasoft RAM Capturer 
Belkasoft Live RAM Capturer is a forensic tool used to 

perform data acquisition on RAM on electronic evidence 

belonging to the perpetrator namely a laptop. 

 

Figure 4. Process Acquisition of Belkasoft Live RAM 

Capturer 

Based on Figure 4, the results obtained from the Belkasoft 

Live RAM Capturer tool are in the form of files with .mem 

extensions. 

2.2.2.2 FTK Imager 
FTK imager is used to perform imaging on files that have 

been obtained from the acquisition of RAM. 
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Figure 5. Hashing Results  

Figure 5 shows the hashing results between MD5 and SHA1 

files. The hash value from the two filematches which means 

that there is no change in the data. 

2.2.2.3 Browser History Capturer 
Browser History Capturer is used to acquire data on web 

browsers used by Perpetrator to commit internet crimes. Data 

obtained from browser acquisition can be in the form of web 

browsing history, cache, and archived history. 

 

Figure 6. Process Acquisition of Browser History 

Capturer  

Figure 6 shows that these tools can only be used on Chrome, 

Edge, Firefox, and Internet Explorer & Edge legacy web 

browsers, so they are not suitable for use by Macbook users 

who usually use the Safari web browser. 

2.2.3 Analysis 
Analysis is the stage of investigators to analyze data and 

information that has been obtained previously in order to 

obtain the required digital evidence. The results at this 

analysis stage will later be entered into the reporting table to 

see the differences in the results of several tools used in this 

research. 

2.2.3.1 FTK Imager 
Data obtained from the capture using the Belkasoft live RAM 

capturer with the .mem format which can be seen in Figure 7. 

 

Figure 7.  Belkasoft Live RAM Capturer Result 

The acquired file in Figure 7 will then be analyzed using the 

FTK imager in collecting data and information. will be used 

as digital evidence. to make it easier for investigators to 

search for investigator data using keywords or parameters to 

be searched. 

 

Figure 8. Id Line of Perpetrator 

Based on Figure 8, investigators managed to find the ID of the 

perpetrator was "mitha_019" which was used to deceive the 

victim according to the screenshot evidence provided by the 

victim to report the crime that had been committed by the 

perpetrator. The perpetrator's id is important information that 

will be used as digital evidence 

 

Figure 9. Evidence of Conversation 1 

Figure 9 shows evidence of the first conversation that took 

place between the perpetrator and the victim which contained 

an offer of vacation tickets with, the sentence is similar to the 

screenshot given by the victim. 

 

Figure 10. Evidence of Conversation 2 

Figure 10 is a reply to a message from the victim to the 

perpetrator that the victim booked a ticket with a total of 2 

people. 

 

Figure 11. Evidence of Conversation 3 
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Figure 11 The perpetrator asks the victim to fill in the data 

format in the form of a name, booking date, and telephone 

number so that the mode of carrying out an action that refers 

to cyberfraud can run smoothly. 

 
Figure 12. Evidence of Conversation 4 

Figure 12 the victim is tempted by the perpetrator's offer, then 

the victim fills in the data ordered by the perpetrator where 

the data contains the name of the victim, namely Nadila, 

booking date 4 August 2021 andTelephone  Number 

“0856695552”. 

 
Figure 13. Evidence Conversation 5 

Based on Figure 13, the evidence found by the perpetrator 

was in the form of a text sent by the perpetrator to the victim 

to immediately transfer the money. 

 
Figure 14. Evidence of Conversation 6 

Based on Figure 14, the perpetrator sent a message to the 

victim that the perpetrator would send a ticket on August 2 

after making a payment transaction. 

 
Figure 15. Evidence of Conversation 7 

Based on the conversation obtained in Figure 15 the victim 

felt cheated because the perpetrator initially promised the 

victim a ticket on August 2, but after arriving on August 5, the 

victim did not get the ticket that had been ordered. The victim 

felt aggrieved because the victim had transferred some money 

to buy the ticket. 

 
Figure 16. Email of the perpetrator 

Figure 16 is the email of the perpetrator used to log in to the 

Line messenger account. The perpetrator's email name is 

mifthahuljannah36@gmail.com. 

2.2.3.2 Browser History Viewer 
Brower History Viewer is a tool that is used to read the results 

of the data obtained when the browser captures using the 

History Capturer browser tools. Information and data that can 

be found using this tool can be in the form of browsing history 

and cached images that have been accessed by Perpetrator 

which can be analyzed into digital evidence. 

Figure 17. History web with the keyword LINE 

Figure 17 shows the evidence obtained in the form of history 

when the perpetrator logged in to the perpetrator's Line 

account through the Chrome web browser, and several other 

activities that the perpetrator had traced in the perpetrator's 

browser history. 

 

Figure 18. Photo cache from LINE 

Figure 18 shows evidence of promotional images that have 

been sent by the perpetrator using Line messenger running on 

google chrome on 31 months 07 2021 at 11:34:36 which can 

be used as digital evidence so that the police can follow up on 

Internet crimes that have been committed by the Perpetrator. 

2.2.3.3 Browser History Examiner 
Browser history examination is a tool used by investigators to 

read results from browser capture to display digital evidence. 

In this tool, the information or data that will be obtained can 

be in the form of bookmarks, browser settings, caches files, 

cache images, cached web pages, cookies, downloads, email 

addresses, favicons, from history, logins, searches, session 

tabs, thumbnails, and website visits. 
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Figure19. History Login 

Figure 19 is a history of logins that have been carried out by 

the perpetrator, the blue bar is digital evidence that the 

perpetrator has logged in to a LINE account via the chrome 

web browser. 

 

Figure20. Caches Web Pages 

Figure 20 are the findings of cached web pages that have been 

visited by the perpetrator, based on the image above, the 

perpetrator has searched Line Messenger through the chrome 

browser with a file size of 86153 bytes. 

2.2.4 Reporting 
Reporting is the last stage of the National Institute of 

Standards and Technology (NIST) stage. At this stage, the 

investigator will make a report from the results obtained 

during an investigation of the evidence found at the crime 

scene (TKP), namely physical evidence in the form of a 

laptop where the perpetrator uses a chrome web browser to 

carry out internet crimes according to the scenario described. 

already made. At the reporting stage, it is a report of the 

results of the tools that have been used to find data and 

information about crimes committed by the Perpetrator. The 

following are the specifications of the evidence that can be 

seen in Table 2. 

Table 2. Specifications of Physical Evidence 

NO Nama Keterangan 

 1.  Processor   AMD A6-7310 APU @ 2,2 Ghz 

 2.  Graphics  AMD Radeon™ R4 Graphics 

 3.  Memory  4 Gb DDR3 

 4.  Hardisk  500 GB SATA 

 5.  Monitor  14 Inch 

 6.  OS Windows 10 Pro 

 

The results of the data found from the acquisition of RAM in 

carrying out the stages of browser forensics on chrome were 

carried out by the live forensic method. The results of the data 

found to be used as digital evidence can be in the form of 

interaction information between the victim and the perpetrator 

such as the message content, the perpetrator's account id, and 

the account password of the perpetrator, that can be seen in 

Table 3. 

Table 3. Data Results Found 

Information  Source Content 

 Email  Perpetrator 
mifthahuljannah36@gmail.c

om 

 Id Akun Perpetrator mitha_019 

Text Perpetrator Hallo gaess, Tahun baru 

masih dirumah aja? 

Yakin??? Ayo gabung untuk 

rayakan tahun baru di Pulau 

BALI, ada trip dari kami nih 

dengan harga menarik & 

terjangkau untuk kalangan 

booking seat’mu segera 

karena kouta terbatas gaess 

 Text  Victim Aku booking buat 2 orng ya 

kk 

 Text  Perpetrator Silahkan isi format berikut  

Nama: 

Tanggal booking: 

No.Telpon: 

 Text  Victim Silahkan isi format berikut  

Nama: Nadila 

Tanggal booking: 4 agustus 

2021 

NO.Telpon: 085764808269 

 Text  Perpetrator 

ok. Sertakan bukti transfer 

ya kan 

Text Perpetrator 

baik kak. tiket dikirim pada 

tanggal 2 agustus ya 

Text Perpetrator Ini udah tanggal 05 kk kok 

belom dikirim tiketnya kan 

saya   booking tanggal 04 

Picture Perpetrator 

 
 

 
Based on Table 3, the evidence found from this research is the 

perpetrator's account ID, email, the text of the conversation 

between the perpetrator and the victim, and photos sent by the 

victim. 

2.2.5 Result 
Results found in this study in the form of image uploads that 

were sent by the perpetrator were found in the Browser 

History Capturer and Browser History Viewer tools, while the 

text of the conversation between the perpetrator and the 

victim was found using the Belkasoft and FTK Imager tools, 

where Belkasoft was used to acquire RAM. on the laptop and 

the FTK Imager is used to read the results of the RAM 

acquisition that has been obtained. In the Browser History 
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Capturer and Browser History Examiner tools, researchers 

only find evidence according to the scenario in the form of a 

web page browsing history link and account login. 

Table 4. Comparison of Results obtained from Several 

Tools 

 

No 

  

Information 

Data 

  

  

SoftwareForensic 

  

Belkas

oft & 

FTK 

Imager 

Browser 

History 

Capturer 

& 

viewer 

Browser 

History 

Capturer 

& 

examiner 

1. Link ✔  ✔  ✔  
2. Photos     - ✔    -   

3. Conversation 

Text 
✔        -       - 

4. Account Id ✔        -       - 

5. Cached Web 

Pages 

    -       - ✔  

Based on the results of Table 4, the evidence found using 

several tools forensic. Uploaded images that have been sent 

by the perpetrator have been found in the tools Browser 

History Capturer and Browser History Viewer, while the text 

of the conversation between the perpetrator and the victim has 

been found using the tools Belkasoft and FTK Imager, where 

Belkasoft is used to acquire RAM on the laptop and FTK 

Imager is used to read the results of the acquisition of RAM 

that has been obtained. In the tools, the Browser History 

Capturer and Browser History Examiner researcher only finds 

evidence according to the scenario in the form of a web page 

browsing history link and account login. 

3. CONCLUSION 
Digital forensic evidence for handling Cyberfraud using the 

chrome web browser is obtained by acquiring live forensic 

RAM on the perpetrator's laptop, digital evidence obtained in 

this study is in the form of text, cache, history or history of 

web pages that have been visited by the perpetrator while 

using the goods. physical evidence in the form of a laptop 

belonging to the perpetrator. Web browser usage activities 

recorded on the RAM of a laptop are volatile or temporary, 

where data will be lost if the device is not connected to power 

or turns off, so in this research forensics is carried out live to 

find data on the perpetrator's laptop to be used as evidence of 

a case. electronic crimes that often occur today.The results of 

the evidence carried out with the NIST stage assisted by 

several tools forensicwere found in this study where the 

results from Belkasoft and FTK Imager were 60% with digital 

evidence of conversation text, Email, and account ID, 

Browser History Capturer and Browser History Viewer as 

many as 60%. 40% with Photo and Link digital evidence. 

Furthermore, the Browser History Capturer and Browser 

History Examiner tools are also 40% with digital evidence in 

the form of links and Cached Web Pages. 
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