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ABSTRACT 

Recent trends have dramatically changed the way one uses 

their mobile phones. What was once simply a cell phone has 

become a multi-purpose mobile computing device. Increased 

power and computing capabilities coupled with decreased size 

have made it possible to add functionality and combine 

previously separate operations into a single unit. Many mobile 

phones are equipped with high resolution digital cameras. 

Their users are capturing images and sharing them with others 

by sending them as email attachments, multimedia messages 

or via Bluetooth. Digital watermarking is adding an 

ownership information in multimedia contents to prove the 

authenticity. 

This paper proposes an image watermarking scheme for 

ensuring authenticity of captured images. IMEI number is 

used as watermark. This work also aims at studying the 

robustness of the system under various kinds of attacks such 

additive noise, cropping, scaling attack. The proposed system 

has been tested on Android based Smart Phones. The results 

confirm the effectiveness of the scheme in providing efficient 

attack identification. 

General Terms 

Image Watermarking, Smart Phones, Robust watermarking, 

Copyright protection. 
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1. INTRODUCTION 
Images make up a major component of multimedia content. 

Examples of images are digital arts, illustrative diagrams, 

cultural heritage paintings in digitized form and digital 

photographs. When first multimedia messages appeared, they 

had very poor visual quality of images. Due to hardware 

limitations at that time, mobile devices had low megapixel 

cameras with simple optics. Typical image resolutions were 

128x128 pixels with the maximum resolution of 640x480 

pixels. In additional to camera limitations, displays were small 

and had low resolutions as well. This led to poor imaging 

experience on mobile device itself. When images taken by 

mobile phone were viewed on a PC screen, users were not 

always satisfied neither.  

Modern mobile devices have overcome these difficulties with 

mobile imaging. They offer good experience of point and 

shoot use cases for typical users. Often cameras have a high 

number of megapixel, with good quality lens and xenon flash. 

It is clear that quality of mobile images is approaching very 

fast towards digital still cameras. Mobile displays are getting 

better as well, though they do not catch up with megapixel 

race comparing to desktop environment. 

Advancement in mobile cameras has created threats to 

copyright protection and content integrity. For instance, 

images can be copied, modified, and distributed easily. Digital 

watermarking is a potentially good tool in enabling content 

protection. Watermarking in the contexts of image, audio or 

video data is well-known to be an effective technique to 

protect the intellectual property of electronic content. Digital 

watermarking provides the security knowing that no matter 

how or where images appear they carry the notice of 

ownership. Essentially, the technique embeds a secret 

message into a cover message within the content in order to 

prove the ownership of materials. 

The rest of the paper is organized as follows. An exhaustive 

literature survey on watermarking on mobile phones is 

discussed in Section-2. Section-3 provides details of Design 

and Implementation of the proposed DCT based Image 

watermarking schemes on mobile phones. Results and 

analysis of the implemented system is discussed in Section-4. 

The paper concludes in Section-5 with directions for future 

work. 

2. LITERATURE SURVEY 
Mobile users are capturing images and sharing them with 

others by sending them as email attachments, MMS, via 

Bluetooth. The need for protecting copyright ownership of 

images has increased in the recent years. A survey of the work 

done on the protection of images through watermarking has 

been discussed in the following. 

―Several watermarking schemes have been proposed, but 

digital watermarking schemes on mobile devices are scarce. 

In addition, watermark insertion is needed in devices with 

various features such as digital cameras, PDAs and mobile 

phones as multimedia services on those devices are heavily 

used [1-4]‖.   

In [5], an efficient watermarking algorithm that can be applied 

to mobile phones is proposed. In this a method for detecting 

the cause of destroying or changing hidden data in an MMS 

(Multimedia Messaging Service) message is proposed. MMS 

is a technology that allows mobile phones sending messages 

that includes multimedia objects esp. image. For copyright 

protection of images which are sent through MMS, one can 

use watermarking methods. But there is possibility of 

damaging or changing the hidden information while MMS is 

transferred.  

For this purpose, in addition to the image, the copyright notes 

are also hidden in an audio file and sent along with the image. 

So, while extracting the hidden information from MMS 

message, if copyright notes which are extracted from both 

image and audio files are different, it can be concluded that 

the hidden data are damaged or changed. For hiding the data 

in image part of MMS message, a method called 
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―Steganography on mobile phone‖ is used [6,7]. For hiding 

data in audio part of MMS message method ―Adaptive 

wavelet domain audio Steganography with high capacity and 

low error rate,‖ is used. 

In this paper [8], an improved method for hiding data into 

images for mobile phones is proposed. This method is used 

for secure data transfer from a computer to mobile phones. 

Information is hidden in an LSB of pixel colors.  PNG image 

format had been used and message is hidden using a 

password. 

The paper explored in [9] presents a blind image 

watermarking scheme for camera phone. This method is based 

on singular value decomposition (SVD) and wavelet 

decomposition. SVD is a numerical technique used to 

diagonalize matrices in numerical analysis. The singular 

values (SVs) of an image have very good stability. SVs 

represent intrinsic algebraic image properties. This method is 

mainly focused to JPEG compression as phone camera's 

output is JPEG compressed image because the output image 

captured by phone camera is compressed by JPEG. 

People capture images on their multimedia phones but there is 

no security of ownership. This paper addresses the problem of 

providing copyright protection. It avoids illegal duplication of 

the images captured in mobile phones. It also resists various 

attacks like changing intensity, addition of noise and cropping 

attack. Following are the various objectives of our work: 

 To generate algorithmically a watermarked image 

that is both imperceptible to the human eye and 

robust against attacks. 

 To be compatible with all java supporting mobile 

phones. 

 Instantly saving watermarked image into the gallery 

after its captured. 

 To propose a robust algorithm which resists various 

attacks like addition of Noise, changing intensity, 

cropping attack. 

 To apply watermark for already stored images on 

mobile phones. 

 To embed multiple watermarks so as to make it 

robust against many attacks. 

 

 

3. DESIGN AND IMPLEMENTATION 
This paper discusses the design issues and overall system 

architecture in this section. A modular design of the system is 

also laid out. 

3.1 Design Principles 
The following are the issues involved in the design of image 

watermarking schema: 

 

1. Int DCT 

The integer Discrete Cosine Transform (IntDCT) is an integer 

approximation of the discrete cosine transform. Two 

significant advances of integer transforms are: no rounding of 

errors during computations and faster computations. Integer 

transforms are widely used for lossless transform coding. It 

avoids mismatch between forward and inverse transform. It 

also provides good energy compaction capability. 

2. Dct coefficient Selection (DCS): 

This DCS process is used to increase the invisibility qualities 

and also to find the coefficient with maximum magnitude 

excluding DC. As DCT packs energy in the low frequency 

regions, the 16 lower frequencies are screened to find the 

highest magnitude. This range of frequency is chosen because 

the high frequency components can be discarded in some 

image processing operation such as JPEG compression.   

3. IMEI: 

IMEI stands for International Mobile Equipment Identity and 

is a unique number given to every single mobile phone, 

typically found behind the battery. It is used as a watermark to 

be embedded into the host image. 

 

4. Error Detection Coding: 

Checksum error detection encoder is used in this technique 

where the numerical value representing the sum of the IMEI 

number is added. This is useful to check that the extracted 

number is correct or not. 

5. Scrambling: 

Scrambling process is used to reduce the spatial correlation 

between the host image and the embedded watermark. Linear 

congruence generation algorithm is used to do the scrambling. 

6. Shuffling: 

The scrambled binary IMEI number is shifted by a key factor 

before the embedding process to make attackers difficult to 

understand. This shift operation is carried out in a cyclic way.  

3.2 System Architecture 
Mobile phones have unique IMEI number that is embedded 

into the captured image using a ‗key‘ in the embedding 

process. By this watermark images are generated. As these 

images are shared to others by sending via email attachments, 

MMS, Bluetooth, this may undergo some attacks. The 

watermark can be extracted using secret key which is only 

known to the intended users and not to the attackers. From 

this copyright ownership can be retained. The system 

architecture is depicted in Fig. 1. 

3.3 Watermark Embedding 
Watermark Embedding process is outlined in Fig. 2. The 

watermark i.e., IMEI number is converted to 1-D vector and 

the host image is divided into ‗N‘ non-overlapping 8*8 sub 

blocks. The Color image is decomposed into three 

components, R, G and B. Inside each 8*8 blocks one int DCT 

coefficient is identified i.e., the optimum co-efficient. Check 

sum is added at the end of the IMEI number to make it 16 bit. 

This is converted into binary 64 digits watermark. The binary 

IMEI number is scrambled using a ‗key‘ and then it is 

shuffled. The shuffled binary IMEI number is embedded into 

the optimum coefficient‘s DCT value. At last IDCT is applied 

to get the watermarked image. 
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 Fig. 1: System Architecture 

 

Fig. 2: Watermark Embedding 

3.4 Watermark Extraction 
The embedded watermarks information can be extracted by 

performing 8*8 DCT transform for the RGB-channel of the 

watermark host image and that carries the bits of the emedded 

watermarks using the requered secret key.The extraction 

formula defined in equation below is used to produce the  

reshuffled watermark. According to the key in the initial 

scrambling operation,the scrambled watermark is descrambled 

to retrieve the original watermark .The extracted formula is 

defined as follows: 

If Q (Fk (x, y)/∆) is odd then w (i, j) = 0 

If Q (Fk (x ,y)/∆) is even then w (i, j) =1 

Where Q is rounded to the nearest interger.∆ has a value that 

is equal to the value used for the embedding process.Finally 

the original binary watermark is converted back to decimal to 

get the IMEI number. The watermark extraction mechanism is 

depicted in Fig. 3.  
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Fig. 3: Watermark Extraction 

3.5.Integer DCT Coefficient Selection 

(IDCS) 
The integer Discrete Cosine Transform (IntDCT) is an integer 

approximation of the discrete cosine transform. Two 

significant advances of integer transforms are: no rounding of 

errors during computations and faster computations. Integer 

transforms are widely used for lossless transform coding. The 

forward integer transform is used as follows: 

        A = 13a + 13b + 13c + 13d, 

B = 17a +  7b -  7c - 17d, 

C = 13a - 13b - 13c + 13d, 

D =  7a - 17b + 17c -  7d,  

where a, b, c, and d are 4 input pixels. The inverse 

transformation of transform coefficients A,B,C,D into 4 pixels 

a',b',c',d' is defined by: 

a' = 13A + 17B + 13C +  7D, 

b' = 13A +  7B - 13C - 17D, 

c' = 13A -  7B - 13C + 17D, 

d' = 13A - 17B + 13C -  7D.  

The relation between a and a' is: a' = 676a. Besides, after 2-D 

transform, the integer transform coefficients are about 676 

times the true DCT coefficients. 

 
 

Fig. 4: DCT Coefficients selection 

3.6 Generating watermark bits 
IMEI is a 15 digit unique number given to every single mobile 

phone. One more digit is added at the end to make it 16 digits. 

The 16th digit is a check digit calculated using the Luhn 

algorithm.  

 The check digit is validated in three steps: 

1. Starting from the right, double a digit every two 

digits (e.g., 7 → 14). 

2. Sum the digits (e.g., 14 → 1 + 4). 

3. Check if the sum is divisible by 10. 

 The 16 digit number is converted into 64 binary 

digits watermark. The binary IMEI number is randomly 

scrambled using a secret key. The scrambled process is 

carried out using Linear Congruential Generator. The linear 

congruential generator is a very simple example of a 

random number generator. All linear congruential 

generators use this formula:           

  Xn+1 = (aXn + c) (mod m)…(3) 

Where : Xn is the sequence of pseudorandom values, and 

m , 0 < m— the "modulus" 

a , 0 < a < m — the "multiplier" 

c, 0 ≤ c < m — the "increment" 

X0, 0 ≤ X0 < m — the "seed" or "start value" are integer 

constants that specify the generator. 

  After the scrambling process the binary IMEI 

number is shifted by a key factor before the embedding 

process. The shift operation is carried out in a cyclic way. 

3.7 Scrambling and Shuffling process 
Pseudocodes for scrambling and shuffling processes used in 

watermark embedding are given in the following: 
Procedure   Scramble ( array a )  return 

array 

http://en.wikipedia.org/wiki/Check_digit
http://en.wikipedia.org/wiki/Luhn_algorithm
http://en.wikipedia.org/wiki/Luhn_algorithm
http://en.wikipedia.org/wiki/Luhn_algorithm
http://en.wikipedia.org/wiki/linear_congruential_generator
http://en.wikipedia.org/wiki/linear_congruential_generator
http://en.wikipedia.org/wiki/linear_congruential_generator
http://rosettacode.org/wiki/Random_number_generator
http://en.wikipedia.org/wiki/Sequence
http://en.wikipedia.org/wiki/Modulo_operation
http://en.wikipedia.org/wiki/Integer
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       choose key1 and key2 where 

gcd(key1,key2)=1  

       a1=1  

       c1=11 

for each count k< array ‘a’ size do 

{  

     key2=key1 

     key1=(a1*key1+c1)%64 

  for each count j< array ‘ran’ size do 

  { 

   if(compare key1 equal to any j
th
 

element of ‘ran’ array) 

   { 

    key2=key2+1; 

    key1=key2; 

   } 

  }   

 if(key1 is not equal to any element of 

‘ran’ array) 

 { 

  append key1 value to the end of ‘ran’ 

array 

 }   

} 

for each count i< array ‘a’ size do 

{ 

 Swap ran[i]
th
 element of ‘a’ with 

ran[i+1]
th
 element  

} 

} 

 

Procedure   Shuffling ( array a, shifting 

amount b )  return array 

for each count i < b do 

{ 

   temp=a[0] 

for each count j < array ‘a’ size 

 { 

   a[i]=a[i+1]; 

   a[i]=temp; 

 } 

} 

 

 

4. RESULTS AND ANALYSIS 
This section presents the results of the watermarking system 

for both instant clicking and the stored images. It also 

explores the effectiveness of DCT Co-efficient selection and 

analysis results. Different types of analysis like attack 

analysis, perception analysis; robustness analysis and 

computational complexity are evaluated and their results are 

presented. 

4.1 Instant Embedding and Extraction 

Results 
In this stage the capturing of an image and instantly 

embedding IMEI number is performed. Fig.5 shows a pre-

screen of capture, in which takes IMEI number as input.            

It also shows the capturing event of the mobile phone. 

The IMEI number  is usually unique to 

identify GSM, WCDMA, and iDEN mobile phones, as well as 

some satellite phones. It is usually found printed inside the 

battery compartment of the phone. It can also be displayed on 

the screen of the phone by entering *#06# into the keypad on 

most phones. The IMEI number is used by a GSM network to 

identify valid devices and therefore can be used for stopping a 

stolen phone from accessing that network. For example, if 

a mobile phone is stolen, the owner can call his or her 

network provider and instruct them to "blacklist" the phone 

using its IMEI number. This renders the phone useless on that 

network and sometimes other networks too, whether or not the 

phone's SIM is changed. 

 

 
 

Fig. 5: Capturing phase 

The watermark generation results are shown in Fig. 6. The 

different component displayed in the results are the input 

IMEI number, checksum added to that number, binary coding 

of that number, scrambling and shuffled outputs 

 

Fig. 6: Generation of watermark bits 

Int DCT is applied to each block of 64X64. The pixels in the 

block and the corresponding Int-DCT coefficients are 

displayed in Fig. 7. The time taken for embedding is 

computed and this allows to check whether embedding can be 

performed in the real time. It has been observed that the time 

taken depends on the type of the cell, but still even with a 

low-end mobile, only a fraction of seconds is taken for both 

embedding and extraction operations. The value of the time 

taken is displayed in Fig. 8. In Fig. 8, the co-ordinates where 

watermark is embedded is also shown. This is required as the 

same has to be produced for valid extraction and further 

claiming of copyright.  

http://en.wikipedia.org/wiki/GSM
http://en.wikipedia.org/wiki/WCDMA
http://en.wikipedia.org/wiki/IDEN
http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Satellite_phone
http://en.wikipedia.org/wiki/GSM
http://en.wikipedia.org/wiki/Mobile_phone
http://en.wikipedia.org/wiki/Subscriber_Identity_Module
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Fig. 7: IntDCT Results 

 

Fig. 8: User informative display after capture 

4.2 Effectiveness of DCT Co-efficient 

Selection 
The IntDCT block consists of 8×8 coefficients. The 16 lower 

frequencies are screened to find the coefficient with the 

highest magnitude and register its location. This process is 

repeated for all DCT blocks. The location which is repeated 

more is selected. This location will vary from one image to 

another according to the spatial frequency contents of the 

image. One binary bit of the watermark will be embedded in 

this location. Screening the Int DCT blocks again after 

embedding resulted in totally different locations from the 

previously registered optimum locations in the original un-

watermarked images. The security analysis of the 

watermarking scheme is analyzed in the following section. 

Table 1 shows the optimum coefficient locations for original 

images and after embedding respectively. This verifies the 

method is secure and attacker would not be able to use the Int 

DCS process again to detect the originally selected locations.   

 

Table 1 optimum locations 

Sample Images Optimum 

Location (Before) 

Optimum 

Location 

(After) 

Image1 (1,3) (1,7) 

Image2 (1,7) (0,7) 

Image3 (2,7) (0,3) 

Image4 (7,3) (1,3) 

Image5 (7,7) (1,7) 

 

4.3 Attack Analysis 
The attacker can try to guess the inputs given while 

extraction. The attacks fall into four cases: (i) Entering wrong 

co-ordinates and wrong keys (ii) Entering correct co-ordinates 

and wrong keys (iii) Entering wrong co-ordinates and correct 

keys (iv) Entering correct co-ordinates and correct keys. It is 

observed that the system defends all such attack scenarios and 

thus claims to be robust.  The accuracy of each cases is shown 

in plot of Fig. 9. It can be observed from the plot that 

accuracy for all the cases is well above 90%.  

 

 
Fig. 9: Accuracy during attacks 

4.4 Fidelity Analysis 
Image fidelity is a characteristic of an image that measures 

the perceived image degradation (typically, compared to an 

ideal or perfect image). Imaging systems may introduce some 

amounts of distortion or artifacts in the signal, so the quality 

assessment is an important problem. 

The degree of watermarking is defined as the number of 

watermarks redundantly embedded in the image to increase 

robustness. The impact of degree of watermarking on PSNR is 

studied. PSNR values for various degrees have been tabulated 

in Table 2 and corresponding plot is shown in             Fig. 10.  

It can be observed that the plot does not change much 

irrespective of the change in the number of watermarks being 

embedded.  The range of PSNR has found to be in 46-48dB 

which is easily acceptable.  

Table 2 degree of watermark v/s PSNR 

Degree of Watermark PSNR (in DB) 

3 48.57 

6 46.78 

8 45.98 

10 45.11 
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Fig. 10: Degree of watermarking vs PSNR 

4.5 Robustness Analysis 
The intensity of the image is checked for embedding 10 

watermarks. The intensity has been gradually increased from 

5% to 25% and the number of watermarks correctly recovered 

has been computed. Fig. 11 shows the plot of intensity 

variations v/s number of watermarks correctly recovered. It 

can be observed that the rate of recovery does not depend on 

the rate at which intensity is changed. It is almost above 90% 

independent of the percentage of intensity change performed.  

 

 

Fig. 11: Impact on robustness for change in intensity 

The effect of cropping on the watermarked image has been 

studied. The watermarking degree is fixed to be 10. Fig. 12 

shows the graph plotted for cropping percentage v/s number 

of watermark recovered. It can be inferred from the graph that 

number of watermarks are recoverable despite a large amount 

of crop. The cropping can be defended by embedding a 

greater number of watermarks and this makes the scheme 

robust 

 

Fig. 12: Impact on robustness for change in cropping 

4.6 Computation Complexity 
Evaluating the computational complexity of the implemented 

watermarking system is of utmost importance as the 

embedding and extraction modules have to be run on mobile 

devices. Fig. 13 shows the plot of degree of watermark v/s 

time taken. It can be seen that time taken increases, as the 

number of watermarks increases. But the total time taken is 

not beyond 12 seconds and the time taken is acceptable. The 

time complexity can be reduced with high-end mobile phones 

having faster processors.  

 

Fig. 13: Degree of watermarking vs time taken 

5. CONCLUSION 
A secure blind watermarking algorithm of color images using 

mobile IMEI number has been successfully achieved. An 

integer DCT coefficient selection (IDCS) process has been 

applied to increase the invisibility qualities; this process 

manages to find the coefficient with the maximum magnitude. 

This approach is robust against several attacks like additive 

noise, change in intensity, cropping etc. Instantly saving 

watermarked image into the gallery is also achieved. This 

approach even embeds watermark to the still images from 

gallery. User need to provide a key to extract the hidden data. 

A single bit of wrong prediction by attacker result in failure. 

From this intellectual property of the owner is retained. 
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The performance of the watermark system can be enhanced 

further by introducing a faster alternative method. The 

Watermarking system can be tested for other kind of attacks.   
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