International Journal of Computer Applications (0975 — 8887)
Volume 183 — No. 33, October 2021

Mobile Forensic of Facebook Services using National
Institute of Standard Technology (NIST) Method

Sri Mutmaina Dusu
Department of Information System
Universitas Ahmad Dahlan
Yogyakarta of Indonesia

ABSTRACT

The development of information technology today is
increasingly rapid and also the increasing use of the internet
on social media, especially on social media Facebook.
Facebook has a negative impact that affects children,
teenagers, and even adults such as actions taken by
intentionally posting words or pictures in the form of insults
or humiliating the person, not crimes like this are often called
cyber harassment. This research was conducted by creating
post scenarios that lead to Harassment cases in the form of
insults and also humiliating someone using a mobile-based
Facebook application. This study aims to restore and analyze
a deleted post using the National Institute of Standards and
Technology forensic stage with a Collection, Examination,
Analysis, and Reporting workflow. This study uses a
smartphone that has the Facebook application installed that
has been rooted. The process of searching for digital evidence
uses 2 forensic tools, namely MOBILedit forensics and DB
Browser for SQL lite. The percentage of results obtained is
based on two tools, namely the MOBILedit forensic tools
90% while the DB Browser tools 50%.The results of the study
obtained evidence in the form of the perpetrator's account and
posts in the form of images and text.
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1. INTRODUCTION

The development of information technology today is
increasingly rapid also the increasing use of the internet on
social media, especially on social media Facebook, Facebook
users in Indonesia there are 170.6 million in December 2020
which is 62.1% of the total population.[1]The popularity of
Facebook is marked by the number of users from all walks of
life and ages. The diversity of users certainly has an impact on
the diversity of content on Facebook, and of course, not all of
them are positive. [2]. There is negative Facebook content in
the form of a case of a discovery that has happened a lot
lately. Cyber harassment is an act that describes how people
are constantly chasing other people online with the intent to
scare or embarrass the victim. This study aims to analyze the
process of investigating harassment cases and bring up
evidence of posting data on the Facebook application. The
research method used in this study is the National Institute of
Standards and Technology method. NIST is a method that has
four stages in resolving and investigating Cyber harassment
cases, the first stage is Collection, Examination, Analysis, and
the last is Reporting [3].

1.1. Study Literature
1.1.1 Previous Study

This research was conducted by conducting five studies. This
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activity is carried out to review the data that has been
previously checked, among others found and relevantto this
research.  The  first  previous study  with the
titleentitled"Analysis of Digital Evidence on Facebook
Messenger Applications using the National Institute of Justice
Forensic method on Android Smartphones”. From this
research, several conclusions can be drawn, namely obtaining
digital evidence in the form of accounts, chats, and pictures
related to simulating cases of drug vape liquid circulation.[4]

The second previous study with the title “Comparison of
Forensic Evidence for Facebook and Twitter Social Media
Applications on Android Smartphones”. This study can be
concluded that the results of the scenario in the search for
digital evidence that has been determined on the Facebook
social media application, evidence -Forensic evidence that can
be found. Forensic evidence found is account name, location
data, telephone number, date of birth, profile photo, cover
photo, post type text, post type image, private message type
text, and private message type image. In the application
Twitter, forensic evidence was obtained only in the form of
account names, location data, profile photos, cover photos,
tweets of text type, and tweets of image types.[5]

The third previous study with the title"Forensic Analysis of
Kakaotalk Applications Using National Institute Standard
Technology Methods".In this study, it was concluded that in
research the work steps/procedures could be described briefly.
The expected result of this research is an analysis process that
can run well and get digital evidence from KakaoTalk on an
android smartphone that is used as the object of further
research. [6]

The fourth previous study with the title“Investigation of
Cyberbullying on WhatsApp using Digital Forensics”. In this
study, it can be concluded that the results obtained to use a
DFRWS method or stage that helps the acquisition process to
reveal digital evidence against perpetrators in the group
feature in the form of text. The results of actions that lead to
cyberbullying are obtained with the highest result value
having a cyberbullying level of 0.05 and the lowest result
value having a cyberbullying level with an ISC value of 0.02
from the presentation of the value of the word cyberbullying
in conversations against queries.[7]

The last previous study with the title “Identification of Skype
Digital Evidence on Android Smartphones using the National
Institute of Justice method”.In this study, it can be concluded
that the evidence found in the Skype application namely
images and text that will be used as digital evidence [8].

1.1.2 Digital Forensics

Digital forensics is a science derived from computer security
that discusses the discovery of digital evidence of an event
that has occurred. Digital forensics is a process to identify,



maintain, analyze and also use digital evidence according to
applicable law [9]. Digital forensics is also the science of
finding evidence of a crime that occurred [10]. Experts say
that digital forensics is a series of methodologies composed of
a technique and also a procedure for collecting and seeking
legal digital evidence in court [11]. Digital forensics has the
first stage, namely collection, examination, analysis, and
reporting, digital evidence related to criminal cases according
to law [12]. Digital forensics is a branch of forensic science
that includes findings during an investigation of data found on
digital devices as digital evidence [13].

1.1.3 Mobile Forensics

Mobile forensics is a type of data collection - electronic data
with the intent or purpose of legal evidence. Forensic itself is
a tool used for investigations with the method of collecting
criminal evidence from traces of digital data, which is very
difficult to delete. Extraction of files on deleted phones will
be used as evidence, this is the main job of mobile forensic
investigators techopedia. Mobile forensics can be used on
various smartphones based on a method and the type of
software used[15]. Mobile Forensics can also apply science
that can recover evidence from mobile devices with a method
that is acceptable in law. Mobile forensics has the aim of
meeting the needs of digital evidence in court, but it can also
be used as a non-literacy process [16].

1.1.4  Digital Evidence

In the digital book Evidence and Computer Crime Edition
(2011), digital evidence is a type or type of data stored or data
sent using a computer, with the onset of a crime. Violations or
crimes can be interpreted with intent or alibis. The definition
of data in accordance with this is a combination of numbers
that represent information from the type of media text,
images, audio, documents, or video. By considering the
available data and also how the benefits can be provided in an
investigation [17]. There is also a traditional forensic where
an investigator can work using physical evidence but after
conducting an analysis the investigator uses the results of the
duplication of evidence for example storage on media, or
computing devices [14].

1.1.5 Cyber Harassment

Cyber harassment is one type of cybercrime that is busy being
discussed among people who use social media. Based on data
from women’s commission regarding internet abuse in 2017
there were 14 cases of cyber violence, 1 case of cyber
grooming for women as victims, 20 cases of cyber harassment
for threatening and disturbing, 16 cases of illegal content, and
19 cases of malicious distribution such as distribution
personal photos or videos. In Indonesia, there are several
cases of cyber harassment, one of which is the case of Via
Vallen receiving nasty messages from strangers on her social
media and the case of Shandy Aulia receiving body shamming
comments on her social media. Apart from Indonesia, other
countries such as South Korea and Australia also face many
cases of cyber harassment, one of which is Choi Jin-RI or also
known as Sulli from girl group F(X), and police officer MP
Jenny Leong from Sydney who received harsh comments that
contain racism in their social media[18].

1.1.6 Facebook

Social media itself is a program or application that is widely
used by the community, its development is also very popular
in Indonesia. One of the most popular social media
applications is Facebook[19]. Facebook refers to a site that
allows users to post photos, videos, notes, and status updates
to share with other users in their network, called 'Friends'
[20]. Facebook was created in 2004 by Mark Zuckerberg[21]
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and is currently the most popular platform used worldwide
[22].

1.1.7 Android

Android is a mobile device that includes a Linux-based
operating system. Android is also an operating system for a
cellular phone, android provides a platform for developers to
create their applications [23]. Android can also be interpreted
as an open-source mobile device platform developed by the
Linux 2.6 kernel and maintained by the OpenHandset
Alliance, the OpenHandset Alliance is a group of operators,
manufacturers, mobile devices, and components, and is a
software vendor. Android has a history as a platform that
started in 2008 [24].

1.1.8 National Institute of

Technology Stages

The National Institute of Standards and Technology is a unit
of the United States Department of Commerce, often known
as the National Bureau of Standards -NBS, the name was
known from 1901 to 1988. NIST has provided a standardized
and usable method as a problem solver and analyzes digital
evidence or the stages in obtaining information from the
digital evidence[25].NIST stages can be seen in Figure 1.

Standards

l Collection ]

L:> lExamination]
L:> [ Analysis ]
1 [Reporting ]

Figure 1.The Stages of NIST Method

Figure 1 shows the stages of NIST mobile forensics, there are
several stages as follows[24]:

a.  Collection, this stage is the initial stage which is often
referred to as the stage of collecting or identifying the
evidence used in the form of a hardware device from
which data will be taken to be used as digital evidence
of a digital crime case. This stage is carried out by
following all data integrity security steps.

b.  Examination This stage is the stage of returning data
on digital evidence such as a smartphone, the return of
the data can be done using trusted forensic tools so
that the data obtained has high integrity.

c.  Analysis This stage is a process to analyze the data
that has been returned, the data that is analyzed such
as data of database type, to perform the analysis can
use trusted forensic tools.

d. Reporting This stage is the final stage of the
investigation process, this stage is the stage of
reporting the results of the analysis process which can
include data information that has been successfully
returned and which can be used as the final report of
the forensic process, this stage can be presented in a
comparison table of digital evidence found.

2. METHODOLOGY

2.1 Research Scenario

This scenario is shown to be able to explain how the steps or
methods of the forensic stage on Android are to look for
digital evidence that will be investigated by the investigative
team. This research scenario uses a laptop and smartphone,
where the smartphone will be used by the suspect to create a
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fake email and fake Facebook account using fake personal
data, the perpetrator uses the account to post pictures and also
words that lead to cyber harassment using an account. After
that, the post was widely discussed, therefore the perpetrator
deleted the post of the image and words on purpose to be able
to remove digital traces, the perpetrator's account and email of
the perpetrator were also deleted to remove traces, and a
laptop would be used by investigators to identify the post
based on forensic stage. The flow of the case simulation can
be seen in Figure 2.
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there is an Odin application for smartphone rooting, the
MOBILedit forensic tool for creating imaging files and
obtaining data. Facebook as the social media application to be
used, SQL lite tool is used to open the database file, and
lastly, the Hash tool is used to match the code on the evidence
found to find out whether the evidence is genuine or has been
altered. The tools and materials in this study can be seen in
Table 1.

Table 1. Tools and materials used for research

Tools and materials Description

Smartphone Samsung Galaxy J5

Acer Apire Z3-451 OS
Windows 10, AMD A10-
5757M APU with Radeon
Laptop ™ AMD Radeon HD

0 » (0) 8650G + AMD Radeon
l?erpen'hnor‘s ’_‘Kg(ig;[o]- Results GraphiCS PI’OCGSSOI’ SDI
Smartphone (OngOB)
Data Cabl Smartphone link with
Figure 2.Research Scenario on Facebook ata Cable laptop
The perpetrator created a new Facebook account on his Odin V3.14 .4 Support application to
root smartphone

smartphone and then uploaded a post in the form of text and
images, the post was deleted after a lot of discussion on
Facebook, the perpetrator deleted his account from the
smartphone. The investigator will take over or digital
evidence belonging to the perpetrator, namely a smartphone,
the investigator will carry out several processes to carry out
the investigation, namely rooting the smartphone perpetrator
and will also create an imaging file using the MobileEdit
Forensic tool, then an analysis will be carried out using the
tool to obtain the goods. evidence in the form of posts that
have been deleted by the perpetrator. The results of the
evidence displayed will be carried out with a comparative
analysis table of digital evidence using forensic tools, which
can later be delegated to the court if needed.

2.2 Research Stages

This research requires several methods to prepare the
necessary reports to complete the research process. The
method used to analyze a case is the NIST forensic stage. This
stage has 4 steps, namely Collection, at this stage the
investigation party will collect evidence, then the smartphone
will be rooted using Odin then it will be Backup data on the
smartphone using MOBILedit Forensic, the next stage is the
Examination stage, at this stage data acquisition is carried out
Facebook uses the MOBILedit Forensic tools, the results of
the acquisition are in the form of pdf, Excel and CSV data,
then the next stage is the analysis stage at this stage analysis is
carried out using a PDF file from the Facebook data
acquisition at the examination stage, then using the DB
Browser for SQL lite tool to analyze the database contained in
the smartphone backup results, then the final stage is the
reporting stage, at this stage comparison of the evidence found
will be carried out.

2.2.1 Collection

The collection stage is the initial preparation process in the
form of tools and materials used by investigators to conduct
investigations. At this stage, the initial evidence that has been
obtained will be secured to maintain the authenticity of the
evidence. The evidence that becomes the object of this
research is an Android-based smartphone that has Facebook
services installed. Other supporting media in the form of a
data cable that is used as a connecting medium between a
smartphone and a laptop that will be used as a tool for
conducting investigations, and other tools, namely a laptop,

MobileEdit Forensic Express
Pro V 7.2.0.17975 (64-bit)

File imaging application
for digital evidence search

Db Browser for SQL.ite

Smartphone database file

analysis application

Application for hashing

Hash Tool image and text files

Facebook Mobile Social Media Apps

Evidence in the form of a smartphone that is not rooted and
will be rooted by the investigator team, and a data cable that
will be used to connect a smartphone device to a laptop when
creating imaging files using the forensic tools MobileEdit
Forensic Express Pro. The evidence that has been secured by
the police and submitted to the investigator team for
investigation can be seen in Table 2.

Table 2. Perpetrator's Evidence

No Name Image Description

Samsung
Galaxy J5,
connected in a
network
condition not
rooted

1 Smartphone

Cableis used
to connect the
smartphone
with the

2 Data Cable laptop

Table 2 contains evidence found by investigators and will be
used to search for data in the form of a Samsung Galaxy J5
smartphone and a data cable that will be used to connect the
smartphone to a computer.
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2.2.2 Examination

Examination Stage At this stage, an examination or data
acquisition is carried out on the imaging files that have been
collected at the Collection stage, then data acquisition will be
carried out using the MOBILedit Forensic tool. The first step
in the acquisition is to select application analysis in
MOBILedit, then look for the application you want to
analyze, namely the Facebook application, then choose the
format to be used, there are PDF, Excel, Html formats and
also enter investigator information in the form of
investigator's name, email, and phone number. Then extract it.
The location of the data acquisition analysis file on the
Facebook application can be seen in Figure 3.

iz PC > Local Disk (D) » KULIAH 5> smester8 > FORENSIK NEW NEW > Physical image - samsung SM-1500G (2021-08-03 17h57m105)

Name Type Size

backup_files
mobiledit_export_files
pdf_files
log_full

[5] log_short

#] mobiledit_backup

=] mobiledit_export
@ Report

report_configuration.cfg 2
) dlsiReport 8/2021 1756 Microsoft Excel W
) xlsxReport_Applications_com.facebook k... 03/08/2021 17:5¢ Microsoft Excel W

Figure 3.Facebook Application Analysis File

Figure 3 shows the results of the acquisition from Facebook in
the form of PDF and Excel data files, there are also backup
folders and also the original folders resulting from data
acquisition, in that folder there are several files including
Newsfeed files, database files, caches, etc. The files obtained
will be analyzed using the MOBILedit Forensic forensic tool
and also DB Browser for SQL.ite. In the PDF file, information
on the perpetrators, digital evidence in the form of images,
and also text evidence was found.

2.2.3 Analysis

This stage discusses the PDF file resulting from Facebook's
data acquisition on the MOBILedit tools that have been
backed up at the inspection stage, in the PDF file there is
digital evidence in the form of images and digital evidence in
the form of text, then to analyze the database file using the Db
Browser for SQLite tool. The file to be analyzed in the DB
Browser tool is located at D:\COLLEGE\smester
8\FORENSIK NEW NEWA\Physical image - Samsung SM-
J500G (2021-08-03 17h57m10s) \backup_files, the file is a
backup file on the MOBILedit Forensic tool, and then the
CSV file analysis will be carried out using a simple program,
the program can only display CSV files and search for CSV
files.

2.2.3.1 MOBILedit Forensic Express

The results of data acquisition in a PDF file obtained with the
forensic tool MOBILedit express, showing an account with
the name Bakalele used by perpetrators to commit
cybercrimes of harassment, and there is also information
about perpetrators who posted posts mixed with harassment,
namely gender: female, birthday: 2000-07-08, telephone
number: +6287736562310, and email address
BakaleleO@gmail.com also found the perpetrator's profile
photo in the form of a URL link stored in a PDF file. The
view of the perpetrator's account can be seen in Figure 4.

ccounts )
Bakalele

B Facebook IC 100070764246029
e Female
th 2000-07-08
. +6287736562310

bakaleleO@gmail.com

ORuE

WUY20GA18, 2C0MVWEE,

o nc ad=z:
mEne cid12258 nc_zor=9& nc hiescontent fsac2.1.fak nc
970179¢d7536567bd48baBdloe=61204C70

Figure 4. Facebook Account Information
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The process of searching for digital evidence that has been
deleted by the perpetrator in the form of a post in the form of
an image and also a post in the form of text, the post in the
form of an image has been successfully returned by the
MOBILedit forensic tools while the post in the form of text
cannot be returned using the MOBILedit tools so that
database analysis will be carried out using DB Browser for
SQLiteThe display of evidence in the form of posted images
can be seen in Figure 5.

[ ————
mmm B il MnPodeFZL-PREXDTGX4YOTCU0Q
e -~ = facebookkekana/ive ey
PROXDTyOTEUOO
275x8
2021.08.03 150923 (UTCo7)
o 20210803 15:49:23 (UTC+7)

e

2021-08-03 15:49:23 (UTC+7)
89 px

1 119px

Ipeg

1 e

PREXDTqX4yOTcUOO

Figure 5. Information on posting pictures on MOBILedit

Figure 5 is an analysis of the pdf file in the post in the form of
an image that was successfully returned, the location of the
post is located on
phone/applicationsO/com.facebook.katana/live_data/cache/im

age/fhnPg4eFZIPRBXDTgX4yOTcUOo,when you open the
file in the folder, you will get an image post that has been
uploaded. deleted. The information contained in the image is
in the form of file name information, file location, file size,
date edited and also the date on which the file was accessed,
the height and width of the file, and also the file format.

2.2.3.2 DB Browser ForSQLLite

At this stage the post to be analyzed is in the form of text
contained in the newsfeed_db database, to open the database
file on the DB browser tools, you can select the open database
menu on the DB browser then select the newsfeed db file
stored in the reporting file located at \applicationsO
\com.facebook katana\live_data\ databases. The display of the
top stories file on the DB Browser for SQL Lite tool can be
seen in Figure 6.

5 06 Browser for SQLie - y v y Samsung SM-1500G (2021-06-03 17n5Tm 1051 backup_fes\phone\applicationsdcom ]
File Edit View Tools Help

bNewDatbase 4§ Open Database > evert Chang SOomproect  (fiSaverolect  guAttathDatabase X Cose Database
CotabaseStuctre  EdtPragras  BrowseData | ExecuteSQU

Table:| | home_stonkes. vi® % % L8 BB 4 8 %

feed type fetched_at arsor dedup_key sort_key
" e Fite

ORVEES... 8504485912611956371 1

ORveE 25047 1

ORveF 1

4 top_stories g (TORVEE... - 1
s 1627980212721 FRAVASBXAIVEBHYTVRZeUS6aZNPYGSXTORVEES... 8100217917150457022 1

KRVeE... 6040688737558640304 1

VRveE. 1

1
VRveE. 9 99840 1
1

VRveE. 340928

Figure 6. Location of text posts in Db Browser

Figure 6 shows the location of the post file in the form of text,
the top_stories file 1627980752407 stored in the perpetrator's
smartphone database, the location of the file is at
/data/user/0/com.facebook.katana/files/NewsFeed/A0/f3ch52f
a-dcd5-4a43-ac46 -60bf275a6e5d. The file is a post in the
form of text posted by the perpetrator and the post was
intentionally deleted from the Facebook account, the file can
only be opened using the Notepad application on the laptop,
but the file cannot be read clearly. The text post is in the form
of "you are ugly, items are rich in charcoal, dirty, you don't
deserve to be in this world, just die there".

2.2.3.3 Search Program

This search program is a simple program that is used to open
and search for data in CSV format files where the file is
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obtained at the examination stage. This simple program can
display CSV formatted files in tabular and regular form so
that they are easy to read, and also this searching program can
search for data using ID, in the CSV format file, this
searching program can make it easier to read CSV files that
were originally irregular to be neater with tables, and also
makes it easier to find data in CSV files. The initial
appearance of the searching program can be seen in Figure 7.

WELCOME ===
PLEASE MAKE YOUR CHOICES ===

Open Account Data
Open Story Data

Searching for Account Data
Searching for Story Data

Select menu>

Figure 7. The search programstart screen

Figure 7 is the initial view of the searching program, there are
menu options that can be selected by entering numbers
according to the menu you want to display. The first menu is
opening account data, on the menu when displayed it will
open a CSV file containing the perpetrator's Facebook account
in the form of id, label, gender,birthday, phone number, email,
account picture, and also path. The menu display opening the
account data can be seen in Figure 8.

Birthday

100076764246
.fna.fbcd

Press Enter to return...

Figure8. Menu display opens onaccount data

The menu display opens the account data in Figure 8, it can be
seen that the account picture data is very long so that the data
path is not in the right place. At the end of the program there
is a command to return to the menu display by pressing the
enter key. The second menu is opening the data story, by
entering command 2 then the data story menu display will be
opened. The data contained in the menu is in the form of post
data in the form of text and also images that have been posted
by the perpetrator, the data in the form of id, label, paths, as
well as tables. The data story menu display can be seen in
Figure 9.

phone/applications@/com.facebook.katana/live_:
phone/applications@/com.facebook.katana/live_
phone/applications@/com.facebook.katana/live_
phone/applications@/com.facebook.katana/live_
phone/applicationse/com.facebook.katana/live_
applicationse/com.facebook.katana/live_

top_stories applications@/com.facebook.katana/live
top_stories applicationse/com.facebook.katana/live

top_stories phone/applications@/com.facebook.katana/live

top_stories phone/applications@/com.facebook.katana/live

4xpc_9ksAYk2YxvmZugCN7NWi64 phone/applications@/com.faceb:
JugCN7NWi64

Press Enter to return...

Figure 9. Story data in menu display

Figure 9 is a menu display that opens the story data on the
second menu, there is an image or text post id, label, and path.
The path is the location where the top_stories data and images
are stored and there is also a table. On the label that says
top_stories is a post in the form of text while the label that
says "4xpc_9ksAYk2YxvmZugCN7NWi64" is a post in the
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form of an image, the label on the pictorial post has no data
according to the CSV file. At the end of the data, story menu
displays there is a command to return to the main menu by
pressing the enter key. Next, look at the searching view in
Figure 10.

Search data by ID:2989

DATA ID FOUND:

Label: Bakalele

Facebook ID: 100070764246029
Gender: Female

Birthday: 2000-87-08

Phone Number: +6287736562310
Email: bakaleled@gma

cebook.katana/

Press Enter to return...

Figure 10. Display looking for account data using id

The menu display searching for account data on the third
menu, namely searching for data using an id contained in the
CSYV file, the first display of this search menu is a command
to search for data using an id, by entering the appropriate id it
will display search results in the form of a label, Facebook id,
gender, birthday, phone number, email, account picture, and
path according to the id you are looking for, whereas if you
enter an id that does not match the CSV file, what will be
displayed is the data-id not found. The display of the search
data story menu can be seen in Figure 11.

Search data by ID:2983

DATA ID FOUND:

Label: top_stories
Path: phone/applications®/com.facebook.katana/live_data/d

Table: home_stories

Press Enter to return...

Figure 11. Display menu search for account data using id

The fourth menu is the display of the searching data menu
contained in the CSV file, when entering the command to
open this menu it will display a commanding display to enter
the id contained in the CSV file, if the id entered is correct it
will display the data label, path and also tables. Furthermore,
if the input id does not match it will display the data-id not
found. At the end of the display, there is a command to return
by pressing the enter key, and you can select command 0
(exit) in the start menu to exit the program.

2.2.3.4 Hashing

Hashing in this study aims to investigate the integrity of the
data on the digital evidence found so that the evidence is
original and no modifications or changes are made. The initial
hashing results can be matched with the final hashing results
with a CSV Hashing file to ensure the authenticity of the data
from the evidence found. The FileHashing data display can be
seen in Figure 12.

iy e oy

(] Number (] Styles Cells

‘ZI-PRBXDTgX4yOTcU0o,\phone\applications0\com.facebook.katana\live data\cache\i
591B08074856CEE51006BZAB9D40877E84FSBBZDD7C185S40EBl6AB4BCOSZISlBB7 I

Figure 12. CSV FileHashes ofView

In this hashing process using the hash tool, the digital
evidence found is stored in a PDF file resulting from the
acquisition in the Inspection process using the MOBILedit
Forensic Express tool. which will be checked for authenticity
is proven to be in the form of pictures and writings, it can be

13



seen the results of hashing evidence in the form of images in
Figure 13.

Results
Last file hash: |b08074b56cee51d06b2ab9d40877e84(9bb2dd 7c185540eb16abdbc052181bb7 | | =

b08074bSGcee51d06b2ab9d40877e84f9bb2dd751855409b16ab4bc052181bb7 D:\KULIAH
\smester 8\FORENSIK NEW NEw\Ph¥s1(a image - samsung SM-3500G

(2021-08-03 17h57m10s)\backup_ 11es\phone\app11cat10ns°\com facebook. katanal
[\1ive_data\cache\image\fhnPqdeFz1-PRBXDTGX4yOTCcUOO

Figure 13. Hashing Results on Image Files

Figure 13 explains that the results of hashing using hash tools,
the results of digital evidence images found have similarities
with the CSV file hashes file, meaning that the file is original
and has not been modified. The algorithm code obtained
is"B08074B56CEE51D06B2AB9D40877E84F9BB2DD7C18
5540EB16AB4BC052181BB7". Furthermore, the results of
the text file can be seen in Figure 14.

Results
Last file hash: |48406d1a5384552629603¢5307a63676b71b1ed 7afd72b8e 1d00a4b 758219451

48406d1a5384552629603c5307a6367fb71ble47afd72b8e1d00ad4b7b82f9451,D: \KULT
FORENSIK NEW NEW\Physical 1mag - samsung SM-1500G (2021-08-03 17h57m105
\phone\applications0\com. facebook. katanaghve data\files\NewsFeed\AO\f3cl
lac46-60bf275a6e5d

Figure 14. Hashing Results on Text Files

In Figure 14, it can be concluded that the results of hashing
using hash tools, the results of the digital evidence text found
have similarities with the CSV file hashes file, meaning that
the file is original and has not been modified. The algorithm
code obtained
is"48406D1A5384552629603C5307A6367FB71B1E4A7AFD7
2B8E1D00A4B7B82F9451".

2.2.4 Reporting

The reporting stage or the reporting stage is the final stage of
this research after obtaining evidence and also analyzing the
evidence found using forensic tools. At this stage, reporting
and comparison of the evidence obtained are carried out based
on the MOBILedit Forensic tools, and Db Browser for SQL
Lite. Reports and comparisons can be seen in Table 3.

Table 3.Comparison of digital evidence with tools

Comparison of Evidence found

Information MOBILedit | SQLite DB
Forensic Browser

Recover Facebook v x

account

Show Facebook account v x

data

Showing the location of v v

the text post

. . v
Show image location x
Open image post v v

Based on Table 3, it can be seen a comparison of two forensic
tools and one simple program, with the first information on
the forensic MOBILedit tool being able to recover a Facebook
account while DB Browser cannot recover a Facebook
account, the second information for the MOBILedit forensic
tool can display account data while DB Browser cannot
display data account information, information on the three
MOBILedit forensic tools, and the DB Browser can display
the location of the post in the form of text, information on the
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three MOBILedit Forensic tools can display the location of
the post in the form of an image, while the DB Browser
cannot display the location of the post in the form of an image
and the latest information, namely the MOBILedit Forensic
tools and DB Browser can open a post in the form of an image
with a URL.In this explanation, it can be concluded that the
MOBILedit Forensic tool can display forensic evidence that
has been deleted.lt is hoped that in the future someone will
develop this research with other social media services or other
forensic methods or develop this research using different
tools.The evidence obtained from the two tools can be charted
as shown in Figure 15.
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MOBILedit Forensik DB Browsser

Forensic Tools MOBILedit Forensic i DB Browser

Figure 15. Chart of Digital Evidence

Figure 15 shows a comparison graph between the results of
digital evidence found in the MOBILedit forensic tools and
DB Browser for SQL lite. The picture shows that the blue
chart is a forensic MOBILedit tool and the orange chart is a
DB Browser tool.

3. CONCLUSION

The forensic process carried out with harassment cases on
mobile-based Facebook services has succeeded in obtaining
digital evidence in the form of the perpetrator's account, and
postings in the form of images using the MOBILedit forensic
tools while the posts in the form of text cannot be opened but
the DB Browser for SQL lite tool can display the stored
location post file in the form of the text. The percentage of
results obtained is based on two tools, namely the MOBILedit
forensic tools 90% while the DB Browser tools 50%. The
search for digital evidence refers to the stages of the National
Institute of Standards and Technology with four stages used,
namely collection, examination, analysis, and reporting. It is
hoped that in the future someone will develop this research
with other social media services or other forensic methods or
develop this research using different tools.
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