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ABSTRACT

Data confidentiality and privacy has been one of the major chal-
lenges in cloud Enterprise Resource Planning (ERP) deployment.
There are different techniques to help provide enhanced security
and data confidentiality. In this paper, a hybrid of two different Ho-
momorphic encryption schemes is proposed to further enhance se-
curity and data confidentiality of ERP data. The Paillier and RSA
Cryptosystems are modified and applied to form a two-layer en-
cryption scheme. A successful implementation of the proposed hy-
brid of two homomorphic encryption scheme without sharing keys
with the cloud is realised. The security of the Cloud ERP Data is
enhanced by the modification of the Paillier Cryptosystem with the
introduction of a new parameter gy to the Paillier Cryptosystem.
The scheme also introduced a random parameter 7 to help gener-
ate the value of g . The simulation results reveals that the proposed
scheme achieved improvement in the encryption time, decryption
time and better throughput when compared with other schemes.
The proposed scheme achieved six (6) percent improvement on en-
cryption time,about thirty-two (32) percent improvement in decryp-
tion time as well as seven (7) percent improvement on throughput.
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1. INTRODUCTION

The use of Information Technology has contributed significantly
in the industrial development of many businesses, institutions and
individuals across the globe. The development has increased the
total amount of data over the past years by nine times as reported
in [1]. The report by [1] suggested an increase of double of the

number every two years. Despite this increase in data globally, data
processing, data security and data input still are problematic. [2]
proposed a hybrid of two encryption schemes to address security
challenges of Zoom conferencing system.

Encryption Schemes have been used in an attempt to secure data
via the internet or in the cloud. A single-layer encryption approach
was used which are still not guaranteed and are prone to Chosen
Cyphertext Attacks. Since the single- layer encryption schemes
are prone to Chosen Cyphertext Attacks (CCA),a double-layer
encryption schemes were proposed. The existing double-layer
encryption schemes allows the Cloud to serve as a Proxy in the
encryption process. This approach still gives the cloud some level
of control and ownership of a section of the encryption process.
Simply put, the success of the existing double-layer encryption
schemes depends on the Cloud service provider serving as a
Proxy. There is therefore a problem allowing the Cloud to serve
as a proxy. In this paper,a hybrid of two different Homomorphic
Encryption Schemes is developed to secure Cloud ERP Data.

2. PROXY RE-ENCRYPTION

[3] was the first to work on re-encryption using the ElGamal
cryptosystem.

According to [3], the sharing of outsourced data between users who
have encrypted their data with public keys using an asymmetric
cryptosystem is called Proxy Re-Encryption (PRE). The encrypted
data is outsourced to a third party called Proxy which is the cloud.

The main objective according to [3] is to allow the proxy
(cloud) to re-encrypt the ciphertext of the data from one user that
can be decrypted with a private key of another user. This means,
the user sending the encrypted data for re-encryption must provide
a private key to the proxy. This scenario works well with a trusted



cloud service provider. The cloud service provider still owns a
section of the encryption process and that is still problematic.

3. HOMOMORPHIC PROXY RE-ENCRYPTION

A Homomorphic Proxy Re-Encryption is a Proxy Re-Encryption
which allows computational operations on the cyphertext without
revealing the content in the cyphertext. A third party or the cloud
serves as the proxy.

In [3],the first Homomorphic Proxy Re-Encryption was pro-
posed based on ELGamal Cryptosystem. It was based on secret
pieces of information called Secret Re-Encryption Key.

However, in 2006, [4] argues that the proposed scheme by
[3] was bidirectional. [4] argues that [3] allows the proxy (cloud)
to convert all ciphertext from one user to another user’s public
key. Hence making the public key for re-encryption to be that of
the user receiving the data. [4] proposed a unidirectional Proxy
Re-Encryption approach.

In the year 2007, an Identity-Based Proxy Re-Encryption
was proposed by [5]. They merged PRE and Identity-based
crytography (IBC). In IBC, one of the public keys of one of the
users is derived from his/her identity like email address and PRE.

The Unidirectional approach proposed by [4] was achieved
since the re-encryption key is dependent on the identity of the user.
This allows the sender of the data to still have access after the
re-encryption of the data.

Despite this remarkable achievement by [5] of obtaining a
unidirectional approach to Proxy Re-Encryption (PRE) using
ElGamel, [6] observed that the ElGamel scheme was expensive
in terms of computational complexity compared to modular
multiplication since they are based on bilinear pairing.

Considering the argument raised by [6], [7] proposed an
asymmetric cross-cryptosystem re-encryption scheme instead of
the bilinear pairing as seen in ElGamel related schemes. Their
approach do not allow one user to share data with another. They
do not process encrypted data by the cloud or proxy through
Homomorphic Cryptosystems.

In 2017, [8] built on the concept of Homomorphism and
proposed a homomorphic proxy re-encryption scheme which
does not require a user to re-upload the data shared by another
user. Their scheme was based on Paillier Cryptosystem with the
help of a Secure Linear Congruential Generator (SLCG). All the
computations are performed by the cloud(proxy).

4. PAILLIER CRYPTOSYSTEM WITH SECURE
LINEAR CONGRENTIAL GENERATOR (SLCG)

[8] proposed a new way to compute the differences between en-
crypted data by Paillier before sending to a Secure Linear Congru-
ential Generator (SLCG) which is also implemented in the Paillier
cryptosystem environment.

applied the SLCG to generate encrypted pseudo random sequence
of integers.
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4.1 Paillier Cryptosystem

According to [9], the paillier cryptosystem is an asymemetric
cryptosystem with partial homomorphic encryption properties.

Considering ((g,Px),Ps) as the public and private keys of the
Paillier Cryptosystem such that:

P, = pq, (N

where p and g are two large prime integers. The P is also deter-
mined as:

Ps:(p_l)(q_l), 2)

where Zp, =(0,1,2,3,...,P;-1) and Zj;k denotes the integers that
have multiplicative inverses modulo F.

gis selected g € Z7},, such that:
k

9" 'modP* Py € Zp, 3)

The encryption of m € Zp, using the Paillier Cryptosystem to
generate a ciphertext of ¢ € Z% 2 is given by:

¢ = Enc[m,r] = g™rP*modP,?, 4)

where r is a random integer associated to m.

used this property to calculate the difference between Paillier En-
crypted data.
The decryption of the ciphertext using the Secret Key P is:

m = Dec[P;, Py] = (¢™ — 1)P, *modP,%>PymodP;,  (5)

Considering two or more plaintext m; and me, the Paillier cryp-
tosystem allows linear addition and multiplication.

Enclmy,r1] * Enclma, r2] = Enclmy + ma,m17m2]  (6)

In [8], the following equation was used to calculate the difference
of the ciphers.

d=a— (bmodPy) @)

where a and b are two integers with encrypted versions.

4.2 Secure Linear Congruential Generator(SLCG)

[8] proposed Homomorphic Proxy Re-encryption scheme that
required the cloud to generate Paillier pseudo random sequence
of integers. [8] proposed a Secure Linear Congruential Generator
based on congruences and linear functions.

The SLCG is built based on [10] which is implemented into
the Paillier encrypted domain to generate random sequence
integers.

Enc[Xni1,"nt1] = Enc[X,,rp]*Encle,r.] = EnclaX,+c,m%,7.]

3

4.3 Problems with Using SLCG with Paillier
Cryptosystem

After studying the proposed solution by [8], The following were
observed for studies:

(1) Encrypted data using Paillier cryptosystem are sent via the in-
ternet to the cloud. Since the encrypted data is sent via the in-
ternet to the cloud, it could be intercepted by an unauthorised
user or hacker.



(2) Ciphertexts are encrypted using the same random value.
(3) The cloud is trusted to host the proxy re-encryption generator.
(4) Only Paillier cryptosystem is used in both environments.

5. HYBRID HOMOMORPHIC ENCRYPTION
SCHEMES

As the concept of Homomorphic Encryption schemes seems to be
gaining grounds as one of the breakthroughs in securing data in
the cloud computing environment, many researchers are looking
at still improving the concept to further enhance security in cloud
especially for ERP Data and video conferencing applications
hosted by the cloud.

in their paper captioned “Can Hybrid Homomorphic Encryption
Schemes be Practical?” brought the attention of researchers to
explore the possibility of enhancing cloud computing security
through the application of a hybrid homomorphic encryption
scheme.

In resisting against confidentially attacks, the hybridisation
of schemes that are homomorphic seems to be the effective in
overcoming limitations [11].

6. THE PROPOSED SCHEME

This research work is proposing a hybrid of two different Homo-
morphic Encryption Scheme for Cloud ERP data that addresses
the problems identified in the [8] proposed system.

The possibility of encrypted data being intercepted by unau-
thorised users, the cyphertexts generated using the same random
value, trusting the cloud to host the proxy re-encryption generator
were some of the problems identified that needs to be addressed.
[12] used only RSA to do the double-layer encryption.

This means a hacker who is an expert in RSA decryption
process can intercept and decrypt the data possibly. The proposed
system also does not allow the cloud to conduct Proxy Re-
Encryption on the ERP Data. The proposed system also enhances
the security of Cloud ERP Data in the event the encrypted data is
intercepted by unauthorised users.

This paper used Paillier and RSA encryption schemes

6.1 First Layer Encryption Using Paillier
Cryptosystem

The research used the fast Paillier Cryptosystem as the first layer
encryption. The Key Generation, Encryption and Decryption algo-
rithms used the proposed scheme by (Paillier, 1999). Considering
((g,Pg),(Pr)) as the public and private keys respectively of the Pail-
lier Cryptosystem such that:

P, =pq )

where p and q are two large prime integers.
The (Py) is also determined as:

(Pr)=(—-1(q¢—-1) (10)
g is selected g € Z7},, such that:
k

g ) tmod PPy € Z;, (11)
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The encryption of m € Z} using the Paillier Cryptosystem to
generate a ciphertext of ¢ € é;z is given by:
k
¢ = Enc[m,r] = g™rP*modP;?, (12)

where r is a random integer associated to m.

It is possible to generate a fast version of the equation 2.4
proposed by (Paillier, 1999) by letting g; = 74 + g without
reducing security. This will reduce the encryption of m to ¢ will
require only one exponential and two modulo multiplications
resulting in:

¢ = Enc[m,r] = (1 + mPy)rT*modP;> (13)
where r is a random integer associated to m. From (Paillier, 1999),
we generated a better version of the equation 2.4 into equation 3.5
by letting

gr=r9+9g 14

without reducing security.
This will reduce the encryption of m to ¢ and will require only one
exponential and two modulo multiplications resulting in:

c1 = Enclm, 7] = (1 4+ mgs)r9 mod P> (15)

Decryption is not done at the first layer algorithm. The c; is passed
to the second layer as a plaintext.

6.2 Second Layer Encryption

In the proposed scheme, the ciphertext of the first layer encryption
algorithm c1 is treated as a plaintext and further encrypted using
the RSA Cryptosystem.

P =P, (16)
P = (n) a7

where P, and P; are the public and secret keys respectively of the
second layer encryption.
Select e such that:

GCD(e, P) =1 (18)
Determine the value of (n)* from:
(n)" = lmodPJe (19)

The second layer set of public key generated are e and P;. The se-
cret(private) key is (n)*. The second layer encryption is computed
using:

co = cj.emodP;; (20
where c; and ¢ are the ciphers from the first and second encryption
respectively.

6.3 Decryption Phase

In the quest to decrypt the hybrid of two different encryption
scheme, the research applied the RSA decryption algorithm to get
¢, followed by the paillier cryptosystem decryption algorithm to
get back the cloud ERP Data as follows:

¢1 = ca % (n)*modPy}; (21)

m = L(c(lp")mode.)L(g‘;P"')modP,f)mode (22)
where
L(z) =z — 1P, (23)
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Fig. 1. Proposed System Model

6.4 Conditions for the Proposed System

In order for the proposed scheme to work effectively the following
conditions needs to be satisfied:

1.Zp, =(0,1,2,3,....Py_1)
2. Zp, are integers with multiplicative inverses modulo P,
3.9€ 2},

k
4. g is selected from Z7,, . This condition is necessary to limit
k-1

the choice of the selection of g.

5. The order of g must be multiple of P, and invertible
6.gf=1y+g

7. The value for g must satisfy the Carmichael’s theorem that
¢*Pr) = 1modP;,

8.me Zp,

9) The value of r, must be a non-negative number.

10) In situations where the value of 7, is non-zero, then the
proposed value must be coprime to both p and q.

7. RESULTS AND DISCUSSIONS

The research work applied the Paillier cryptosystem and the RSA
Algorithm to develop a hybrid of two different Homomorphic
Encryption scheme to secure Cloud ERP data homomorphically.

In order to guarantee optimum strength in security with the
proposed scheme, both the proposed first layer encryption and
second layer encryption must have n (key size) values of 2048 bits
long according to [13]. This means both encryption layers should
have not less than twice the size due to the ny modulus in each
encryption layer in their operations.

The Paillier and RSA algorithms keys are generated through
a modulus P, and P} respectively and which is used to determine
the strength of the encryption scheme.

According to [13], the recommended security strength begins
with n = 2048 which according to them is estimated to support a
security strength of 112 bits but a higher additional key length is
supported.

The best known attacks on Paillier and RSA are chosen cipher
Attacks(CCA) with number field sieving or prime factorisation.
Against this background, the research proposed and successfully
implemented a hybrid of two homomorphic encryption schemes
without sharing keys with the cloud which houses the ERP Data.
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A new parameter g is introduced into the Paillier Cryptosystem to
increase the strength of the security since it will be relatively more
time consuming to find the value of g; compared to the value of g
being used by Paillier Cryptosystem.

The introduction of g; has helped to enhance the security of
Cloud ERP Data. In the quest to generate the value of gy, a random
value r, was used. The random parameter 7 is selected based on
some proposed conditions. This helps to make the guessing of the
proposed new parameter g, very difficult and thereby increasing
security for the Cloud ERP Data. The time needed to break our
scheme will be O(n; + ny), where ny and ny are the security
length of the first and second encryption respectively.

The proposed scheme can only be broken in the unlikely situation
of:

e((140(1))(329l0g(n1 +n2))1/3 (loglog(n1+n2))?/3) 24)

7.1 Evaluation Parameters

The quest to evaluate the performance of the proposed solution
against those proposed by [8] and [12], the research work used the
Encryption time taking the computational time and response time
into consideration, the decryption time, the size of the encrypted
file size, size of the decrypted file size and the throughput.

The simulation was done on a computer having intel(R) Core(TM)
i5-3317U CPU@1.70GHz processor and 8GB RAM with a 64-bit
Operating system. Python was used as the experiment compiler
and simulator. The thesis used a 1024 and 160 bits for RSA
and Paillier based encryption per the NIST recommendation
(1024bits(RSA)=160bits(Paillier)). File size of 14MB and 7MB
was used in the simulation.

7.2 Encryption Time Analysis

The research used a standard data transmission calculator to
calculate the data transfer time that was added to the time of
running the algorithms to determine the encryption time for the
respective schemes.

A 14MB with a 128Mbs transfer rate will result in a transfer
time of 0.834465 seconds in a very reliable internet connection
and a 7MB will be transfered in 0.417233 seconds.

m7MB
m14MB

BELLAFQIRA ET AL USHA AND
SUBBULAKSHMI

OUR SCHEME

Fig. 2. Encryption Time Analysis

The experimental results shown in figure 2 shows the proposed
scheme performs better than the existing schemes by [8] and [12]
in a very stable and reliable internet. The figure 2 further shows that



the proposed scheme will even perform far better than the existing
schemes compared with in an unreliable internet environment.

7.3 Decryption Time Analysis

The experimental results for decryption time of the proposed
scheme compared to [8] and [12] is presented in figure 3.

157 m7MB

m14MB

BELLAFQIRA ET AL USHA &
SUBBULAKSHMI

OUT SCHEME

Fig. 3. Decryption Time Analysis

The experimental results on the decryption time suggests the
proposed scheme uses less computational resources and response
time. Just like the encryption time analysis, the other existing
schemes may even perform further poorly in an unstable internet
environment.

7.4 Throughput Analysis

Throughput is defined as the average rate of a successful delivery
of data or message over a communication channel. The research
analysed the plaintext in bytes encrypted by their respective time.
This analysis is important since the higher the throughput, the
higher the performance.

m7MB
m14mB

BELLAFQIRA ET AL USHA &
SUBBULAKSHMI

OUT SCHEME

Fig. 4. Throughput Analysis

The output of the throughput analysis suggests the proposed
scheme has a higher throughput compared to the schemes proposed
by [8] and [12]. A higher throughput means a better performance
as indicated in figure 4.
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8. CONCLUSION

Implementation of the proposed scheme will guarantee data
privacy and confidentiality in CCA(Chosen Ciphertext Attacks) by
Unauthorised users or hackers.

The proposed Hybrid of two different Homomorphic encryp-
tion scheme has been demonstrated to perform better compared to
other schemes. The proposed scheme, per the experimental results
uses less computational resources and has faster response rate as
well as has a higher throughput.

The proposed Hybrid of two different Homomorphic encryp-
tion scheme when implemented will enhance security and ERP
Data privacy in cloud as well as help implement the solution
architecture proposed by [2].

An implementation of the proposed scheme will secure video and
audio data generated which can only be decrypted by the zoom
user. In the event of a conference meeting, video and audio files
are being intercepted by other third-party, the proposed scheme
when implemented will improve security since the third-party and
the Zoom Cloud can only have access to an encrypted version of
the video and audio files.
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