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ABSTRACT 
The protection of text messages, whether short or long, is a 

very important process, and therefore, in this research paper, a 

new method will be presented to encrypt and decrypt these 

messages.   The proposed method will base on a color image 

which will kept in secret and used to generate the private key, 

thus we can guarantee the protection of the secret message 

from being hacked. The proposed method will be tested and 

implemented, the obtained results will be used to prove that 

the method provides good values for MSE and PSNR during 

the encryption and decryption phases. The proposed method 

performance parameters will be compared with DES and AES 

methods parameter to justify the performance enhancement 

achieved by the proposed method. 

Keywords 
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1. INTRODUCTION 
Digital color image [9-15] as shown in figure 1 consists of a 

big number of pixels arranged in a three dimensional matrix 

(one 2D matrix for each color: 1 red, 2 green, 3 blue) [30-35], 

the pixel color will be obtained as a process of mixing the 

three colors [52-56] as shown in figure 2. 

 

Figure 1: Digital color image structure 

 

Figure 2: Pixel colors 

The digital color image has unique properties that will be 

employed in this research paper, the most important of which 

are the following [19-27]: 

 Ease of obtaining a digital color image at no cost. 

 Easy color digital image processing. 

 A digital image is a great store of data. 

 The pixel values in the image cover the ASCII 

characters. 

 The size of the digital image can be adjusted to suit 

the specific application by implementing the process 

of resizing and figure 3 illustrates an example of 

image resizing [28-30]. 

 

Figure 3: Image resizing example 

Depending on the characteristics of the above-mentioned 

image, the digital image can easily be employed to protect 

confidential data consisting of text messages or text files by 

implementing the encryption and decryption process of 

confidential data to protect it from the risk of penetration or 

the risk of its use by intruders [40-41]. 

Data cryptography is used to protect secret data by using 

private key (PK) and manipulating a set of operations to apply 

data encryption and data decryption as shown in figure 4 [44-

51]. 
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Figure 4: Data cryptography using digital color image 

Digital color image can be easily used in the process of data 

cryptography to generate PK, here the selected color image 

can be kept in secret and it can be easily used to generate a 

secure private key, thus we can raise the security level of 

protecting secret messages and data files, and we can also get 

benefit of pixels’ values which cover the character ASCII 

values [28-35]. 

 The data cryptography method is considered secure 

and efficient if it satisfies the following 

requirements: 

 Provides a high efficiency by minimizing the 

encryption-decryption times. 

 Provides good values of the quality parameters: 

peak signal to noise ratio (PSNR), and/or mean 

square error (MSE), these parameters can be 

calculated using equations 1 and 2[16-18].  

 

The data cryptography method must produce a destroyed 

encrypted image by minimizing PSNR and maximizing 

MSE in the encryption phase and full recovery of the 

original decrypted data by providing a zero MSE and 

infinite PSNR [18-22]. 

2. RELATED WORKS 
Many methods  are used for data cryptography [37-42], 

and many of these methods are based on DES (data 

encryption standard) and AES (advance encryption 

standard). These methods as shown in figures 5 and 6 use 

a private key with fixed length [1-8]. 

 

Figure 5: DES encryption 

 

Figure 6: AES encryption 

The DES_AES based methods of data cryptography are 

characterized by the following: 

- The PK is has a small length, and sometimes it can 

be hacked.  

- The data to be encrypted-decrypted must be divided 

into equal blocks with fixed length; this will 

negatively affect the cryptography process 

efficiency by increasing the encryption-decryption 

times. 

- Sub keys calculations are required to generate the 

keys for various rounds of operation, this also 

requires an extra time which leads to slow the 

process of data cryptography. 

- Many arithmetic and logic operation are required 

and they are repeated for various rounds. 
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DES_AES based methods give good values for the quality 

parameters, but they are not secure enough and not efficient, 

and to avoid these disadvantages we will introduce a new 

method which will raise the level of data security and enhance 

the efficiency of data cryptography keeping MSE and PSNR 

optimal [18-22]. 

3. MATERIALS AND METHODS  
The proposed method uses digital color image as an 

image_key, it is chosen and agreed upon by the sender and 

receiver, kept secret, and used to generate the private key to 

carry out the encryption and decryption process of secret 

messages. To ensure the confidentiality process and to prevent 

any penetration, the image can be replaced from time to time 

and if the need arises. There are no special requirements for 

the image_key selection process, and the digital image 

selected to generate the key can be of any size. 

The process of encryption phase can be implemented 

performing the following steps as shown in figure 7: 

1) Get the secret digital color image. 

2) Resize the image to 256x256 pixels image, here the 

rows and columns values are within the range 0 to 

255 to cover the ASCII characters. 

3) Select on channel from the resized image to be used 

as an image_key (we selected the red channel) 

 

Figure 7: Encryption phase 

4) PK creations: PK key used for encryption 

decryption is a two dimensional matrix (two 

columns matrix as shown in figure 7), each row 
contains the location of the ASCII character (row, 

column) in the image key. To insure that the 

image_key contains all the ASCII value the last 

column or row in the image_key can be replaced by 

the values 0 to 255. The private key can be 

generated by scanning the image_key to find the 

first appearance of each ASCII character value, and 

then the position of this value must be stored in the 

PK matrix. 

5) For each character in the secret message, find the 

position in the PK and store 2 bytes of the decrypted 

message. 

To decrease the efforts of computations and to decrease the 

encryption time steps 1 thru 4 can be implemented one time to 

generate the PK, this key can be saved and loaded when we 

need to encrypt any secret message, thus the encryption phase 

can be updated as shown in figure 8 

 

Figure 8: Improved encryption phase 

Private Key preparation 

The private key used to encrypt-decrypt secret messages is 

two columns matrix with 256 rows, each row contains the 

location of ASCII character in the image-key (resized to 

256x256 pixels matrix), and this key can be generated 

performing the following steps: 

1) Get the color image_key. 

2) Resize the image to an image with size 256x256x3. 

3) Get on color channel (1: red for example). 

4) Replace one row (or column) with the values 0 to 

255 to insure that the image covers all the characters 

ASCII values (0 to 255). 

5) For each character ASCII value find the first 

appearance of this value in the image, and add the 

location (row and column) to the PK. 

6) Save the PK to be used in the encryption and 

decryption phases. 

The PK key can be easily changed when the needs arise; this 

can be done by simply replacing the selected image_key by 

another image and repeating again the PK preparation cycle. 

Table 1 and 2 show examples of a PKs using the images 

shown in figure 9.  

 

Figure 9: Image_keys 

Table 1: Part of PK generated using Image_key 1 

Matri

x  key 

index 

Characte

r 
 PK Contents  Encoded character 

Ro

w 

Colum

n 

1st 

characte

r 

2nd 

characte

r 

66 A 68 1 67 0 

67 B 18 1 17 0 

68 C 8 1 7 0 

69 D 69 1 68 0 
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70 E 237 1 236 0 

71 F 7 1 6 0 

72 G 19 1 18 0 

73 H 15 1 14 0 

74 I 22 2 21 1 

75 J 115 1 114 0 

76 K 59 1 58 0 

77 L 67 1 66 0 

Table 2: Part of PK generated using Image_key 2 

Matri

x key 

index 

Characte

r 
PK contents  Encoded character 

Ro

w 

Colum

n 

1st 

characte

r 

2nd 

characte

r 

66 A 256 66 255 65 

67 B 77 66 76 65 

68 C 256 68 255 67 

69 D 80 67 79 66 

70 E 256 70 255 69 

71 F 77 63 76 62 

72 G 78 69 77 68 

73 H 256 73 255 72 

74 I 76 73 75 72 

75 J 256 75 255 74 

76 K 80 75 79 74 

77 L 77 64 76 63 

The decryption phase can be implemented executing the 

following steps (as shown in figure 10) 

 

Figure 10: Decryption phase 

1) Load the PK. 

2) Get the color image and prepare the image_key. 

3) Get the decrypted message. 

4) For each two bytes of the decrypted message, use 

these bytes as a location in the image_key to get the 

ASCII value from the image_key. 

4. IMPLEMENTATION AND 

EXPERIMENTAL RESULTS 
Quality analysis 

Deferent short messages were taken and encrypted-decrypted 

using the proposed method, the image shown in figure 10 was 

taken as an image_key, for each message the quality 

parameters were calculated, table 3 shows the obtained 

results: 

Table 3: MSE and PSNR calculations for short messages 

Message 

size(byte) 

Between source and 

encrypted messages 

Between source and 

decrypted messages 

MSE PSNR MSE PSNR 

10 1.4231e+004 15.2717 0 Infinite 

50 1.5488e+004 14.4255 0 Infinite 

100 1.6608e+004 13.7269 0 Infinite 

200 1.5641e+004 14.3271 0 Infinite 

400 1.5992e+004 14.1051 0 Infinite 

500 1.6576e+004 13.7463 0 Infinite 

600 1.6956e+004 13.5195 0 Infinite 

700 1.5433e+004 14.4607 0 Infinite 

800 1.6493e+004 13.7967 0 Infinite 

900 1.7186e+004 13.3853 0 Infinite 

1000 1.5951e+004 14.1306 0 Infinite 

 

The same experiment was repeated for long messages; table 4 

shows the obtained experimental results: 

Table 3: MSE and PSNR calculations for short messages 

Message 

size(K. 

byte) 

Between source and 

encrypted messages 

Between source and 

decrypted messages 

MSE PSNR MSE PSNR 

10 1.6336e+004 13.8923 0 Infinite 

50 1.6354e+004 13.8812 0 Infinite 

100 1.6316e+004 13.9045 0 Infinite 

200 1.6328e+004 13.8972 0 Infinite 

400 1.6358e+004 13.8788 0 Infinite 

500 1.6316e+004 13.9047 0 Infinite 

600 1.6349e+004 13.8845 0 Infinite 

700 1.6322e+004 13.9010 0 Infinite 

800 1.6331e+004 13.8955 0 Infinite 

900 1.6335e+004 13.8930 0 Infinite 

1000 1.6337e+004 13.8914 0 Infinite 
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From the results shown in tables 3 and 4 we can see that the 

proposed method satisfies the cryptography quality issues for 

any message with any length, the proposed method destroyed 

the message after encryption by maximizing MSE and 

minimizing PSNR and recovers the original message after 

decryption by providing a zero MSE and infinite PSNR.  

Performance analysis 
For performance analysis the encryption-decryption times 

were calculated and compared with DES and AES times, 

tables 4 and 5 show the obtained results using short messages 

and long messages. 

Table 4: Cryptography times using short messages 

Mess

age 

size(b

yte) 

DES AES Proposed 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

10 0.000

1 

0.000

1 

0.000

1 

0.000

1 

0.000

001 

0.000

001 

50 0.000

4 

0.000

4 

0.000

3 

0.000

3 

0.000

001 

0.000

001 

100 0.000

8 

0.006

9 

0.000

5 

0.000

5 

0.000

001 

0.000

001 

200 0.001

9 

0.001

5 

0.001

1 

0.001

1 

0.000

001 

0.000

001 

400 0.003

4 

0.002

7 

0.002

5 

0.002

3 

0.000

001 

0.000

001 

500 0.004

1 

0.003

6 

0.002

9 

0.002

9 

0.000

001 

0.000

001 

600 0.005

1 

0.004

1 

0.003

4 

0.003

2 

0.000

001 

0.000

001 

700 0.005

8 

0.005

3 

0.003

9 

0.003

8 

0.000

001 

0.000

001 

800 0.006

7 

0.005

9 

0.004

4 

0.004

3 

0.000

001 

0.000

001 

900 0.007

3 

0.006

4 

0.004

9 

0.004

8 

0.000

001 

0.000

001 

1000 0.008

2 

0.007

1 

0.005

7 

0.005

6 

0.000

001 

0.000

001 

Table 5: Cryptography times using long messages 

Mess

age 

size(

K. 

byte) 

DES AES Proposed 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

EN_ti

me 

(seco

nds) 

DEC_

time 

(secon

ds) 

10 0.059

8 

0.051

9 

0.042

0 

0.039

8 

0.001

000 

0.000

001 

50 0.298

7 

0.259

2 

0.201

0 

0.196

6 

0.006

000 

0.002

000 

100 0.596

9 

0.518

2 

0.410

0 

0.402

9 

0.010

000 

0.003

000 

200 1.192

9 

1.035

7 

0.800

0 

0.785

7 

0.020

000 

0.006

000 

400 2.385

7 

2.071

4 

1.600

0 

1.571

4 

0.040

000 

0.010

000 

500 2.982

1 

2.589

3 

2.000

0 

1.964

3 

0.050

000 

0.012

000 

600 3.578

6 

3.107

1 

2.400

0 

2.357

1 

0.061

000 

0.015

000 

700 4.175

0 

3.625

0 

2.800

0 

2.750

0 

0.071

000 

0.017

000 

800 4.771

4 

4.142

9 

3.200

0 

3.142

9 

0.079

000 

0.019

000 

900 5.367

9 

4.660

7 

3.600

0 

3.535

7 

0.088

000 

0.022

000 

1000 5.964

3 

5.178

6 

4.000

0 

3.928

6 

0.098

000 

0.025

000 

 

From table 5 we can see that the propose method enhanced 

the performance of the processes of message cryptography by 

rapidly reducing the encryption and decryption times, figures 

11 and 12 show the achieved enhancement provided by the 

proposed method.  

 

Figure 11: Encryption times comparison 
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Figure 11: Decryption times comparison 

5. CONCLUSION 
A simple and easy to implement method of message 

cryptography was proposed and implemented. The proposed 

method used an image_key to generate a private key 

necessary for cryptography; using secret image_key will 

enhance the level of security and will protect the secret 

message from being hacked. 

The proposed method can be used to encrypt_decrypt any 

message with any length and regardless the message length 

the method gave excellent value for MSE and PSNR during 

the encryption and decryption phases. The proposed method 

increased the efficiency of data cryptography by rapidly 

decreasing encryption and decryption times as they was 

compared with DES and AES times.  
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