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ABSTRACT

The development of information technology is very rapid, one
of which is social media such as WhatsApp. WhatsApp is a
communication medium that has many features and
conveniences it. The ease with which WhatsApp is used has
led to an increase in crimes such as buying and selling fraud
online. This research was conducted with a conversation
scenario about buying and selling fraud through-based
WhatsApp mobile services. This research aims to restore
evidence of conversations that have been deleted by applying
the NIST forensic stages (National Institute of Standards and
Technology), namely collection, examination, analysis, and
reporting. Based on the test results from conversations
(evidence) that have been deleted, it can be obtained using
two tools, forensic namely MOBILedit Forensic Express and
AccessData FTK Imager. Evidence obtained from a
smartphone in the rooted form of user information, profile
photo, phone number, picture, voice recording, date and time
the message was sent/received. The evidence of conversation
findings that have been found is 100%, user information is
50%, contacts smartphone are 100%, and the time when
messages are sent/received is 50%. Smartphones are already
at the root of secured evidence in accordance with the stages
of digital forensics.
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1. INTRODUCTION

The development of technology modern in Indonesia is
growing rapidly in human life. Technology offers easy access
to information and is now in great demand by the wider
community. The rapid advancement of technology had a
positive impact on the development of communication media
such as WhatsApp, Facebook, and Instagram as a means of
communication. Information and communication are very
influential on society so that increasingly advanced
technology creates large opportunities for crime and the
vulnerability of existing information security, such as the
number of crimes related to internet applications [1]. The
internet is a communication system that is an important need
for people in everyday life. The internet is not only used for
entertainment but is also used as a marketing medium in the
business world, especially for mothers who are business
people [2]. This concept is related to the social structure
between social media actors, most people are connected
through social media to communicate with business
colleagues or exchange information [3]. Quoted from
cyberthreat.id that the number of internet users increased by
25 million from last year. Connected smartphones increased
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to 15 million, and social media users increased by 12 million
[4]. Dissemination of information through social media is
very fast because social media has text messaging services,
photos, and video postings. The ease of using social media
such as the WhatsApp application makes fraud more and
more online. WhatsApp is a social media application that can
exchange messages without credit and has features that can
make it easier for users to send text messages, photos, videos,
audio, documents, and so on. To use the application, it is
enough to register using a telephone number. The
development of the WhatsApp application in Indonesia is
growing rapidly, so many people use it as a medium for sales
promotion or business online. Business Online can change the
mindset of the customers in the shop because of the ease in
the process of purchase of the product [5]. WhatsApp has the
potential as a means of crime such as buying and selling fraud
online. Article 28 paragraph (1) of the ITE Law stipulates that
a person who intentionally spreads false news and causes
consumer losses in Electronic Transactions will be sentenced
to a maximum imprisonment of six years and/or a maximum
fine of one billion rupiahs [6]. Fraud is one of the negative
impacts of crime that is currently approaching many people.
Fraud that occurs on the internet or other social media also
has the potential to harm others. In social media, fraudulent
crimes often occur in the name of buying and selling
businesses and offering products that are sold at low prices.
Scams usually use a way to sell goods that are attractive to
buyers because the price is lower than the original price,
which is why the buyer is finally attracted and sends money to
sign up for the goods.The number of problems inbuying and
selling transactions online such as products or goods that do
not match the picture until the promised goods are not
received by the buyer [7]. This fraudulent act only deceives
certain people or the public in attracting profits for their own
company [8].

1.1 Study Literature

1.1.1 Previous Study

This study uses references from 5 previous studies that are
relevant to the problem to be studied regarding data search
cases of buying and selling fraud on WhatsApp-based mobile
services. The first research is entitled “Facebook Lite Social
Media Analysis with Forensic Tool NIST Method”. This
research raises the evidence of digital crime in the Facebook
Lite application. In this study, the tools that will be used are
Mobile edit Forensic Pro forensic tools with the help of the
National Institute of Standards Technology (NIST) method.
NIST has a good workflow. The results of the study will be
obtained in the form of the account used, Audio,
Conversation, and Image [9].
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The second study is entitled "Analysis of Forensic
Investigations Cyberbullying on Whatsapp Messenger Using
the National Institute Of Standards and Technology (NIST)
Method". The results of the research are digital forensic
evidence found in the WhatsApp application in the form of
text and help identify actions that lead to cyberbullying, and
to identify cyberbullying using the method Cosine Similarity
[10].

The third study used the NIST SP 800-86 method and the
Support Vector Machine in a study entitled "Digital Forensic
Investigation and  Analysis on WhatsApp  Group
Conversations Using NIST SP 800-86 and Support Vector
Machine". The results of this study use the algorithm Support
Vector Machine (SVM)to classify the quality of conversation
in a group. This study succeeded in classifying digital
evidence in the form of a group conversation with a
percentage of approximately 96.21% negative content. This
percentage value can be used as an initial indicator in
detecting the quality of negative conversations [11].

The fourth study entitled "ldentification of Skype Digital
Evidence on Android Smartphones with the National Institute
Of Justice (N1J) Method" obtained digital evidence of online
fraud cases on Skype using the National Institute of Justice
(NIJ) method. The results of the study are used as supporting
evidence by investigators in handling criminal cases [12].

The fifth study entitled "Analysis and Comparison of Forensic
Evidence for Facebook and Twitter Social Media
Applications on Smartphones Android" suggest that the
simulation method is used in the study by running 11
scenarios. The results of this study indicate that all forensic
evidence on the Facebook social media application was found.
Meanwhile, the Twitter social media application was only
found in the form of account names, location data, profile
photos, cover photos, posts in the form of text, and posts in
the form of images [13].

1.1.2 Digital Forensics

Digital forensics is a forensic science that is used to
investigate data related to crimes. Forensics can be found on
digital devices such as computers, smartphones, tablets,
PDAs, net-working devices, storage, and the like [14]. Digital
forensics aims to help analyze and secure digital evidence that
can be used as evidence in court [15]. The investigation uses
data analysis techniques on a computer with the stages of
identification, preparation, extraction, documentation of data
on a computer to obtain digital evidence.

1.1.3 Mobile Forensics

Forensics Mobile is a science that analyzes and performs
recoverable digital evidence from devices mobile with a
method commonly used by digital forensic science [16].
There is digital evidence that can be extracted from a device
mobile. Types of evidence from mobile can be in the form of
contact numbers, text messages, call logs, audio files, photos,
emails, and internet history [17]. Application mobile is a
program created specifically for Smartphones that can add to
the functionality of the device itself andcan be downloaded on
Google Play [18].

1.1.4 Digital evidence

Evidence is any information that can prove a violation or
crime in digital form. Digital evidence uses computers to
present the information obtained [19]. Digital evidence is very
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useful for criminal investigations such as fraud, theft of
personal data, child abuse, trafficking in illicit goods, and
murder. Digital evidence that can be used as evidence in court
includes account information, phone numbers, audio, photos,
videos, and text conversations from an application [20]. Fraud
perpetrators who use applications such as WhatsApp will
delete digital evidence in the form of text conversations,
photos (proof of transfer), and audio that can be evidence of a
crime [21]. Technology-based crimes continue to increase
with various modes, the refore it is necessary to analyze
existing digital evidence, both stored and transmitted through
other digital devices. Digital evidence can be found in the
forensic stage. Computerized records can assist investigators
in knowing the suspect's intention to commit a crime [22].

1.1.5 Smartphone

The Smartphone is a small computer that has the capability of
a telephone [23]. Smartphones offer users to download
additional applications from the centralized store it offers,
synchronization, mobile payment services, and virtual
assistants. The advanced smartphones of sophisticated makes
it easier to carry out various activities such as reading
business documents, playing music, surfing the internet,
viewing videos, and so on. Smartphones are also widely used
for tutoring online from children to adults [24].

1.1.6 WhatsApp

WhatsApp is a messaging application using an internet data
connection (without credit) that allows users to send and
receive messages from smartphones. The WhatsApp
application can also make video calls, make calls, and create
stories. This application is also very easy to use by registering
a phone number so that it can be easily understood by users of
the application. So don't be surprised if the WhatsApp
application can develop very rapidly.

1.1.7 Fraud

Fraud is a crime committed intentionally to gain an advantage
and harm others by lying. Fraud often occurs in the name of
buying and selling businesses and offering products at low
prices. Business Online is an opportunity for those who are
not responsible for the crimes that can cause harm to others.
Buying and selling online manyfrauds occur using transaction
systems via accounts [25]. Fraud is carried out using social
media, such as fake bills, fake documents, false advertising,
fake identities, fake product offers, and so on. Shopping
Online has a lot of risk of theft of personal data information
that can be used by people inappropriately [26].

1.1.8 National Institute of Standard Technology
National Institute of Standards and Technology (NIST) is a
method used to obtain digital evidence and has forensic stages
collection, examination, analysis, and reporting. The
explanation of the NIST stages is as follows.

1. Collection
The collection stage is to identify, label, record, and
retrieve data from relevant sources in accordance with
data integrity procedures.

2. Examination
The examination stage is to process data and collect it
forensically with a combination of various scenarios
according to needs and maintain data integrity.

3. Analysis
The analysis stage is to the analyze the results of the
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examination using the forensic stage so as to obtain
information that can answer questions in data
collection.

4. Reporting
The reporting stage is reporting the results of the
analysis and explaining the tools and procedures
selected through the forensic process [27].

2. METHODOLOGY

2.1 Research Scenario

The research scenario is made to explain how the stages of the
fraud investigation process will be made. This scenario uses a
smartphone that the perpetrator uses to deceive the victim.
This stage will explain the process of identifying evidence. An
investigator collects evidence from the smartphone
perpetrator's which can be seen in Figure 1.

o\ Perpetrators use The perpetrator sent a.

ap Smartphones to access l message to the victim L‘ 0
X

Perpetrator the WhatsApp application via WhatsApp Victim

[
&

Conversation Deleted
by Perpetrator

l

@®

Software Forensics

Investigator Digital Evidence
Figure 1. Research Case Scenario

Figure 1 is a research case scenario. The smartphone used by
the perpetrator and the victim is turned on and the WhatsApp
application has been installed, as in the picture above which
depicts the perpetrator sending a message to offer a product,
namely masks and body temperature measuring devices, to
convince the perpetrators to send sample images at low prices.
The perpetrator stated that the goods were there and ready to
be sent if the victim had sent the money as a sign that they had
ordered the goods.

2.2 Research Stages

The stages in this study refer to the method National Institute
of Standards and Technology (NIST) namely Collection,
Examination, Analysis, and reporting. The following is the
process for obtaining evidence which can be seen in Figure 2.

Lk

Figure 2. Implementation Stages

Figure 2 is the implementation stage where investigators carry
out the forensic stages issued by NIST to find digital evidence
of the crime of buying and selling fraud on the WhatsApp
service. The explanation of the above implementation stages
is as follows.

2.2.1 Collection

The collection stage is the initial stage carried out by
investigators to search for, and collect evidence obtained. The
collection of digital evidence is obtained through searching
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data from the tool MOBILedit Forensic Express. The
evidence can be seen in Table 1.

Table 1. Digital Evidence

No Picture Information

Evidence

Name of . . ‘

The Samsung
Galaxy J1 ace
(MPT) brand is

1 g;;ﬁftﬁé?,; rooted, turned
P on, and
connected  to
the internet
Perpetrator The data cable
is connected to
2 | Smartphone

the perpetrator

Data Cable Smartphone

Table 1 is the evidence obtained from the fraud perpetrator
which will then be processed through a forensic process to
find digital evidence on the smartphone. The next stage is to
install the software Odinto install SuperSU and get full access
rights to the smartphone used by the perpetrator. Then the
data obtained from the smartphone will be acquired and
analyzed to obtain digital evidence related to fraud cases.

2.2.2 Examination

The Examination is a stage to prove data integrity, protect
digital evidence, and ensure that evidence is not damaged or
altered by irresponsible parties. To protect the evidence, you
can hash the electronic data that has been backed up. The
process is hashing used to determine the authenticity of the
data so that it does not experience changes or damage by
matching the initial results and the final results of hashing
[28]. The process hashing uses the application Hash Tool. The
first step that can be done is to copy the original folder from
the data that has been backed up. After copying the original
data folder from the MOBILedit software. Click Select File
and select the database ""msgstore*'there in the original folder
of thedata results MOBILedit software. Next, open the backup
copy file and select the database “msgstore” so that it will
look like Figure 3.
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Results
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WeTCal Thage - (2021-08-06 10h49m525)\backup_fiTes\phone\appTicationsn,com. whatsapp Sia ve_data
daTabases'\msgstore. d
be3954ed21 c4fcodpad286d1 5209026 D:\SEMESTER 8\SKRIPST)\SKRIPST FINAL\SEM #Rop'\File pendadaranisackup salinan
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T T F'(2021-08-06 10h49m525)"\backup_files\phone'applications0'con. whatsapp\live_data
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Figure 3. Results of HashingBackup Files Data
Smartphone

Figure 3 shows resultsof the database file MOBILedithashing.
The originalandfilethefilecopyshow the result of hashing by
generating a hash (Code from database). The code generated
from the two folders with different storage places is
be48954ed21c4fc9d04d286d152090e6 which means the data
is still original or there is no change to the digital evidence.
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2.2.3 Analysis

The analysis stage is looking for and finding digital evidence
to examine the data from the physical image process
collection on the smartphone perpetrator's a condition root.
This stage analyzes and examines the data according to the
forensic tools used [29]. Analysis of digital evidence search
results using tools forensic, such as MOBILedit Forensic
Express, and AccessData FTK Imager.

2.2.3.1 MOBILedit Forensic Express

This stage is used by investigators to find and process data on
smartphones by connecting the smartphone perpetrators to a
laptop and selecting one of the options USB connection, Wi-
Fi connection, or Bluetooth connection. The list of
applications on the smartphone perpetrators can be seen in
Figure 4.

MOBILedit

Back (€ ) Next( D)

Figure 4. List of Applications you want to Extract

Figure 4 is a list of applications installed on a smartphone.
Next, the investigator will choose the application to be
extracted, the WhatsApp application by selecting the data in
com.whatsapp. The results of data extraction will be saved
automatically in the form of a report (reporting). The
extraction process is not successful or an error will be marked
in red and the extraction process is successful if there are no
errors. The data extraction process should not experience
errors as shown in Figure 5.

al image - samsung SM-1111F - Finished

cider @  Connection

Figure 5. Display of the Data Extraction Process

Figure 5 is a display of the data extraction process on the
WhatsApp application that is already installed on the
smartphone perpetrators. The results of data extraction will be
stored automatically in the form of a report (reporting).

2.2.3.2 AccessData FTK Imager

AccessData FTK Imager is used in the analysis process
database stored in the folder backup data to obtain digital
evidence from the smartphone perpetrator. To see image files
the captured can be seen in Figure 6.
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Figure 6. Display of Captured data

Figure 6 is an image file display that shows the data in the
image file that has been successfully added. search data or
digital evidence can be searched by using keywords. The data
search display can be seen in Figure 7.
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Figure 7. Searching Data by Keyword

Figure 7 is a search view based on keywords that can be done
by pressing the CTRL+F key, then entering the keywords
(parameters) you want to search as evidence in the form of
conversations. a perpetrator with the victim. Proof of
conversation can be seen in Figure 8.
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Figure 8. Conversation Evidence from the Perpetrator

Figure 8 is a conversation from a perpetrator who offers a
product at a low price so that the victim feels interested and
wants to order the product through the perpetrator. The
perpetrator sends an account number to the victim if he wants
to transfer money so he orders goods.

2.2.4 Reporting

Reports are the final stage carried out by investigators to
present the results of data analysis that have been found. At
this stage, the investigator will report the results of data
analysis found in accordance with the NIST stage [30]. The
report on the results of digital evidence from this research
consists of the tools MOBILedit Forensic Express and
AccessData FTK Imager.
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2.2.4.1 MOBILedit Forensic

Results reporting obtained after using the MOBILedit
Forensic Express Tool are in the form of data extraction
results that are saved automatically in PDF form. The PDF
file displays conversation proofs, usernames, phone numbers,
photos, voice recordings, sent/received messages, product
images and receipts transfer. The following is useful
information which can be seen in Figure 9.

Yustina

o/ Phone Nurm 082373
14

Figure 9. Evidence of finding the victim's smartphone
contact

Figure 9 is evidence of findings related to user information in
the form of the victim's name, photo, and WhatsApp number.
While the replies to WhatsApp messages that have been
deleted by fraudsters can be seen in Figure 10.

Tapi jika mba pesan 30 box cukup bayar 500 b
0 Uploade 0 Delivered 0fea
20210806 09:5304 (UTC+7) 20210806 09:5304 (UTC+7)
I +9 Yustina (fusting) 0210806095330 uc+7) [ Xeleed I
Oh iya mba saya mau pesan 30 boxya
o 62823736 s hatsappnet

Figure 10. Display of Replies to WhatsApp Messages that
have been deleted

Figure 10 is a display of messages sent (sent) and received
(received) that have been deleted by the perpetrators of
buying and selling fraud and there is evidence in the form of
conversations, the date and time of sending the message, as
well as a description of the message that has been read by the
victim. In addition to the text conversation, further pictures of
the products offered can be seen in Figure 11.
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file:/s¥datalel

@ Label IMG-20210806-WADDD3 jpg

‘SA0UING2021 0806 WADD0D 08
163K8

0 Create 2021-08-06 09:48:34 (UTC+7)
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Figure 11. Proof of Mask Products Offered by
Perpetrators

Figure 11 is the findings of mask products offered by fraud
perpetrators at low prices. Furthermore, the examination of
the conversations used as evidence of the crime of fraud can
be seen in Figure 12.
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Figure 12. Deleted Conversation Evidence Fraudsters

Figure 12 is a conversation display deleted by perpetrators.
The evidence of the conversation that was obtained and used
as evidence of the crime of buying and selling fraud in the
form of user information, the content of the conversation,
when the message was sent and received, and the description
of the conversation had been deleted by the perpetrator.

2.2.4.2 AccessData FTK Imager

The process of obtaining evidence on AccessData FTK
Imager by analyzing the smartphone database perpetrators.
The results of the search for evidence in the form of contacts
smartphones can be seen in Figure 13.
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Figure 13. Evidence of Deleted Text Messages by
Perpetrators

Figure 13 shows the findings of digital evidence in the form
of text messages, and smartphone contacts that have been
deleted by fraud perpetrators. Evidence of the victim having
paid for the finished product ordering the goods can be seen in
Figure 14.
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Figure 14. Proof of the victim having paid for the product

Figure 14 shows a picture message that proves the victim has
paid for the product by matching the image code, namely
IMG-20210806-WAQ005 the same as the image code
obtained from MOBILedit.

2.2.5 Results

The results of the analysis using several tools, forensic namely
MOBILedit Forensic Express and FTK Imager, resulted in
data findings in the form of conversations that had been
deleted by the perpetrators of fraud with the smartphone
perpetrators that had been rooted. The digital evidence that
has been obtained will be matched with the evidence of the
conversation from the victim, which can be seen in table 2.
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Table 2. Conversation Evidence from Victims and Digital
Evidence Findings

Conversation
Evidence from the
Victim

Findings of Digital Evidence

(Conversation)

MOBILedit Forensic Express

Table 2 shows the results of the search for evidence that found
similarities between digital evidence reported by victims to
report to investigators and digital evidence obtained using the
MOBILedit and FTK Imager tools.

Table 3. Comparison of digital evidence findings from
forensic tools
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Table 4. Findings of data that were successfully obtained

Information Digital Evidence Descrip
: tion
Account e 1R o
o |
Smartphone
Contact

Conversation found
Time of '
message e ol found

sent/received | ==

Digital
Smartphone 9 MOBILedit Access
o Evidence Data
Condition Forensic
Results FTK
Express Imager
Conversation v v
User v i
Information
Root Smartphone
Contact v v
Time Message v i
Sent/Received

Table 3 shows results the findings were carried out using 2
tools, forensicnamelyMOBILedit Forensic Express and
AccessData FTK Imager. The tool MOBILedit managed to
get evidence, namely conversations, user information,
contacts smartphone, and when the message was
sent/received. Tools FTK Imager managed to find findings in
the form of conversations, and contacts smartphones. Digital
evidence analysis was carried out using several tools forensic,
the results of the WhatsApp service analysis found digital
evidence as shown in table 4.

Table 4 shows the similarities between the digital evidence
reported by the victim to the police with digital evidence
obtained using the tools MOBILedit and FTK Imager, so it
can be concluded that all information related to the fraud case
that was successfully obtained is suitable and can be used as
evidence digital in court.

3. CONCLUSION

The forensic process carried out to obtain digital evidence of
criminal acts of fraud on the mobile-based WhatsApp service
managed to find digital evidence in the form of conversations,
user information, smartphone contacts, and when messages
were sent/received. The evidence of conversations generated
from the forensic process on smartphones with root conditions
is in accordance with the purpose of the study. This study uses
2 forensic tools to analyze digital evidence, namely
MOBILedit Forensic Express, and AccessData FTK Imager
by applying the National Institute of Standard and Technology
method. Evidence of findings from a rooted Smartphone
managed to get 100% conversation data, 50% user
information, 100% smartphone contacts, and 50% of the time
messages were sent or received. The results of the smartphone
that have been rooted managed to get evidence according to
the digital forensic stage. This research uses the stages of the
National Institute of Standards and Technology (NIST), for
further research try with different stages. This study uses
cases of buying and selling fraud on WhatsApp services, for
further research it is recommended to use different cases,
social media, and forensic tools.
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