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ABSTRACT

Technological developments in Indonesia are very advanced
and have become part of everyday life making it easier to
disseminate information and communicate. Facebook
Messenger is an instant messenger that has advantages in
multi-platform that can be used by users to send text
messages, pictures, voice messages, and videos. Apart from
being used for positive activities, technology facilities can
also be used to carry out negative activities. One of the
negative effects is committing digital crimes. Digital crime.
The most common digital crime is online prostitution. This
study conducts a forensic investigation on a simulation of a
crime in online prostitution cases using Facebook messenger
as a communication medium on the chrome web browser with
the NIST stage. The stages of the forensics National Institute
of Standards and Technology (NIST) are collection,
examination, analysis, and reporting. This study uses a laptop
that is turned on and connected to the internet. The process of
collecting data in this study uses several forensic tools,
namely Belkasoft Live RAM Capture, FTK Imager, Browser
History Capture, Browser History Viewer, and Browser
History Examiner. The percentage results obtained based on
the forensic tool used Belkasoft Live RAM Capture which
was analyzed using the FTK Imager tools was 80% with proof
of email, password, message, and account id. Browser History
Capturer analyzed with forensic tool Browser History Viewer
is 20% with proof of image posting, web browser history,
Facebook Messenger account profile photo and access time.
Tool Browser History Examiner is 20% with proof of email
accessed. The results of this study managed to find messages
that have been deleted.
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1. INTRODUCTION

The development of technology in Indonesia is very rapid and
has become part of everyday life, the rapidity of technology
makes it easier to disseminate information, communicate such
as social media and instant messengers. One of the instant
messengers where many crimes occur is Facebook Messenger.
Based on data from Napoleon Cat, users of Facebook
Messenger in Indonesia in September 2021 were 137,300,000
which accounted for 49.7% of the entire population. The
increasing number of Facebook Messenger users certainly
brings positive and negative impacts, one of the negative
effects is committing digital crimes [1]. Digital crimes such as
human trafficking/online prostitution, cyberbullying, fraud,
extortion, spreading hoaxes, cyberporn, and others [2]. Digital
crime, one of which is online prostitution that occurs on the
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Facebook messenger service. Online prostitution is an activity
that makes humans, especially in terms of sexuality, an
objectto be traded through electronic or online media. These
digital crimes can be uncovered using digital forensics. One of
the stages to assist investigators in the digital forensic process
is the NIST stage[3]. NIST stages are Collection,
Examination, Analysis, and Reporting.

1.1 Study Literature
1.1.1 Previous Study

This research related to the topic of the problem to be studied
to be used as comparison material and reference in conducting
research. The first research is entitled "Implementation of
Live Forensics for Comparison of Browsers on Email
Security". This research was conducted on Microsoft Edge
browsers, Mozilla Firefox, and Google Chrome. In the
forensics carried out by the three web browsers, they use two
modes, namely modes public and private. The results of this
study are in mode public only google chrome whose not found
password is while in mode private displays the same result for
the password, which is not visible [4].

The second research conducted a digital forensics research
entitled “Live Forensics Comparison Design on Instagram,
Facebook and Social Media Security Twitter on Windows
10”. This study discusses the design to carry out the digital
forensic process. The research design was carried out by
involving three social media to compare security, namely
Instagram, Facebook, and Twitter. All of the social media
accounts involved are newly created accounts or special
accounts for research [5].

The third research was conducted with the title "Analysis and
Comparison of Forensic Evidence for Facebook and Social
Media Applications on Twitter Android Smartphones"”. This
study runs eleven scenarios including recovering deleted files
using an Android mobile that has installed applications
Twitter and Facebook and using a simulation method using
the DB Browser for SQLite, SQLite Manager, and Root
explorer tools. The results of this study indicate that all the
evidence found in the Facebook application and application
was Twitter only partially found[6].

The fourth research entitled "Forensic analysis of the
KakaoTalk application using the method National Institute
Standard Technology" which discusses the forensic analysis
of the KakaoTalk application in handling cybercrime cases
with Android smartphone evidence and for the process of
removing digital evidence in the condition of a smartphone
with rooting actions [7].
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The last research entitled "Forensic Analysis of Telegram
Desktop-based Applications using the National Institute of
Justice (N1J) Method" discussed analyzing the evidence on
web telegrams that were synchronized with Telegrams based
android. With the results, it can display the location of log
files, cachesTelegram, and digital evidence and can only
display stickers or images using the tool FTK imager but no
chat has been detected by the perpetrator against the victim

8.

1.1.2 Digital Forensics

Digital forensics is the implementation of the field of
computer science and technology as well as scientific methods
for proving digital crimes against the law to scientifically
prove technological or computer crimes to obtain digital
evidence from digital sources [9].Digital forensics is a method
used in the investigation process of electronic or digital
evidence for the reconstruction of crimes cyber or assisting in
the process of analyzing criminal cases, the course of the
investigation that has been planned[10].There are two digital
forensics methods, namely static forensics and live forensics.
Static forensics is focused on examining imaging results to
analyze digital content and evidence, such as deleted files,
web browsing history while Live forensics is a forensic
investigation carried out on a powered system. This is because
data will be lost if the computer is shut down or restarted.
implementations are Live forensics usually used or stored in
Random Access Memory (RAM)[11]. Digital forensics is a
methodological framework consisting of techniques and
procedures for finding and collecting digital evidence as legal
evidence in court[12].

1.1.3 Computer Forensics

Computer forensics is the collection and analysis of data from
various computer resources including computer systems,
computer networks, communication lines, and various storage
media that can be submitted in court proceedings [13].These
three things are considered regardless of whether computer
forensics is applied because of purely forensic needs in a legal
sense or other needs for managing information technology
resources that involve computer forensics. Three things that
need to be considered are principle, policy, and
procedure[14].

1.1.4 Web Browser

The web browser is a software application used to retrieve and
present web information resources. A web browser or browser
is application software that users can use to access and view
Web pages or web programs [15].A web browser is an
application for accessing websites over the Internet. Web
browsers allow users to search for information, read email,
communicate via instant messages or social media, use
internet banking and shop through e-commerce websites[16].
Popular web browsers such as Mozilla Firefox, Internet
Explorer, Google Chrome, and Opera[17].

1.1.5 Digital Evidence

Evidence for computer crimes is in the form of electronic
evidence and digital evidence. Electronic evidence can be in
the physical form of electronic devices or can be in the form
of storage devices, while digital evidence can be inform the of
document files, history files or files log containing related
data that can be wused as supporting information for
decisionmakers [18]. Evidence is data information contained
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in electronic devices to obtain digital evidence for example
physical devices such as laptops, smartphones, and so on [19].

1.1.6 Facebook Messenger

Facebook Messenger is an instant messaging application that
can send text, pictures, videos, and voice messages. This
application exists for smartphones based on Android, iOS, and
Windows. The Facebook Messenger application is used to
make it easier for Facebook users to send messages between
fellow Facebook users [20].

1.1.7 Cybercrime

Cybercrime is a criminal activity that makes a computer
network or computer a tool and becomes a target for the crime
scene or can also be called a virtual world crime [21].
Cybercrime is every activity of a person, group of people,
legal entities that use computers as a means of committing
crimes and computers as targets [22]. Cybercrime is divided
into two major groups, namely Violent / Potentially Violent
and Non-Violent [23].

1.1.8 Online Prostitution

Prostitution is an activity of prostitution or an activity that
makes humans, especially in terms of sexuality, an object to
be traded through electronic or online media. Online
prostitution is carried out using the media because it is easier,
cheaper, and more practical to trade through electronic or
online media [24].

1.1.9 National Institute of Standards Technology
National Institute of Standards and Technology (NIST) is the
body responsible for developing standards, guidelines, and
minimum requirements to provide sufficient information
security for all assets and parties who have competence in the
field of digital forensics, methods it is used by central
government agencies in America, but it is possible that it can
be wused by organizations such as academia, private
investigators and others.
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Figure 1. Stages of NIST Method

The stages that can be seen in Figure 1 are the NIST stages
which consist of collection, examination, analysis, and
reporting [25].

1. Collection

The Collection is to identify, label, record and obtain
data from possible sources of relevant data, following
guidelines and procedures that maintain data integrity.

2. Examination
The Examination is a process to protect evidence from
damage and alteration by parties who are not
responsible for the process collection in collecting
electronic evidence and analyzing electronic data by
forensic experts.
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3. Analysis
The Analysis is to collect and examine to obtain
evidence related to the case. Analyzing the results of the
examination, using methods and techniques that can be
legally justified to obtain information.

4. Reporting
Reporting is reporting on the results of investigations
obtained from investigations related to the description of
the actions used and contains the results of analyzing
evidence so that the evidence helps the investigation
process to find suspects.

2. METHODOLOGY

2.1 Research Scenario

This research scenario is needed in the forensic process
because it aims to carry out a forensic process on a web-based
Facebook messenger service to obtain and analyze evidence.
In this scenario, the laptop is used as evidence that is
suspected and will be investigated with online prostitution
cases on Facebook messenger using a chrome web browser.

k
_J Accessing a Laptop that Receive a Message
| is Connected to The Internet from The Perpetrator Q
T —_— c. ﬁ b,
Perpetrator

Google Crome
and Messenger Victim

Investigator Forensics ChDa?!lggan

Figure 2.Flow of the Case Scenario on Messenger

Figure 2 explains that the suspect after being caught will
confiscate evidence in the form of a laptop suspected of
committing online prostitution using Facebook messenger,
then handed over to the investigator to investigate the case
that occurred by investigating the perpetrator's laptop. The
investigator process will collect evidence using forensic tools
that have been prepared to obtain digital evidence. The results
obtained will be presented to the court.

2.2 Research Stages

The implementation stage is carried out in the research
process to obtain digital evidence. This research refers to the
method of NIST. The National Institute of Standards and
Technology method is a forensic stage that has policy work
guidelines and standards to ensure each investigator follows
the same workflow so that work is documented and the results
obtained can be repeated and can be maintained. The stages to
be carried out are collection, examination, analysis, and
reporting.

2.2.1 Collection

The data collection stage is the stage carried out to search for,
collect and document the evidence at the location of the case.
The evidence will be secured to maintain the authenticity of
the evidence because it will be carried out in the investigation
process. The evidence that is the object of this research is
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electronic evidence in the form of a laptop with a windows
operating system in which the Google Chrome web browser is
installed which is indicated to be used by the perpetrator as a
tool to carry out cybercrime actions. In addition to the laptop,
electronic evidence was also found in the form of a charging
cable used by the perpetrator to charge the laptop.

Table 1. Physical Evidence

No Evidence Picture Description

Laptop of the
perpetrator,
namely Asus,
which was
found at the
location, was
turned on and
connected to the
internet network

Laptop of
1 the
Prepetrator

Cable the laptop
charger cable
used by the
perpetrator

The
Charging

Table 1 shows the documentation of physical evidence found
at the scene which was then collected by the police and
handed over to the investigator.

2.2.2 Examination

Examination is the stage for data acquisition on the evidence
found in the form of a laptop of the perpetrator to obtain
evidence. At this stage, inspection, testing, and extracting
information from the data that has been collected are carried
out. The data acquisition process uses forensic tools to obtain
activity history from Random Access Memory (RAM).

2.2.2.1 Belkasoft Live RAM Capturer

Forensic tools used to perform data acquisition stored on
laptop RAM is Belkasoft Live RAM Capture. Belkasoft Live
RAM Capture will record laptop memory data of perpetrators
found to commit crimes. The process of capturing memory
takes a long time depending on the amount of RAM memory
on the perpetrator's laptop.

= Belkasoft Live RAM Capturer — X

Select output folder path:
D:\Skripsi Fia\RAM Capture \x64

Loading device driver ...Physical Memory Page Size = 4096Total Physical Memory Size = 18144 MB
Memory dump completed. Total memory dumped = 18144 MBAnalyze memory dumps with Belkasoft
Evidence Center, Download at www.bekasoft.com/ed

Capture! ance Close

Figure 3. RAM Capturer Acquired Successfully

Figure 3 shows that RAM capture has been successfully
performed. The results of the RAM acquisition from the
perpetrator's laptop are stored in the specified folder and
adjusted to the section that says "Select output folder path”. It
can be seen in Figure 3 that the acquisition results will be
stored on partition D in the D:\Fia scripttRAM Capture\x64
folder. During the acquisition process, there is information
about the RAM size of the laptop, which is 18144 Megabytes
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(MB). The results of the RAM capture are obtained files that
have a size of approximately 18 GB. with the name 20211006
and in.mem format.

2.2.2.2 FTK Imager

Tool to perform the imaging process of the captured RAM
using the Belkasoft Live RAM Capture tool. The imaging
process is carried out so that the integrity of the data is
maintained and cannot be changed so that it can be continued
to the inspection stage.

Creating Image... — >

Image Source: ‘ D:\Skripsi Fia\RAM Capture\x64\20211006.mem

Elapsed time: | 0:06:12 |
Estimated time left:

Destination: ‘ C:\Users\Asus\OneDrive\Documents\Hasil hashing\Barangbu|
Status: ‘ Image created successfully |
Progress

Figure 4. Process of Imaging Data

Figure 4 shows the imaging process from the captured RAM
file with the 20211006.mem file that has been successfully
carried out and the resulting file with the name
Barangbukti.001.mem  which is stored on the
C:\Users\Asus\OneDrive\Document\Hasil hashing\.

B Drive/Image Verify Results — O X

=

Name
Sector count

H MD5 Hash
Computed hash
Report Hash
Verify result

H SHA1 Hash
Computed hash
Report Hash
Verify result

El Bad Blocks List
Bad block(s) in image

Close

Figure 5. the Hashing Results of RAM

Figure 5 shows the hashing value of the RAM capture file
which has an MD5 hash value and a SHAL hash value.
Hashing results in the form of a file with the name
BarangBukti.mem proves that the original file with the
imaging file has the same verified MD5 and SHAL values so
that the imaging process is carried out perfectly and there are
no changes to the file.

2.2.2.3 Browser History Capturer

The history capture process is carried out to obtain results
from browser activities used by perpetrators to commit
cybercrimes. The browser history capture tool can be used for
various web browsers such as Chrome, Edge, Firefox, and
Internet Explorer. The data was obtained in the form of
History, Cache, and Archived History.
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| 4 Browser History Capturer

File Help
Capture Settings
User Profile: | Asus
] Chrome

Edge
] Firefox

Browsers:

| Internet Explorer & Edge Legacy
Data ] History

| Cache
] Archived History

Destination: | DASkripsi Fia\Browser Capture\

Capture.

Capture Log

Starting capture...

| Capturing Chrome website history:

| CAUsers\Asus\AppData\LocahGoogle\Chrome\User Data\Default
Capturing Chrome cache:
L\USErs\/-\suS\AppDAta\LDca\\(JDDg\E\LhrDmE\USEF Data\Default\Cache

Figure 6. Display of Browser History Capturer

Figure 6 shows the initial view of the browser history
capturer. The "Capture Settings" section is used to select the
user profile, the type of browser used, the data you want to
know such as history, cache, and archived history and the
"Destination™ section is where the captured results are stored.
Perpetrators spread online prostitution content on the
facebook messenger service which is accessed using chrome,
so it is only checked on the chrome browser, besides that, a
checklist is also carried out on all types of data that will be
obtained and the results of the capture storage are stored in
location.D:\SkripsiFia\Browser Capture\.

File Help

User Profile: Asus

Browsers /| Chrome Browser History Capturer

o Capture complete

Edge

Firefox

| Archived History

Destination:  D:\Skripsi Fia\Browser Capture\

Capture

Capture Log

hrome website history
Google\Chrome\User Data\Profile 2

ebsite history:
\Users\Asus\AppData\local\Google\Chrome\User Data\Profile 3
Capture complete.

Figure 7. Process of Capturing Datafrom Browser
Chrome

Figure 7 is the display when the data retrieval process from
the Chrome browser is successfully carried out. Capture
results are saved inD:\Skripsi Fia\Browser Capture\.

Figure 8. Capture Results File of Browser Chrome
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Figure 8 is the content of the results captured browser with a
folder Named capture which contains the folders Chrome and
Historical.

2.2.3 Analysis

Analysis is a stage to analyze and read the results of the data
that has been obtained from the collection process to
examination. This stage aims to match the information
obtained with the information obtained while maintaining the
integrity of the data. the results of the data analysis will be
concluded for the reporting stage process.

2.2.3.1 Analysis with Browser History Viewer

Browser History Viewer is a tool used to read the results of
the Google Chrome browser capture that has been carried out
at the inspection stage using the browser history capturer
tool.

Name Date modified Type Size

Capture 06/10/2021 20.26 File folder

Figure 9. The Result File or Capture Browser
The figure 9 shows the file captured by the browser using the
browser history capture tool. The data file will be displayed
using the browser history viewer to obtain important data in
accessing the chrome browser.

Waksite isit Count - 07/03/2021 1 08/10/202

Figure 10. Data of History Browser Chrome

Figure 10 shows the results of history data accessed by
perpetrators through the chrome browser which displays
information, namely website history, cache images, and
cached web pages. Browser history viewer has a feature by
using certain parameters. This study uses the Facebook
messenger service so that it uses the "Messenger" parameter.

Website History | Cached Images | Cached Web Pages
Date Visted Ttk

06102027 124111 | Messenger
12:4100 | Messenger

Visi Court  Calculated Visit Count Web Browser (Profl

e P

Messenger

Messenger

Messenger
01 | Messenger

Messenger
7 | Messenger

messenger ogin - Penelusuran Goog
12344 | messengerlogin - Penclusuran Google v
184525 | The Messengers - Penelusuran Google | itpsy/wnw.google com/
164323 | The Messengers - Penelusuran Google itpsy/un.gougle.com/

2 Chrame Profile 2

Figure 11. The Search Results Using Keyword
“Messenger”

In the analysis process using the keyword "Messenger" to
make searching easier, the data that appears is only data
related to the messenger, as in Figure 11 shows the history
when the perpetrator logged in to the messenger account on
October 6, 2021 at 12:35:44 via the chrome web browser. On
the same date but at a different time, it was found that the
perpetrator carried out new messaging activities with the
victim id 100051673925966.
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Figure 12. Images Cached First from Messenger.

Figure 12shows a cached image that was successfully read by
the browser history viewer tools. The evidence found in the
cached image marked in red is very similar to the screenshot
of the crime evidence given by the victim to the police. The
image was sent by the perpetrator on October 6, 2021 at
12:04:01 pm via the chrome web browser.

File Size (Bytes)

Figure 13. Image Cached Second from Messenger.

Figure 13shows a cached image that is very similar to the
image shown by the victim through the screenshot results.

2.2.3.2 Analysis with Browser History Examiner
A browser history examiner is a tool for examining or
analyzing browser capture results that were previously done
using Browser History Capture. The data used is the data in
the capture folder. Browser history Examiner displays
information consisting of Bookmarks, Browser Settings,
Cache Files, Cache Images, Cache Web Pages, Cookies,
Downloads, Email Addresses, Favicons, Form History,
Logins, Searches, Session Tabs, Thumbnails, and Website
Visits.

Email Addresses |Report Preview
Last Used Email Address Domain Source Web Browser (Profile
|| ©]osr10/2021 123605 sus@gmail.com | messenger.com

Savedlogin___|Chrome (Profile 3)

Form History Chrome (Profile 2)
Chrome (Default)
Chrome (Default)
Chrome (Default)
Form History | Chrome (Default
Form History | Chrome (Default
Form History __| Chvome (Default
Form History | Chrome (Default)

accounts.google.com

Figure 14. Email for Access Messenger
Figure 14 shows the email used by the perpetrator to log in to

the messenger account via the chrome web browser, it can be
seen that the email used is “percobaankasus@gmail.com”.
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2.2.3.3 Analysis with FTK Imager

The previous stage has been carried out using a RAM data
acquisition tool using Belkasoft RAM Capture obtained with
the file name 20211006.mem.

20211006 mem 6/10/2021 1946 MEM File 3 SEx
msvep?10.dl
msver1 10l

% RamCapture64.exe

RamCaptureDriver64 sys

Figure 15. File of RAM Acquisition

Figure 15 shows the capture results from the Belkasoft Live
RAM Capture tool which will be analyzed using the FTK
Imager tool to find digital evidence using email parameters
that have been found in the browser history examiner tool,
namely percobaankasus@gmail.com.

063%ak410 6! 6 & 0 ema-a-d------°
063%ab420 - .
063%ab430
063%ab440
063%ab450
063%ab460
063%ab730
063%ak740
063%ab750 |Ei:]

063%ab760 |[

Figure 16. Email and Findings Password

Figure 16 shows the email and password used by the
perpetrator to log in to the messenger account, the email used
is “percobaankasus@gmail.com” and the password is
"Kasusforensik".

12aefldel |

12z2f1d70 |ge
12zefldil |

Figure 17. Evidence of Conversation 1 for FTK Imager

Figure 17 shows evidence in the form of a conversation with
the first message sent by the perpetrator to the victim which
reads "bro ada yang baru, dua orang buathemeninmalamlu
bro".

1d4£4dall 95, 41076564¢]
1d4£4da20

ld4fddasl [

39 35 2C 34 31 30 37 36-35 36 34 36 5D 2C EIe
62 65 70 €1 20 62 €1 €E

Figure 18. Evidence of Conversation 2 for FTK Imager

Figure 18 shows the text of the second message sent by the
victim to reply to the perpetrator's chat which reads
“umurberapa bang?”

12cfaflan 22 '.74 65 TD ?4 5C 5C 2 &

12c£a8130 g 0 5 64 & 61 6E : sih muda 20 an k
12cfabl40 ) ] 6 & 6l 0, biar gua kir
12c£a8150 |3 G 66 & G & 6B & imin fo y
12cfaSle0 [N 61-72 &9 & ) 6F 6E &7 JJau tertarik mong
12cfa8170 | (S 5C 5 22 69 6E AN

Figure 19. Evidence of Conversation 3 for FTK Imager

Figure 19 shows evidence of the findings of the third message
conversation from the perpetrator which contains “masihmuda
20 an bro, biarguakiriminfotonyakalautertarikmonggo”.
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15£464ad0 31 2E 31 35 37 35 32
15fd6das0
15fde4ati
15£464b00
15£464b10

€3 5F &3 &1 74 3D 31

18514£a60
18514£a70
18514£aB0
18514£a80

18514faal B 3F SF 6E €3-5F €3 €1 74 3D

Figure 20. Finding of Evidence File Image

Figure 20 shows the evidence of the image sent by the
perpetrator but only in the form of the file name of the image.

lafl50k20
1lafl50L30
laflsok40

35 3% 35 5C 22 2C 20 5B-32 33 32 3% 35 2C 34 31 pobe
30 37 36 35 36 34 36 5D-2C E 72
€1 20 70 €5 72 6D €1 6C-E1

Figure 21. Evidence of Conversation 4 for FTK Imager

Figure 21 shows evidence of the fourth message sent by the
victim to reply to the perpetrator's message containing
“berapapermalam bang?”.

382bE57=0
382bf57£l
382b£5800

382b£f5810

382bfss2 & 6!
382bf5830 £ {4 SC 5C-5C 22 6% 6E 69 74 €9 6 h“‘

Figure 22. Evidence of Conversation 5 for FTK Imager

Figure 22 shows the findings of evidence of the fifth message
sent by the perpetrator to the victim which contained
“murahbuatbuatlu bro, perorangan S5jta bebasdiapainuntuk
hotel terimaberesdeh”.

J.b'.l'442490
1b74424a0 |[4
1b74424B0
1b74424c0
17442440 |[3

Figure 23. Evidence of Conversation 6 for FTK Imager

Figure 23 shows the findings of evidence of the sixth message
sent by the victim to reply to the perpetrator's message
containing “kebetulanguaada acara besokmalam,
bolehlahguapakekeduanya”.

3fbd5e780 |5C 5C 22 34 31 2C 5C 5C-5C 22 74 65 73 T4 SC 5
3fbd5e750
3fbd5e7al0
3fbd5eTho |3
3fbd5e7co |(§
3fbd5e7d0
3fbd5eTe0

Figure 24. Evidence of Conversation 7 for FTK Imager

Figure 24 shows the findings of evidence of the seventh
message sent by the perpetrator to the victim which contained
“siap bro, total 10jta transfer kerekening 7415053827 a.n
Bagus Sulistijono”.

20blcee70|2C 66 €1 6C 73 €5 29 2C-5F 3D 3

20blceedl
20blceed0 ||

Figure 25. Evidence of Conversation 8 for FTK Imager
Figure 25 shows the evidence found in the conversation of the

eighth message sent by the victim to be replied to containing
“okesiap bang”.
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2.2.4 Reporting

Reporting is the final process of the NIST method and the
process created to create a report on the results of the analysis
carried out by investigators on the perpetrator's device in the
form of a chrome web browser used to commit crimes
according to the scenario that has been created. The results of
the data found on the laptop RAM in the chrome web browser
forensics with live forensics were found, to be used as digital
evidence of the crimes committed by the perpetrators against
the victims through the Facebook messenger service.

Table 2. Data Results Found

Digital A
Evigence Findings Text
Email “percobaankasus@gmai
l.com”
Password “Kasusforensik”
S ——— broada yang baru, dua
Text ru, dua orang bu orapg
buatnemeninmalamlu
bro”
. “umurberapa bang?”
Text umir berapa bang P g
M fals=, [23295
Lexth VR | “masihmuda 20 an bro,
3ih muda 20 an b . S
Text SRR | biarguakiriminfotonyak
imin fotonya kal alautertarikmonggo”
au tertarik mong
M. minitd
mee e r me—ees o “berapapermalam
Text QIEseiel, bang?”
a permalam bang?
re————————— | ‘‘murahbuatbuatlu bro,
| 1u bro, peroran perorang 5jta
Text LRt | bebasdiapainuntukhotel
pain untuk hotel terimab deh”
terima beres de crimaberesde
M. \\\"initia
“kebetulanguaada acara
Text besokmalam,
e bolehlahguar’J’akekeduan
ake keduanva' "M - ya -
“siap bro, total 10jta
transfer kerekening
Text 7415053827 a.n Bagus
Sulistijono”
(false), =>L3.3p @ . 5
Text - okesiap bang
.U, [0
/ |
!
Picture sent by the perpetrator
and the victim
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Table 2 shows the evidence found from the RAM and Web
browser chrome capture results, namely emails, passwords,
text of conversations between perpetrators and victims, as
well as photos sent by perpetrators and victims.

2.2.5 Results

The tools used in this research is the Chrome browser using
the Facebook Messenger service. The digital evidence is then
analyzed using several forensic tools. The results found in this
study in the form of a text conversation between the
perpetrator and the victim were found using the FTK Imager
and the uploaded image sent by the perpetrator to the victim
was found using the Browser History Capture tool.

Table 3. Comparison of results obtained from Several

Tools
Forensic Tools
Browser
Ram History Browser
No | Information | Capture | Capture + Hist
+FTK | Browser Istory
. Examiner
Imager History
Viewer
1 | Email v - N
2 | Password N - -
A messaging
3 . v - -
conversation
Posts
4 | pictures i v i
5 | Id account N - -

Table 3 shows the evidence found using several forensic tools.
Belkasoft Live RAM Capture and FTK Imager, Browser
History Examiner get emails. Belkasoft Live RAM Capture
and FTK Imager tools get Password, account ID and
conversation text. Belkasoft Live RAM Capture is used to get
the perpetrator's laptop RAM and FTK Imager is used to read
the results of the RAM acquisition that has been obtained.
Browser History Capture, Browser History Viewer, and
Browser History Examiner only found evidence according to
the scenario in the form of web pages, browsing history links,
account logins, and posting pictures.

3. CONCLUSION

The web browser forensics process is carried out on the
Facebook messenger service with cases of online prostitution
obtaining digital evidence, namely making acquisitions of
RAM using the Belkasoft Live RAM Capture and FTK
Imager tools in the form of the perpetrator's account
information, namely email and password, message
conversation, time of message sender, perpetrator's account id
and victims. The Browser History Capture, Browser History
Viewer, and Browser History Examiner tools generate
browser web pages, cache images, and time in messenger
account access. The percentage results obtained based on
forensic tools using Belkasoft Live RAM Capture which were
analyzed using the FTK Imager tool were 80% with evidence
of email, password, message, and account id. Browser History
Capturer analyzed by forensic tool Browser History Viewer is
20% with proof of posting pictures, web browser history,
Facebook Messenger account profile photo and access time.
Tool Browser History Examiner is 20% with proof of email
accessed. The results of this study managed to find messages
that have been deleted.
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