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ABSTRACT 

Whatsapp is a messaging application for smartphones that can 

be used across platforms including Apple iOS, Android, 

Windows Phone, etc. popularity Whatsapp's among the public 

can be misused for negative purposes for the development of 

society itself. One example of a case that often occurs in the 

community is extortion through the application Whatsapp. 

This study will carry out a scenario of a crime of extortion 

that occurs using Whatsapp Web, Whatsapp runs on the 

Chrome Browser, this research uses the NIJ stage. The stages 

of the forensics National Institute of Justice (NIJ)are 

preparation, collection, examination, analysis, and reporting. 

This research uses a laptop with a condition that is connected 

to the internet and accesses Whatsapp via the Chrome 

browser. The process of collecting digital evidence through 

forensic tools, namely Belkasoft RAM Capturer, FTK Imager, 

Browser History Capturer, and Browser History Examiner. 

This research produces digital evidence, namely information 

on profile photos of perpetrators and victims, when accessing 

WhatsApp Web, WhatsApp Weblinks accessed via Chrome, 

as well as evidence of extortion chats that have been deleted 

by the perpetrators. The percentage of results obtained from 

the results of imaging data analysis using the FTK Imager tool 

is 50% in the form of a WhatsApp Web link and chat from the 

perpetrator to the victim, while the results from the Browser 

History Examiner are 50% in the form of a cache of the photo 

perpetrator, as well as the access time WhatsApp.This 

research uses the stages of the National Institute of Justice 

(NIJ), it is hoped that future research can use other stages. 

This research uses OS Windows 10, so it is hoped that for 

further research it can use OS Linux or macOS. 
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1. INTRODUCTION 
The rapid development of instant messaging and social media 

application technology has facilitated people in living their 

daily lives, current instant messaging applications such as 

Whatsapp, Line, SMS, messenger, is not only used to share 

the news with family or friends but can be a place to earn a 

living. The growth of social media and instant messaging 

applications has facilitated many serious crimes.[1] These 

irresponsible individuals continue to change their strategy to 

utilize social media services and instant messaging 

applications to fulfill their own interests without thinking 

about the impact on others.Whatsapp is a messaging 

application for smartphones that can be used across 

platform.[2]Whatsapp uses internet data packages to send 

instant messages, by using Whatsapp one can have chatted 

online, share files, videos, and photos as well as other 

interesting features.[3]popularityWhatsapp's among the public 

can be misused for negative purposes for the development of 

society itself. One example of a case that often occurs in the 

community is extortion through the application Whatsapp. 

1.1 Study Literature 

1.1.1 Previous Study 
The first previous research was entitled "Analysis of Forensic 

Investigations Whatsapp Messenger Smartphone 

AgainstWhatsapp Based Web-". This research shows that one 

can get complete access to all information on Whatsapp, be it 

Whatsapp Smartphone or Whatsapp Web[4]. Most chat 

applications follow the same pattern of synchronizing 

messages, contacts, and user data when syncing and updating 

conversation data periodically.[5] The approach taken gives a 

general outline for all similar applications that run on 

platforms Android and Windows such as Telegram and the 

like. This research can be useful for Mobile Forensic Analysis 

and Investigation on Android smartphones and multiple 

applications web-based browsers.[6] 

A previous research both entitled "Analysis of Digital 

Evidence Whatsapp on Android Smartphone UsingMethods". 

Live ForensicFrom the results of the identification carried out 

by analyzing the evidence on the Android Smartphone, it can 

be concluded that the acquisition, processes imaging and 

analysis run smoothly using the mobile edit application 

version 9.0.[7] 

The third previous research entitled "Identification of 

Whatsapp Digital Evidence on Proprietary Operating Systems 

Using Live Forensic". This research states that live forensic 

techniques can be applied to the process of retrieving digital 

evidence from the desktop-based Whatsapp IM application on 

the Windows 8 operating system using the forensic tools FTK 

Imager. Digital evidence is obtained in the form of texts of 

Whatsapp conversations that occurred between the suspect 

and the victim which can be used as digital evidence related to 

cases of online shop fraud that occurred.[8] 

The fourth previous research entitled "Live Forensic Analysis 

for Comparison of Instant Messenger Applications on the 

Windows 10 Operating System".[9] This research analyzes 

IM applications, namely Line Messenger, Facebook 

Messenger, and Telegram Messenger and obtains the results 

that the application of live forensic techniques to obtain 

digital evidence of activities using IM applications requires 

different tools and techniques, techniques and tools for live 

forensics itself also cannot be used on a long time, because if 

the RAM dies, dumping and analysis of evidence cannot be 

carried out.[10] 

The fifth previous research entitled "Acquisition of Digital 
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Evidence on Android-Based Instagram Messenger Using the 

National Institute of Justice (NIJ) Method". The research was 

conducted to obtain digital evidence from the two 

smartphones used in cyberbullying cases. The data acquisition 

process uses the NIJ method which recommends several 

stages such as preparation, collection, examination, analysis, 

and reporting.[11] The acquisition process was carried out 

using the Oxygen Forensic application so as to get the desired 

results, namely digital evidence in the form of images/photos 

and conversations from social media Instagram installed on 

the smartphone. The process of acquiring digital evidence that 

was successfully obtained on Instagram on a smartphone in 

Root condition obtained the expected data in the form of 

photos and conversations while for smartphones that were not 

in Root condition the expected digital evidence was not 

obtained.[12] 

1.1.2 Digital Forensics 
Forensics is one of the branches of science used for the 

investigation and discovery of digital device content, the term 

digital forensics was originally synonymous with computer 

forensics, but has now been expanded to investigate all 

devices that can store digital data. Digital forensics is a 

discipline derived from computer security that deals with the 

finding of digital evidence after an event have occurred. 

Digital forensics activity itself is a process of identifying, 

maintaining, analyzing, and using digital evidence according 

to applicable law.[13] 

1.1.3 Live Forensics 
Basically live forensics has similarities with traditional 

forensic techniques in terms of the methods used, namely 

identification, storage, analysis, and presentation, only live 

forensics is a response to the shortcomings of traditional 

forensic techniques which cannot get information from data 

and information that only exists. when the system is running, 

for example, activities memory, network processes, swap 

files, running system processes, and information from files 

system.[14] 

1.1.4 Computer Forensics 
Forensics is the process of obtaining and analyzing digital 

information for use as evidence in civil, criminal, or 

administrative cases. Computer forensics is also often referred 

to as digital forensics, information technology forensics, or 

data forensics which is an investigative process in which 

researchers identify, maintain, analyze digital evidence 

consisting of various types.[15] 

1.1.5 Digital Evidence 
Evidence is information stored or transmitted inform a binary 

that can be used in court. Digital evidence is generally related 

to digital crimes such as crimes that use social media as a 

place to commit crimes so that digital evidence can be used to 

help prosecute all types of digital crimes.[16] Digital evidence 

is so susceptible to alteration that it can affect its authenticity 

if not handled properly. Any kind of alteration that contains 

digital evidence will lead to wrong conclusions, or the 

evidence will be unusable.[17] 

1.1.6 WhatsApp Web 
WhatsApp Web in principle functions to open an account 

WhatsApp via a computer device. This feature in the early 

period is easier to use over the web. The developer provides 

the barcode that needs to be scanned through the application 

WhatsApp mobile.[18] Scanning will directly open the 

application WhatsApp according to the working account on 

the smartphone used for scanning. Conversations contained in 

the application WhatsApp on smartphones will also be 

displayed on the version web. Synchronization will be done 

automatically if there is a change in one of the active 

applications.[19] 

1.1.7 Cybercrime 
In conducting investigations and analysis of a criminal case, 

both cybercrimeand conventional, an investigator must be 

able to position himself as a criminal (criminologist) in order 

to help facilitate investigation and case solving.[20] Because a 

criminologist of course already understands all kinds of 

crimes that are often committed by criminals which include 

social phenomena and actions that violate the law and the 

norms of society that apply.[21] 

1.1.8 Chrome Browser 
Google Chrome is a browser released by Google, the world's 

largest and leading search engine company. Google Chrome is 

also designed to run as fast as possible.[22] Chrome was first 

released by Google on September 2, 2008 when it was only 

for Microsoft Windows because it was still in beta status. 

Then on December 11, 2008, Google Chrome was released 

for all types of operating systems because it already has a 

stable version. And as of January 2012, Google Chrome is 

estimated to have reached 25-28% of all global browser 

users.[23] 

 

1.1.9 National Institute of Justice (NIJ) 
National Institute of Justice (NIJ) is the research, 

development, and evaluation agency of the United States 

Department of Justice. [24] 

 

Figure 1.Stages of NIJ Method 

Figure 1 shows the standard steps of the NIJ, the explanation 

of these steps is as follows[25] : 

a. Preparation,this stage is carried out by preparing the tools 

and materials needed to complete tasks during the 

investigation. 

b. Collection, at this stage, activities are carried out to find 

data and information that can support the investigation 

process, as well as collect them and make copies of data 

obtained. 

c. Examination, this stage is carried out searching for 

information data from data that has been collected in the 

previous stage which can be used as evidence. At this 

stage, the process of making digital evidence and 

document contents from the data obtained is seen as. 

d. Analysis, this stage the activity of analyzing digital 

evidence from data that has been filtered in the previous 

stage to determine the significance and proof of. 

e. Reporting, this stage is information presentationobtained 

from the stage Analysis. 

2. METHODOLOGY 

2.1 Research Scenario 
Several steps were taken to find data that could potentially 

become evidence, namely preparation, collection, and 

examination. Volatile data was obtained from the live forensic 
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method in the form of conversational texts and delivery times, 

as well as usernames and passwords as additional data. The 

chrome browser will get information in the form of a history 

of web visits, access times, and cache images of images sent 

by perpetrators. In the analysis of this research, it aims to 

create case scenarios for research regarding the search for 

evidence of crimes cyber that occurred on WhatsApp. Web 

running on browser Google Chrome. Figure 2 describes the 

perpetrator accessing WhatsApp Web through the Chrome 

browser that has been installed on the laptop. The perpetrator 

sent a message to the victim through his WhatsApp account. 

 

Figure 2.Flow of the Case Scenario on WhatsApp Web 

Figure 2 shows the perpetrator accessing WhatsApp Web 

using the Chrome web browser that has been installed on the 

perpetrator's laptop. The perpetrator sent a message to the 

victim through his account WhatsApp. The victim felt 

aggrieved, finally, the victim reported it to the police by 

bringing a screenshot of the conversation between the victim 

and the perpetrator so that the police formed a team to resolve 

the case and arrest the culprit. When the arrest was made, the 

police secured the crime scene along with the evidence found.  

2.2 Research Stages 

The stages of this research as stated in the case research 

simulation process can be carried out by trying to find and 

obtain evidence of a crime on the application WhatsApp Web. 

The stages of this research refer to the standard stages of 

National Institute of Justice(NIJ), namely Preparation, 

Collection, Examination, Analysis, and Reporting. 

2.2.1 Preparation 

At the preparation stage, what needs to be done is to prepare 

the equipment and materials that will be used in the 

investigation stage carried out by the investigator. 

Table 1. Tools and Materials 

 

No Tools and Materials Description 

1 Laptop Acer Travelmate P645-S 

2 Google Chrome ver 

89.0.4389.114 

Browser 

3 RAM Capturer 64-bit 

version 

RAM acquisition tools 

4 FTK Imager ver. 

4.2.1.4 

Imaging tools 

5 Browser History 

Capturer ver. 1.2.7 

Browser data capture 

tools 

6 Browser History 

Examiner ver. 1.14.1 

Browser data analysis 

tools 

In Table 1 are the tools and materials that will be used in 

analyzing and acquiring data from the evidence that has been 

found. 

2.2.2 Collection 

At this stage, the evidence is secured with the aim of 

protecting the authenticity of the evidence. 

Table 2. Physical Evidence Found 

 

No Name of 

Evidence 
Figure Description 

1 Laptop 

 

Perpetrator's 

laptop was found 

to be turned on 

and connected to 

the Internet 

2 Charger 

 

Charging cable 

used by the 

perpetrator 

In Table 2 there are photos of evidence that have been 

collected by the police and then submitted to 

investigators.The evidence obtained is electronic evidence in 

the form of a laptop using the Windows operating system and 

in it there is a Google Chrome browser which is a 

communication tool used by perpetrators to commit 

cybercrime.  

2.2.3 Examination 

At the RAM data acquisition stage using forensic tools 

Belkasoft Live RAM Capturer, these tools are used for the 

acquisition of data stored in RAM electronic evidence found. 

The acquisition takes time, this time depends on the amount 

of RAM memory on the perpetrator's laptop. 

 

Figure 3. RAM Capturer Acquired Successfully 
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Figure 3 is the display of Belkasoft Live RAM Capturer on 

the initial screen. The column 'Select output folder path' is a 

column to write down the folder used to store the acquisition 

file. The RAM capture results are stored on the 

C:\Users\cindy amelia\Downloads\x64 drive with a file size of 

9712 MB.After the volatile data in RAM has been 

successfully acquired, imaging is carried out to maintain data 

integrity and stored in other media storage and inspections are 

carried out. 

 

Figure 4. theHashing Results of RAM 

Figure 4 shows the hash value of the data imaging results that 

have been carried out, it can be seen that the hash value on 

MD5 and SHA1 of the verified imaging file matches or is the 

same as the hash value on MD5 and SHA1 of the original file. 

This means if the hash value of the imaging file and the 

original file shows the same, then the imaging process is 

perfect and there are no changes to the file. 

 
Figure 5. Display of Browser History Capturer 

In figure 5 shows the browser history capturer when 

successfully capturing data from the chrome browser, the data 

captured by the capturer is stored on drive 

E:\Lectures\Semester 8\Thesis\RAM. 

 

Figure 6.Capture Results File of Browser Chrome 

Figure 6 shows the capturer files from the Browser History 

Capturer tools have been saved in a folder called Capture. 

2.2.4 Analysis 
The analysis stage is the process of searching for information 

in the form of digital evidence that has been data acquisition 

from RAM. The information sought is evidence of the 

perpetrator's chat threatening the victim which has been 

deleted by the perpetrator. This analysis uses forensic tools, 

namely Belkasoft RAM Capturer, FTK Imager, Browser 

History Capturer, and Browser History Examiner. 

2.2.4.1 Browser History Examiner 
Tools Browser History Examiner serves to check the capture 

results that have been done previously using the Browser 

History Capturer tool. At this stage, the data to be used is the 

data contained in the Capturer folder.At this stage will obtain 

information on the Chrome browser in the form of Browser 

Settings, Cache, Cookies, Bookmarks, History Website 

Visited, and others. 

 

Figure 7.ResultData History Chrome 

Figure 7 shows the historical data contained in the Capture 

folder, based on the history data that was successfully 

obtained, it can be seen that Whatsapp Web was accessed on 

October 3, 2021, at 16:00. 

 

Figure 8. Activity Browser Access WhatsApp Web 

In Figure 8 it can be seen that https://web.whatsapp.com/ was 

accessed on October 3, 2021, at 16:35:22 using the Chrome 

browser. 
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Figure 9.Image Cached of perpetrator's profile photo 

Figure 9 shows the cache of the perpetrator profile photo 

circled by a red box. 

 
Figure 10.Image Cached of victim's profile photo 

Figure 10 shows the cache of the victim profile photo circled 

by a red box. 

2.2.4.2 Analysis With FTK Imager 
FTK Imager is an Access Data Forensic ToolKit Imageris one 

of the tools used in the world of digital forensics to perform 

data acquisition systems developed by AccessData 

companies. Where the acquisition system itself is a system 

that functions to retrieve, collect and prepare data, to process 

it to produce the desired data. 

 

Figure 11. First Results for FTK Imager 

In Figure 11 showing the findings with the keyword 

Whatsapp, it is seen that the Whatsapp site is accessed via 

https://web.whatsapp.com/. 

 

Figure 12. Second Results for FTK Imager 

In Figure 12 it can be seen that in the first chat sent by the 

perpetrator to the victim, the perpetrator sent a blackmail 

message to the victim. 

 

Figure 13.Third Results for FTK Imager 

In Figure 13 you can see evidence of the second chat sent by 

the victim to the perpetrator, the victim asks the perpetrator's 

intention to threaten the victim. 

 

Figure 14.Fourth Results for FTK Imager 

In Figure 14 there is evidence of the chat of the three 

perpetrators to the victim, the perpetrator still threatens to 

spread photos of the victim's parents if the money he asks for 

is not given by the victim. 

 

Figure 15. Fifth Results for FTK Imager 

Figure 15 shows evidence of the chat of the four perpetrators 

to the victim. 
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2.2.5 Reporting 
The reporting stage is the last stage of the stage National 

Institute of Justice (NIJ). At this stage, the investigator will 

make a document or record of the results of the analysis of the 

evidence that has been carried out in detail.. 

2.2.6 Results 
Results will discuss the findings of the RAM data that has 

been acquired using several forensic tools, namely Belkasoft 

RAM Capturer, FTK Imager, Browser History Capture, and 

Browser History Examiner. 

Table 3. Results Analysis On WhatsApp Web 

No Information Data Forensic Tools 

FTK 

Imager 

Browser 

History 

Examiner 

1 WhatsApp Weblink √ - 

2 The perpetrator's chat 

with the victim 
√ - 

3 Cache Photo 

Perpetrator 

- √ 

4 Access time - √ 

Table 3 displays the results found in analyzing WhatsApp 

Web used on the browser Chrome using tools forensic. As 

seen in the results from the FTK Imager, evidence was found 

in the form of a WhatsApp Weblink accessed by the 

perpetrator, as well as the perpetrator's chat with the victim. 

The Browser History Examiner tool displays the WhatsApp 

Weblink accessed via Chrome, the cache perpetrator's photo, 

and the time of the web access. 

Table 4. The Findings of Evidence 

 

Evidence From 

Victims 

Findings Text 

 

 

WhatsApp 

Web access 

link 

 

“Siapaya?” 

 

"Akupunyaf

oto mama 

kamuwaktuv

ctelanjangsa

maaku, 

akusudahscr

eenshootfoto

nya, 

kalokamuga

maufoto 

mama 

kamuakuseb

ar, suruh 

mama 

kamubawaua

ng 3 

jutakeaku, 

akutunggusa

mpaibesokka

lobelumada 

juga 

fotonyabakal

akusebarkes

osial media” 

 

“Maksudka

muapayanga

ncam kaya 

gitu? 
Kamusiapa 

hah?" 

 

"Pokoknyak

alosampebes

okuangnyaga

ada di aku, 

fotonyaakan

akusebarbiar

keluarga 

kalian 

malu!!" 

 

"Jangansamp

aigadibawau

angnya, 

kalogalihataj

afotonyabak

alakusebar." 

 

 

Table 4 shows that the evidence found during the forensic 

process has similarities with the evidence brought by the 

victim as report evidence. The evidence found in RAM is the 

contents of the conversation between the perpetrator and the 

victim as well as the cached image from the browser. The 

evidence found from the Chrome browser is the history of 

visits to the Chrome browser, the time spent accessing 

Whatsapp Web on the Chrome browser, cached images of the 

perpetrator and victim, and evidence of conversations between 

the perpetrator and the victim. 
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3. CONCLUSION 
In this research, the main focus is to find and collect evidence 

from the laptop used by the perpetrator in committing a crime 

to the victim. Chat that has been deleted by the perpetrator on 

Whatsapp which is accessed using a browser Chrome can be 

restored by retrieving volatile data on laptop RAM using tools 

Belkasoft RAM Capturer, then the data is Imaging using FTK 

Imager. As well as WhatsApp access history data on the 

Chrome browser, cached profile photos of perpetrators, and 

cached profile photos of victims using the Browser History 

Capturertools and Browser History Examiner. The percentage 

of results obtained from the results of imaging data analysis 

using the FTK Imager tool is 50% in the form of a WhatsApp 

Web link and chat from the perpetrator to the victim, while 

the results from the Browser History Examiner are 50% in the 

form of a cache of the photo perpetrator, as well as the access 

time WhatsApp. This research uses the stages of the National 

Institute of Justice (NIJ), it is hoped that future research can 

use other stages. This research uses OS Windows 10, so it is 

hoped that for further research it can use OS Linux or macOS. 
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