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ABSTRACT 
Digital image manipulation is increasingly difficult to detect. 

Software for image processing is easily available, making it 

easier for someone to manipulate a photo. Image manipulation 

techniques produce fake photos that are difficult to detect. 

Crime cases that use photo manipulation are increasingly 

rampant in fake news (hoax). Detection of manipulated 

images in crime cases using digital forensics.The object of this 

research is the attack on the jpg image. The data collection 

method used in this research is the observation technique and 

literatul study (library). The method used in this research is 

Error Level Analysis (Ela). ELA is a forensic method for 

identifying parts of an image with different levels of 

compression. This research is concerned with detecting errors 

that occur due to a decrease in image quality. If a JPEG image 

is attached to another JPEG image, then saved as a JPEG, 

there will be a difference in the level of compression that 

occurs.  
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1. INTRODUCTION 
Photo media is one of the communication media, namely 

media that can be used to convey messages/ideas to other 

people[1]. Photo media or the term photography is a medium 

that can be used to document an important moment or 

event.[2] As a medium that can record images, with all forms 

of life stopping in a photo such as pressing the pause button 

on the nature of life, photography captures and eternal use[3].  

Regarding photography as a medium, in this subchapter, as a 

carrier of information, it has something to do with 

photography as a supporting medium in the world of 

journalism.[4] In general, photojournalism is produced 

through the photographic process to convey a message, 

information, an event that is interested to the public and 

disseminated through mass media[5]. 

The news that is spread is not certain of the truth, because in 

the current era of globalization it is very easy to manipulate 

data and change photos as evidence so that it allows many 

people to fake news and produce a lot of hoax news[6]. 

Digital image is one type of digital goods that has a very high 

level of risk and evidence of information loss[7]. 

Manipulated images and videos can be used for a variety of 

purposes, such as advertising, entertainment, crime and 

tricking investigators[8]. While from the reader's point of 

view, as in criminal cases, it is investigators, manipulated 

images and videos can mislead investigations and arrest the 

wrong perpetrators[9]. In the case of pornography, 

manipulated images and videos can damage the name and 

reputation of a person to the company[10]. Those who are 

negatively affected by the manipulation of images and videos 

are victims in large numbers because anyone can become a 

victim[11]. 

The field of digital image forensics, will assist law 

enforcement, intelligence, private investigations, and the 

media[12]. The increasingly advanced image technology at 

this time raises new issues and challenges in determining the 

authenticity of images in digital images[13]. Digital image 

forensics is one of the scientific methods in the field of 

research that aims to obtain evidentiary facts in determining 

the authenticity of images in digital images[14]. 

Disturbances are often found in image formats such as the 

Joint Photographic Experts Group (JPEG). JPEG is the most 

common format supported by devices and applications[15]. 

Therefore, the researcher will analyze the forensic image 

using the Error Level Analysis (ELA) technique[16] 

Based on this description, to be able to overcome the 

problems that occur can be handled using one of the forensic 

field methods, namely the Error Level Analysis technique. 

To find out the original image that is widely circulated on 

social media by building tools that can be used to detect the 

authenticity of the image. 

2. STUDY LITERATURE 

2.1. Image Forensic 
Forensic technique to check the authenticity of photo files is 

one part of forensic photography techniques, which are used 

to examine the evidence, in the form of image files which are 

one of the evidence that can be submitted to the court, if the 

photo files are in accordance with the standards set by law, but 

it can also be used for the function of documentation, 

intelligence analysis[17]. 

 

In checking the authenticity of photo files, several forensic 

techniques are used to prove and examine the photo, either by 

using software that is used to examine sensitive data contained 

in the photo with the help of photographic tools and 

techniques[18]. 

 

2.2.Digital Evidence 

Digital evidence is information stored or transmitted in binary 

form that can be relied upon in court. It can be found on 

computer hard drives, cell phones, personal digital assistants 

(PDAs), CDs, and flash cards in digital cameras, among other 

places. Digital evidence is generally related to digital or 

electronic crimes, such as pornography, porting, identity, 

theft, phishing, or fraud in the form of credit cards or 
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ATMs[19].However, digital evidence is now being used to 

prosecute all kinds of crimes, not just digital crimes[20]. 

 

2.3. Error Level Analysis 
If an image is saved in JPEG format, there will be a loss of 

quality[21]. ELA detects errors that occur as a result of the 

degradation. 

a. In Error Level Analysis several things need to be 

considered in analyzing 

b. Edges are pixels or call it small colorful dots that form 

a line following the original image area (forming a 

pattern). 

c. Pattern is a collection of pixels that form the same 

image as the original image with detailed edge 

features and the same color. In the modified area, the 

pattern will form a distinct edge (less detail) with a 

lighter color. 

d. Surface is an area or area that has the same color. For 

example, photos that have a wall or sky background. 

In the modified photo, this surface will form a 

rainbow[22]. 

 

2.4. Image Forensic 

Forensic technique to check the authenticity of photo files, is 

one part of forensic photography techniques, which are used 

to examine evidence, in the form of image files which are one 

of the evidences that can be submitted to court, if the photo 

files are in accordance with the standards set by law, but it can 

also be used for the function of documentation, intelligence 

analysis[23].  

In checking the authenticity of photo files, several forensic 

techniques are used to prove and examine the photos, either 

by using software that is used to examine sensitive data 

contained in photos with the help of photographic tools and 

techniques[24]. 

2.5. Acquisition 
Acquisition is the process of making copies of digital 

evidence and documenting the methodology used and the 

activities carried out. The officer making the acquisition must 

select the most appropriate method based on the situation, cost 

and time, and document the decision chosen to use the 

particular method and appropriate tool[25]. 

The method chosen must also be practicable, the process can 

be repeated with the same results, and it can be verified that 

the copies are exactly the same as the original evidence. In 

circumstances where the verification process cannot be carried 

out, for example when the acquisition process is running, 

suddenly the original copy being made has error sectors, then 

in such a case the investigative officer conducting the 

acquisition must choose the most feasible method for carrying 

out the acquisition process. Re-acquisition and document it, 

then be able to explain why the reacquisition was made and be 

able to defend the argument. 

3. METHOD 

3.1  Research Stage 
This study uses several data collection methods including a 

literature study where in this stage data collection is done by 

studying and reading books, literature, research journals that 

have to do with the problem being solved.  

 

The next stage is observation where in this stage the 

observation of the existing forensic photo facilities and 

experimental and simulation techniques to observe and 

experiment the analysis process is carried out to determine the 

authenticity of the image.The stages of the research can be 

seen as shown in Figure 1 The research stage: 

 

 

 
 

Figure 1. The Research Stage 

 

A. System Analysis 
The data that will be used for the analysis process are images 

or photos in jpeg format. An image saved in the JPEG format 

will experience a decrease in quality.In the compression 

analysis process that has been run, it will produce a JPEG file 

from the data used. 

 

B. Design 
The design process carried out in this research is as follows: 

1) Data Design 

The data that will be used for research is a file in JPEG 

format. The processed data is stored in a folder that has been 

determined to carry out an analysis process so that the data 

can be run properly. 

2) Process Design 

This stage is the basic stage in the system design process to be 

made. Here is the process design:Input photos or images to be 

analyzed, in this process the photos are in the form of files in 

.jpg format. The results of the photo or image input will be 

compressed using the ELA algorithm which will show the 

photo or image is original or has been digitally modified. 

Then it will issue an output in the form of an image with a .jpg 

format where the image displays the compressed results. 

 

3) Interface Design 

The system that will be designed to improve document 

security has several tools, such as: 

a. Input image file or photo format *.jpg 

b. Compression process for documents that have been 

inputted 

c. Provision of a compressed photo download feature for 

analysis 

 

C. Implementation 
At the implementation stage, the system is made in a 

programming language that is understood by computers, in 

this study it will be implemented into a web programming 

language, namely HTML, and Python programming language. 

 

D. Testing 
The testing phase is carried out to ensure that the algorithm in 

the system that is made can be in accordance with the theory 

used and can display the compression results of an image. 
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3.2 Research Scenario 
The research scenario is a stage to describe the research that 

will be carried out, the stages that will be carried out as in 

Figure 1 using the Error Level Analysis method will be 

scenario, the scenario that will be made is the preparation 

stage that must be carried out to carry out the investigative 

process in handling digital evidence starting from determining 

the image to the analysis. 

In crimes that often occur in spreading false news (hoaxes) 

using photos, usually by manipulating the photo and then 

spreading it like the simulation shown in Figure 2. 

 

 
Figure 2. Photo Manipulation Spread Simulation 

 

Figure 2 shows how the process of distributing manipulated 

photos to the public. In today's era, most people use 

WhatsApp to share information, therefore it is very easy to 

spread news through WhatsApp Messenger.  

 

The perpetrator takes the original photo and then manipulates 

it using existing editing tools and adapts it to the news that 

will be disseminated, after the photo has been successfully 

manipulated it will then be distributed via WhatsApp and will 

be spread to the public in a way that people will believe the 

news because there are photos that support it and will be 

shared with other people. others in the person's WhatsApp 

contacts. 

 

In the research scenario, it consists of several stages as shown 

in Figure 3. 

 

 
Figure 3. Research Scenario 

 

Figure 3 is a research scenario of the forensic analysis process 

on photos, in this study the main focus is on analyzing the 

level of error in photos.  

Perpetrators use smartphones and laptops to edit and spread 

hoax news and photos with WhatsApp messenger which will 

be accepted by the public via WhatsApp on their smartphone.  

The investigator will analyze the evidence found on 

WhatsApp messenger and laptop and then an analysis will be 

carried out using an error level analysis technique. After 

obtaining the information, the next step is to analyze the 

information whether a photo is a real photo or an engineered 

one. The conclusion is to explain whether a photo is original 

or engineered and explain if the photo has been engineered it 

will show where the photo is changed or added. 

4. RESULTS AND DISCUSSION 
the acquisition of evidence through WhatsApp is done with 2 

tools, namely FTK Imager and MobileEdit Forensic. The 

following is the result of the acquisition on a smartphone 

using mobileEdit Forensic can be seen in Figure 3. 

 

 
Figure 3 Acquisition with MobileEdit Forensic 

Figure 3 is the result of the acquisition of the WhatsApp 

application on the smartphone. then the acquisition was made 

on WhatsApp web using FTK Imager, the results can be seen 

in the following figure 4. 

 
Figure 4. Acquisition with FTK Imager 

 

After the results obtained from Figure 3 and Figure 4 above, it 

will then be focused on the image file on WhatsApp for 

further analysis using the system that has been built. 

 

4.1.  Requirements Analysis 

4.1.1 Data Requirements Analysis 
Data analysis is used to determine what data will be processed 

in system development. The data to be used is a file in the 

form of an image or photo with the extension *.jpeg. If the 

document used for processing in the system that was built 

uses other than documents with the extension *.jpeg, the 

system will not run properly or a notification will appear that 

only types of documents with the extension *.jpeg can be 

processed. 

 

4.1.2 System Requirements Analysis 
a. User Requirements 

1) User can upload files in the form of images or photos 

Image Files 
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2) User can upload the result of the compression view 

 

b. System Requirements 

1) The system is able to validate the file format to be 

processed 

2) The system is able to display the compression results 

of an image 

3) The system is able to save photos to the database 

4) The system is able to upload the results of the 

compression view 

 

4.2 System Design 

4.2.1 Use Case Diagram 
Use case diagrams are used to describe what processes can be 

carried out by the system to be made, which can be seen in 

Figure 5. 

 

 
Figure 5. Use Case Diagram 

 

Figure 5 is a use case diagram display of users who will use 

the system. The use case has several flows that will be run by 

the user, namely the user can upload a document in the form 

of an image according to the specified format, the user can 

also upload an image document from the compression display. 

4.2.2 Diagram Activity 
Activity diagram is a diagram that can model the processes 

that occur in a system. The process sequence of a system is 

depicted vertically. Activity diagram is a development of Use 

Case which has activity flow. The activity diagram can be 

seen in Table 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table1. Diagram Activity 

User System 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 1 explains that the user uploads an image then there is a 

condition that is run by the system to check the image format. 

If the image does not match the specified format, it will return 

to the image upload process until it matches the format, but if 

the conditions are met, it will continue to the next process.The 

next process is that the system divides the image into 8 x 8 

blocks and recompresses it at an error rate of up to 90%. 

 

 Each square should provide approximately the same level of 

quality if the image is completely unmodified. Error rate of 

information lost while the image is saved in JPG format. The 

error rate will increase will increase on the save operation 

again. Subsequent save-back operations can reduce potential 

error rates and show through dark ELA results. After a 

number of save operations, the square grid can reach its 

minimum error rate. Frequency and details can be lost by each 

save operation. 

 

4.2.3 Interface Design 
Interface design is the design of the appearance of the system 

to be built. The process of drawing is carried out to show the 

relationship between the user and the designed system. The 

results of the representation of the scheme are made in a 

simple manner and aim to make it easier for the user to read 

the information provided.The interface will be a medium of 

interaction between the user and the system. The following is 

a display of the system interface design that has been built, 

which can be seen in Figure 6. 

 

Upload image 

file with *.jpg 

format format 

 Check 

Forma

t 

Image conversion 

to RGB 

Image 

compression 

Can download the 

compressed image 

file ELA 

Yes 

No 

Image 

Normalization 
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Figurer 6. Interface Design 1 

Figure 6 is an interface design for the initial display when the 

user opens the system. Then the display when the user has 

used the system and the system displays the results of the 

ELA extraction can be seen in Figure 7. 

 
Figure 7. Interface Design 2 

 

Figure 7 is a display design when the user successfully 

performs an ELA extraction of the uploaded image. 

4.3 Implementation 

4.3.1 System Workflow 
The image detection system created is an implementation of 

the analysis and design that has been discussed previously by 

using the PHP and Python programming languages. The 

Python programming language is used to run the ELA 

algorithm process in detecting the authenticity of the image, 

while the PHP programming language is used to create a web-

based system. In addition, it provides a coding standard that 

makes it easier to study the application system that is built and 

has a very small file size and is not too much in the 

configuration process. 

 

4.3.2 System Implementation 
This is the implementation of the design results into an 

application. Image detection system using error level analysis 

technique. The display of the system when it is run can be 

seen in Figure 8. 

 
Figure 8. System Implementation 

 

Figure 8 is the display of the system when it is first run,here 

you can directly upload images on the device via the browser 

menu. This system can only accept input with the extension 

.jpg only and will reject files with extensions other than .jpg. 

The following validation form can be seen in Figure 9. 

 
Figure 9. Form Validation 

 

Picture 9 is the display when the uploaded image does not 

match the specified format, namely .jpg. If the image is in 

accordance with the format then extracted, a display of the 

results of the ELA extraction will appear on the uploaded 

image. The results of the ELA extraction can be seen in Figure 

10. 

 
Figure 10. ELA Compression 

 

Figure 10 shows the results of the ELA compression, the 

image can be downloaded by clicking on the image and it will 

automatically download. After the image is successfully 

downloaded, it can be analyzed and then it can be used as 

digital evidence 

4.4 Testing 
The process of detecting object matches in digital images 

begins with creating a scenario in the form of preparing two 

image files consisting of an original image and an 

edited/altered image. Then input the two images into forensic 

tools, in this study using Forensicallybeta, after that the 

images will be processed by the tools so that they get results 

that can be analyzed. The final stage is to analyze the two 

image detection results so that conclusions can be 

obtained.The following is a photo of the results of image 

manipulation and the original photo from a cellphone camera 

can be seen in Table 2. 
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Table 2. Edited and Original Photos 

 

Editing Original 

  
 

Table 1 above is the original photo and the photo that has been 

manipulated which will then be used as a sample for detection 

using the system that has been built. The results of ELA using 

the system that has been built can be seen in table 3. 

Table 3. ELA Result 

 

Editing Original 

  
MSE:25.4972 

PSNR : 34.0999 

MSE :25.3736 

PSNR : 34.121 

 

Table 3 is the result of compression from ELA which shows 

that photos that have been manipulated using editing tools 

appear to have a lot of blue dots and a few red dots. That is 

rainbowing. This rainbowing often appears when a photo is 

edited using products from Adobe such as Photoshop, etc. 

GIMP itself doesn't really produce this rainbowing effect. This 

proves that the photo has been edited using software made by 

Adobe.Using MSE and PSNR values for comparison.The 

lower the MSE value, the better, and the greater the PSNR 

value, the better the image quality, and conversely, the higher 

the MSE value, the more visible editing is in the image and 

the smaller the PSNR value, the more visible editing is in the 

image, so based on the MSE and PSNR values of the two 

photos, it can be ascertained that the photo on the left is 

undergoing the editing process 

 

The following is an example of an analysis of the results of 

the ela on an image that has been pasted with other images, 

which can be seen in Figure 4.11 

 

 

Figure 11. ELA Detection 

 

Figure 4.11is the result of compression from ELA which 

shows that photos that have been manipulated using editing 

tools appear to have different dot colors, the part that is pasted 

with other images shows a darker color than the color of the 

surrounding dots, then on the image the color of the flowers in 

the red box has more blue dots and a little red, while other 

parts that are not edited will appear to have surfaces and 

patterns of the same color. 

 

5. CONCLUSIONS 
Based on the results of the research entitled Development of 

Image Detection System with JPG Format Using Error Level 

Analysis Technique, based on the digital evidence obtained in 

the images, it produces information on the crime of 

counterfeiting the news. In conducting the investigation, they 

succeeded in obtaining information in the form of the location 

of the photo that had undergone changes or had been 

engineered as evidence.By doing photo analysis, we can add 

insight to all of us in addition to increasing awareness of fake 

news. Before believing a news story, it's a good idea to first 

find out the source of the news and the authenticity of the 

evidence in the news.The method used in this forensic 

investigation uses the Error Level Analysis technique to 

obtain digital evidence in the form of rainbowing on the ELA 

compression results.The results of the calculation of the 

system that has been built. The System Usability Scale scores 

89% so that the system is in the acceptable category.Hopefully 

in the future we can develop a system that can detect what 

percentage of photos are manipulated 
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