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ABSTRACT

Hospital Management Information Systems (SIMRS) is an
information system that supports the service process in
hospital both in terms of coordination, reporting, and
administrative procedures. However, in the Hospital
Management Information System (SIMRS) it is necessary to
carry out a risk assessment to find out what threats can occur,
in this research case study a risk assessment was carried out
using the framework OCTAVE AllegroThe application of the
OCTAVE Allegro method is carried out in agencies that
already have and apply information technology. The
OCTAVE Allegro method has eight steps which are divided
into four phases, namely the phase of determining criteria, the
asset profile phase, the threat identification phase, and the risk
identification and mitigation phase. The steps in the OCTAVE
Allegro method include determining risk measurement
criteria, creating an information asset profile, identifying
information asset containers, identifying the scope of concern,
analyzing threat scenarios, identifying risks, analyzing risks,
and taking a mitigation approach. Based on the results of the
research on the Hospital Management Information System
(SIMRS) after taking interview data and observing the risk
assessment obtained from a private hospital in Yogyakarta,
the results of the mitigated were 4 and accept 3 with a
relatively high-risk value found in the Technical Container
with a value of 18, which is due to a disruption in the service
system caused by a down server, causing all service activities
at the hospital to be disrupted or even stopped. The
recommendation for this risk threat is to increase the capacity
of web hosting or it can also be done by IP filtering several
illegal IPs that enter the system and performing maintenance,
monitoring, and control.
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1. INTRODUCTION

The application of risk management in the Hospital
Management Information System is very important to reduce
the risks and threats that will occur in the system, the threat
can be in the form of stopping the hospital service system.

A management system is a collection of each procedure to be
designed according to a business risk approach to plan,
implement, check, maintain and improve. In an organization
risk management is a process of planning, controlling, and
regulating activities to reduce losses or risks.

Information technology supports the company's business so
that IT risks can occur at any time. The application of risk
management is the right way to minimize the losses that
occur. Information technology is not only applied to the
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operational part of the organization but also the decision-
making process by executive management.

The Octave Method (The Operationally Critical Threat,
Asset, and Vulnerability Evaluation) is a method used to
assess risk in an organization, the Octave Method was
developed by the Software Engineering Institute (SEI) at
Carnegie Mellon University

.This risk assessment research was conducted to find threats
and vulnerabilities that could occur. in Hospital Management
Information Systems. Existing threats and vulnerabilities will
be analyzed to measure the impact of potential threats on the
security of information assets and determine how much
influence they have on business processes. The risk of damage
in this study is in the form of an impact on customer
reputation and trust, decreased service due to system
overload, and failure to input data on time so that data is out
of sync.

2. LITERATURE STUDY
2.1 Definition of Risk

Risk is a quantitative measure of the degree of damage that
can be caused by a threat, vulnerability, or by a malicious or
non-hazardous event affecting the organization's collection of
information technology assets.

2.2 Definition of Hospital Information

System
Information System is a hospital technical subsystem
consisting of all information processes as well as related
human or technical actors of each information processing role.

2.3 Definition of Information

Systems Information systems are science that combines
human resources, hardware, software, communication
networks, data resources, and policy procedures for storing,
retrieving, transforming, and disseminating information
within an organization.

2.4 Definition of System

system is a network of processes from each procedure so that
they can communicate with each other which is carried out
simultaneously so that they can perform an activity to
complete a predetermined goal.

According to Ludwig Von Bartalaney, the system is a set of
elements that contribute to each other in a relationship
between these elements and the environment.

The figure shows that a series of systems are formed to
complete a grand al, the input provided will be processed or
studied to obtain output that with the goals of an organization.
Three system structure processes can be seen in Figure 1.
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Figure 1. System StructureHospital Management
Information Systems

2.4 OCTAVE Allegro Method

Method The octave allegro method is a method designed to
streamline the information security risk assessment process,
enabling organizations to achieve reasonable returns with
minimal investment in time, personal, financial other limited
resources. The OCTAVE Allegro method consists of eight
steps arranged in four phases as shown in Figure 2 below.
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Figure 2. The OCTAVE Allegro Method

2.5 Information

security is a form of protection for information assets from
parties who do not have the authority to use the information
assets. Information security is currently widely applied to the
main part of management information technology by most
government, commercial, and industrial organizations.
Information security can be in the form of a set of
mechanisms, techniques, administrative actions and processes
that function to protect information technology assets from
unauthorized access, appropriation, manipulation,
modification, data theft, data loss, and accidental use of data
and information contained in assets. -assets

2.6 Risk

Management Risk management is a technique used to obtain
precise results in identifying risk events. Each risk must be
able to understand the causes and consequences, usually risk
in this case refers to a negative effect so that the causes of the
risk must be overcome to reduce the possibility or loss to the
organization.

2.7 Threat Risk

Threat Risk is an event, source, action or inaction that has the
potential to cause harm to an organization's information
security assets. Hackers are a source of threat, while
unauthorized health insurance is an act of threat. Therefore,
the threat in the image scenario is unauthorized access by
hackers or hackers. Sources of threats can be found in a
variety of ways and usually have more than one threat
action.Determining threats can be done in a very subjective
way so that you can use several existing methods to overcome
threats that exist in an organization.Some of those categories
include 1SO27005, NIST SP800-30, OWASP, and BITS.

Thisidentification is done to find out how big the threat will
be to an asset. Many frameworks that send threats as a
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combination of threat actions and threat sources can be seen in
Figure 3.

| Sourceof | Threat
. Threat Action
The threat of
unauthorized
access by
hackers

Figure 3. ThreatsRiskHospital Management Information
Systems

2.8 Definition of Hospital

A hospital is an institution that provides health services to the
general public in the form of inpatient or outpatient services
by providing health services. such as examinations, treatment
and care carried out by health professionals including doctors,
nurses, pharmacists and other experts.

3. METHODOLOGY

This study has several steps used in obtaining data and
materials for this research process. The steps in this research
include:

1. Observation
Observation is a method used to collect data by observing
or reviewing directly on the object of research. In this
study, observations were made to obtain information
about the risk management of hospital management
information systems.

2. Literature

Study Literature study is a data collection technique using
previous research references regarding information
technology risk management analysis. References used
can be in the form of e-books, books, journals and
research report articles. Each of these references can be
accessed or downloaded on the Google Scholar, Institute
of Electrical and Electronics Engineers (IEEE) sites,
Sinta, and Garuda.

3. Interview

Interview is a method used to obtain data that is carried
out directly on the respondent in the form of asking
questions. In this study, the respondents were the staff
who were responsible for the hospital management
information system.

4. Questionnaire

The questionnaire is a collection of data consisting of
several written questions that will be asked to the
respondents. The process of collecting data is done by
giving a questionnaire sheet. The preparation of this
questionnaire uses the reference guidelines of OCTAVE
Allegro.

4. RESULTS AND DISCUSSION

The stages of risk assessment of the Hospital Management
Information System use the stages of the OCTAVE Allegro
method which consists of eight steps in four phases, namely:
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1. Step 1 Determine Risk Assessment Criteria

In this first step build organizational drivers that are
described in each step of the risk measurement criteria. In
this stage there are two activities as follows:

Create a series of qualitative measurements (risk
assessment criteria) that are used to evaluate the effect of
significant risks on the organization. The impact area is
part of determining how influential the risk is. The
selected impact areas are

a. The impact the reputation and trust of customers
have on the service system.

b. The impact of financial influence has a risk on IT
investment which can disrupt the service system.

c. The impact of productivity effects has the risk of
causing the system to stall.

d. The impact of the influence on safety and health has
no risk on the officers.

e. The impact of the effect of fines and legal sanctions
is that there are no fines and sanctions given to
officers.

Gives priority value to the impact area with a scale of 1-5,
the most influential impact area is given a value of 5 while
the impact area that has no effect or is not at risk is given
a value of 1. The results of determining the impact area
can be concluded in table 1.

Table 1.Impact Area Prioritization

Allegro Worksheet | Worksheet Priority Score Impact
7 Area
Priority Score Impact Area
1 Reputation and Customer Trust
3 Financial
2 productivity

obtained from risk determination are the impact of the
financial area with a score of 3 due to IT investment in
hospitals the most supportive thing for system maintenance or
repair, if this IT investment is not appropriate, it can result in
a system that should be treated and repaired as soon as
possible due to financial constraints, it can result in the system
not being maintained as much as possible so that it can pose a
risk of system damage or server down which can affect the
entire system. SIMRS services in hospitals. For other risks
that can arise from this financial, if the cashier or finance
officer incorrectly enters the nominal financial report, it can
also cause the hospital to suffer losses.

The second priority is productivity with a score of 2 because it
relates to the SIMRS service system being overloaded when
accessed by officers and patients, the cause of this happens
because too many users access so that SIMRS becomes down
or even stops which impacts all parts of the hospital and
makes the officer could not input the data promptly.

The third priority is the reputation and trust of the customer
user with a score of 1 because it relates to incorrectly
inputting patient data or drug data on SIMRS so that it can be
a risk to patients and make the reputation and trust of patients
to use SIMRS decrease.

2. Step 2 Develop an Information Asset Profile
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This second step identifies what information assets are critical
to SIMRS. The data can be obtained from interviews on
business processes at SIMRS services.The most crucial
information asset is the hospital's basic data because the data
includes all the data in the hospital which is useful for
reporting to the health office and to improve the quality of
service at the hospital. or to the point of harming the hospital
materially.

The results of determining the impact area can be concluded
in table 2.

Table 2.Critical Information Asset Profile

Allegro CRITICAL INFORMATION
Worksheet 8 ASSET PROFILE
(1) Critical (2) Rationale for | (3) Description
Asset Selection
What is the
What is a Why are these description of
critical information assets | the information
information important to the asset?
asset? organization?
Hospital Base Data is very Hospital Base

important because | Data is the

the data covers the | foundational
entire service in data that

the hospital if the summarizes all
data is lost it will the data in the
disrupt the overall | hospital.
performance of
services in the
hospital.

(4) Owner(s)

Who owns the information asset?

Yogyakarta private hospital management information
system

(5) Security Requirements

What are the security requirements for information assets

Confidentiality Protect data from unauthorized
persons with access rights and
maintain  the confidentiality of
information data to prevent data
misuse. Only users who have access
rights to access according to their
authority.

Integrity Maintain data so that it remains
integrated and there are no changes to
data or data is modified by
unauthorized  persons, except for
getting instructions from the person
concerned to make changes if they are
experiencing problems.

Availability Data can only be accessed.

the security requirement of the information system in the
Hospital Management Information System (SIMRS) service is
integrity . Hospital basic data is critical data in the Hospital
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Management Information System because it includes various
important information related to all hospital data ranging from
patient data, drug data to financial data in hospitals.
Therefore, the integrity of the data is very important so that
the data is not lost or modified by unauthorized persons.
However, other security needs are also important to maintain
functionality and prevent security from being compromised.

3. Step 3 Identifying Containers in Information Assets

The third step in this research is to identify information assets
through the interview stage, namely the process of identifying
information asset containers with three containers, namely,
technical, physical, and people, each container identified has
internal and external sides. The result of the data obtained is
that information assets are processed by bridging between
systems and the database is stored on the primary server
which is in the same location.

4. Step 4 Identifying Problem Areas

Step 4 begins with identifying the area of concern , namely by
dividing it into three parts technical (TC), physical (Phc), and
people (PC). This step describes a descriptive statement in
detail regarding the conditions in the organization related to
what affects assets in the Hospital Management Information
System (SIMRS) as in table 3.

Table 3.Area of Concern
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as natural disasters

People Containers

6 Abuse of access PC-1 1) Confidentiality
rights to make data 2) Integrity
inputted by

officers out of sync
and not according
to the procedure.

7 Error in data input | PC-2 1) Integrity
by officers or
administrators

No Security

Area Of Concern Code Requirements

Technical Container

1 Disruption TC-1
Management
Information
System (SIMRS)
services due to
downed server

1) Auvailability

2 Management TC-2 1) Availability
Information
System (SIMRS)
service disruption
due to internet
connectivity
problems

5. Step 5 Identifying Threat Scenarios

In this fifth step, namely identifying the area of concern and
completing the area of concern section. This step will
document the information assets of SIMRS by giving several
questions to respondents using a questionnaire that serves to
determine the effect of risk on SIMRS by referring to
"Appendix C-Threats Scenarios Questionaries 1-3". This
questionnaire is divided into three parts, namely technical,
physical, and people containers.

6. Step 6 Identifying Risks

This 6th step begins by calculating the number of impact
areas by referring to the risk measurement criteria that have
been obtained in the first step. The way to calculate the total
value of each impact area is by multiplying the value of the
impact area in table 1.

How to calculate the value for each impact area is as follows:

a. If the value in the impact area is low, then the value of
priority is multiplied by 1.

b. If the area value is the impact is of medium value, then the
value of priority is multiplied by 2.

c. If the value of the impact area is high, then the

d. the value of priority is multiplied by 3.

The results of the calculation of the value obtained for each
impact area can be seen in table 4.

Table 4. Impact Area Score

3 Hospital TC-3 1) Availability
Management
Information
System (SIMRS)
services ) due to
hardware

4 Service TC-4 1) Availability
interruption due
crash in the
service system.

Physical Container ‘

Hospital 1) Availability
Management
Informatithe on
System (SIMRS)
services will stop
when unexpected
events occur such

Impact Value Of (= '";;’:;‘us:]’ore
Areas Priorit
Yl o
Financial 3 3 5
Productivity 2 5 4
Reputation and 1 ! )
Trust

7. Step 7 Analyzing Risk

In step 7 the activity begins by analyzing the risk in each area
of concern and determine each criterion from low, medium, to
high by referring to allegro worksheet 1 in tables 1 to 4. Next,
create a risk profile for each area of concern to be able to
analyze the total risk.Total risk analysis will then determine
the pool in each area of concern that refers to the relative risk
matrix, the relative risk matrix table is used to determine the
area of concern for each pool while the mitigation approach
table is used to explain what mitigation approach can be
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applied to the area of concern. The following table of risk
grouping can be seen in table 5.
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Table 5. Order of Risk-Based on Risk Score Total

Code Areas of Concern

Reputation
and Trust
User

Total
Financial | Productivity | Risk Probes | Mitigation

Score Approach

Disruption of Hospital
Management Information

to server down

TC-1 System services ( SIMRS) due High (3)

High (9)|  High (6) 18 Mitigate

Disruption of Hospital
Management Information

internet connectivity problems

TC-2 |system (SIMRS) services due to| ~ -OW (1)

Low (3) Low (2) 8 Accept

Disruption of Hospital

TC-3 |system (SIMRS) services due to
damage hardware

Management Information Low (1)

Medium | Medium(4) 11
(6)

Accept

Service interruption due crash in

TC-4

the service system. Low(1)

Low (3) Low (2) Accept

Hospital Management
Information System (SIMRS
PhC-1 ystem ( )
unexpected events occur such

as natural disasters

services will stop when Low(1)

High (9)|  High (6) 16 Mitigate

Abuse of access rights to make

the data inputted by officers out

of sync and not according to the
procedure.

PC-1

High(3)

Low (3)| Medium (4) 10 Mitigate

Error data input by an officer or
PC-2 administrator

Medium(2)

Low (3) Low (2) 7 Mitigate

After compiling the results of the total risk value, the next step
is to group the number of threats from each container that
functions to facilitate mitigation which can be seen in table 6.

Table 6. Grouping of the Number of Threats

Mitigate

Based on the table 6 of results from grouping the number of
threats, it shows that the technical container gets the most
total threat risk value of 4. Meanwhile, for physical
containers,the total risk value is 1, and for people.

8. Step 8 Choose a Mitigation Approach

Step eight is the activity that will be carried out, namely the
selection of mitigation, Grouping risks by referring to the risk
value. Applying a mitigation approach for each risk obtained
by using the relative risk matrix The grouping is done by
considering the tendency of the existing risks, continuing
from step 7, which previously explained the risk profile in this
study.The value of the risk that can help in making decisions
about the status of risk mitigation. Decision making on risk
mitigation status is carried out from the drivers of the
organization.Then the risk profile is grouped in each area of
concern that has previously been identified which can be seen
in table 7 below.
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PC-2 | Error data input The recommended
by officers or recommendation
administrators is that it is

necessary to re-
validate the data
Table 7. Recommendations Area of Concern based on so that there are
W no errors in the
ltigation i data and the data
Approach Code of Concern Recommendation s
Mltigate TC-1 | Disruption of The recommended Ay, iy
Hospital recommendation addlthn to
Management is to increase web educating
Information hosting capacity agencies, they can
System (SIMRS) | or can also do IP also implement
service due to filter several Privileged Access
server down illegal IPs that Management ,
enter the system namely _by
and perform control_lmg,
maintenance, managing,
monitoring, and monitoring, and
control. auditing user.
PhC- | Hospital . The Accept TC-2 | Hospital The recommended
1 Management recommended Management recommendation
Information recommendation Information is to find and
System (SIMRS) | is to backup data System (SIMRS) | determine which
service will stop to a safer place service disruption | locations have
when unexpected | with minimal due to internet high (stable)
events such as disasters and connectivity network
natural disasters backup is needed problems connectivity
occur so that all data because the
remains can be direction of the
used and signal waves is
maintained erratic and
properly. spreads, making
cables or the
PC-1 | Abuse of access . The antenna shifts.
rights so that the recommended
data entered by recommendation TC-3 | Hospital maintenance
the officer is out is to provide Management hardware
of sync and does education to users Information components
not comply with to maintain the System (SIMRS) | hardware such as
the procedure confidentiality of service disruption | computers in
access rights that due to hardware places with good
the data contained air circulation,
in it is private. routinely cleaning
from dust that
enters the
hardware and
using a stabilizer
so that the
incoming
electricity is
stable.
TC-4 | Service regularly

interruption due
crash in service

Based on the results table, the mitigation approach in each
area of concern is carried out for the codes TC-1, PhC-1, PC-
1, and PC-2. The accept approach is carried out in the area of

concern with codes TC-2, TC-3, and TC-4.

32




5. CONCLUSION

Risk assessment on the Hospital Management Information
System (SIMRS) service was carried out using the Octave
Allegro method by following the entire series of steps. in this
method, namely by starting to determine the impact area on
the information asset. The impact area is used to determine or
find out what impacts can occur. Then determine critical
assets, identify containers to identify threats that occur and at
this stage consist of three containers including Technical
Containers (TC), Physical Containers (PhC), and People
Containers (PC), determine the level of threat risk from each
container possible can occur and make recommendations for
mitigation of any threats that have been found.Based on the
results of research that have been carried out on the Hospital
Management Information System (SIMRS) service, the
mitigated 4 and accept is 3. The relatively high-risk value is
found in the Technical Container (TC-1) worth 18, namely
the server down can be the most crucial risk that must be
faced by the hospital because it can cause all services at the
hospital to be disrupted or even stopped so that it can harm the
hospital.The results of the research on the overall area of
concern show that the most common approach to the

classification is mitigated.
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