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ABSTRACT 

Advances in technology make it easy to distribute, copy, and 

share digital content. However, digital content such as video 

files has disadvantages in terms of secure copying and 

redistribution, making important video files that are still in the 

production process accessible by anyone. With the support of 

technology and the widespread use of the internet, digital 

content has become widely used, especially in video files. As 

technology develops, it becomes easier to copy, modify, and 

access video files. To overcome this problem, digital rights 

management technology needs to be developed. Digital rights 

management (DRM) is one of the technologies that can be 

used to secure and restrict access to video files, one of which 

is using cryptographic algorithms to encrypt video files. This 

study proposes that video files are encrypted using the 

integration of AES and RSA algorithms. The AES algorithm 

is used in the system to encrypt video files, and the RSA 

4096-bit algorithm is used to wrap the AES 256-bit secret 

key. These two cryptographic algorithms are integrated into 

one system to encrypt video files. In this study, the DRM 

application developed was successfully implemented in UAD 

TV studios using the integration of AES and RSA 

cryptographic algorithms so that mp4 video files produced 

have access control by encrypting video files using public 

keys and decrypting them using private keys. 
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1. INTRODUCTION 
Advances in information technology make it easy to share, 

sell, and distribute digital content [1]. However, digital 

content has disadvantages when it comes to secure copying 

and redistribution, leading to rampant piracy [2]. Among all 

digital content, video files have attracted many researchers 

because of their high capacity to store important and sensitive 

data or information [3]. Video files are data formats that are 

often used in information technology to provide information 

to technology users because they are easily accessible using 

different devices anywhere, so it is necessary to have security 

techniques for these video files [4]. The growth of video 

technology and services, the total amount of video content, as 

well as the types of content available, have increased and 

diversified as technology has evolved [5]. Due to the 

increasing use of video, the need for video security and 

privacy protection has become more important. Therefore, 

various video encryption algorithms have been implemented 

to protect video content from unauthorized users [6]. With the 

advancement of technology and the widespread use of the 

internet, data has become digital. It is becoming easier and 

easier to copy, modify, and transform digital data into other 

forms. The term "digital rights management" (DRM) has been 

suggested to limit the use of data in digital content and to 

protect copyright [7]. 

Digital rights management systems (DRM) are techniques that 

make digital content accessible only to legitimate rights 

holders [8]. Digital rights management (DRM) is a solution to 

achieve the necessary security in digital content distribution 

systems. Under DRM protection, digital content is usually 

encrypted before being distributed [9]. Since the transmission 

of digital content over the internet is easy and fast, and the 

dissemination of digital content is very high, digital rights 

management systems are designed to limit access to the 

utilization, turnover, and distribution of retained digital 

content [10]. Digital rights management systems aim to 

ensure the authorized use of content [11]. When digital 

content is distributed over public networks, secure content 

access mechanisms are required. Digital rights management 

(DRM) systems were developed to address digital content 

piracy. Digital rights management systems focus on 

controlling the use and distribution of content [12]. 

Based on the description, a DRM system will be developed 

using symmetric and asymmetric hybrid cryptographic 

algorithms, which use integrated AES and RSA algorithms to 

encrypt video files. Video files are encrypted using AES and 

RSA algorithms in one system, in which the AES algorithm is 

used to encrypt video files. The AES key will then be 

wrapped with an RSA key. 

2. STUDY LITERATURE 
This research will use references from various sources to 

develop a Digital Rights Management System for video files. 

The system will be developed in the UAD TV Studio to 

control user access to the content of video files. The 

development of this system will use technology that has been 

developed previously, namely using AES and RSA 

cryptographic algorithm technology. This algorithm is used 

for the encryption process of video files 

2.1 Digital Rights Management 
Digital rights management (DRM) is the use of technology to 

control and manage access to digital content. DRM aims to 

protect copyright holders and prevent content from 

unauthorized distribution and modification [13]. DRM is 

gaining in importance as digital content spreads through peer-

to-peer file exchanges, torrent sites, and online piracy. Most 

DRM systems are cryptographic software protocols. They 

work by cryptographically "locking" files so that only 

"authorized" users can access, modify, or distribute them [14]. 

2.2 Cryptographic Algorithms 
In computer science, cryptography refers to secure 

information and communication techniques derived from 
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mathematical concepts and a set of rule-based calculations 

called algorithms, to alter messages in ways that are difficult 

to decipher. Cryptosystems use a set of procedures known as 

ciphers to encrypt and decrypt data to secure communications 

between computer systems, devices, and applications. Based 

on the key used, cryptographic algorithms have two types, 

which consist of symmetric and asymmetric encryption 

algorithms [15], as shown in Figure 1. 

 

Figure 1. Types of Cryptography 

2.2.1 Symmetric Key Cryptography 
This is the simplest type of encryption that involves only one 

secret key to encode and decipher information. Symmetric 

encryption involves the use of a single key for both encryption 

and decryption [16]. The plaintext is read into the encryption 

algorithm along with the key. The key works with an 

algorithm to convert plaintext into ciphertext, thus encrypting 

the original sensitive data. The scenario of using asymmetric 

keys is seen in Figure 2. 

 

Figure 2. Symmetric Key Cryptography 

Symmetric key uses only one private key to perform the 

encryption and decryption process on the message to be sent. 

This approach is the opposite of asymmetric encryption, 

which uses one key to encrypt and another to decrypt [17]. 

2.2.1 Asymmetric Key Cryptography 
Asymmetric encryption works with any pair of keys. The 

beginning of asymmetric encryption involves the creation of a 

pair of keys, one of which is the public key, and the other is 

the private key. The public key can be accessed by anyone, 

while the private key must be kept secret from everyone 

except the creator of the key [18]. This is because encryption 

occurs with the public key while decryption occurs with the 

private key. The recipient of sensitive data will provide the 

sender with their public key, which will be used to encrypt the 

data. This ensures that only the recipient can decrypt the data 

with their own private key [19]. The usage scenario of 

asymmetric cryptographic keys is shown in Figure 3. 

 

Figure 3. Asymmetric Key Cryptography 

In the process of sending a message, encrypt and decrypt the 

message using a similar key pair. In asymmetric key 

cryptography, messages are encrypted using the public key, 

and the private key is used for decryption [20]. 

2.3 Advanced Encryption Standard (AES) 
The Advanced Encryption Standard (AES) is an encryption 

algorithm established by the National Institute of Science and 

Technology (NIST) in 2001 [21]. The cipher used in AES is a 

block cipher of the Rijndael cipher family. When AES was 

created, three different Rijndael block ciphers were chosen to 

be used to make AES more secure [22]. The AES algorithm 

uses a substitution-permutation, or SP network, with multiple 

rounds to produce ciphertext. The number of rounds depends 

on the key size being used. A 128-bit key size dictates ten 

rounds, a 192-bit key size dictates 12 rounds, and a 256-bit 

key size has 14 rounds. All three ciphers used are 128 bits, but 

the keys used are each of different sizes: 128, 192, and 256 

bits. It is considered a symmetrical block cipher since only 

one key is used in the encryption process [23].  

2.4 Rivest–Shamir–Adleman (RSA) 
The RSA algorithm is a type of asymmetric cryptographic 

algorithm that uses two different but mathematically 

interconnected keys, two RSA keys consisting of a public and 

a private key. As the name suggests, the public key is shared 

publicly, while the private key is confidential and should not 

be shared with anyone. In the process of using the public key, 

the public key is used to encrypt the message while the private 

key is used to decrypt the message [24]. The two keys are 

interconnected and cannot be separated, meaning that the 

message is encrypted with the public key, and the message 

can only be decrypted with its private key pair. The safety of 

RSA depends on the practical difficulty of factoring the 

product of two large primes. The RSA algorithm has a slow 

process if used to encrypt large data. Therefore, the RSA 

algorithm is not recommended to encrypt large data directly. 

The RSA algorithm is more commonly used to transmit 

shared keys for symmetric key cryptography, which is then 

used for mass encryption-decryption processes [25]. 

2.5 Rivest–Shamir–Adleman (RSA) 
The RSA algorithm is a type of asymmetric cryptographic 

algorithm that uses two different but mathematically 

interconnected keys, two RSA keys consisting of a public and 

a private key. As the name suggests, the public key is shared 

publicly, while the private key is confidential and should not 

be shared with anyone. In the process of using the public key, 

the public key is used to encrypt the message while the private 

key is used to decrypt the message [24]. The two keys are 

interconnected and cannot be separated, meaning that the 

message is encrypted with the public key, and the message. 

3. METHODOLOGY 

3.1 Requirement Analysis 
The initial stage before creating and designing the system to 
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be built requires data and useful information to be a reference 

for how the system will be made. Data collection and 

information in the UAD TV Studio is carried out by 

observation and interviews. Based on information obtained at 

this time, the UAD TV studio has not applied DRM to video 

files produced, therefore the video file DRM application is 

built to secure and control access to video files produced by 

UAD TV. The concept of the DRM system to be built is 

shown in Figure 4. 

 

Figure 4. DRM Application Concept 

Based on Figure 4, the concept of the DRM application that 

will be used by UAD TV studio, first the receiver will create a 

public key and an RSA private key by generating a key. After 

that, the public key will be sent or disseminated to the user 

who will send the video file. The public key will be used by 

the sender to encrypt the video file, while the private key is 

held and used by the receiver to decrypt the video file that has 

been decrypted using the public key. 

3.2 System Design 
The design of the application system created will integrate 

AES and RSA cryptographic algorithms as an implementation 

of digital rights management (DRM) using cryptography on 

security in mp4 video files produced by UAD TV studio. 

Video files are encrypted using AES and RSA algorithms in 

one system, wherein the AES algorithm is used to encrypt 

video files while the RSA algorithm is used to encrypt AES 

secret key. AES and RSA key wrapping occurs when the 

video file encryption process starts. 

The basic concept is that video files are encrypted with the 

AES-GCM 256-bit algorithm using a unique disposable secret 

key, and then the AES key used to encrypt video files is 

encrypted again using the RSA-OAEP 4096-bit algorithm. 

This key wrapping algorithm is a hybrid encryption scheme 

consisting of asymmetric key wrapping and symmetric key 

wrapping operations as described below: 

 The public key from the import job is used with 

RSAES-OAEP 4096-bit, using the SHA-512 digest 

algorithm, to encrypt a one-time-use AES-GCM-

256 key. The one-time-use AES-GCM 256 key is 

generated at the time the wrapping is performed. 

 The one-time-use AES-256 key from step 1 is used 

to encrypt the target key material using AES Key 

Wrap with Padding. 

The wrapped key material for import is a single byte array 

consisting of the results of step 1, followed by the results of 

step 2. In other words, the results of steps 1 and 2 are 

concatenated together to form the wrapped key material. 

3.3 System Modelling 
System modeling is the process of developing abstract models 

of a system. System modeling is needed so that this 

application can run according to its function, which is to 

produce encrypted video files with the integration of AES and 

RSA algorithms. This system modeling is made so that the 

system can be built in accordance with what is required by the 

UAD TV studio. This system modeling discusses the 

encryption process of AES and RSA algorithms. Modeling 

system is shown in Figure 5. 

 

Figure 5. DRM Application Concept 

Based on the system modeling in Figure 5, before the key 

exchange process, the sender and receiver of the video file 

agree to create public and private keys. The public key is 

shared with the sender, and when the public key holder wants 

to send the video file to the receiver, the public key will be 

used for encryption. The video file encryption process 

involves several encryption processes, consisting of video file 

encryption by the AES algorithm and AES private key 

encryption by the RSA algorithm. The video file can only be 

opened or decrypted with the RSA private key pair owned. 

3.4 Coding System 
Coding the system is the process of writing program codes 

that will be used so that the system can run and function 

according to the design of the system in the application. At 

this stage, the system will be built using several programming 

languages, while the main programming languages used to 

build the system so that applications can run are JavaScript, 

CSS, and HTML, this application will use web application 
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security protocols using JavaScript to perform basic 

cryptographic operations in web applications. 

3.5 Testing and Evaluation 
The system has been completed and implemented;the next 

stage is testing. Testing this application aims to ensure 

whether the system can run properly and is worth using.this 

testing includes how the application can secure mp4 video 

files with the AES-GCM 256-bit encryption algorithm and 

RSA-OAEP 4096-bit encryption. After the test is completed, 

the evaluation will be carried out as a reference for 

improvement if there are shortcomings or problems when 

running the application. 

4. RESULT AND DISCUSSION 

4.1 Display and Implementation of 

Application Usage 
In this section, the DRM (Digital Rights Management) 

application already has a user interface and features that are 

ready to test the application's functionality when generating 

keys, encrypting, and decrypting mp4 video files. 

4.1.1 RSA Key Generator User Interface 
In this section, the display and menu of the RSA key 

generator page are displayed. The output results at this stage 

are public and private keys. The following display and testing 

of the RSA key generator function can be seen in Figure 6. 

 

Figure 6. RSA Key Generator Page View 

Based on Figure 6 of the key generator feature testing results, 

the application managed to provide a response and output in 

the form of 2 keys, namely the public key and private key 

RSA 4096 bit. With an RSA key length of 4096 bits. This key 

is used for the encryption and decryption of the video file's 

content. The public and private key files will be automatically 

saved in.txt format on the computer's local storage. The 

private key is confidential, and this public key will be shared 

or published. These are the public and private keys, as shown 

in Figure 7 and Figure 8. 

4.1.1.1 RSA Public key 
Public key cryptography, also known as asymmetric 

cryptography, is a system that uses key pairs to encrypt and 

authenticate information. One of the keys in a pair is a public 

key that can be widely distributed without affecting security. 

The RSA public key is used for the encryption process of 

video files,this public key is non-confidential. This public key 

is an RSA-OAEP key with a length of 4096-bit. The RSA 

public key is shown in Figure 7. 

 

Figure 7. RSA Public Key 

The RSA public key is non-confidential and public keys can 

be shared with everyone in the system. Once the sender has 

the public key, he uses it to encrypt his video file. 

4.1.1.2 RSA Private key 
The RSA private key is used for the decryption of encrypted 

video files. This private key is an RSA-OAEP key with a 

length of 4096-bit. The RSA private key is shown in Figure 8. 

 

Figure 8. RSA Private Key 

As shown in Figure 8, the RSA private key is longer than the 

RSA public key. This is because the RSA public key consists 

of a modulus and another value called the "public exponent," 

which is usually quite short. So, the public key will require 

relatively few additional bytes for encoding. This does not 
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apply to the private key, which includes the modulus and the 

public exponent (like the public key) but also the "private 

exponent”. The consequence is that the encoded private key is 

expected to become longer. This private key is confidential 

and should not be shared with anyone else. 

On thisapplication, when a 4096-bit RSA-OAEP algorithm 

key is generated, the RSA public key and private key are 

encoded from the ArrayBuffer to base64, base64 to PEM, or 

vice versa, and displayed in PEM (Privacy-Enhanced Mail) 

format. This key will later be used during the RSA and AES 

wrap key and unwrap key processes. The public key is used 

for encryption and the private key is used for data decryption. 

4.1.2 File Encrypt User Interface 
In this section, the display and menu of the video file 

encryption page are displayed.The encryption page is part of 

the DRM application that will be used to process the 

encryption of video files. This page consists of several 

functions that can be executed. The output at this stage is the 

encrypted video file. The following display and encryption 

testing is shown in Figure 9. 

 

Figure 9. Encrypt File Page 

To perform the encryption process, the first stage is to enter 

the public key into the application form. After that, select the 

file from the local storage by clicking the "Select File" button. 

The next step is to click the "encrypt" button to start the video 

file encryption process.File changes also occur,files that could 

previously be opened with a media player can now no longer 

be opened with any software. Mp4 video files that have been 

encrypted using this combination of AES and RSA can only 

be opened or decrypted with their private key pair. 

The result of the encrypted video file is shown in Figure 10. 

 

Figure 10. Results After and Before the File is Encrypted 

Based on the output of the video file before and after 

decryption, there are changes that occur in the mp4 video file, 

including the extension of the file, the file extension before 

and after the video file is decrypted. 

4.1.3 File Decrypt User Interface 
In this section, the display and menu of the video file 

decryption page are displayed. The output result at this stage 

is the decrypted video file. The following display and 

decryption testing is shown in Figure 11. 

 

Figure 11. Decrypt File Page 

To perform the decryption process, the first step is to enter the 

private key into the application form. After that, select the file 

from the local storage by clicking the "Select File" button. 

The next step is to click the "decrypt" button to start the 

decryption process of the encrypted video file. After that, its 

contents can be accessed using a common media player. 
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4.2 Application Functional Testing Results 
This test aims to ensure that the application works according 

to the design of the system. This test was carried out directly 

at the UAD TV Studio by several members on duty, namely 

as senders and receivers of studio-produced video files. The 

testing process is carried out by executing several functions of 

the application, among which are generating public and 

private keys and encryption and decryption of mp4 video 

files. The instrument used to perform this test is black box 

testing. The black box test results are shown in the table. 

4.2.1 Test Results Generate a Key 
In this section, the function of the application in generating 

the RSA public and private keys will be tested. This test is 

done with several stages of application testing by looking at 

the response results in the form of input and output. The test 

results are shown in Table 1. 

Table 1. Test Results Generate a Key 

No Test List Description Results 

1 

Click the 

“Generate Key” 

button to generate 

a key. 

The system will 

display the output of 

public and private 

keys. 

Valid 

2 

Click the "Save 

Public Key" 

button. 

The system will save 

the public key file in 

local storage. 

Valid 

3 

Click the "Save 

private key" 

button. 

The system will save 

the private key file in 

local storage. 

Valid 

 

Based on the test results in Table 1. The function of 

generating keys runs as expected and provides a response in 

the form of public and private key outputs that will be used 

for encryption and decryption processes at a later stage. 

4.2.2 Test Results Encrypt Video File 
In this section the encryption function of video files will be 

tested, this test is done with several stages of application 

testing by looking at the response results in the form of input 

and output, the test results are shown in Table 2. 

Table 2. Test Results Encrypt Video File 

No Test List Description Results 

1 

Click the button 

to search for the 

video file to 

encrypt. 

The system will 

display a search form 

for video files that 

will be encrypted. 

Valid 

2 

Fill in the form 

with the public 

key. 

The system will use 

the public key to 

authenticate the video 

file. 

Valid 

3 
Click the 

"encrypt" button. 

The system will 

process the encryption 

of the video file. 

Valid 

4 
Click the "Save 

File" button. 

The system will save 

the encrypted video 

file in local storage. 

Valid 

 

Based on the test results in Table 2, the video file encryption 

function succeeds as expected and gives a response in the 

form of an encrypted video file output. The first process is to 

provide input in the form of mp4 video files stored on local 

storage. After that, provide input in the form of a public key 

for encryption. After providing input in the form of mp4 video 

files and a public key, then give the command to run the 

encryption program by clicking "encryption". After the 

program is run, the system will automatically respond in the 

form of output in the form of encrypted mp4 video files.This 

video file can only be decrypted with its private key pair. 

4.2.3 Test Results Decrypt Video File 
In this section the decryption function of encrypted video files 

will be tested, this test is carried out with several stages of 

testing, namely by looking at the response results in the form 

of input and output. The input is a private key, and the output 

is a decrypted video file. The test results are shown in Table 3. 

Table 3. Test Results Decrypt Video File 

No Test List Description Results 

1 

Click the button 

to search for the 

video file to 

decrypt. 

The system will 

display a search form 

for video files that 

will be decrypted. 

Valid 

2 

Fill in the form 

with the private 

key. 

The system will use 

the private key for 

authorization of the 

video file. 

Valid 

3 
Click the 

"decrypt" button. 

The system will 

process the decryption 

of the encrypted video 

file. 

Valid 

4 
Click the "Save 

File" button. 

The system will save 

the already decrypted 

video file in local 

storage. 

Valid 

 

The decryption function on the encrypted video file succeeds 

as expected and gives a response in the form of the decrypted 

video file. Based on the results on the three test tables, the 

system can run several features of the DRM application to 

generate keys, encrypt and decrypt mp4 video files produced 

by UAD TV Studio. The number of black box testing tables 

tested was 3 tables, with each test being done twice. All the 

results of the black box test table tested were found to be free 

of errors when testing its use by the studio crew, so that the 

Digital Rights Management (DRM) application can be 

implemented in mp4 video files produced or managed by 

UAD TV Studio. 

5. CONCLUSION 
The DRM (Digital Rights Management) application 

developed at UAD TV Studio is successfully implemented by 

running several processes, namely the process of generating 

public and private keys, storing public and private keys, 

encrypting video files using public keys, storing encrypted 

video files, decrypting video files using private keys, and 

storing MP4 video files that have been decrypted in local 

storage. RSA-OAEP 4096 bit and AES-GCM 256-bit 

algorithms with key wrapping mechanism for the encryption 

process of video files produced to have digital rights 

management successfully implemented and can be used to 

grant access rights to video files produced or managed by 

UAD TV studios.In future work, I will work on encryption of 

video streaming using other modern cryptographic algorithms 

such as ECC, which have better performance in terms of 

speed and security for data transfer encryption. 



International Journal of Computer Applications (0975 – 8887)  

Volume 184– No.26, August 2022 

60 

6. REFERENCES 
[1] S. Rana and D. Mishra, “Cryptanalysis and improvement 

of biometric based content distribution framework for 

digital rights management systems,” Security and 

Privacy, vol. 4, no. 1, Jan. 2021, doi: 10.1002/spy2.133. 

[2] H. Zhao, Y. Liu, Y. Wang, and Y. Huang, “Hiding Data 

into Blockchain-based Digital Video for Security 

Protection,” in Proceedings - 2020 3rd International 

Conference on Smart BlockChain, SmartBlock 2020, 

Oct. 2020, pp. 23–28. doi: 

10.1109/SmartBlock52591.2020.00012. 

[3] R. J. Mstafa, Y. M. Younis, H. I. Hussein, and M. Atto, 

“A New Video Steganography Scheme Based on Shi-

Tomasi Corner Detector,” IEEE Access, vol. 8, pp. 

161825–161837, 2020, doi: 

10.1109/ACCESS.2020.3021356. 

[4] A. Alarifi, S. Sankar, T. Altameem, K. C. Jithin, M. 

Amoon, and W. El-Shafai, “A Novel Hybrid 

Cryptosystem for Secure Streaming of High Efficiency 

H.265 Compressed Videos in IoT Multimedia 

Applications,” IEEE Access, vol. 8, pp. 128548–128573, 

2020, doi: 10.1109/ACCESS.2020.3008644. 

[5] M. K. Lee and E. S. Jang, “Cryptanalysis of Start Code-

Based Encryption Method for HEVC,” IEEE Access, 

vol. 9, pp. 92568–92577, 2021, doi: 

10.1109/ACCESS.2021.3092005. 

[6] . Xu, “Commutative Encryption and Data Hiding in 

HEVC Video Compression,” IEEE Access, vol. 7, pp. 

66028–66041, 2019, doi: 

10.1109/ACCESS.2019.2916484. 
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