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ABSTRACT 
The security aspect concerns confidentiality, integrity, and 

availability. Problems with the implementation of security in 

SIMDA Finance have never held an information security 

assessment, there is no official policy regarding access rights 

to use SIMDA so data changes often occur. BPKAD requires 

an information security assessment to get an overview of the 

application of information security. The assessment is carried 

out using a questionnaire from the Information Security 

(KAMI) Index which refers to the ISO/IEC 27001:2013 

standard, where respondents fill out questionnaires in 7 

assessment areas. The results of the assessment show that the 

final score in the Electronic System area is in the High 

category with a score of 27, which means that SIMDA 

Finance is a part that is tied to the ongoing work process. The 

maturity level with a total score obtained from the results of 

the 5 areas of the KAMI Index is 218 which is at the 

Infeasible level. Meanwhile, for the maturity level, it gets 

groups I to II so it does not meet the feasibility of ISO 

27001:2013 standardization. The results of the 

recommendations are in accordance with the results of the 

analysis, so SIMDA Finance needs to document all ongoing 

processes. Agencies need to pay attention to the 

implementation of information security internally and 

externally. 
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1. INTRODUCTION 
Information technology is very important for organizations 

that can support organizational and individual performance. 

The local government is one of the government agencies that 

have utilized technology. The Regional Financial and Asset 

Management Agency (BPKAD) needs to compile financial 

reports for regional financial management, to make these 

financial reports, a reliable system is needed, namely a system 

that can process data (input) and generate information (output) 

that can be used by management for decision making [1]. 

According to Government Regulation Number 56 of 2005 

concerning Regional Financial Information Systems (SIKD), 

followed by the Central Government Finance Agency (BPKP) 

compiling a Computer Application Program, namely the 

Regional Financial Management Information System 

(SIMDA). SIMDA Finance has been used at the BPKAD of 

Brebes Regency since 2007 to carry out several functions and 

tasks in regional financial management [2]. 

Technology and information systems have a role in advancing 

agencies, but they can also cause losses because they are 

vulnerable to threats. BPKAD also needs to implement 

information security to prevent threats to information assets. 

Based on the Regulation of the Minister of Communication and 

Information of the Republic of Indonesia Number 4 of 2016 

concerning Information Security Management Systems, it states 

that every implementation of electronic systems requires 

security of information in the public interest, public services, 

the smooth running of state administrators or state defense and 

security [3]. This also needs to be implemented and considered 

in the Brebes Regency Regional Government, especially the 

BPKAD agency [4]. For example, in 2020, the National Cyber 

Security Operations Center (Pusopskamsinas) of the National 

Cyber and Crypto Agency (BSSN) found 88,414,296 cyber-

attacks that occurred from January 1 to April 12, 2020 [5]. 

Information security protects information from various threats to 

ensure smooth business processes, as well as reduce business 

risks [6]. The security aspect concerns confidentiality, integrity, 

and availability [7]. Information security and awareness of the 

dangers of information leakage are important in the use of 

technology. However, technological developments do not 

always follow maximum security, so security threats will 

always be a problem in the application of information systems 

[8]. It is very important to maintain balance and ensure 

information security [9]. 

Problems with the implementation of security in SIMDA 

Finance have never held an information security assessment, 

there is no official policy regarding access rights to use SIMDA 

so data changes often occur. Therefore, BPKAD requires an 

information security assessment to get an overview of the 

implementation of information security. In this study, the 

assessment was carried out using a questionnaire tool based on 

the latest version of the Information Security Index (KAMI) 

which refers to the ISO/IEC 27001:2013 standard. The US 

index 4.2 has 7 scoring areas. The resulting data will provide 

an overview of readiness from aspects of completeness to 

maturity of information security so that it can be used to make 

improvements [10]. ISO 27001:2013 is one of the common 

information security standards used as the basis for information 

security operations [11]. The ISO/IEC 27001:2013 framework 

will regulate the Information Security Management System 

(ISMS), to design and recommend [12]. The method was 

designed by the Ministry of Communication and Information 

Technology to measure and analyze the readiness and maturity 

of information security [13]. The usefulness of information 

security assessment is useful for building an information 

security management framework and carrying out 

comprehensive improvements [14]. 

The importance of this research is that organizations can 

implement information security by using the established 

standards and have no difficulty understanding the extent to 
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which these standards have been implemented. As well as 

tobuild awareness of information security, which includes user 

awareness to enforce the rules, be aware of the dangers of 

information security, understand responsibilities, and act 

according to the rules [15]. 

2. STUDY LITERATURE 
Study literature was conducted to get a solid basis for 

research. A literature study is a written summary of books, 

journals, and other documents. Activities carried out at this 

stage are reading, studying, and understanding related to 

research. 

2.1 Regional Management 

Information System (SIMDA) 

Financial 
Information System is a combination of people, hardware, 

software, computer network, and data communications, and 

databases that are collected, used, to disseminate information 

[16]. IT Governance has responsibilities that consist of 

leaders, organizational structures, and processes that run in the 

organization. IT Governance integrates and ensures that IT in 

an organization supports business objectives. IT Governance 

enables organizations to take advantage [17]. 

The Regional Financial Management Information System 

(SIMDA) is a local government asset data processing system, 

with the output of the Financial SIMDA application consisting 

of, budgeting, administration, accounting, and reporting. The 

purpose of the SIMDA application is to utilize information 

systems to improve financial accountability and local 

government performance, including adequate transaction and 

information control [18]. 

2.2 Information Security 
Technology has become a means to help human survival in 

various sectors. Information technology is closely related to 

the development of computer technology and is integrated 

with telecommunications technology. With this formulation, 

the term information technology means the collection of data 

or facts that are processed and then converted or stored in the 

form of computer-based illustrated, video, or text-based 

information, but technology also has its own security aspect 

[19]. 

Information security is not just about securing information, 

but how to prevent access, use, modification, and destruction 

of information to irresponsible parties [20]. In designing an 

information security system there are three important aspects 

that need to be considered, namely, confidentiality, integrity, 

and availability (CIA) as illustrated by the CIA Triad in 

Figure 1. 

 
Figure 1. CIA Triad 

a. Confidentiality must maintain the confidentiality of 

information by limiting the access rights of others. 

b. Integrity must maintain the authenticity of the data/ 

information stored and guard against threats that can 

cause changes to the original information. 

c. Availability information must be available 

andcan be accessed quickly by users when 

needed[21]. 

      

2.3 Information Security   

Management        Systems (ISMS) 
The Information Security Management System (ISMS) contains 

policies related to information management and IT risk. The 

main purpose of implementing ISMS is to eliminate or 

minimize the impact of threats on information security in an 

organization. The principle applied to ISMS is that an 

organization can Plan, Do, Check and Act or commonly called 

the PDCA Cycle [22]. 

2.4 ISO/IEC 27001 
Series is a standard that focuses on Information Security 

Management Systems (ISMS). The need to establish a policy 

for information security based on the ISO/IEC 27001 standard 

certification must be defined and communicated to all 

employees and internal parties of an organization. This policy is 

to encourage the implementation of security controls to make all 

parties in the organization aware of the responsibility for the 

protected organizational assets [23]. 

2.5 KAMI Index 
KAMI Index is an assessment tool designed by the Ministry of 

Communications and Information Technology, which is used to 

analyze the level of readiness of information security in an 

organization. The assessment is carried out in various areas that 

are the target of implementing information security in the 

organization by adjusting the SNI ISO/IEC 27001:2013 

standards. 

KAMI Index does not analyze the existing feasibility, but as 

an illustration of the condition of the level of information 

security readiness. The results of the assessment of the data 

used will provide a view of readiness, from the aspect of 

completeness and maturity of the information security 

performance applied to the organization, so that it can be used 

to develop corrective steps and prioritization. 

Respondents were also asked to explain the role of ICT in 

organizations in carrying out business processes. The aim of 

this process is to classify organizations into Low, Medium, 

High, and Critical sizes [24]. 

Table 1. Scoring Mapping 

Security Status 
Security Category 

1 2 3 

Are not done 0 0 0 

In Planning 1 2 3 

In application/ Partially 
applied 2 4 6 

Completely Applied 3 6 9 

 

Based on Table 1 Questions related to the basic information 

security framework are marked with the label “1”. Questions 

related to the implementation of information security operations 

are marked with the label “2”, and ISO/SNI 27001 compliance 

is labeled “3”. 
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Table 2. SE Correlation and Assessment Criteria 

ELECTRONIC SYSTEM CATEGORY 

Low Final Score Readiness Status 

 

 
10 

 

 
15 

0 174 Not Eligible 

175 312 
Fulfillment of the Basic 

Framework 

313 535 Fairly Good 

536 645 Good 

High Final Score Readiness Status 

 

 
16 

 

 
34 

0 0 Not Eligible 

273 273 
Fulfillment of the Basic 
Framework 

456 456 Fairly Good 

584 584 Good 

Strategic Final Score Readiness Status 

35 50 

0 333 Not Eligible 

334 535 
Fulfillment of the Basic 
Framework 

536 609 Fairly Good 

610 645 Good 

Level of security application. This maturity level will later be 

used as a tool to report mapping and ranking of information 

security readiness in an organization. The maturity level is 

defined as: 

● Level I – Initial Condition 

● Level II – Implementation of the BasicFramework 
● Level III – Defined and Consistent 

● Level IV – Managed and Measurable 

● Level V – Optimal 
 

 
Figure 2. Relationship between Maturity Levels 

and Readiness 

This level is added with intermediate levels, namely I+, II+, 

III+, and IV+. The minimum threshold for information 

security is Level III+ [25]. 

3. METHODOLOGY 
This research will raise the subject of information security 

assessment in a system in organizations, especially BPKAD in 

the Brebes Regency Regional Government, by focusing on 

assessing the governance applied. 

The method used in this study using KAMI Index version 4.2 

covers seven areas of aveluation. The results of this study can 

help make recommendations to improve information security 

within the agency. 

This section discusses the stages of research that will be 

carried out. This stage of research makes the research carried 

out focused. The flow of stages in completing this research 

such as literature study, data retrieval, analysis of results, 

making recommendations as shown in Figure 3 

 

 
Figure 3. Research Stages 

3.1 Data Collection 

3.1.1 Focus Group Discoussion (FGD) 
FGD is a group discussion activity that focuses on discussing 

certain problems in an informal setting. Data or information 

from respondents is an opinion and decision of the group. 

3.1.2 Filling Out the Questionnaire 
KAMI Index 4.2 questionnaire, where the respondent fills out 

the questionnaire. Data collection (Sampling) uses a purposive 

sampling where the sampling is a data source with certain 

considerations. In accordance with the Guide to the 

Implementation of Information Security Governance (2011) the 

selection of respondents is adjusted who has responsibilities in 

accordance with the questions in the questionnaire. 

3.1.3 Data Validation 
Data validation to prove the accuracy of the data with the actual 

situation. The technique used to validate the data is a checklist. 

Where checklist is done by face to face with the respondent in 

the process of filling checklist, the evidence from checklist that 

is requested is all the questions from the respondents who are 

answered. 

3.2 Data Analysis 
Data is processed through the KAMI Index questionnaire, 

resulting in a score for each assessment area. Furthermore, it 

will be analyzed according to the results of KAMI Index score. 

The data analysis method refers to the use of the KAMI Index in 

the Information Security Governance Guidebook compiled by 

the Information Security Directorate Team. The analysis was 

carried out according to the results of the assessment on KAMI 

Index before and after validation. 

3.3 Recommendations 
The results of the analysis will produce recommendations with 

consideration of ISO 27001. At the recommendation stage, the 

recommendations are made based on the answers to each of 

KAMI Index questions. Recommendations are made as a 

reference for agencies to implement information security that 

can comply with the ISO 27001 standard. Recommendations 
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can be implemented in stages so that they can be developed 

and used by agencies. 

3.4 Data Analysis 
The data analysis stage is carried out after the data is 

completely valid. The researcher will process the data in the 

form of a questionnaire with the formula in the KAMI Index 

4.2. 

3.5 Conclusion 
The conclusion stage is the last stage in the research. The 

conclusions obtained contain the results of the assessment on 

the KAMI Index, as well as the current state of security 

implementation. In addition, the conclusions also provide 

suggestions for improvement that are expected to be used as a 

reference in the future to achieve agency goals. 

4. RESULT AND DISCUSSION 
In this sub-chapter, analysis will be carried out based on data 

processing from calculations in KAMI Index questionnaire. In 

the analysis, there are two value results before validation and 

after validation, but only the results after validation are listed. 

4.1 Information Security 

Governance Analysis 
The results of the application in this area, on the score before 

validation the majority of the application status is in the 

application /partial application, while the score after 

validation of the majority of the application state becomes in 

the planning. 

Table 3. Completeness Score Governance 

 
Security Status 

Security Category  
Total 1 SK 2 SK 3 SK 

Are not done 0 0 0 1 0 1 0 

In Planning 1 7 2 5 3 5 17 

In the application/ 

Partially applied 

 

2 
 

1 
 

4 
 

2 
 

6 
 

0 
 

10 

Completely 
Applied 3 0 6 0 9 0 0 

Total 27 

 

Based on Table 3 the final score obtained is 27 where the 

final 

Table 4. Governance Maturity Score 

Control 

Category Min 
Score 

Achievement SK Valid Status 

II 12 36 19  I+ 

III 8 14 8 No - 

IV 24 54 0 No - 

While for Table 4 Maturity level II score also has a score of 

19 which exceeds the minimum score for maturity level I+, 

which is 12, but does not exceed the minimum score for 

achieving maturity level II. Therefore it gets an I+ level. 

4.2 Analysis of Information 

Security Risk Management 
The results of the application in this area, on the score before 

validation the majority of the application status is in the 

application /partial application, while the score after 

validation of the majority of the application state becomes in 

the planning. 

 

 

Table 5. Risk Management Completeness Score 

 
Security Status 

Security Category  
Total 1 SK 2 SK 3 SK 

Are not done 0 1 0 1 0 0 0 

In Planning 1 6 2 3 3 2 12 

In the application/ 

Partially applied 

 

2 
 

3 
 

4 
 

0 
 

6 
 

0 
 

6 

Completely 
Applied 3 0 6 0 9 0 0 

Total 27 

Based on Table 5 the final score obtained is 18 where this 

final score is obtained after the data validation process. There is 

a difference of 5 points from the score before validation. For 

the label "3" a score of 0 is stated because the label "3" will 

give results if all questions related to the labels "1" and "2" are 

filled with "Partially Applied". 

Table 6. Risk Management Maturity Score 

Control 

Category Min 
Score 

Achievement SK Valid Status 

II 14 20 12 No - 

III 4 8 2 No - 

IV 8 12 4 No - 

While for Table 6 Maturity level II score has a score of 12 

which does not exceed the minimum score for maturity level II, 

which is 14. Therefore, it gets group I with a "NO" validity. 

4.3 Information Security Framework 

Analysis 
score is obtained after the data validation process. Any 

questions that do not have evidence are downgraded to "In 

Planning" unless they have received the status of "In Planning" 

or "Not Executed" then they do not need to be downgraded. 

There is a difference of 19 points from the score before 

validation. 

The results of the application in this area, on the score before 

validation and after validation the majority of the application 

state is in partial deployment/applied. 

Table 7. Completeness Score Framework 

 
Security Status 

Security Category  
Total 1 SK 2 SK 3 SK 

Are not done 0 0 0 0 0 0 0 

In Planning 1 6 2 4 3 3 14 

In the application/ 

Partially applied 

 

2 
 

6 
 

4 
 

6 
 

6 
 

4 
 

36 

Completely 
Applied 3 0 6 0 9 0 0 

Total 50 

Based on Table 7 the final score obtained is 50 where thisfinal 

score is obtained after the data validation process. There is a 

difference of 8 points from the score before validation. 

Table 8. Maturity Score Framework 

Control 

Category Min 
Score 

Achievement SK Valid Status 

II 15 24 16  I+ 

III 45 62 34 No - 

IV 15 27 0 No - 

V 12 18 0 No - 

While for Table 8 Maturity level II score has a score of 16 

which exceeds the minimum score of maturity level II, which is 

15, but does not exceed the achievement score, which is 24. 
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Therefore, it gets group I+. 

4.4 Analysis of Information

 Asset Management 
The results of the application in this area, on the score before 

validation and after validation the majority of the application 

state is in partial deployment/applied. 

Table 9. Asset Management Completeness Score 

Information 

 
Security Status 

Security Category  
Total 1 SK 2 SK 3 SK 

Are not done 0 0 0 0 0 0 0 

In Planning 1 7 2 2 3 1 11 

In the application/ 

Partially applied 

 

2 
 

11 
 

4 
 

6 
 

6 
 

3 
 

46 

Completely 
Applied 3 6 6 2 9 0 30 

Total 87 

Based on Table 9 the final score obtained is 87 where this 

final score is obtained after the data validation process. There 

is a difference of 40 points from the score before validation. 

Table 10. Maturity Score of Information Asset 

Management 

Control 

Category Min 
Score 

Achievement SK Valid Status 

II 25 62 67  II 

III 35 50 20 No - 

 

4.5 Analysis of Information 

Technology and Security 
The results of the application in this area, on the score before 

validation the majority of the application state is in the 

application / partially applied, while the score after validation 

of the majority of the application state becomes in the 

planning. 

 

Table 11. Technology and Information Security 

Completeness Score 

 
Security Status 

Security Category  
Total 1 SK 2 SK 3 SK 

Are not done 0 1 0 2 0 1 0 

In Planning 1 9 2 8 3 1 28 

In the application/ 

Partially applied 

 

2 
 

4 
 

4 
 

0 
 

6 
 

0 
 

8 

Completely 
Applied 3 0 6 0 9 0 0 

Total 36 

Based on Table 11 the final score obtained is 36 where this 

final score is obtained after the data validation process. There 

is difference of 15 points from the score before validation. 

Table 12. Technology and Information SecurityMaturity 

Score 

Control 

Category 

 

Min 
Score 

Achievement 

 

SK 

 

Valid 

 

Status 

II 18 28 17 No - 

III 40 62 19 No - 

IV 6 9 0 No - 

As for Table 12 Maturity level II score has a score of 17 

which does not exceed the minimum score of maturity level 

II, which is 18, and does not exceed the achievement score, 

which is 28. Therefore, it gets group I with "NO" validity 

4.6 Supplement 
In the supplement category, the assessment is in the form of a 

percentage (%) at each point. 

Table 13. Rating Category Supplement 

Points Name Score 

7.1 
Security of ThirdParty Engagement 

Service Providers 1.81 

7.2 
Security of Cloud Infrastructure Services 
(Cloud Services) 2.60 

7.3 Personal Data Protection 2.25 

In the supplement category the assessment is in the form of a 

percentage (%). In Table 13 the results of the assessment are 

based purely on the results of the respondents. For points 7.1 

Third Party Security Service Providers get 60% results obtained 

from a score of: 3 (1.81:3), there is a difference of 

While for Table 10 The maturity level II score has a score of 67 

which exceeds the minimum score for the maturity level II, 

which is 25, and exceeds the achievement score, which is 62. 

Therefore, it gets class II. 

5% from before validation. As for the point 7.2 Cloud 

Infrastructure Services (Cloud Services) getting 87% no 

difference from before validation, and the last point 7.3 

Personal Data Protection getting 75% there is a 17% difference 

from before validation. 

4.7 Dashboard Results 
Based on the results of the questionnaire scores obtained, it 

produces a dashboard view of the KAMI Index which describes 

the level of completeness and maturity in each assessment area. 

 
Figure 4. Dashboard of asessment 

Figure 4 shows that the level or category of the electronic 

system used at the BPKAD of Brebes Regency is in the High 

category with a score obtained is 27, there is no difference in 

scores in the SE category before validation. The level of 

completeness of the implementation of the ISO 27001 standard 

in accordance with the SE category is at the "Not 

Appropriate" with a total score of 218 generated in each 

information security area, having a difference of 84 points from 

before validation. Meanwhile, the maturity level obtained in 

each area is classified as I to II. 

5. CONCLUSION 
Results the final score in the Electronic System area is in the 

High category with a score of 27, which means SIMDA 



International Journal of Computer Applications (0975 – 8887)  

Volume 184– No.27, September 2022  

23 

Finance is a part that is tied to the ongoing work process. 

Maturity level with a total score obtained from the results of 

the 5 areas of KAMI Index is 218 which is at the “Not 

Eligible” level. Meanwhile, for the maturity level, it gets 

groups I to II so it does not meet the feasibility of ISO 

27001:2013 standardization. Based on the recommendations 

required by the agency, SIMDA Finance needs to document 

all ongoing processes. Agencies need to pay attention to the 

implementation of information security internally and 

externally. 
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