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ABSTRACT

The increasing online dependence of the entire world creates
opportunities for cybercrime to occur. One of the problems
with instant messaging applications that trigger phishing
cybercrimes is the Signal application.Phishing is a criminal
activity that uses social engineering techniques.The purpose
of this study is to carry out a forensic process on an android
smartphone in the form of a web phishing case using the
National Institute of Standards and Technology (NIST)
method to obtain digital evidence on the Signal Instant
Messenger application.This study uses the NIST method with
four forensic stages, namely collection, examination, analysis,
and reporting. Forensic tools used to collect digital evidence
are MOBILedit Forensic Express Pro and Belkasoft Evidence
Center. The process in obtaining evidence is by making
acquisitions of two smartphones. The acquisition results are
used as digital evidence to prove the occurrence of crimes that
lead to web phishing cases.The results of this study show that
the MOBILedit Forensic Express Pro and Belkasoft Evidence
Center tools obtained evidence from the first smartphone in
the form of contacts, account phone numbers, text messages,
and picture messages. Meanwhile, the second smartphone did
not get the expected evidence, either using the MOBILedit
Forensic Express Pro or Belkasoft Evidence Center tools,
because the smartphone was not rooted and the security of the
encrypted storage device system failed at the acquisition stage
for digital evidence retrieval.lt is hoped that further research
will be able to acquire on smartphones the state of the data
intentionally or accidentally deleted by the perpetrators and be
able to acquire the latest android version.
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1. INTRODUCTION

Technological developments provide the same benefits and
impacts depending on the users of the technology. The
benefits obtained from technology are that it makes it easier
for individuals or groups to carry out their activities, while the
negative impact is that development in terms of socializing
becomes very slow, because they are too focused on gadgets.
In addition, the negative impact is the misuse of technology
by individuals or groups for criminal acts that can harm
others[1].Today's increasingly sophisticated technology has
become an inseparable part of society, followed by many
social media users, where social media make it very easy for
users to get information easily and quickly and to
communicate, such as sending text messages, pictures, and
videos for free[2].Social media that are often used by most
people are Instagram, Line Messenger, WhatsApp, Telegram,
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Signal Messenger, and others[3].Signal is software that offers
a messaging service whose features and functions are almost
the same as other chat applications such as WhatsApp, Line,
and others. Signal Messenger was launched in 2013 by Moxie
Marlinspike. This app can be easily used to send chat, voice
and video calls without fear of being watched by anyone.
Currently, its users have penetrated more than 50 million.
Currently, people are committing many crimes (Cybercrime),
such as cyberbullying, extortion, trafficking in illegal goods,
drug trafficking, fraud, human trafficking, and others. The
increase in cyber crime in business organizations, government
infrastructure, and individuals has emphasized the importance
of cyber security. Therefore, cyber attack analysis is one of
the things that needs to be done.The Anti-Phishing Working
Group (APWG) saw 384,291 attacks in March 2022, which is
the highest monthly total in APWG reporting history. In the
first quarter of 2022, APWG observed 1,025,968 total
phishing attacks. This is the worst quarter for phishing the
APWG has observed, and the first time the quarterly total has
exceeded one million. The previous record was 888,585
attacks, observed in the fourth quarter of 2021. The number of
phishing attacks has more than tripled since early 2020, when
the APWG observed between 68,000 and 94,000 attacks per
month[4].

Phishing Attacks, 2Q2021 - 1Q2022

Figure 1. Phishing Attack Statistics in 2022
Figure 1 shows statistics. The number of phishing website
attacks detected in January was 331,698, then in February
there were 309,979 and in March 384,291 the highest in early
2022. This research will be conducted through the Signal
Messenger application by applying the stages of the NIST
(Collection, Examination, Analysis and Reporting) method
using the forensic tools MOBILedit Forensic Express and
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Belkasoft Evidence Center, which are expected to obtain
digital evidence in cases of web phishing.

1.1 Literature Study

1.1.1. Previous Research

This study refers to five previous studies conducted to
compare the current study with previous studies. The first
research entitled "Forensic Analysis to Detect the Authenticity
of Digital Images Using the NIST Method"[5].The results
obtained in this study with the tools used in the forensic
identification process of video files (digital image analysis).

The second research entitled "Skype Digital Evidence
Recovery Analysis based on Android Smartphone Using the
NIST Framework"[6].Generating digital proof recovery of
Samsung J2 smartphone data with the deletion method
through the Oxygen manager tool application cannot produce
deleted data and the presentation of success using Belkasoft is
26%. While the results of data recovery with the manual
deletion method, the success of using Oxygen is 63% and
Belkasoft is 44%. The digital proof results from Andromax A
in the deletion scenario through the Oxygen and Belkasoft
applications cannot produce the deleted ones. While manual
deletion of Oxygen is 61% and Belkasoft cannot restore data.

The third research entitled "Forensic Against Digital Evidence
in Revealing Cybercrime"[1]. In this research, all simulation
files as well as other files that have been stored on flash disk
before reformatting can be detected or recovered. The FTK
Imager and Autopsy tools are still not able to perform data
acquisition and analysis with permanent deletion and
encryption (password) treatment on the flash disk using
Windows 10's built-in tools, namely BitLocker Drive
Encryption.

The fourth study entitled "Investigation Analysis of Android
Forensic Short Message Service (SMS) on
Smartphones”[7]. The deleted SMS has been found, from the
sms evidence found in the mmssms.db file. The metadata of
the mmssms.db file contains the md5 hash value, file capacity,
time of creation (created), time of access (accessed), time of
modification (modified), time of change (changed).

The fifth research is entitled “Digital Forensic Analysis of
CCTV Camera Recordings Using the NIST (National Institute
of Standards Technology) Method”[8].In this study, the
results of CCTV video recordings about the characteristics of
digital evidence and metadata information are produced.

1.1.2. Digital Forensics

Digital forensics is a scientific study method that results from
the identification, preservation, collection, validation,
analysis, interpretation, documentation and presentation of
digital evidence. The evidence comes from electronic devices
such as computers, laptops, smartwatches, and
smartphones[6].Digital forensics is a scientific method that
studies the maintenance of the collection, validation, analysis,
interpretation, documentation and presentation of digital
evidence originating from digital sources for the purpose of
facilitating the reconstruction of criminal events or helping to
anticipate actions that are proven to violate prescribed
procedures[9].To carry out proper and appropriate
investigations, not only use computer forensics but also
develop forensics for mobile or mobile phones that need to be
carried out to obtain digital evidence[10].
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1.1.3. Mobile Forensics

Forensics is related to the types of electronic evidence in the
form of cellphones and smartphones. Mobile Forensics is a
branch of digital forensics which is carried out to find and
analyze evidence related to cybercrime cases so that it can be
legally accounted for[6].Mobile forensics is a branch or
derivative of digital forensics. Mobile forensics aims to
recover data from mobile devices[11].There are a number of
pieces of evidence that can be extracted from cell phones.
Types of evidence that can be extracted from cell phones
include: other contact numbers, call logs, sms messages, audio
files, emails and internet history. These artifacts can be
extracted by logical or physical methods. Logically, it extracts
data from system files by interacting directly with the device
using special tools or software for forensic mobile
devices[12].

1.1.4. Digital Evidence

Digital evidence is data collected from any type of digital
storage that is the subject of a computer forensic examination.
So anything that carries digital information can be the subject
of research, and any carrier of information targeted for
examination should be treated as evidence[13].There are two
similar terms for digital evidence, namely electronic evidence
and digital evidence. Electronic evidence is physical and can
be identified visually, such as computers, mobile phones,
cameras, CDs, hard disks, and others. While digital evidence
is in the form of evidence extracted or recovered from
electronic evidence, the evidence can be in the form of
evidence in the form of files, emails, messages, pictures,
videos, logs or text.[8].There are many challenges and
difficulties encountered in processing digital evidence on
mobile devices. Some of them are differences in mobile phone
hardware, security features, lack of resources, such as USB
cables, batteries, and chargers for different mobile devices,
anti-forensic techniques, dynamic or volatile evidence,
accidental reset processes, device changes , passcode recovery
and malicious programs[14].

1.1.5. Instant Messaging

Instant messaging is a facility for internet users to
communicate via chat. Instant Messaging can communicate
by sending text messages with other users. In addition, Instant
Messaging also serves to exchange files. Instant messaging,
better known as Online Chat, is a long-distance
communication tool that has a fast transmission speed[15].

1.1.6. Signal Messenger

Signal is a cross-platform and centralized encrypted
messaging service developed by the Signal Technology
Foundation and Signal Messenger LLC. Users can send one-
to-one and group messages, which can include files, voice
notes, pictures, and videos. The app can also be used to make
voice, one-to-one and group video calls, and the Android
version can optionally function as a texting app.

1.1.7. Cybercrime

Cybercrime is a form of crime that arises because of the use of
internet technology[3].Cybercrime is a consequence of the
over-availability and ability of users of computer systems in
unethical hands[16]. Cybercrime is any kind of use of
computer networks for criminal purposes by abusing the
convenience of digital technology[17].Cybercrime has several
types, such as unauthorized access, illegal content, hacking
and cracking, data falsification, and many others. This is the
use of information technology to bully people to send or post
texts that are intimidating or threatening to others[3].
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1.1.8. Phishing

Phishing is a cybercrime activity that uses social engineering
and technical fraud to steal identity data and financial
credentials. The social engineering scheme is carried out
using fake emails claiming to be from legitimate business
institutions and designed to direct victims to deceptive fake
websites, so that victims leak financial data such as names and
passwords[18].Phishing can also be defined as a form of
eavesdropping on websites so that customers' personal data
can be stolen[19].Web Phishing is the most widely used
method for perpetrators because it has a similar appearance to
the original website. Therefore, it is very likely that the victim
could be trapped in a phishing web[20].

1.1.9. Android

Android is an operating system that was originally created for
mobile devices, such as smartphones and tablets, but has now
become popular and popular on other smart devices, such as
cars, televisions, and watches. The kernel is based on Linux,
but also includes components not normally found in the Linux
kernel[3].Android provides an open platform for developer
users to create their own applications that will be used by
various mobile devices[21].

1.1.10. Smartphone

The smartphone is a communication tool that continues to
grow every year. Smartphones are not only used as a
communication tool, smartphones can also be used for other
purposes, such as online shopping, money transfers, playing
games, and social media. Smartphones are not only for
making voice calls but can also take pictures and can install
many applications that ordinary mobile devices cannot do,
such as chatting, sharing videos, photos and
documents[22].Android smartphone technology provides an
opportunity for application developers to expand the use of
applications, especially Signal social media on the Android
operating system[23]

1.1.11. Forensic Tools

Hardware and software are digital forensic tools that are used
to facilitate the digital forensic process[24]. Forensic tools are
available to assist investigators in collecting data related to the
case under investigation. Appropriate forensic tools are
needed to collect evidence and ensure the authenticity of
digital evidence so that it can be accepted and needs to be
ensured through mechanisms such as hashing or
implementing write protection to maintain data integrity and
prevent changes to data or files that make digital evidence
unacceptable. Differences in the use of forensic tools will also
affect the digital evidence obtained.

1.1.12. NIST

The National Institute of Standards and Technology (NIST) is
a method that is often used to analyze digital evidence
artifacts or forensic stages in order to obtain information from
digital evidence. This method refers to the basic stages in
forensic analysis, namely collection, examination, analysis,
and reporting, as presented in Figure 2[25].
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Figure 2. Stage of National Institute of Standards and
Technology

The following is an explanation of the stages contained in the
National Institute of Standards and Technology (NIST) in the
digital evidence analysis process:
1.Collection
The collection stage or stage in data collection with the aim
of identifying various sensitive information that is
considered very important in the analysis process and how
all the data can be collected properly.
2.Examination
The examination stage is carried out through the process of
processing the data collected forensically by using various
combinations of scenarios, both automatic and manual,
calculating and sorting the appropriate information in the
case study from the original data that has been collected
while protecting the integrity of the data.
3.Analysis
Data analysis can be done with various approaches or
algorithms. The task of this analysis includes various
activities, such as identifying users who are indirectly
involved in cases, analyzing examination results using other
methods or approaches that are technically and legally
justified in order to obtain useful information and can
respond to questions-questions that can drive the audit data
collection process.
4.Reporting
The reporting stage is reporting the results of the forensic
analysis stage, which includes a description of the
perpetrator's activities taken, a description of the selected
forensic tools and procedures, determining other actions that
need prevention and carried out with other aspects of the
forensic process. There are several factors that can affect the
results of documentation and reports, including the
following:
a.Alternative Explanations, namely an analyst who
basically must be able to use an approach or method to
approve or reject any explanation of a case or case being
carried out.
b.Owner Consideration (Audience Consideration) is to
provide data or various information to the audience
which is very useful and necessary in the forensic
process. Cases involved with a number of rules are
urgently needed in specific reports relating to the data
that has been collected. Besides that, a copy of data is
very much needed.
c.Actionable Information is a process of recording and
reporting documentation that includes how to identify
actionable information that can be obtained from a set of
data generated from previous data and then, with the
help of this data, we can draw conclusions and take the
latest information from the results of the sorting.
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2. METHODOLOGY

2.1 Research Scenario

This research does not use real scenarios, but uses engineered
scenarios, including smartphones, phone numbers, usernames,
and other identities. This scenario started with an actor named
Dila who spread promotions about sweepstakes or prizes in
the form of tens of millions of money.Among these
promotions, the perpetrator fills in a URL to trap the victim so
that later the victim can be easily fooled by the URL. Then the
victim accesses the URL and inputs personal data that has
been provided on the website.Perpetrators get sensitive data
such as email, ID numbers, and other data. After the
perpetrator obtains the identity of the victim, the perpetrator
deletes messages related to the spread of promotions
regarding sweepstakes or prizes to remove traces so that other
people do not know about their actions.This scenario uses 11
numbers for the simulation of the incident, where 10 numbers
are the destination numbers in the phishing spread and 1
number is the perpetrator himself on behalf of Dila.One of
these numbers is a victim of the perpetrator who will carry out
a forensic process to verify data from the perpetrator. Then
the perpetrator's smartphone will be carried out a forensic
process according to a cyber crime case study in the form of
phishing or visual-based fraud. The details of the scenario are
shown in Figure 3.
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Figure 3. Web Phishing Case Scenario

Figure 3 indicates that a case of web phishing occurred in the
Signal application. Initially, the perpetrator sent a broadcast
message to several telephone numbers in the form of phishing
via a signal application, then the victim opened the message
and accessed the website URL sent by the perpetrator. Then
the victim sees the information on the website and then the
victim is interested and fills in his personal data on the
website. The victim's personal data can be accessed by the
perpetrator through the database on the website. Messages in
the Signal application will be examined by investigators from
the perpetrator's device using the MOBILedit Forensic
Express Pro and Belkasoft Evidence Center tools. After
carrying out the examination process using forensic tools, the
investigator then makes a report of the results of the
examination of the web phishing case that occurred in the
Signal application.Reports resulting from forensic acquisitions
by investigators can be used later for court
proceedings according to studies analyzing cases. Reports can
be in the form of brief explanations of artifact analysis or case
study analysis of digital evidence.This scenario will use two
android smartphones. Two Smartphones with the Signal
application installed, which will then be examined by
investigators. The tools used in this study can be seen in Table
1.
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Table 1. Research Tools

No | Tools Name Description Information
HP 14-cm0066au,
1 Laptop 8GB DDR 4, Memori Hardware
1TB
. . Operating
2 Windows 10 Windowsn10 Pro system
3 Smartphone Samsung Galaxy J3 Hardware
1 Pro
4 Smartzphone Samsung Galaxy J6 Hardware
. . Android
5 Signal Versi 5.46.6 Application
MOBILedit Forensic
6 Forensic Versi7.2.0.17975
Tools
Express Pro
Belkasoft Forensic
7 Evidence Versi 1.13.10673
Tools
Center

In Table 1, it is a forensic tool needed to examine evidence on
a smartphone. The examination will use the MOBILedit
Forensic Express Pro and Belkasoft Evidence Center
applications.The application will be used to collect supporting
data from smartphones associated with messages in the form
of phishing. Then the existing evidence will be analyzed and
reported. The implementation of the case scenarios mentioned
earlier was carried out on two smartphones with the status of
evidence. This study simulates the evidence in the form of the
Samsung Galaxy J3 Pro smartphone as smartphone 1 and the
Samsung Galaxy J6 as smartphone 2.

Figure 4. Smartphone as Digital Evidence

The Figure 4 shows smartphone devices used in this study
were 2 units, smartphone 1 using the Samsung Galaxy J3 Pro
brand cellphone and smartphone 2 using the Samsung Galaxy
J6 brand cellphone, each of which has different specifications.
The specifications of the two smartphones can be seen in
Table 2.
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Table 2. Specifications of Smartphone Evidence

Specification Smartphone 1 Smartphone 2
Brands Samsung Samsung
Seri Galaxy J3 Pro Galaxy J6
IMEI 358067081384445 | 358471092069732
0s Android Android
OS Version 5.1 (Lollipop) 10 (Quince Tart)
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ldentification

Table 2 is evidence of smartphones that have different
specifications. For smartphone 1, the condition of the
cellphone is rooted, while smartphone 2 is not in a root
condition. The difference between the first and second
smartphones can be seen from the IMEI. The IMEI of each
smartphone has different values as a differentiator between
one smartphone and another. For example, if a smartphone
with the Samsung J3 Pro brand and Samsung J6 has a
different IMEI as a differentiator.

2.2 Research Stages

2.2.1.Mobile Forensics Stage Diagram

Forensic stages are carried out in obtaining digital evidence.
So that the search process is very easy to follow by following
the existing steps. The stages of mobile forensics in obtaining
digital evidence can be presented as shown in Figure 5.
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Figure 5. Diagram Stage of Mobile Forensics

Based on Figure 5 the investigation process begins with the
identification of evidence related to the case being
handled.The next process is Imaging File or Data Backup.This
process will minimize changes to the smartphone. Extraction
of data on evidence in the form of smartphones using the
MOBILedit Forensic Express and Belkasoft applications.
After the results are found, an analysis of the evidence is
carried out. After obtaining all the necessary data, then
making a report related to the results found to help strengthen
the evidence in court.

2.2.2.Collection

This stage is the initial stage of the NIST method in which
they search and collect data. In the case scenario, it is
explained that the smartphone is a tool used by the perpetrator
to send messages, the smartphone becomes evidence of a
crime.The evidence obtained from this study is 1 cellphone
with the Samsung Galaxy J3 Pro brand belonging to the
perpetrator and 1 cellphone brande Samsung Galaxy J6 brand,
to the victim. In addition, other evidence was found, namely 1
data cable used to charge the brand's cellphone Samsung
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Galaxy J3 Pro and 1 power cable are used to charge the
Samsung Galaxy J6 brand cellphone. The two smartphones
that have become evidence have the Signal application
installed.The evidence that has been collected can be seen in
table 2.To keep the evidence original and undamaged, data
integrity can be maintained by isolating physical evidence and
making backups in the form of clones or evidence image files.
This stage of taking digital evidence has a very high risk. If a
fatal error occurs, data and digital evidence on the smartphone
can be lost or damaged (problematic) so that it cannot be read.
Therefore, it is necessary to preserve it in the form of a
physical image. The process of data obtained through
extraction from smartphone 1 is shown in Figure 6 using the
MOBILedit Forensic Express application for the process of
taking evidence. This stage determines what evidence is
needed to determine whether the evidence processed is in
accordance with the case study or not.

Save as type: | Physical Image Fes (*mg)

. Hide Felders

Figure 6. Backup Process for Smartphone Evidence

Figure 6 shows the smartphone proof backup process using
the MOBILedit Forensic Express application. MOBILedit
Forensic Express is capable of making smartphone backups
with the extension AB (Android Backup), img, zip, and
several other types of extensions so that they can be opened in
various forensic applications. The results of this backup
process are image documents from each Android smartphone
with the img extension with varying document sizes
depending on the amount of data on the smartphone. The
results of smartphone backups can be seen in Figure 7.

Barang bukti smartphone - O
e Share  View
» ThisPC » Data(E) » Skripsi » Barang bukti smartphone v U Search Barang

A

A Name Date modified Type Size

(=33

Physical image - samsung SM-J31195 (20... 05
Physical image - samsung SM-J31155 (20,

it Lﬁ'samsung SRS
erts samsung SM-J31195.mg_info

2157 File folder
File folder
DisclmageFile  15388672.. |

WinRAR ZIP archive 2K8

Figure 7. Backup Process Results

Figure 7 is an imaging result from the perpetrator's
smartphone with the information that the imaging file is
internal to the perpetrator's smartphone, so the file size of the
imaging results depends on the size of the internal storage on
the smartphone.

2.2.3.Examination
Two forensic applications were used as acquisition tools at
this stage of the examination, namely MOBILedit Forensic
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Express and Belkasoft. Checking with MOBILedit Forensic
Express has 2 ways. The first way is that the evidence must be
connected to the computer or laptop where MOBILedit
Forensic Express is installed. The second way is to create an
image file from a smartphone that has been imaged
previously. In this examination process, the second method is
done by opening an image file from a smartphone that has
been imaged previously.The initial process is to open the
physical image data, which can be done by selecting imported
data, then clicking on the physical image, then selecting the
image file from the smartphone that has been done with the
previous physical image. The type of file is Disc Image File
(img).The acquisition process did not run long enough, wait a
few minutes and then the acquisition process was complete.
Acquisition generates overall application target data and
acquisition results reports. The acquisition process is
presented in Figure 8.

MOBILegit

sical image - samsung SM-131195 - Finished

®  Connection page ([®)

Figure 8. MOBILedit Acquisition Process on Smartphone

Figure 8 is the acquisition process from a smartphone, this
process will take a few minutes and then after the acquisition
process is complete it will displayresults.To see the results
after exporting the data, see the selected storage destination.
The results of the smartphones that have been acquired are
shown in Figure 9.

| [ | ¥ | Physical image - samsung SM-J31195 (2022-09-11 18hd4m31s) - u] X
File Home  Share  View o

4« Barangb.. > Physicalimage - samsung SM-J31195 (2022-05-11 18hddm31s) v b Search Physical i..

Name Date modified Type Size
7 Quick access

backup files File folder

11109
I Dtz o fes i File folder
 Donloads B log ful 1 TextDocumert K8
& Documents El log_short 1 Text Document 1KB
= Pictures = mobildit backup 1 XML Document 166K
26 [EReport i WPS POF Docume..___SRKE_]
11109

! CFG File 5KB

|| report_configuration.cfg
@ OneDrive

Figure 9. Smartphone Acquisition Results using
MOBILedit

Figure 9 shows the results of the smartphone
acquisitionsamsung galaxy j3 pro using the MOBILedit
application. The export results are stored in the folder
E:\Thesis\Smartphone Evidence\Physical image - samsung
SM-J3119S (2022-09-11 18h53m24s). The export results are
backup_file, pdf_files, tmp_files, log_full, log_short,
mobileedit_backup, Report.pdf, and report_configuration.cfg.
The selected full report is in PDF format. In the Report.pdf
file you can see the results of previous acquisitions of the
Samsung Galaxy J6 smartphone.The extraction results that
have been carried out with MOBILedit Forensic Express will
be displayed in a full report. In this study, the selected full
report is in PDF format. Full report display of smartphone
evidence as presented in Figure 10.
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Figure 10. Full Report of MOBILedit Smartphone

Figure 10 is a display of the full report. The full report
contains information on device information, investigator
information, and extraction information. Examination with
Belkasoft can perform direct extraction and extraction through
physical images. Examination with Belkasoft is done by
extracting the physical image that has been created using the
previous MOBILedit Forensic Express. Extraction results are
obtained in the form of files such as contacts, text messages
(chat), and image files. Each of these files has a different size
and number of files according to the number of chats
contained in the signal application on each smartphone.

E\barang bulai\samsung SM-J31155 img
Mobile image

Custom

Partial

Existing files. Nested data sources

parmat

SHATL MDS (Do not hash files larger than 200ME|

Figure 11. Belkasoft Acquisition Process on Smartphone

Figure 11 is a view of the reviewsource of data to be
acquired.There is information about the data source path,
which is a file taken from storage. The file is a samsung SM-
J31195.img.The file is contained from the results
of processing the physical image on MOBILedit Forensic
Express Pro.

fmsung SM-J31195.0... /A, 75% Analysis in progress... Completed tasks:..  12/09/2022

{ - O X

Enter the Signal keystore key, which can be extracted from the Android device

= SetSignal password
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S e T ey f2022 214

Figure 12. Input Keystore key Signal

In Figure 12 is a display of information about the input of the
keystore key signal. So that the acquisition process can run
well on the signal application, it is necessary to fill in a
keystore key to make it easier to get data on the application.
The data stored in the signal application regarding phishing
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cases carried out by the perpetrators. The keystore key is
found in the org.thoughtcrime.securesms_preferences.xml
file. The keystore key can be seen in Figure 13.

1 ong thoughtcrimesecuresms_preferences - Notepad
File Ede Fomat Yiew Hep
<hxml version="1.8" encoding="utf-8" standalone="yes' >
<mapy
<int name="last_version_code” value="1111" />
<int name-"pref job_manager version” value-"8" />

“pref_prompted_push_registration” value="true" />
cboolean nane="pref_seen_sticker_intro_tooltip” value="true" />

isights.opt.out” value="true" />

directory_refresh_tine” value="1651662407711" />
unidentified access certificate rotation tine" valve="1661655428616" />
<long name="pref_signed pre_key rotation_tine” value="1661682487699" />

cint nane="keyboard_height portrait” value="528" />

<boalean name="pref_disable passphrase” value="true" />

choolean name="pref_read_receipts” value="true" />

<int name="pref first_install version” value="1111" />

i “pref_app_nigration_version” value="64" />

<long name="pref_backup_next_tine” value="1651655428243" />

¢string nase="pref_backup_passphrase”>B6259 89998 65423 13823 BA469 32283¢/string>

cboolean nane="pref_seen_welcose_screen” value="true" />

cboclean name="pref_unauthorized_received” va

<boalean name="pref_typing indicators” value=

choolean name="pref_successful_directory” value="true” />

<boalean name="pref_registration lock” value="false" />
2

pre?_attachment_unencrypted_secret"»{8quot;classicCipherkeydquot; :null, Squot; classicackeybquot; :null, Squot;

[l D ELEEL TR et S e s a0 e 315817375 Sedbed 2 cd5730810200651949a020877 3d6a 7238508 Tabce 2 JEda o3

Figure 13. Keystore key data on Signal

Figure 13 shows information about the keystore data for the
keys in the signal application, in the form of a code that is
""92e3f5817375f9e4bed2cd57308102b0651949a0e08773d6a7
238508e7abce2c”. Then there is a backup password code,
namely "06259 09098 65423 13823 80469 32203". The data
is used to make it easier to open files in the signal application
during the acquisition process.The data is used to make it
easier to open files in the signal application during the
acquisition process.After the acquisition process is complete
then generate report data. The full report displays evidence of
one of the smartphones extracted by Belkasoft as can be seen
in Figure 14,

Belkasoft

Report information
Evidence Center

‘THIS REPORT IS GENERATED WITH THE TRIAL VERSION OF BELKASOFT EVIDENCE CENTER X

ONLY 50% OF ITEMS HAVE BEEN ADDED TO THE REPORT

- PEHEEL L.

Common information

12/08/2022 23:07:10
Amal

akuisisi signal messenger

Mencari barang buktiweb phishing pada signal messenger
12/09,/2022 20:55:39

Trisna lrawan

(UTC+0T:00) Bangkok, Hanoi, Jakarta

Earier first
Nane

Figure 14. Results of Acquisition of Belkasoft Smartphone

Figure 14 is a display of the report results from Belkasofton
the Samsung Galaxy J3 Pro smartphone. The report contains
the date of the resulting acquisition process, case properties
including case name, case description, case creation date, case
maker or investigator name, and time, as well as report
options.The acquisition result from the Belkasoft application
uses an image file resulting from a physical image from
MOBILedit Forensic Express Pro. Belkasoft forensic
application has successfully acquired a smartphone.

2.2.4. Analysis

The Analysis stage is the analysis stage or the stage to see the
results of the previous Examination stage in detail to obtain
digital evidence on forensic evidence. This study limits the
search for digital evidence to the results obtained from the
Signal application in the form of accounts, contacts, text
messages (chat), and pictures. The extraction results obtained
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from the Examination process that has been carried out on two
smartphones using the MOBILedit Forensic Express
application get results in the form of mobile phone numbers,
contact lists, text messages, and images.

+6283849582800

Number +6283849582800

& Nickname dila

ime,securesms/live ¢ I.db

la P
(Table: recipient)

Figure 15. Information on the Perpetrator's Cellphone
Number on Smartphone Evidence

In Figure 15 the mobile number of the perpetrator whoused on
the signal application account in committing crimes in the
form of phishing. The number is 083849582800 with the
nickname "dila™.The perpetrator uses the number for the
signal account as an action in spreading phishing messages.
The message is spread by the perpetrators to several signal
accounts in a broadcast manner, which later on the victim will
be provoked to access the URL contained in the message.

Contacts @

4628119728877

4628119728877

. Oxfedd (Table: recipient)

+6281227959976

+6281227959976

Oxfbdc (Table: recipient)

Figure 16. Contact Information on Smartphone Evidence

Figure 16 shows that there are 48 contacts obtained on the
evidence. The contact is a mobile number stored on the
smartphone in the signal application. These numbers are used
for the distribution of phishing messages by the perpetrators.
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Chat:4
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Selamat anda terpiih sebagai pemenang Dana Tumpeh senilai Rp.350.000.000, Hadiah ini tidak dikenakan biaya
‘apapun. Silahkan buka link dibawah ini untuk melakukan konfirmasi Hadiah. Segera Ambil Hadiahnyat!
Link : www.cuankucuan.my.id

db (Table: thread)
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Selamat anda terpilih sebagai pemenang Dana Tumpeh senilai Rp. 50,000,000,
Hadiah ini tidak dikenakan biaya apapun. Silahkan buka ink dibawah ini untuk
melakukan konfirmasi Hadiah. Segera Ambil Hadiahnyal®

Link : www cuankucuan my.id

Figure 17. Proof of Text Messages on Smartphone
Evidence

In Figure 17 there is evidence of text messages (chat) obtained
on smartphones. The message indicates that there is a
phishing message or tricking the victim by sending a
promotional or gift message and a URL for the victim to then
access.The URL shown in the message is
“cuankucuan.my.id”, which can be seen in Figure 18.
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Figure 18. Phishing Web Display

Figure 18 is a phishing web display accessed from the URL
found in the perpetrator's message. This URL is distributed by
the perpetrator to trick the victim into accessing the web and
filling in their personal data.The data entered includes the full
name, nick, phone number and email, the data is sensitive data
owned by the victim. The data that has been inputted will later
be accessed by the actors on the web database.

{yDana Tumpeh)

Selamat anda terpilih sebagai pemenang Dana Tumpeh senilai Rp.50.000.000, Hadiah ini tidak dikenakan biaya apapun. Slahkan buka link dibaw
ini untuk melakukan konfirmasi Hadiah. Segera Ambil Hadiahnya!®
Link : www.cuankucuan.my.id
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Figure 19. Image Evidence on Smartphone Perpetrator’s

Figure 19 shows evidence of images obtained on a
smartphone. The image contains promotional words or cash
prizes and includes a phishing web URL on the image.
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Figure 20. Smartphone Text Message Proof on Belkasoft

Figure 20 shows the messages found on thesmartphone
samsung galaxy j3 pro, the message contains information
about the phishing message sent by the perpetrator to the
victim. There is information about the image sent by the
perpetrator to the victim in the form of a promotional image,
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but the image cannot be read in the results of the report
provided by the Belkasoft application.This is because the
Belkasoft application that investigators use is the free
Belkasoft application or trial, so the Belkasoft application
only provides information about the results of reports from
evidence.Smartphones that are carried out in the acquisition
process only get 50% of the data provided, so there is data
that has not been found or read on the smartphone. However,
in the Belkasoft application on the artifacts menu, an image
was found which was presented in Figure 21.

X 11410572 TRUAL VERSION | abisigral messenger - 0O X

me IC

me flocal)

Figure 21. Smartphone Image Evidence on the Artifacts
Menu Belkasoft

In Figure 21 found a message and an image that was sent by
the perpetrator to the victim in the form of phishing
information, namely a message about a promotion or gift to
trick the victim and there is a website URL created by the
perpetrator which will later be accessed by the victim, the
URL is "cuankucuan.my.id".

Profile properties
o SignalCret)
image\ivd,
468386085003

samsing SN-13119Simg

Dincin Toe fran o TmeK) mejod) Nesge Oign it kded  Oign
Ougang  Pcte | 462838560 12 1009/2022 10092022 haughici samsung SH- No Comman
ansfer (85003 104700 1AM messcuesms/pp pats!
pRrTT6319506:mms
Ougng Fewe  [+6283850 191 10092022 10032022 i samsung SM-3119Si No Commen
tansfer | 85003 112629 182629  mesecuresms/3pp parts/
parT76319506.mms
Ougang Petwe | +62438560 0092022 10032022 i samsung SM-3119Si No Commen
arsler (83003 112708 182108 mesecuesms/pp parts/
partT76319506.mms
Ouigang  Pcte | 462838560 194 1009/2022 10092022 haughici samsung SH No Comman
tarsler (83003 145828 213828 mesesuesms/pppats!
PRrT76319506:mms
hcoming  Message | +62630499 [+62B38560 11/09/2022 11082022 samsung SMI3119S imgfsms No Common
84403 5003 092749 162749

Figure 22. Smartphone Account Contact Information on
Belkasoft

Figure 22 shows that it managed to get the signal account
contact number used on the Samsung Galaxy J3 Pro
smartphone, but for the other contact numbers or the victim it
could not be found.There is only information about the
intended purpose of the perpetrator in sending a message.

2.2.5.Reporting

The Reporting stage is the stage of making a report in the
form of data from the analysis in the previous stage, which
includes a description of what evidence has been obtained and
the presentation of the success of forensic tools in carrying out
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extractions in obtaining evidence. proof. The results obtained
from the acquisition process of 2 smartphones can be seen in
table 3 and table 4.

Table 3. Digital Evidence Obtained on a Smartphones 1

No P_rqof F(_)rensic Tools
Digital MOBILedit Belkasoft
1 Account 1 1
2 Contact 48 0
3 Chat 9 5
4 Picture 9 1

Based on table 3, the extraction results from MOBILedit
Forensic Express Pro get 1 mobile account number, 48
contacts, 9 chats and 9 pictures.While the extraction results
from Belkasoft get 1 mobile account number, 5 chats and 1
picture. For contact can't be found on Belkasoft. The results of

the acquisition of smartphone 2 can be seen in table 4.

Table 4. Digital Evidence Obtained on a Smartphone 2

No P_rqof Forensic Tools
Digital MOBILedit Belkasoft
1 Account 0 0
2 Contact 0 0
3 Chat 0 0
4 Picture 0 0

Based on table 4, the extraction results from MOBILedit
Forensic Express Pro and Belkasoft could not be found.As
explained in the analysis stage, this is because the device
storage is still encrypted and the smartphone condition is not
rooted, so extraction using the MOBILedit Forensic Express
Pro and Belkasoft applications does not give the expected
results or gives zero results (zero result)and prove that
technology security is more secure and prove that Signal data
cannot be opened by just anyone.

3. CONCLUSION

Based on the discussion and results of research and testing
using the National Institute of Standards and Technology
(NIST) method and the stages of mobile forensic procedures
on smartphones, it can be concluded that the NIST forensic
method can be obtained as evidence in the form of
information used by perpetrators to commit crimes on instant
messenger signal applications with web phishing case.The
results obtained from the acquisition of 2 pieces of evidence
using 2 forensic applications can be concluded that the
analysis process using MOBILedit Forensic Express Pro on a
smartphone obtains smartphone account numbers, contacts,
text messages, and images as well as for deleted text messages
that have not been found.As for the smartphone 2 did not get
any results from the acquisition stage. In the analysis process
using the Belkasoft Evidence Center on smartphone 1, get a
smartphone account number, text messages and pictures.
Smartphone 2 does not give the expected results. In other
words, smartphone 2 gives zero results. This is because the
acquisition process at Belkasoft failed, thus making the

acquisition of smartphone 2 not produce the desired results.
This study only uses a smartphone with an old android
version, it is recommended to use a different model or type of
smartphone and use the latest android version. It is hoped that
in the next research, development will be carried out using
forensic applications and supporting software with the latest
versions, both paid and unpaid in testing a case to get
maximum evidence, because the era of security levels on
smartphones and social media applications is getting more and
more advanced.
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