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ABSTRACT

Advances in information technology have a negative impact,
including the public can freely act in cybercrimes. One of the
popular instant messaging services is Signal Instant
Messenger, which can trigger cyber crimes such as
cyberbullying, pornography, gambling, fraud, and phishing.
Cyberbullying crimes can occur as long as the application
used provides features to send text messages, pictures, or
videos. This study aims to analyze digital evidence so that it
can be identified as a case of cyberbullying on the Signal
Instant Messenger application.The investigation process uses
one of the methods of the Digital Forensic Research
Workshop (DFRWS) framework, with stages including
identification, preservation, collection, examination, analysis,
and presentation in the digital evidence search process. The
digital forensic tools used to collect evidence are MOBILedit
Forensic Express Pro, Belkasoft Evidence Center, and SQL.ite
DB Browser. The process of identifying digital evidence uses
a repetition of words that contain ridicule or insult to the
victim so that the perpetrator is identified as committing
cyberbullying.The results of this study are in the form of
digital evidence in the form of reports to be analyzed and used
to support cyberbullying investigations in court. This study
obtained the results that the actions or conversations that led
to cyberbullying were as many as 4 people, 2 as victims, and 1
as witness in accordance with the expected research
objectives, even though they had not been able to read deleted
or accidentally deleted chats.
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1. INTRODUCTION

The development of technology and information capabilities
is growing rapidly, followed by the use of social media to
convey messages and information and to obtain actual
information. Social media is an online-based media where
users can easily participate, share, and interact[1]. Social
media is used as a medium for interacting, exchanging
information and/or communicating.The increase in social
media users makes other users worry about defending
themselves from cybercrimes. Every criminal case has been
stipulated by law according to the existing case. For example,
the case of bullying is included in Article 45 paragraph (1).
The article has a different sound, and the determination of the
provisions of the article is determined by the MPR.
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Figurel. Indonesia's State Social Media Usage Data

Figure 1shows statistics on social media users in Indonesia,
with a total population of around 277.7 million people, the
source of research conducted by we are social and hootsuite
with an update in February 2022. Based on statistical data we
are social Hootsuite in January 2022, active internet users in
Indonesia reached 204.7 billion people, followed by active
social media users by as many as 191.4 billion, and then
Indonesia’s population itself reached 277.1 billion people, an
increase of 12.6% compared to the previous year[2]. The
increasing number of social media users currently occurs
because during the pandemic, activities require to be
transferred online. One of the social media applications that
attracts users today is Signal Instant Messenger. Signal Instant
Messenger has become a popular application in Indonesia and
throughout the world because of user concerns about
maintaining their privacy and personal information [3].

The development of information technology has both positive
and negative impacts. The positive impact of information
technology, one of which is being able to communicate with
other people through chat directly, even through the internet
network[4]. The negative impact of information technology is
the existence of crime (cybercrime). Cybercrime is a term that
refers to all activities involving computers and/or computer
networks as tools, targets, or the occurrence of crimes,
including cybercrimes [5]. Technological facilities that
include mobile phones, smartphones, and others that can be
done through a global electronic network[6]. Cybercrime can
take the form of cyberbullying, cyber fraud, cyber human
trafficking, cyber extortion, and others that can have fatal
consequences, such as suicide or murder.
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Figure2. Cybercrime Statistics on A Global Scale

Figure 2shows some percentage of cybercrime statistics on a
global scale based on a statistical survey from the Insurance
Information Institute from 2017 to 2021[7].

Based on data from the Directorate of Cyber Crime
(Dittipidsiber), the National Police Criminal Investigation
Unit handled 4656 cybercrime cases during the January to
November 2020 period[8]. The criminal cases of the 4
thousand are divided into 15 types of crimes. Most cases
handled by the police are defamation cases. One of the causes
of this case is the use of social media by providing the Signal
service feature to send text messages and emojis as an
expression of feelings. The high number of bullying cases on
social media encourages the investigation of cyberbullying
cases through forensic analysis using the Digital Forensic
Research Workshop (DFRWS) method.

1.1 Study Literature
1.1.1 Previously Study

This research is based on five previous studies that conducted
as a reference while comparing the current research with
previous research.

The first research conducted by Imam Riadi, Sunardi, and
Panggah Widiandana (2020) is a research entitled
"Investigating Cyberbullying on Whatsapp Using Digital
Forensics Research Workshop". This study was shown to look
for evidence on the WhatsApp Messaging application related
to cyberbullying by comparing different values from the
various results. Digital evidence is disclosed to the suspect
with the group feature in the form of text. DFRWS can raise
evidence digitally in groups and use the Improved Sqrt-Cosine
method. Cosine Similarity is one of the algorithms in text
mining that serves to classify a document or text [9].

The second research conducted by Afif Nur Ichsan and Imam
Riadi (2021) has a research entitled "Mobile Forensic on
Android-based IMO Messenger Services using Digital
Forensic Research Workshop (DFRWS) Method". This
research is aimed at acquiring and obtaining digital evidence
in the IMO chat application and comparing different forensic
tools. The increasing number of IM application users on
mobile devices has become a source of forensic investigations
on mobile [10]. This study uses the Belkasoft Evidence Center
forensic tools, MOBILEdit Forensic, and AccessData FTK
Imager then compares the acquisition results.

The third research conducted by Imam Riadi, Herman, and
Nur hamida Siregar (2021) has a research entitled "Mobile
Forensics in Cyber Fraud Cases of Signal Messenger Services
Using the NIST Method". Fraud is a crime that uses abusive
methods to take valuables from other people[11].This research
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is shown for the acquisition steps using forensic equipment in
accordance with NIST procedures, with a percentage result of
57.14%, and has an inability that is unable to recover lost
data.

The fourth research conducted by Imam Riadi, Sunardi, and
Panggah Widiandana (2022) has a research entitled
"Cyberbullying Detection on Instant Messaging Services
Using Rocchio and Digital Forensics Research Workshop
Framework". This study uses the Rocchio approach. The
Rocchio algorithm is an algorithm to obtain the minimum
relevance of feedback in a document so that users ideally get
information according to their needs[12].This study aims to
examine how to detect cases of cyberbullying with the Digital
Forensics Research Workshop (DFRWS) approach.

The fifth research conducted by Galih Fanani, Imam Riadi,
and Anton Yudhana (2022) has a research entitled "Forensic
Analysis of Michat Applications Using Digital Forensics
Research Workshop Methods". This study uses the DFRWS
forensic method with various tools as a comparison in the
retrieval of data artifacts. Data artifacts can be used as digital
evidence [13].The files that successfully retrieved include
conversational text files, images, sounds, videos, and web
caches. The Oxygen forensic tool has the highest data artifact
retrieval capability, with a percentage of 83.3%.

1.1.2 Digital Evidence

Digital evidence is information stored or transmitted in binary
form that can be used in court. This digital evidence can be
found on a computer drive, a cellphone, or other storage
device[14].

Figure3 Digital Evidence

Figure 3shows some examples of digital evidence, including:
flashdisk, Hard Disk Drive (HDD), handphone, external
microSD, Random Access Memory (RAM). A flashdisk is a
hardware device that is capable of sending and receiving data
from one computer to another offline and requires USB
connectivity. A HDD is a computer storage device like the
internal storage of a mobile phone that stores sensitive data
such as cache.Mobile phones are sophisticated
communication devices with facilities that can send and
receive various types of information and are able to interact
remotely. Mobile phones have data storage in which various
sensitive user data, such as passwords or caches, are stored.An
external Micro SD is an additional storage medium on
cellphones that people usually use to increase storage capacity
if the internal storage is not enough. Users sometimes store
collections of camera photos that store EXIF datafor digital
evidence purposes, such as details of the device used, time,
data type, and gps location. RAM is the memory of various
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processes carried out by the computer able to help the
investigation.

1.1.3 Digital Forensic

Confiscation of Evidence

Evidence Has Been
Secured

Save Evidence

Submission of Evidence
to a Forensic Expert

Evidence Investigation
Process

Figure4 Forensics Process

Figuredare the stages or forensic processes according to
existing investigation procedures.

Forensic is a part of forensic science that covers the discovery
and investigation of material (data) found on digital devices
(computers, mobile phones, tablets, PDAs, networking
devices, storage, and the like)[15].Digital forensics is an
investigative method by applying science and technology with
the aim of examining and analyzing evidence digitally[16].

1.1.4 Signal Instant Messaging

Signal Instant Messenger, or better known as Signal, is an
instant messaging application developed by the Signal
Foundation and Signal Messenger LLC. Signal offers
advanced end-to-end encryption (an offering of the open
source Signal protocol), thus maintaining conversation
privacy[17].Users can send messages to each other or through
a group conversation.

1.1.5 Cybercrime

Cybercrime is an unlawful act carried out by using a computer
network as a means/tool or a computer as an object, either to
gain profit or not, to the detriment of other parties[18].Types
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of cybercrime, including cracking, carding, illegal content,
data forgery, and others[19].

1.1.6 Android

Applications

Figure5. Android Components

Figure5shows the Android components consist of the Linux
Kernel, Libraries & Runtime, Framework, and Application .
Android is a set of software on mobile devices that includes
an operating system, middleware, and application
lock[20].This study uses the Android operating system,
provided that it has been rooted and the Android version is
version 5 (Lollipop). Subsequent testing shows that on
Android version 6 or above, the data will be well encrypted
and not easy to decrypt.

1.1.7 DFRWS

The Digital Forensics Research Workshop (DFRWS) method
is one of the methods used in digital forensic analysis to
indicate a digital crime[21].The DFRWS method is complex
because it incorporates other forensic methods, such as the
NIST (National Institute of Standards and Technology)
method and the NIJ (National Institute of Justice) method.
NIST covers collection, examination, analysis, and reporting.
NI1J covers collection, preservation, analysis, and presentation.

Identification

Preservation

Collection

Examination

Presentation

Figure6. DFRWS Forensic Method Stages

The forensic stages in Figure 6 are in accordance with the
provisions of the DFRWS, with a total of 6 forensic stages.
Other forensic methods may be different.

1.1.7.1 Identification

This process aims to identify and determine what data needs
are needed in the investigation and search for digital evidence.
Investigators need information in the form of complete details
of the cases that occurred so that the analysis process does not
save the existing cases.
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1.1.7.2 Preservation

This process aims to maintain data to maintain digital
evidence, then ensure the authenticity of the evidence and
deny claims that the evidence has changed data or there is
sabotage.

1.1.7.3 Collection
This data collection process is used to specifically identify
digital evidence and identify various data sources.

1.1.7.4 Examination

The stages in which data-containing cases are determined and
specific parts of data from various data sources are filtered.
This filtering is carried out to check for changes in the data,
but changes in the contents of the data are not identified
because there is validation of the authenticity of the data.

1.1.7.5 Analysis

The process by which the data was created, by whom the data
was created, how the data was created, and why the data was
created. Analysis is the core of the forensic process, in which
part of the data indicates the case and is presented in the form
of a report.

1.1.7.6 Presentation

This process is carried out to display information on the
results of the analysis process at the previous stage. This stage
is the reporting stage of the analysis results, including the
description (scenario) of the suspect actions, an explanation of
the tools and methods used, determination of supporting
actions taken, and providing recommendations for
improvement of policies, methods, tools, or other supporting
aspects in the digital forensics action process.

1.1.8 Bullying

Bullying is a deliberate attempt to hurt or humiliate another
person[22].The purpose of this bullying is to injure or weaken
the victim and is carried out continuously[23].

1.1.9 Cyberbullying

Cyberbullying is the act of sending or posting malicious,
violent text or images over the internet (for example, via
instant messaging, email, group chat rooms, and social
networking).[24].

2. METHODOLOGY
2.1 Research Scenario
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Figure7. Event Scenarios of Cyberbullying
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Scenarios at Figure7started with the suspect name is Tedi
Mariono was disappointed because Tedi didn't win in the
judging results at BKS (Burung Kicau Sakti) in a group chat
application called Signal. Then the suspect started an act of
insulting his good name followed by disrespectful words in
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the form of insulting the victim to the two winners, namely
Deko Miki Aprilianto and Tandy Sudanto. The first
provocateur, Tedi Mariono, caused other people to join in the
argument but as other defendants, including Aril Nujianto,
Adhe Jariadi, and Harun Perwirantoro.

Meanwhile, Darin Asep, the witness who was in contact with
Deko Miki and Tandy Sudanto then showed the conversation
in the Signal application. The victims, Deko Miki and Tandy
Sudanto, because they felt their good names insulted and
polluted, then reported the conversation as evidence, namely
from the suspect smartphone, and handed over the
conversation to the authorities Investigator on the Signal
application for analysis by further investigators so that the
defendant could be processed in this case.

Other suspects, namely Aril Nujianto, Adhe Jariadi, and
Harun Perwirantoro, became suspects but only questioned by
the law, while Tedi Mariono was sanctioned as a provocateur
in Harassment of Good Name and Threats of Fighting. The
proof that Tedi Mariono is bullying with the criteria of being a
provocateur to heat up the victim. The victim did nothing but
save the screenshots and report the incident to the police.
Darin Asep, as a Witness Explained the incident to the local
police along with the two victims, namely Deko Miki and
Tandy Sudanto. Tedi Mariono and with other suspects
including Aril Nujianto, Adhe Jariadi, and Harun
PerwirantoroSanctioned Based on Article 310 of the Criminal
Code Regarding Harassment of Good Names and Article 368
Paragraph (1) of the Criminal Code.

2.2 Result and Discussion

The research step is the process by which investigators apply
forensics to find evidence according to the procedures that
have been applied.There are six stages in the forensic process
as shown in Figure 8.

Identification

Preservation

Collection

Examination ]
Analysis _l

Presentation

Figure8. Research Step

The Figure 8 is explanation of research step for evidence
obtaining and based on DFRWS forensic measures.The
following is an explanation of the forensic stages and tables
for more complete details

2.2.1 ldentification

The identification stage begins with Before the start of the
forensic process, the investigator or investigator first identifies
or prepares what data is needed that relates to the case under
investigation then preparing forensic tools that will be used by
the investigators in taking digital evidence. Digital evidence is
used by investigators to maintain its integrity and guarantee
its authenticity. Some of the software and hardware needed by

24



investigators during the process of searching for digital
evidence can be seen in Table 1

Table 1Forensic Equipment Investigators Need

Equipment and Description Category
materials

Laptop Lenovo | 320 Hardware

14AST, AMD A9-

9420, AMD R3
M430, Windows 10
Pro
Smartphone Samsung Galaxy Hardware
Grand Prime,
Rooted condition,
OS Android,

V.5.1.1 (Lollipop)

MOBILedit Tools forensic Software
Forensic Express
Pro
Belkasoft Evidence Tools forensic Software
Center
DB Browser Tools forensic Software
SQL.ite

Signal Instant Instant messages Software

Messenger application target

(Version 5.38.5)

Table 1 shows the various forensic tools and equipment
needed to assist in the process of investigating digital
evidence.

The data in table 1 shows that software is mostly used to help
analyze the digital evidence retrieval process. Meanwhile,
hardware is used for media against investigators in obtaining
digital evidence.

2.2.2 Preservation

Preservation, or the maintenance process, starts with a
smartphone (Samsung) already rooted so that it can be fully
accessed by investigators. The next step is to create an image
file on a rooted smartphone for analysis and verify its
authenticity. The image files are stored and quarantined to
prevent third parties from accessing or modifying the data.

MOBILedP’i«E

Figure9.Imaging Process Using MOBILEdit Forensic

Figure9shows the imaging process so that the imaging results
file is used as a reference if the data that has been acquired at
the next forensic stage does not change during the hash
validation process. The imaging provisions are that the first
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file is the internal storage of the smartphone, followed by the
second file, which is the extSDCard or external memory of
the smartphone.This image file can be accessed by a computer
and various data can be browsed from the entire internal
storage of the smartphone or just copy folder of Signal app
which location at /data/data/com.thoughtcrimes.securesms/.

2.2.3 Collection

The collection stage is the stage of the acquisition process and
validates the data on the suspect smartphone to obtain
evidence as well as validate the authenticity of the evidence
that has been collected. This collection stage needs to be
considered regarding the data taken because during the
acquisition process there is a risk of corrupt (problematic)
data, such as the state of the computer suddenly turning blue
during the collection process. The process of data collection,
obtained through extraction from a smartphone, is shown in
the image with the help of the MOBILedit Forensic
application for collecting evidence. At this stage, it is
determined which evidence is needed to determine whether
the evidence is in accordance with the case study or not.This
collection stage generates various data from the target
application, complete with reports as well as imaging data
files from both target smartphone storages.The first collection
stage is retrieving imaging data files on both storage devices
and ensuring the imaging file size matches the storage
capacity followed next step is aqcuisition.

Select a phone or data and press Next

- .
E‘I Samsung Galaxy Grand Prime
Physical image - samsung SM-G530H

Physical image - Samsung Galaxy Grand Prime_mmcblk1.img

- ea Bluetooth connection

& Connect iCloud

Wi-Fi connection
@ import data

Hack phone ow to connect

Next {}\)

Figure10.Imaging Results of MOBILEdit Forensic

FigurelOshows imaging results that can be used to explore
various data before filtering.Imaging process generates data
files in IMG format. IMG file can easily be browsed includes
the internal storage of the perpetrator's smartphone and IMG
file can be saved by investigators for forensic application at
the prevention stage, which can later be known if there is a
change in data before and after acquisition.Then, the
investigator compares the acquisition results between the
results of the imaging process and the direct acquisition
process by the perpetrator's smartphone.
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Figure 11.The Result of the Acquisition Report From
MOBILEdit Forensic Tools

Figure 11 shows the results of the acquisition of MOBILEdit
Forensic tools with a description, namely the details of the
smartphone used by the suspect.This report only shows the
main interface of the reports that have been successfully
created by MOBILEdit Forensic.

KDAFUTAY WMLZAM; i« B8 ECDSFLLKHEDN-
3Py FWHKP/1]

BPOjEKEIAaSBDFjOyamNLGVWoF =/
o) NZMLRMEMOIMCYUE

ci 1biB

‘I\Ssu\anmalankum W Wb,

walaikurmsalam Wr. Wh.

Deko Miki Apr (Deko MIKI Apr)
' B Wataikumsolam Wr. Wb,

89151

[Watalkumsalam wr. wh.

[

[

[P v

[Fabartor, R oy Do e S Peralrs i g e

Figure 12.0ther Acquisition Reportson Conversations
using MOBILEdit Forensic Tools.

Figure 12 shows the MOBILEdit Forensic report in the form
of conversations carried out by various users who were
successfully acquired.

Manufacturer Samsung
Cage Ini
Product Galaxy Grand Prime
HW Revision LRX22G ® fosela
Platform Android M gase Ev
SW Revision 5.0.2(21) B faseEv
Serial Number RR1G20249MP
IMEI 357700060605957
Rooted Yes
SIM Card Yes
Acquisition Stage on Cyberbullying Cases using MOBILEdit Forensic
Tools

Device Information

@ Device Label Suspect

@ Device Name Samsung Galaxy Grand Prime

@ DevicelD 016

@ Device Evidence Number 2690

& Owner Name Tedi Mariono

«/ Owner Phone Number 083857492690

B Phone Notes This Number Only Used For Scenario's Simulation

Figure13.Details of the Suspect Tedi Mariono
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Figure 13 shows the acquisition results of suspect by Tedi
Mariono. The red color indicates that the details of the suspect
especially on Tedi Mariono smartphone, such as the
smartphone used, imei, phone number, and other details of the
suspect.

Data sources

Show nested data sources

N Kazuki (GP).belkaml (140 artifacts)

Type: Belka image E
Timezone:  (UTC+07:00) Bangkok, Hanoi,  /* g

mages_8\Kazuki (GP).belkam

Installed applications 137 [} Videos 2

L Contads 1

Figurel4.Results Acquisition of Belkasoft Evidence Center

Figure 14 shows Belkasoft Tools did not live up to
expectations in the artifact retrieval acquisition process.
Belkasoft is only able to retrieve a list of installed applications
and a list of contacts with 1 data and2data videos.

2.2.4 Examination

The examination or screening stage is the stage of the
examination process on the collected data, both from the
imaging process and direct backup. The stages of selecting
data for evidence according to case studies are very important
considering that there are so many types of data taken. The
first step in the filtering process is to disable cellular data or
wifi so that there is no sending or receiving data from the
cloud. Then the smartphone is connected to the laptop. Data
files that have been extracted, such as chat files, emojis,
hashes files, contacts, and web caches, each have data
authenticity and are validated using hashing tools so that the
data can be claimed that the file has not changed. Details of
participants and group chat can be seen in Figure 13.

Bubarin aj lomba brungny & pra pmenang kpn nih bsa duel. Aku siap tarung sma
kalian para ajg-2jg .

[\yanm aig Ih Klian brdua . nih psti jurinya dh dibyar ‘

‘ Bnran nh? Asu Ih kalian . diam2 myuap jurit ‘

Spkat mw di apain nh gaes kdua pmnang?

lSapa?Slan? ‘

[ Fix sih, mereka berdua memang kampret ‘

‘Vg(omkanjmgapa kampret nh k mreka ? ‘

Figurel5.The Screening Process According to Bullying
Criteria

Figure 15 shows the suspect, Tedi Mariono, starting the
bullying by badmouthing the victim so that other suspects also
badmouth the victims to chat in groups of various users and
it’s stored in a report on the acquisition of forensic tools
MOBILEdit Forensic, followed by a report and the marks area
is the proof cyberbullying happen with green color mean the
area marker is an indication where the cyberbullying occurred
and the green color proves that it was carried out by the
suspect's smartphone.
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2.2.5 Analysis

Analysis of the results of the data retrieval process from the
MOBILedit Forensic Express application and exporting them
in the form of a pdf file report then filtered as needed and
adjusted for the identification process of cyberbullying cases
so that the identification process is easier and can see the
rapid details, both message content, message recipients and
recipient information numbers, and message sender. Belkasoft
is the second forensic tool to compare whether it is more
effective in retrieving smartphone data artifacts, but Belkasoft
does not meet expectations because it cannot retrieve
appropriate artifacts.Belkasoft managed to retrieve the
smartphone artifact with a description of only showing a list
of applications with as many as 158 items installed and
retrieving contacts but only one contact.Based on the results
of the acquisition between tools forensic MOBILEdit and
Belkasoft, it can be seen that MOBILEdit is more effective in
taking evidence.A possible problem with Belkasoft forensic
tools is that the version of the application or the agent is not
compatible with Belkasoft's analytical reference and for now,
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with the highest count is automatically identified as the
defendant. Other results prove that numbers with low weights
are aslo identified as cyberbullying.The victim was included
in the bullying case because of the analysis of whether the
victim felt his name was tainted and it was confirmed that the
calculation of the number of words was rude.

The next stage is the process of drawing conclusions, namely
counting the perpetrators who have said harsh words and
ridiculed the victim repeatedly as if the perpetrators felt the
highest authority. It was identified that the perpetrators
included Tedi Mariono, Aril Nujianto, Adhe Jariadi, and
Harun Perwirantoro.The perpetrators are then sanctioned in
accordance with national law, with each country having its
own set of penalties.The victims also mentioned that the
perpetrators bribed the jury and that the victims were
considered to have paid the jury so that they could win easily
in the competition.

Table 3

the MOBILEdit forensic tool is the most powerful compared Tedi Mariono 3 words that include "anjing" and
to Belkasoft. other insults like "jelek" and "dekil"
Table 2Group Conversations of Suspects Aril Nujianto 3 words "anjing" and 1 word "suap"
. . o Adhe Jariadi 2 words “anjing”and 1 word “suap”
Tedi Mariono | Bubarin aj lomba brungny & pra
pmenang kpn nih bsa duel. Aku Harun 1 word “kampret”
siap tarung sma kalian para ajg- Perwirantoro

_______

Aril Nujianto | lya nh, ajg Ih klian brdua 8iics;; ,
nih psti jurinya dh dibyar

Adhe Jariadi | Bnran nh? Asu Ih kalian iosioss; ,
diam2 nyuap juri!

Tedi Mariono | Spkat mw di apain nh gaes kdua
pmnang?

Aril Nujianto | Sapa? Si ajg?

Harun Fix sih, mereka berdua memang
Perwirantoro | kampret

Adhe Jariadi | Yg cocok anjing apa kampret nh
k mreka o8} ?

Tedi Mariono | Lbih cocok ajg sh, jlekdekil +
tkang suap.

Aril Nujianto | Woy pra anjing, mna klian
brdua 8iica;; ?|

The data that has been obtained from the process of taking
evidence is then grouped according to the conversation and
preprocessing is carried out before being identified as a
cyberbullying case by counting bad words so that the final
result is the chat identified as cases of cyberbullying and with
the counted bad words, the person who makes the bad words

From table 3, various conversations that have been analyzed
contain harsh words and slander mentioned by the
perpetrators towards the two victims. It is known that the first
perpetrator was Tedi Mariono, who said 3 harsh words
"anjing" and then 1 harsh word in the form of body shaming,
namely "jelek" and "dekil", which means the victim's
perspective is very dirty. The second perpetrator is Aril
Nujianto, with 3 mentions of the word "anjing” and 1
slanderous word, "suap”. The third perpetrator, Adhe Jariadi,
mentioned two words: "anjing" and "suap”. The last or fourth
perpetrator, Harun Perwirantoro, mentioned the word
"kampret" which means damn.

391 forg.thoui\phone\applicationsOior
392 Jorg.thoug\phone\applicationsO\ori
393 forg.thouj\phone\applicationsoor
394 forg.thoug\phone\applicationsOhas
395 /org.thoug\phone\applicationsOior
396 forg.thoug\phone\applicationsO\ad

397 forg.thout\pl i '
398 forg.thoug\pt pplicationsO\arg
399 forg.thoug\p pplicationsOhorg.

gnal.db 9718FOFED6SCEOCES
ignal.db-shm| 628CE297B7A1D27

ignal.db-wal  B9CBISD7098751450

400 farg.thoug\pl ppl crime..
401 forg.thaug\phone\applicationsOherg. theughtcrime.
402 farg.thoug\p pplicationsO\erg.
403 forg.thoug\pl pplicationsOhorg.

ion.\ 89303C4ATES89BA1S,

il fid.lack D41D8CD98FO0B204E
ive_data\lib 08689AD53267EEEGS! -

Figurel6.Hash Validation on Signal Databases

Figure 16 explains that the acquired Signal database is then
validated with md5sum. The file from the acquisition of
MOBILEdit Forensic shows that the hash value in the form of
Excel shows 9718FOF6D68C60C65628CE297B7A1D27, then
the hash result with the help of the bash command prompt
shows the hash value is the same as the data in Excel, namely
9718f0f6d68c60c65628ce297h7ald27. The data authenticity
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statement has proven that there is no change in the Signal
database during the acquisition with the original Signal
database files.

2.2.6 Presentation

The data that has been obtained from this research is in the
form of complete evidence with reports of results from the
MOBILedit Forensic Express application in the form of
conversations, user numbers, hash values of data authenticity,
and calculating word suspect whoever words counted carry
out cyberbullying in groups conversation. Forensic tools from
Belkasoft have not obtained artifacts from smartphones, so
they cannot be used as benchmarks in digital evidence.

3. CONCLUSIONS

Based on this research, it can be concluded that forensics on
the MOBILEdit Forensics Pro tool can retrieve Compared to
Belkasoft, which only takes a few data artifacts on
smartphoneand analyze digital evidence targeting the Signal
Instant Messenger application and prove the authenticity of
the data. The data proves that the DFRWS forensic method
can retrieve evidence in the form of text in a group
conversation, identify cyberbullying on a person and prove
that there is no change in the data from the retrieval of
evidence.ldentified perpetrators who carried out bullying of as
many as 4 people, with 2 victims and 1 witness.Further
research is expected to be able to obtain deleted data and be
able to implement methods to calculate the word weight of the
perpetrators that lead to cyberbullying with a lot of data.
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