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ABSTRACT 

With the advent of medical imaging tools and telemedicine 

technology, patient information, medical imaging data is 

subject to strict data protection and confidentiality 

requirements. This raises the issue of sending medical image 

data within an open network due to the above issues, along 

with the risk of data / information leakage. Potential solutions 

in the past included the use of information hiding and image 

encryption techniques. However, these methods can cause 

problems when trying to restore the original image. In this 

work, developed an algorithm that protects medical images 

based on the pixels of interest. Image histogram peak 

detection for calculating peaks in medical images. Threshold 

value processed pixels of interest in medical images. The 

average of all peaks in the histogram indicates the threshold. 

These pixels are then encoded with interest values using a 

Sudoku matrix. The proposed scheme will be evaluated using 

various statistical tests and these results will be compared to 

existing benchmarks. The results show that the proposed 

algorithm has better security performance compared to 

existing image encryption schemes. 
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1. INTRODUCTION 
Medical imaging research has made remarkable progress as a 

result of increased and improved investment in multimedia 

technology. The medical image contains the patient's 

important personal privacy information. Medical images are 

usually encrypted to protect sensitive content. Common 

encryption methods such as Advanced Encryption Standard 

(AES), Data Encryption Standard (DES) International Data 

Encryption Algorithm (IDEA), Triple DES to protect  text 

data is commonly used. Medical image data has an uneven 

distribution of image pixels, obvious regional features, and 

high resolution. Traditional cryptography is not suitable for 

protecting images from digital imaging and communication 

(DICOM) in medical care due to the inefficiency of bulk data. 

2. RELATED WORK 
Medical imaging is an essential and effective secondary 

source of information when medical personnel need to 

diagnose a patient [1]. Unfortunately, the quickest (and 

generally most efficient) way to share medical images is 

usually through open networks such as file sharing and email. 

These types of transfers expose images to activities such as 

content manipulation, illegal copying, and copyright loss [2]. 

As a result, research into medical image security focused on 

image encryption and information hiding has grown [3]. Dong 

xie [4] explained a simple but efficient method by using 

matrix multiplication to alter the pixel values in the image, 

which made the algorithm very simple but also made it very 

difficult for intruders to extract the information in the images. 

5-D hyper chaotic map discussed by Shuqin Zhu and Congxu 

Zhu [5] was actually the result of combining logistic map with 

3D Lorenz, which exhibited dual operating modes. One of the 

modes focuses only on the pixels obtained from clear text 

images while the other mode performs diffusion twice in 

order to obtain secured images. The security issue addressed 

by Mohammed [6] made the confidential data from the web 

users to be shared on web applications without fear and hence 

preserving their privacy. 1-D chaotic map was improvised by 

Ming Li et.al [7] to obtain more security by identifying its 

drawbacks, followed by the introduction of modified version 

of chosen plain text attack. Manjula and Mohan H S [8] 

showed the secret data hiding in a part of an image by 

choosing an important part in medical image which can be 

normally done by selecting the more used parts of the image.  

WonyoungJangand Sun-Young Lee [9] proposed an algorithm 

for partially encryption of confidential data in images with the 

help of FF1 and FF3-1. The confidential data will be 

encrypted without increasing the data size which may leads to 

wastage of storage space. VeeramalaiSankaradass et.al [10] 

introduces the gray scale encryption technique based on ROI 

with chaos. Initially the ROI part has to be identified using 

Sobel edge detection method. Then the image has to be 

classified into important and unimportant parts using the 

edges in the blocks. The Lorenz system encrypts the ROI part 

and Sine maps are used to encrypt the unimportant region. 

SeyedMojtaba Mousavi et.al [11] presents a self-generating 

region of interest (ROI) method for watermarking application 

in biomedical images. This technique is robust enough to 

prevent many attacks such as Gaussian, median, sharpening 

and wiener filters, which is the major advantage over other 

methods. Jinqing Li et.al [12] discussed a new method in 

which he demonstrated how to determine the region of 

interest (ROI) to the perfect accuracy, also to avoid 

information leakage in ROI part, and how to recover the 

information lossless from encryption in transform domain. So 

here we come across a novel lossless game theory based 

medical image encryption scheme with optimised ROI 

parameters along with ROI hidden positions. The process of 

encryption involves the pixel level transformation of ROI to 

recover the medical image lossless and also to protect the loss 

of the information in the medical image. Various methods are 

used for chaos based encryption techniques that are discussed 

here [13]. Kumar [14] et al to improve the hidden capacity, 

we proposed an improved HS reversible watermark algorithm 

for medical images. Divide the image into smaller blocks for 

data embedding based on HS technology. Yang et al. [15] 

prioritizes integrating data into texture regions by means of 
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HS and contrast enhancement, improving texture area contrast 

and improving subjectively perceived image quality. Wu et al. 

[16] use reversible image masking scheme for HS to protect 

patient information, then two parameters of linear prediction 

with weight and threshold are applied to improve image 

quality. Economy and rate 'integrated. Huang et al. [17] 

proposes an HS method to examine the hidden lossless data in 

high-resolution medical images. Use high correlation for the 

smooth surface of medical imaging anatomy in the local block 

pixels of the image. It is very easy to adjust the capacity, 

signal-to-noise ratio (PSNR) according to block size, partition 

level and number of embedded bits. Many of the goals of the 

above methods are to ensure copyright protection of the image 

and to minimize distortion in the image quality of the 

embedded image. Image histogram peak detection is a 

fundamental technique for digital image processing that can 

be used directly and effectively for image segmentation, 

quality assessment, enhancement, data reduction, etc. 

Common peak detection methods can be divided into direct 

and indirect methods. When using the direct method, peaks 

can be obtained by directly analysing the discrete data [18-

19]. The conventional indirect method consists of two steps. 

The first step is to fit the data  to obtain a probability density 

function (PDF) [20–23]. The second step is to calculate the 

derivative of the PDF to obtain significant peaks. The indirect 

method is said to be more stable, although it has some 

disadvantages: B. Inaccurate peak position and noise from 

local spurious peaks. Rashmi p and. al [24-26] proposes  

Advanced Chaos Cryptography (ICE) is applied to improve 

chance-based security. The average energy is calculated on 

the image and compared with the adaptive threshold to 

segment the Lorenz 96 model applied with Chaos encryption 

algorithm to improve the security of the model and also 

explain the encryption technique ROI-based imaging based on 

two-plane decay. 

Rest of the sections as follows. Section 3 explains the basic 

concept of Sudoku used in the proposed encryption method. 

Section 4 gives the explanation of proposed work. Section 5 

gives the performance analysis and finally section 6 gives the 

conclusion of work. 

3. SUDOKU MATRIX 
Here we define a Sudoku matrix as an X * X matrix 

containing numbers from 1 to N, but since X is the square of 

the number and N = X, each number occurs only once in each 

row. Increase only once in each column, only once in each 

block. Figure 1 below shows an example of a Sudoku puzzle 

and a solution for X = 9. The solution of the Sudoku puzzle is 

called the Sudoku matrix. 

 

Figure 1: A sample Sudoku puzzle and its solution (a) 

Row#, Column # and Block# notation; (b) A sample 

Sudoku puzzle; (c) The solution to Sudoku puzzle (b) 

Sudoku puzzles are usually generated from the Sudoku Matrix 

by removing some elements, but they contain some tips for 

their own solutions. Researchers have endeavored to create a 

variety of possibilities. In this article, we will use the Latin 

square method to generate a Sudoku matrix. The disadvantage 

of this fast and systematic method is that the set of Sudoku 

matrices generated by this method is a subset of the universal 

set of all possible Sudoku matrices. 

4. PROPOSED SELECTIVE 

ENCRYPTION WORK 
Block diagram of proposed selective image encryption system 

as shown in figure 2. Proposed system consists of various 

stages to select and encrypt the region of intrest in the medical 

image. Firstly compute the histogram peak of original image 

and as shown in the figure 3.The peak detection algorithm 

first generates a peak detection signal from the image 

histogram. The peaks in the histogram are then identified 

using the extrema between the zero and zero intersections of 

the peak detection signal. Convolution using a differentiator 

approximates the first derivative. For an ideally smooth 

histogram, the peak can be determined from the sign and zero 

intersection of the signal resulting from the h and S 

convolution. Zero intersection estimates the extrema of the 

histogram and the position of the turning point.  Symbol „*‟ in 

figure 3 indicates the peak values of original medical image. 

Threshold value for segregating the significant pixels of 

medical image can be calculated by taking the average of all 

the peak values obtained in histogram peak detection. Then 

compare every pixel of original medical image with threshold 

value and if it is greater than threshold values then grouping 

into significant pixel block. Sudoku matrix of multiple 

random 16*16 generated for diffusing operation. By using 

pixels in the sudoku matrix randomly encrypt the significant 

pixel block by performing XOR operation. 

 

Figure 2: Architecture of Proposed Visible Image 

encryption method 

 

Figure 3: (a) Original MRI image (b) Peak detection using 

Histogram 
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5. RESULT AND DISCUSSION 
Different parameters should be evaluated to analysis the 

performance of proposed scheme. The following parameters 

are involved as follows. 

a. Entropy Analysis 

Entropy is a measure of the degree of randomness in a 

cryptographic system. Entropy is calculated using Equation 

[27-28]:  

𝐻 𝑆 =  𝑃 𝑠𝑖 𝑙𝑜𝑔2
1

𝑃(𝑠𝑖)
2𝑀−1
𝑖=0  (1) 

Where P (si) represents the probability of the ith gray level 

occurring in the image. The ideal entropy value for a random 

image is 8. If it is low, it is more predictable. Table 1 shows 

the entropy of some sample images and their corresponding 

cryptographic images. 

b. Mean Square Error (MSE) 

MSE is generally analyzed by averaging the squares of the 

differences between plain and scrambled images. The higher 

the value of MSE, the higher the encryption and the more 

noisy the clear image. The formula for MSE [29] given by. 

𝑀𝑆𝐸 =
1

𝑀𝑋𝑁
  [𝑖𝑛𝑝 𝑖, 𝑗 − 𝑒𝑛𝑐 𝑖, 𝑗 ]2

𝑁

𝑗 =1

𝑀

𝑖=1

 (2) 

 

c. Peak Signal to Noise Ratio (PSNR) 

Peak signal to noise ratio is always the reciprocal of the mean 

squared error (MSE).  Cryptographic image quality is usually 

measured by the amount of PSNR. Increase MSE and reduce 

PSNR for better image security. Mathematically, the PSNR is 

given as follows [29]. 

𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10
255

𝑀𝑆𝐸
       (3)                                                                                  

 

d. UACI and NPCR 

Peak signal to noise ratio. This is always the reciprocal of the 

mean squared error (MSE).  

 Cryptographic image quality is usually measured by the 

amount of PSNR. Increase MSE and reduce PSNR for better 

image security. Mathematically, the PSNR is given as follows 

[29]. 

𝑈𝐴𝐶𝐼 =
1

𝑁
  

 𝐶1 𝑖 ,𝑗  −𝐶2(𝑖 ,𝑗 ) 

255𝑖 ,𝑗   (4) 

Where m is the number of rows, n is the number of columns, 

and C1 (i, j) and C2 (i, j) are the original image and the 

encrypted image, respectively. According to the formula. Five 

𝑁𝑃𝐶𝑅 =
 𝐷(𝑖 ,𝑗 )𝑖,𝑗

𝑀𝑋𝑁
𝑋100% (5) 

 

Where, m represents number of rows, n indicates number of 

column and where D(i,j) defined as follows 

𝐷 𝑖, 𝑗 =  
1, 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
0,          𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 

  (6) 

 

where C1(i,j) and C2(i,j) are the original and cipher image 

respectively. 

 

e.  Universal Image Quality Index (UIQ) 

Universal index quality is used for calculating 

similarity between original image and cipher image. Range of 

UIQ is [-1,1] where value 1 indicates more similarity and 

value -1 indicates less similarity. UIQ is defined as in [32]. 

𝑈𝑄𝐼 𝑥, 𝑦 =
𝜎𝑥𝑦

𝜎𝑥𝜎𝑦
∗

2𝜇𝑥𝜇𝑦

𝜇𝑥 2+𝜇𝑦 2
∗

2𝜎𝑥𝜎𝑦

𝜎𝑥 2+𝜎𝑦 2
 (7) 

f.  Structural Similarity Index Measure (SSIM) 

The SSIM is the extended version of the UIQ index. Range of 

SSIM is [-1,1] where value 1 indicates more similarity and 

value -1 indicates less similarity. SSIM is defined as in [32] 

𝑆𝑆𝐼𝑀 𝑥, 𝑦 =  
(2𝜇𝑥𝜇 𝑦+𝐶1) (2𝜎𝑥𝑦 +𝐶2)

(𝜇𝑥 2+𝜇𝑦 2+𝐶1) (𝜎𝑥 2+𝜎𝑦 2+𝐶2)
  (8) 

Where C1, C2 are two constants and are used to stabilize the 

division with weak denominator. 

 

 
Figure 4: Input Hand image and Corresponding ROI 

encrypted Hand image 

 
Figure 5: Input Leg image and Corresponding ROI 

encrypted Leg image 

 

Figure 6: Input MRI image and Corresponding ROI 

encrypted MRI image 

 

Figure 7: Input Fetus image and Corresponding ROI 

encrypted Fetus image 
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Table 1: Performance parameters for proposed ROI 

encrypted system 

 

Table 2: Efficiency of proposed ROI encrypted system 

Image Name Encryption Time (sec) Time (%) Saving 

compared to full image 

encryption 

Baby 0.171694 44.7969 

MRI 0.17435 45.6094 

Hand 0.15953   46.6563 

Foot 0.198069 39.5000 

 

From Table 1, we conclude that the entropy value of the 

encrypted image is higher than the entropy value of the 

original simple image. The MSE score is incremented based 

on the image showing the level of encryption. With selective 

encryption, the NPCR values of the proposed method do not 

change significantly, the computational cost and time are 

reduced, and the similarity index measurements are reduced to 

zero. That is, the lower the value, the higher the dissimilarity 

between them. Input image and encrypted ROI image.  Table 

2 shows the efficiency of the proposed method in terms of 

execution speed and cost. Compared to full-frame encryption, 

this method saves about 50% of the computational cost and 

provides fast execution time for encrypting images. Analyzing 

the entropy values of the various medical images in Table 1 

reveals the high entropy of the new cryptographic algorithms. 

The theoretical value is 8, and the above analysis shows that 

the entropy value of the encrypted image is close to the 

theoretical value, indicating that the encrypted image is highly 

random. 

 

The SSIM value between the original image and the encrypted 

image should be as small as possible. This shows the 

effectiveness of the encryption algorithm. Table 1 calculated 

the SSIM values between the final encrypted medical image 

and the original medical image. Obviously, our method yields 

a smaller SSIM value. From Table 2, we can see that the 

encryption time for various medical images has been reduced. 

This is achieved because it performs selective encryption of 

the image rather than fully encrypting it, and because it is a 

lightweight encryption technology, it takes less time to 

perform bit plane encryption. 

 

 

 

 

 

 

 

 

Table 3: Parameters comparison with existing method for 

MRI Image 

Parameters Proposed 

Method 

Existing 

Method[30] 

MSE 53.7087 86.2657 

PSNR 42.8534 10.0881 

NPCR 44.0204 0.5147 

UACI 19.6988 12.4579 

SSIM 0.4718 0.4620 

Encryption Time 0.17435 72.50 

 

 

Figure 8: Graphical analysis of parameters comparison 

with existing method [30] 

Our method significantly reduces encryption time, guarantees 

the reliability of images sent to the cloud, and guarantees 

security with a two-level encryption scheme. To verify the 

validity of the selective encryption scheme, calculate various 

parameters such as NPCR, MSE, PSNR, SSIM, encryption 

time and compare those values with the values obtained using 

existing methods. Table 3 shows that selective encryption 

schemes are an effective method because they give better 

results compared to existing methods. 

6. CONCLUSION 
In this article, we have proposed a method for partially 

encrypting personal information such as tumors and fetal 

parts. Traditional image protection technologies have 

problems such as padding and increased data volume due to 

wasted storage space over time. Also, because the entire 

image is encrypted, the image cannot be recognized before 

decryption and sensitive information is disclosed after 

decryption. Conventional sub-picture encryption has the 

problem that unnecessary parts are encrypted by encrypting a 

rectangular area that covers information that requires 

confidentiality. The proposed method solves this problem. 

The proposed method has detected the significant pixels using 

histogram peak detection method and encrypts it using 

Sudoku matrix. In this study, we measure the encryption 

speed of the proposed method and determine the most suitable 

block unit for encryption in order to improve the encoding and 

decoding speed of the image part. 
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