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ABSTRACT

Internet technology is growing rapidly, making use of more and
more internet networks. From the rapid use of the internet, many
attacks or criminal acts committed to attack Internet network
aims to steal personal information data. An example of one
internet network attack, namely fake wifi where the attack has
away the work of duplicating a wifi network with the same SSID
name aims gets information from the original wifi by using
fluxion tools based on Kali Linux OS. Therefore, to ensnare the
perpetrators of crimes against Internet attacks carried out the
process of finding evidence and analyzing it. This research uses
the Network Forensics Development Life method Cycle
(NFDLC) with several stages, namely Initiations, Acquisition,
Implementation, Operations, and Disposition. This research
uses tools Wireshark for the monitoring process and forfurther
analysis using Network Miner tools that can analyze traffic or
files suspiciously. The research results obtained from the
NFDLC method are starting with analyzing the equipment used,
attack flowcharts and investigation, attack simulation, and
monitoring analysis results. Analysis results the last one shows
that there are some suspicious files such as HTML files and
CSS. The last analysis is how the difference between real and
fake wifi is for example in termsof security and also the victim
is directed to the websitepage enter wifi if victim access fake
wifi
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1. INTRODUCTION

Wireless technology offers a widerange of convenience, high
flexibility, and freedom. Wireless technology has many
advantages over existing cable technology, for example, the ease
of access to data communication and internet access in any area
as long as it is still within wireless range [1]. Devicesconnected
to the internet network will get more than triple the number, such
as home assets, autonomous cars, medical devices, and others
[2]. With the rapid development, the number of internet users
will increase. According to a survey report compiled by the
Indonesian Internet Service Providers Association (APJII) in
Indonesia internet use in 2020 reached

196.7 million people out of a total of 273.5 million people in the
entire population of Indonesia where this number increased by
23.5 million people or 8.9% compared to 2018.Wireless
networks pose a more critical security risk thancable networks
because the air medium in a wireless network cannot be
physically controlled [3]. This makes the attackers or hackers
become interested indoing activities on wireless networks.
Attacks carried out by utilizing fake AP (Acces Point) or called
fake wifi process is made the same as access point attack
location so that the perpetrator more easily launches illegal
attacks[4]. Fake wifi or Fake Access Point is a serious security
threat resulting from unauthorized access connected to a
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company's network [5]. The wireless network attack was carried out
by mimicking the name of the original wifi network at the scene,
but in fact, hackers have been created to intercept wireless
communications among internet surfers [6]. Network and sniff
information using fake wifi. Perpetrators of crimes on fake wifi
can be acted on by the law for illegal behavior committed, but to
punish the perpetrator requires evidence.

2. STUDY LITERATURE

2.1 Network Forensics

Network Forensics is analyzing an eventon a network with the
activity of analyzing, capturing, and recording to find security or
problems and find the source of other incident attacks [7]. The
power of forensics is to recover facts from events that occurred and
rediscover facts that may have been hidden [8]. Unlike forensics in
general, computer forensics is the activity of collecting and
analyzing data from various computer resources [9]. Network traffic
data is captured using packet sniffers, alerts,and logs collected from
existing network security tools. This data is analyzed for the
characterization of the attack and investigated to trace back the
offender. Prosecution through forensicallycomplete evidence and
providing an understandingof the root causes of security breaches
to enable prompt, intelligent, and effective responses to prevent
catastrophic events and ongoing risks. This allows for improvement
after a breach occurs through theability to replay network attacks
[10]. In many cases, certain crimes do not violate network security
policies but can be prosecuted legally. Such crimes can only be dealt
with by networkforensics [11].

2.2 Wireless Network

which is based on the specificationsof The Institute of
Electrical and Electronics Engineer (IEEE) 802 and the
general public calls it wi-fi is a network that can connect a
device either the computer or laptop or other media to
connect with other devices without having to connect to a
network cable [12]. Connected network systems use
electromagnetic waves as their medium [13]. Wireless
Internet is an Internet service thatcan be accessed withouta
physical wired connection to a computer using the Internet by
using a wireless card (wireless card) or Personal Digital Assistant
(PDA) to connect to the internet that utilizes the nearest hotspot
access point [14].

2.3 Fake Wifi

Fake Wifi or Fake Access point is the act of accessing unauthorized
lines connected to a company's network that pose aserioussecurity
threat [15]. Fake Wifi attack is to createfake wifi that simulates the
real wifi [16]. The difference between real and fake wifi is the signal
strength where the fake wifi increases the amount of power
transmitted to ensure long- distance range [17]. The original Wifi
can be used at a level ofsecurity, such as WEP, WPA |, or WPA 11
to protect the Wifi network [18]. Rogue Access Points are set up on
a network without permission from administrators and utilize



conventional automatic access point selection techniques to
create wireless networks to have victims connected to Rogue
Access Point [19].

3. METHODS

3.1. Attack Simulation

Making fake wifi is done using Kali Linux operating system that
utilizes fluxion tools where these tools can create aninterface for
password page that will appear when the victim accesses the
fake wifi network. That's when the password information
original data wifi acceptable to the attacker.

S

FAKE WEB INTERFACE

L]

AN
Artacker
mn m
Real WIFI Fake WIFI
SSID: OKE SSID: OKE
D AN
Victim 1 Victim 2

Figure 1. Attact Simulation

Figure 1 describes the fake wifi attack scheme where there isa
wifi network with the SSID "OK" which has an internet network
and security in the form of a password, then there is an assailant
who takes action duplicate “OK” wifi network without security
so potential victims are provoked to access the fake wifi
network. Fake wifi is created using fluxion tools which in it can
create an interface page on when the victim accesses the fake
wifi, it is immediately directed to a page so that the victim enters
the original password. So that attackers can find out information
in the form of passwords from the original wifi he duplicated.
Victims of this attack can use various devices, for example in
Figure 1 namely cell phones and laptops.

The method used in this study to perform the Fake Wifi attack
analysis process using the Network Forensics Development Life
Cycle (NFDLC) method. This method can be described in

Figure 2.
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Figure 2. Network Forensics Development Life Cycle

Initiation

Figure 2 is a stage of the Network Forensic Development Life
Cycle (NFDLC) method. The explanation of each stage can be
explained as follows:

1) Initiation is to determine aspects of the network in
digital forensic protection to beanalyzed.

2) Acquisition / Development is the process of building
or building a system that contains evidence rules in
the system, as well as verifying and calibrating the
system.
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3) Implementation is the basic testing of a platform by
verifying network mechanisms.

4) Operations/Maintenance is a process of examination,
verification, and measurement taken against the use of the
network as digital evidence.

5) Disposition is performing procedures to secure evidence
on forensic tissue.

4. RESULT AND DISCUSSION

4.1. Initiation

The initiation stage is the initial stage of the search, the collection
of data needed in thisstudy up to the documenting of evidence.
Objects used for research as evidence of forensicnetwork i.e. Wifi
or Access Point. The results of wi network monitoring will be
analyzed and then collected data log results from the ARP and
HTTP protocols.There is some equipment which is divided into two
parts, namely software (software) and hardware (hardware).
Requirement specifications can be described as follows:

1) Software
The software that will be used in the research components as
contained in Table 1 Device Requirements Software.

Table 1. Software Requirements

No Software Description
OS Windows 10 -
! Profesional Victim PC 0S
2 Android 6.0.1 Victim PC OS
3 Kali Linux 2021.4a Attacker PC OS
. Fake Wifi Attack
4 Fluxion 6.9 Tools
5 Wireshark Monitoring Tools
- Tools Analysis of
6 Network Miner monitoring results

2)  Hardware
Hardware requirements used for forensic needs in this study are
described as contained in Table 2.

Table 2. Hardware Requirements

No Hardware Description
1 Lenovo Ideapad 110 Attacker
Laptop
2 Samsung Galaxy J2 Victim 1
3 HP Laptop Victim 2
Tools for Kali Linux
4 USB V-Gen 32GB installation
Modem Indihome
5 Huawei Acces Point
HG8245A

4.2. Acquisition

At this stage, the installation process and configuration of the
system will be used in the research. The installation of the system
can be explained as follows:

4.2.1. Kali Linux 2021.4a

Kali Linux 2021.4a installation stage can use a live CD, via USB
and can also virtual machine. Kali Linux OS can be downloaded
through the official website of www.kali.org/get- kali/. Then select
Bare Metal to download Kali Linux with ISO Format. Next created
Bootable USB to perform the Process of Installing Kali Linux on an
Attacker PC


http://www.kali.org/get-kali/
http://www.kali.org/get-kali/

4.2.2.  Fluxion 6.9

Fluxion is a tool to duplicate wifi to getinformation from the
original wifi. Theinstallation process is carried out inside the
Kali Linux Operating System on the Attacker PC. The initial
stage of the process is to firstopen the terminal on the toolbar
then enter theroot with the command "sudo su" and then clone
the file on the website https://github.com/ Fluxion Network/
fluxion with the command "git clone". progress to run fluxion
where previouslyit had to enter the fluxion folder with the
command "cd fluxion" than to run it using the command
" [fluxion.sh" on the terminal that can be seen in Figure 3.

root@kali: /home/kali/Desktop/fluxion

File Actions Edit View Help

(rev. 9) by
Online Version [6.9]

Figure 3. Fluxion Home Page on Kali Linux

4.3. Implementation

Implementation is the basic testing process of making an
investigative flowchart and an assault flowchart that will be
carried out in the research. Implementation and maintenance is
the final stage in making Network Forensics DevelopmentLife
Cycle (NFDLC). At this stage, the system has been created,
tested, and confirmed to work optimally. After the
manufacturing phase is complete, implementation and
maintenance are carried out by the user.
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Figure 4. Flowchart of Investigation Scenario

Figure 3 is an investigative flowchart for this fake wifi attack using
several tools namely Wireshark and Network Miner.

1)

2)

3)

4)

5)

6)

7)

4.3.1.

In the initial scenario the attacker targets the original wifi
which will be done the process of duplicating wifi.

Then the attacker creates fake wifi with the same SSID name
as the original wifi.

Then if the investigator accesses the original wifi thenwhen
monitoring the network with the Wireshark application does
not find anything suspicious in the network traffic.

But if the investigator accesses fake wifi then the monitoring
process is carried out for a few minutes then saves the results
inthe format *.pcap.

The monitoring results are then analyzed using Wireshark tools
by analyzing suspicious activity from network trafficon
HTTP ports, ARP ports, and mediapresentation ports.

After that further analysis in finding somesuspicious files such
as HTML, CSS, jpg, and png files can be done using network
miner tools.

Next the last stage of analysis is to determine some differences
between fake wifi and real wifi with examples in terms of
security and the process of how the flow in accessing wifi.

Flowchart Investigation

The investigation flowchart is the process flow of how the
investigation into the fake wifi case analysis is carried out. The
investigator also plays the victim's role and acts like a victim so the
attacker doesn't feel suspicious. From the results of the investigation



obtained, there are several reports that have been arrested by the
investigators, namely in the form of network flows, data files
obtained and some evidence of differences in the fake or original
wifi networks. So that the evidence obtained can be used as
material to report the attacker.

4.3.2.  Flowchart Attack

The attack flowchart is the flow process of how theattacker
commits his crime against several victims. The goal is to get
some information for the benefit of the attacker.

Wifi Targets
Original Wifi to be
duplicated
v

Attacker
Perform handshake

process

v

Attacker

Create fake wifi by
duplicating wifi
target
Y
e Victim
Automatically |- Victim
redirect to Enter password
login page
No v
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Victim Get real wifi
connected to the password
internet and safe information

End

Figure 5. Flowchart of Attack Scenario

In Figure 5 the flowchart of the attackwas carried out on the
perpetrator by targeting the victim who tried to access a wifi
network.

1)  Inthe initial scenario the attacker targets the original
wifi which will be done the process of duplicating wifi.

2) Then the attacker performs the handshake process
whichis an introductory system that occurs between
one device and another, thus allowing the device to be
connected and can exchange data.

3)  then the attacker creates fake wifi with the same SSID
name as the original wifi.

4)  Then if the victim accesses the original wifi then he can
connect to the internet and walk safely.

5) If the victim accesses the wrong wifi then it is
automatically sidetracked to the fake web page to enter
the password.

6)  Furthermore, the attacker gets information in the form
ofa password from the original wifi and also the
victim's IP address.

4.4. Operations

Operations are the main process carried out in this research such
as conducting attacks and monitoring attacks.
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44.1. Handshake

The handshake process carried out by theattacker to carry out the
recognition process that occurs between one device and another
device, allowing the device to be connected and can exchange data
to obtain information from security on the wifi network. [20]. A
handshakeis a wireless digital handshake that occurs between two
or more devices. A handshake goes through 3 stages of the process
carried out by these machines when "acquainted” to connect. So

what we need to hack wifi passwords with WPA/WPAZ2 security.
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Figure 6. Result of Scanning Wifi

Figure 6 shows a list of results from the previous scan by pointing
to information from each wifi. At this stage, the attacker chooses
which wifi network to choose for the handshake process and this

research is to choose menu number 11.

Handshake Captor (CH2)

[ Elapsed

Figure 7. Handshaking Progress

The handshake process in Figure 7 is checked every 30 seconds
until the handshake process is complete. And after that, the
processcan be continued with the creation of fake wifi.

4.4.2. Fake Wifi

Fake Wifi is to create a fake wifi network which is an illegal activity
carried out by someone with the purpose of crime to get information
as in this study that is thepassword of the original wifi [21]. On the
home page of the menu on the fluxion tools. After the handshake
process, the next stage is the process of making fake wifi [22]. Fake
Wifi can be created by selecting the Captive Portal menu.
Thenchoose the deauthentication process method to disconnect the
wifi and in this study use theaireplay method. After that select the
attack option on Access Point. In this study, rogue- AP hostapd is
an access point pen tester/attacker software that is able to convert
network interface cards into access points and authentication
servers [23]. To attack the targeted wifi to crack the WPA2-
PSKpassword of the wifi with the result of encryption in the form
of a code. The study selected the hash-cowpatty method by
simplifying and speeding up attacks on passwords that then generate



code from the encryption process. An SSL certificate (Secure
Sockets Layer) is a digital certificate that authenticates a
website's identity and encrypts information sent to a server using
SSL technology [24].

Sign in ke jaringan Wi-Fi N Sign in ke jaringan Wi-Fi

Anda akan dapat mengakses Internet
431 SQUARD (C4:B8:B4:8C:6F:40) dalam beberapa saat lagi.

an keamanan, masukkan WPA
rd wifi) untuk mengakses
Internet

Masukkan WPA KEY (password wifi)
anda:

« Masukkan

Figure 8. Login Page on The Victim Device

In Figure 8 when the victim accessesa fake wifi network, it will
be directed to an entry page where it has a form to enter the
password of the wifi. And after success, the next page that is the
victim will be ordered to wait a while to access the internet, but
this is not the case. After that, the attacker gets the password
information from the original wifi inputted.

P ~/Desktop/fluxion/attacks/Captive Portal/netlog/431_

File Edit h View Document Help
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Figure 9. Results of Fake Wifi Attack

After the attack process is complete, the attacker can see
information from the original wifi that can be seen in Figure 8in
the folder that has been directed from the fluxion tool. Itcan be
seen that the information has SSID from wifi, BSSID or Mac
Address from SSID, channel information from wifi, the type of
security of the original wifi, the time obtained during the process
of getting the original wifi information, and password from the
original wifi.

4.4.3.  Monitoring

Proof of monitoring live or directly using the Wireshark
application whose results are stored is then analyzed further
using the Network Miner application. The analysis process is
done by utilizing hierarchical modules and command- command
filtering packages from Wireshark tools [25]. The results of the
hierarchy table analysis there are 3 objects that can be used as
analytical materials, namely THE HTTP Protocol, Protocol
ARP, and Media Presentation Protocol. The ARP protocol is
used to translate IP addresses into MAC addresses. The HTTP
protocol is a website component that regulates the exchange of
data that takes place on the internet.
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Figure 10. Monitoring Results on ARP Protocol

Figure 10 shows the ARP protocol from the monitoring results on a
wifi network. Where is the ARP protocol which is used to translate
IP addresses into MAC address How does it work with the sending
host ARP Request broadcast to get MAC address destination hosts.
in the picture shows that the existence of ARP activities broadcast
from 2a:bf:ff:19:78:49 with IP Address 192.169.254.100 trying to
contact MAC Address Destination HuaweiTe_8c:60:40 with IP
192.169.254.1.
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Figure 11 . Monitoring Resultson HTTP Protocol

Figure 11 shows the HTTP filter HTTP protocol traffic on the
Wireshark application. The HTTP protocol is a website component
that regulates data exchange that occurs on the Internet. The way it
works is that this protocol allows the web client (browser) and web
server (web application) to communicate with each other
connected. Seen that IP 192.169.254.100 did request IP
192.169.254.1. then IP

192.169.254.100 is directed to access the site that was deliberately
created by the attacker. In the HTTP protocol, you can see several
files suspicious like HTML and CSS files.

4.5. Disposition

Disposition is the final stage of research that is securing evidence
obtained from the results of monitoring attacks and analyzing
differences between real and fake wifi. With the disposition, the
investigator can recapitulate all the data you want to get.
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wifi and redirecting the victim forcibly to the loginpage to input the
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Figure 12. Data File Result from Monitoring Wireshark

In Figure 12 found several suspicious files such as HTML and
CSS files. The index.html file contains the login page code
which was made intentionally by the perpetrators sourced from
the IP 192.169.254.1 and also the main.css file, which isa file
for custom layout on the login page which is also intentionally
created with the same source IP as the HTML file. From this
analysis, it can be concluded that the assailant attempted to
deceive the victim by creating the same wifi asthe original
Tabel 4. Pcap File Analysis Results

password.
Table 3. Results of Wifi Analysis
No SSID | BSSID Vendor Hostname
1 431 C4:B8: HUAW captive.gatew
SQU B4:8 El ay.lan,
ARD C:60:4 TECHN edge.microso
0 OLOGI ft.com,
ES www.msftcon
CO.LT necttest.com
D
2 431 C4:B8: HUAW -
SQU B4:8 El
ARD | C:6F:4 TECHN
0 OLOGI
ES
CO. LT
D

Table 3 is the result of monitoring which is seen information from
real and fake wifi. The difference that can be seen is in BSSID and

Hostname,

where for wifi the first is fake wifi with BSSID

C4:B8:B4:8C:60:40 and has various hostnames. And for the second

wifi s

original

with a difference on BSSID that is

C4:B8:B4:8C:6F:40 and has no hostname.

Time Source | Destination [ Length | Info
ARP Protocol Analysis

HuaweiTe_8c:60:40 | Broadcast 42 Who has 192.169.254.100? tell 192.169.254.1

(()117'911[;)2022 2abFff19:78:49 | HuaweiTe_8c:60:40 | 42 192.169.254.100 is at 2a:bF-fF:19:78:49

’ 2a:bf:ff:19:78:49 Broadcast 42 Who has 192.169.254.100 ? (ARP Probe)
HTTP Protocol Analysis

192.169.254.100 192.169.254.1 165 GET /connecttest.txt HTTP/L.1

0117'911‘;2022 102.169.254.100 | 192.169.254.1 510 GET /redirect HTTP/1.1

(17:14) 192.169.254.100 192.169.254.1 577 GET /HTTP/LL
192.169.254.100 192.169.254.1 165 GET /connecttest.txt HTTP/L.1
192.169.254.100 192.169.254.1 165 GET /connecttest.txt HTTP/L.1
192.169.254.100 192.169.254.1 510 GET /css/jquery.mobile-1.4.5.min.css HTTP/1.1
192.169.254.100 192.169.254.1 491 GET /cssimain.css HTTP/L.L
192.169.254.100 192.169.254.1 408 GET /js/jquery-L.1L.L.minjs HTTP/L.1
192.169.254.100 192.169.254.1 414 GET /js/jquery.mobile-1.4.5.min.css HTTP/1.1

01-01-2022 797 169.254.100 192.169.254.1 410 GET Jjs/jquery.validate.min js HTTP/L.1

(17:15) 102.169.254.100 | 192.169.254.1 413 GET Jjs/additional-methods.min js HTTP/L.1
192.169.254.100 192.169.254.1 305 GET /js/main.js HTTP/L.1
192.169.254.100 192.169.254.1 571 GET /css/images/ajax-loader-gif HTTP/1.1
192.169.254.100 192.169.254.1 525 GET ffavicon.ico HTTP/L.1
192.169.254.100 192.169.254.1 165 GET /connecttest.txt HTTP/L.1
192.169.254.100 192.169.254.1 600 POST Jcheck.php HTTP/L.1
192.169.254.100 192.169.254.1 527 GET /final.html HTTP/L.1

File Identification Analysis

01-01-2022

(17:14) 192.169.254.1 192.169.254.100 | 1281 HTTP/1.1 200 OK (text/html)
192.169.254.1 192.169.254.100 | 291 HTTP/L.1 200 OK (text/css)
192.169.254.1 192.169.254.100 | 1281 HTTP/L.1 200 OK (text/htmi)

01-01-2022 797 769 254.1 192.160.254.100 414 HTTP/L.1 200 OK (text/css)

(17:15) 102.169.254.1 192160254100 | 1281 | HTTP/L.1 200 OK (text/html)
192.169.254.1 102.169.254.100 | 1281 HTTP/L.1 200 OK (text/ntml)
192.169.254.1 102.169.254.100 | 1281 HTTP/L.1 200 OK (text/ntml)

Table 4 is the result of the analysis of the monitoring that has
been carried out where the results of the analysis are divided into
3 hierarchies, namely HTTP Protocol, Protocol ARP, and Media

Presentation Protocol. The results of the analysis on the ARP
protocol which was conducted on January 1, 2022, At 5:14 PM,

that Mac Address of 2a:bf:ff:19:78:49 with

IP  Address




192.169.254.100 tried contacting MAC Address Destination
HuaweiTe_8c:60:40 with IP 192.169.254.1. In the HTTP
protocol there are 2 methods for activities done by the victim,
namely, GET to call or display a request and POST to send data
that has been inputted. On IP 192.169.254.100 made several
requests to IP 192.169.254.1. And for file identificationanalysis
here IP 192.169.254.1 receives a request and sends it to IP
192.169.254.100 by displaying the layout from created HTML
and CSS files
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Figure 13. Real and Fake Wifi
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After analyzing the results of monitoring then analyze the
difference between real and fake wifi. Figure 13(a) displays wifi
that has the same SSID on a mobile device. Todistinguish it, the
original wifi has a padlock mark which means when youwant to
access it, the user inputs the password first, while the fake wifi
does not have a sign that means it does not have security. Figure
13(b) is an example of a laptop device with windows 10 OS. The
difference in fake wifi says Open and hasan exclamation point
which means the wifi has no security, for the original wifi that
says Secured.

5. CONCLUSION

Based on the results of tests that have been conducted using the
Network Forensics Development Life Cycle (NFDLC) method, it
can be concluded that investigative analysis using the Network
Forensics Development Life Cycle (NFDLC) method, produces
several complete analyses with various stages of Initiations,
Acquisition, Implementation, Operations, and Disposition. The
results of the investigation analyzed the equipment used in attack
activities, then the installation of tools, the flowchart of
investigations and attacks, simulation of attacks, analysis of
monitoring results, and analysis of differences between real wifi
and fake wifi. Based on the results of monitoring analyzed from
3 hierarchies namely

Protocol ARP, PROTOCOL HTTP and Media Presentation
Protocol concluded that from the traffic flow there are some
suspicious communications from interactions that contain an
HTML and CSS file with illegal and aim to force the victim to
enter wifipassword data into a website. This action is different
from what is done if you access the original wifi.
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