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ABSTRACT

Smartphones have taken a center stage in the daily activities of
individuals and organizations across the world. Despite the
positive impacts smartphones come with, the use of
smartphones also has serious cyber security implications on the
users. One of the most common attacks on smartphones is the
camera-based attack. This research paper presents a revealed
architectural algorithm highlighting how the camera-based
attack are carried out and which functions of the smartphones
are being used to aid the attack process. This research work also
gives an overview of the global smartphone use and it’s
reported cyber attack. The generalized smartphone architecture
and it’s vulnerabilities are also presented in this research paper.
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1. INTRODUCTION

The world has been flooded with Smartphones and other
mobile devices in the wake of this digital era. The usage of
smartphones have become a part of the human race. Individuals
and organisations across the world have integrated the usage of
smartphones in their daily activities. Since 2008, the
smartphone industry has seen significant growth in usage, the
number of models, the number of vendors as well as significant
growth in the market size. According to Laricchia (2023), about
68 percent of the global population were smartphone users in
the year 2022 with the number of smartphone subscription far
exceeding the number of smartphone users. By the end of the
year 2022, the number of smartphone subscritions shot up to
about 6.5 billion subscriptions and this expected to increase to
about 8 billion by the year 2028 (Laricchia, 2023).

camera, vulnerabilities,

Despite the significant increase in the number of smartphones
globally, cyber attacks and security threats on smartphones are
very alarming. In 2020, according to Ceci (2023), the number
of reported cyber attacks on smartphones stood at around 6.5
million attacks.

As reported by Storm (2014), the increase in the cyber attacks
and cyber security concerns touches and exploit vulnerabilities
in the design, manufacturing and programming of some of the
applications that ensure the functioning of these smartphones.
Smartphone cameras, speakers and microphones according to
Storm (2014) are secretly used and exploited to attack
smartphone users. Researchers have identified and
demonstrated new security threats in the usage of the front-

Mohammed Amini
FANAP Research Center

IRAN

Francis Martinson
North Dakota State University
USA

camera and that of the rear-cameras of smartphones that can be
used to capture keystrokes and fingerprints (Storm, 2014).
Researchers over the years have modeled attacks on some
identified vulnerabilities in smartphones including the front
and rear cameras of smartphones. Fiebig, Krissler, & Hénsch
(2013) has demonstrated that attackers can abuse the cameras
in recent smartphones to capture very valuable data or
information from unsuspecting victims. The researchers argued
that a front-facing camera can be used to capture keystrokes of
users by observing facial reflections (Fiebig, Krissler, &
Héansch, 2013). According to the research, Fiebig, Krissler, &
Hénsch (2013) further argued that attackers can exploit the
vulnerabilities in smartphone cameras to capture and forge the
fingerprints of innocent victims. These security threats in
smartphones have serious implications on individuals and
organisations as well as governments across the world.
Attackers may be able to perform a vast range of malicious
activities including biometric systems authentication bypass,
falsely implicating people and financial activities.

2. SMARTPHONE ARCHITECTURE
AND VULNERABILITIES

There are several components that makes up the Smartphone
architecture. Some of the components are generic components
and some are peripherals. The Architecture for smartphone has
one of the key components called System-on-Chip (SoC) which
integrates an application processor, Graphical Processing Unit
(GPU), a Crypto-Processor and cache memories. The
generalized architecture for smartphones according to Khelif,
Lorandel and Romain (2020) can be subjected to various forms
of attacks. These attacks are classified into Hardware, Software
and Protocol attacks (Khelif, Lorandel and Romain,2020). The
software attacks includes the use of malware to steal data from
a smartphone or take control by exploiting the vulnerabilities
in the operating systems or application software also known as
third-party software. The protocol attacks are attacks on
wirelesss communication protocols or wired protocols and
these includes attacks on Wi-Fi, Bluetooth and USB (Khelif,
Lorandel and Romain,2020). The attacks on hardware have
also grown exponentially. As reported by Kheli, Lorandel and
Romain (2020), physical tempering attacks, fault injection
attacks, sidechannel attacks, eavesdropping attacks and
instruction skipping attacks are all possible ways attacking
smartphones (Elibol, Sarac and Erer,2012). The hardware
attacks on smartphones is classified as invasive and non-
invasive (Tehranipoor and Wang, 2011).
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Figure 1: Generalised Smartphone Architecture (Khelif, Lorandel, Romain,2020)

3. SMARTPHONE APPLICATION
PROCESSOR

Smartphone Application Processor is a system that has a
programmed chip which helps the operating system of the
smartphone to operate at its optimal performance level. The
Application processor is responsible for executing the
application software and instructions from the Operating
System (OS) of the smartphone (Bailoo, 2019).

A report by Research and Market (2022), indicates that the
global smartphone application processor market was valued at
US$15.95 billion as at 2021 and expected to grow significantly
to US$29.14 billion by 2027.

Under Market Segment analysis of the report by Research and
Market (2022) reveals that Camera holds the highest share of
about 35% in the market. This suggest usage of camera in
smartphone has taken center stage in the overall use of
smartphones and its purchase. According to the report, the
growing interest in demand for advanced features in camera in
smartphones is as a result of consumers being tech-savvy,
enhanced camera functionalities, high end graphics and long
battery life among others.

The application processor of smartphone is one of the key
targets of attackers or cyber criminals largely due to the
growing demand of camera usage in smartphones. This has led
to increasing camera-based attacks.
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Figure 2: Smartphone Application Processor

4. CAMERA ATTACK
ARCHITECTURE

The basic Camera attack architecture contains six parts or
processes that are executed sequentially to capture information
through the camera to the attacker. These six steps or parts in
the camera attack process are modeled to ensure a successful
attack without the user suspecting the attack.

The first step to launch a camera-based attack on a smartphone
is first of all Detect the Resource utilization of the phone. The
CPU, battery status and memory usage are determined before
the attack is launched through the camera. Once the application
used for the camera-based attack detects very low resource
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utilization of the smartphone, then it will shutdown any sound
or vibration of the smartphone. This is to conduct an attack that
will not make a sound or vibrate to raise suspicions during the
attack. The malicious software will reduce the volume or
deactivated the volume and vibration. In order not let a user
become suspicious, the malware will further hide preview of
any ongoing activities embarked by the malware. The camera-
based attack malware will now store videos and pictures in a
hidden folder without the notice of the user, Once the camera-
based malware successfully stores the videos and pictures, it
will then restore or recover the volume and vibration to their
initial state and then send out the videos and pictures through
email to the attacker. All these activities are done without the
user of the smartphone noticing such attack.
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Figure 3: Camera-based attacks architecture (Wu, Du, Wang, Fu, Mbouna, & Kong, 2014).

5. AREVEALED ARCHITECTURE OF
THE CAMERA-BASED ATTACK

A typical camera-based attack on smartphones capitalizes on
some functions and folders in the smartphones. The camera-
based applications developed by attackers utilizes these
functions and instruct the functions to act based on the
instructions of the malware. The revealed architecture
presented in this paper identifies the key functions used in
camera-based attack and how they relate in the attack process.

In the attack process of a typical camera-based attack, the
spyware or malware first gain access to the ActivityManager

module of the smartphone and send a request to the
getMemorylInfo() function of the smartphone. This activity by
the malware is to assess the utilization of the CPU of the
smartphone. If the CPU is determined to be in used or busy, the
attack process is terminated in order not to let the user of the
smartphone suspicious. The attack process however continues
when the CPU is not in use and a request is sent to
BroadcastReceiver with ACTION_BATTERY_CHANGE to
determine the battery level of the smartphone. If the battery
level of the smartphone is determined to be adequate, the
AudioManager.STREAM_SYSTEM is set to 0 and set the
FLAG_REMOVE_AND_VIBRATE function to flag. This
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activity by the malware is to remove the sound and vibration
status on the smartphone in order not to let the smartphone
produce any sound or vibrate during the attack process. The
current sound level and vibration status of the smartphone is
logged with the purpose to restore them back without the user
suspecting anything regarding the attack. Upon a successful
logging of the volume and vibration status, the SurfaceView is
inflated into View using a function in smartphones called
LayoutInflater.Inflate() which eventually changes the
WindowManager.LayoutParams. The attacker changes the
WindowManager.LayoutParams to work with the new
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parameters the malware have set without raising any alarm. The
malware  then set TYPE_SYSTEM_OVERLAY and
FLAG_NOT_FOCUSABLE parameters to reduce the images
and videos to be taken to 1 pixel. The SurfaceHolder is
initialized and either the front camera or back camera is
selected to start recording. After a successful recording, the
malware restore the original audio and vibration back to the
level that is known by the smartphone user. The malware then
transmit the collected video and images data and send to the
attacker using the javax.mail() function as attachment.
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Figure 4: A revealed Architecture

6. CONCLUSION

In this research paper, we study the vulnerabilities in
smartphones as well as concentrated on camera-based attacks.
The research identified a revealed architecture that is followed
and use to develop applications used for camera-based attacks.
The functions that are exploited by known camera-based
attacks are presented and an algorithm developed and presented

in this research paper. To enhance security in smartphones
especially the camera-based attacks, a research on defense
scheme is recommended.
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