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ABSTRACT

The technology of VANET has evolved significantly, and the re-
search is growing rapidly in present times, which helps in de-
veloping Intelligent Transport Systems and the Internet of Vehi-
cles. The VANET helps in the effectiveness of traffic and provides
better road communications, thus enhancing security, where data
is being shared between moving vehicles with the help of road-
side units (RSUs) and uses communication channels like WLAN
and DSRC or may use cellular technologies like LTE and 5G.
VANETS have several commercialization obstacles, though they
can provide safety and management of traffic, as VANET can-
not assure internet connectivity, and thus issues occur when us-
ing VANET-based applications used by drivers and passengers.
Those applications may not guarantee a significant level of accu-
racy at times. Meanwhile, VANETS integrated with Blockchain has
emerged as cutting-edge vehicular technology to overcome the lim-
itations of traditional VANETS by establishing high mobility, se-
cured connectivity among vehicles and roadside units, and provid-
ing high interactivity with personal devices. This survey provides
an outline of several papers about Blockchain-based applications in
VANET:S further generalizes some limitations present in their work,
and highlights future development in blockchain-based VANETS.
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1. INTRODUCTION

The emergence of VANETS, or Vehicular Ad-hoc Networks, aids
in maintaining secure and more efficient road travel as well as fa-
cilitates the exchange of various information, such as the vehicle’s
speed and location, as well as various roadside unit information
so that the vehicle can be aware of its surroundings and road con-
ditions to improve communications. The VANET offers numerous
benefits for in-vehicle communications, including cost and time ef-
ficiency, road safety, easier traffic management, the development of
smart cities, and autonomous driving. It is recognized as the trust-
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worthy network that automobiles use for communication on roads
or in metropolitan areas. Due to their limited scalability, connec-
tivity, intelligence, and flexibility, traditional VANETS have several
technical implementation and management issues. One of the se-
curity challenges that VANET's must overcome is key management.
Other security challenges include mobility, data and location verifi-
cation, access control, secrecy, nonrepudiation, pseudonymity, and
availability. The blockchain is a form of ledger technology that is
distributed by nature, immutable, and resistant to manipulation, ad-
dressing difficulties with data security and privacy in VANETSs[16].
VANET integrates blockchain to increase network security. This
survey is based on the four applications of blockchain in VANET,
i.e., security, privacy, trust, and incentive mechanisms, as shown in
Figure 1. Recently, Blockchain has piqued the interest of corpo-
rations and the academic world because it has proficient qualities
such as decentralization, immutability, resistance to temper, trans-
parency, consensus agreement, forbearance of fault, and enhanced
security.

This paper examines several existing blockchain-based solutions
that demonstrate blockchain’s potential in VANETS. Then, current
research on blockchain applications in VANET concerning Trust
Management, Privacy Protection, Security, and Incentive systems
are discussed. Therefore, the following are the contributions of this

paper:

(1) Itcritically analyzes and summarizes existing literature to pro-
vide current perspectives and research activities on blockchain-
enabled VANET.

(2) Table 5 summarizes several previous state-of-the-art surveys to
emphasize the contribution of this research.



Identity Authentication,
Programmable currency

Application Layer

Algorithm mechanism, Smart
contract

Communication &
Network Layer P2P Network Verification
mechanism
Hash function, Blockenaln
. Structure, Merkle
Timestamp
Tree

¥ 4

Data Layer

Public data /
Local Data

Asymmetric

Encryption

Fig. 2. Blockchain Architecture

In this paper, the second section delivers background knowledge
of Vehicular Blockchain Architecture and a Blockchain structure,
followed by a third section that covers a Literature Review. The dis-
cussion on challenges and future direction is included in the fourth
section, and finally, the conclusion part is in the fifth section.

2. BLOCKCHAIN ARCHITECTURE

First, as depicted in Figure 2, the Vehicular Blockchain Architec-
ture system’s operation is described in the following layers: [43]]
Application layer: The system’s general input and output activities
are made easier for end users (vehicles) through the application
layer. The smart contract is started when the contract layer receives
user input. The smart contract then confirms user authorization and
data access restrictions.

Contract layer: This layer implements the smart contract and au-
thenticates the stationary and moving nodes communicating with
one another through the blockchain. The smart contract’s logic can-
not be changed after it has been performed.

Consensus layer: To build confidence among the network’s nodes,
the consensus method employs mathematical principles. In the
Blockchain network, the block structure maintains a single copy
of the ledger across all RSU-connected stationary nodes that utilize
the consensus mechanism. The RSUs are dispersed organizations
in charge of overseeing a region’s blockchain ledgers, thereby low-
ering network traffic overhead. There are several blockchain con-
sensus algorithms in use today to accomplish a variety of goals.
Network layer: Without a centralized controller, the network’s
nodes are all connected by hybrid P2P technology. To create link-
ages and exchange messages, each node utilizes a discovery pro-
tocol to locate its nearest neighbor RSU. A network layer also
includes the key management and cryptography methods that are
used to thwart assaults.
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Data layer: This layer is responsible for keeping track of all blocks
and transactions on the ledger. By utilizing the timestamp, Merkle
tree structure, and hash function, the confidentiality and accuracy
of the data are all assured. The system is constructed using a con-
sortium blockchain that brings together the benefits of both the
public blockchain and the private blockchain. The vehicles join the
network with the help of a public key pair. In the vehicular net-
work, this is done to assure authenticity and integrity. The station-
ary nodes’ agreement to uphold the consistent ledger is based on a
private blockchain.

Vehicle registration: By meeting the conditions, vehicles obtain
the public key pair from the Certificate Authority (CA), and the
CA creates the public key pair, which also registers the vehicle.
When a vehicle communicates with a stationary node, Certificates
are obtained with the public key pair from the vehicle and as it
transmits the public key pair to a storage site across the network,
the stationary node validates the public key pair it received from
the certification organization.

Next, the structure of Blockchain is discussed that is de-
picted in Figure 3, which shows the following components of
Blockchain:[[17]

Block Header: Across the whole blockchain, the block header is
employed to pinpoint a particular block. It controls every block
on the blockchain. Miners frequently alter the nonce value used to
hash a block header as part of ordinary mining activities. Following
are the four main types of block information contained in the block
header.

Previous Block Hash and Address: The previous block’s hash
links the i*" block to the i 4+ 1¢" block. It simply refers to the hash
of the previous (parent) block in the chain.

Timestamp: After verifying the block’s contents, a timestamp is a
technique that assigns a time or date of creation to digital records. A
timestamp is a string of letters and numbers that specifically iden-
tifies and dates an action or a piece of text.

Nonce: Nonce is a One-time-only usage of a certain number. It
is an essential part of the block’s labor-proofing. It is compared to
the live target if it is less than or equal to the current target. Until
users find a true occurrence of a value only once, they mine, test,
and eliminate it several times each second.

Merkle tree root: It is a data structure that resembles a frame
made up of various data components called the Merkel Root. A
Merkle Tree provides each transaction with a digital fingerprint,
which collects all of the transactions into a single block. Users may
use it to determine if a transaction may or cannot be included in a
block. Like the hash list, the Merkle tree is a generalizable hash-
based data structure, with every node-like tree structure represent-
ing a hash with the collection of data and nodes indicating the off-
spring of that node.

Thereafter, the following components form the core elements of
blockchain:

Node: Nodes are network users that can monitor the distributed
ledger and act as communication hubs during a variety of network
processes. A block broadcast is issued to all network nodes when-
ever a miner attempts to add a new block of transactions to the
blockchain.

Transaction: All agreements, contracts, and transfers of assets be-
tween parties are considered transactions. Usually, the asset is ei-
ther cash or real estate. The blockchain’s network duplicates the
transactional data and stores it in a digital ledger.

Block: Blockchain networks’ blocks resemble links in a chain.
Blocks are records in the realm of cryptocurrencies that are en-
crypted into a hash tree and include transactions like a log book.
Every day, many transactions take place in various locations
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throughout the world. The block structure helps users keep track
of such transactions, which is crucial for them to accomplish.
Chain: The idea of a chain defines the connections between each
block in any existing blockchain structure. Additionally, the use of
the hash from the previous block to connect those blocks together
suggests a chaining structure.

Miners: Blockchain mining is the process of running all cryptocur-
rencies and verifying each stage of a transaction. The persons in-
volved in this mining are referred to as miners. Blockchain mining
is a method used to confirm each stage of a transaction while using
a cryptocurrency.

Consensus: Consensus is a fault-tolerant method for achieving the
required agreement between distributed processes or multi-agent
systems on a single network state, like with cryptocurrency, in com-
puter and blockchain systems. Among other things, it provides ad-
vantages for record preservation.

3. LITERATURE REVIEW

The Internet of Vehicles (IoV) is a cutting-edge paradigm that is
being built as a result of the development of VANETS. Vehicles are
developing into smart vehicles and ought to be capable of inter-
connecting with all the objects around them via a variety of access
methods. Blockchain as a distributed ledger technology provides a
solution to various problems that have arisen in current research. As
a result, the incorporation of this technology into vehicle networks
is now being researched.

3.1 Blockchain for Trust Management in VANET

As the vehicle receives the message, the trust system in vehicu-
lar networks must approve the accuracy and authenticity of the re-
ceived data or information, and also the sender’s credibility and
dependability. Trust management is crucial for averting network at-
tacks that might have disastrous consequences given the nature of
vehicle networks. In the case of a safety-related VANET emergency
warning application, for instance, the system chooses to apply the
emergency brakes in the event of a near-miss or traffic hazard. The
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trust management system is in charge of determining how confident
the emergency application should be in the information as well as
the validity and reliability of the sender when it receives a warn-
ing message from other nodes. The authors[28]], stated that the cur-
rent trust methods utilized in VANETS are prone to several weak-
nesses, including trust inconsistencies between sections and false
trust standards created by a collection of malicious nodes work-
ing together. To solve these issues, the authors provided ATM, a
fresh local trust management strategy. ATMs use active detection
and blockchain technologies. Active detection successfully filters
out nearby problematic nodes and averts their dynamic participa-
tion, whereas the blockchain, in particular, guarantees that trust
data is consistent across several locations. They did a numerical
study to assess ATM’s effectiveness. Their investigation findings
demonstrate that ATMs perform more effectively than the other two
trust mechanisms analyzed. It has a 90% and 95% detection accu-
racy for harmful activities, respectively. The authors [34], stated
that the VANET’s capacity to track a vehicle’s precise location
may be compromised if users take advantage of the convenience
that Location-Based Applications (LBS) offer. They provided a
trust-based, blockchain-based technique for VANET location pri-
vacy security to address this problem. They presented the Dirichlet
distribution-based trust management approach by carefully evaluat-
ing the many requirements of the request and collaboration vehicles
during the creation of the anonymous cloaking zone, as well as the
blending of the characteristics of these two positions. Their future
work is to build a secure and reliable distributed database that stores
trusted data on publicly available blocks. The authors [48]], used
Local Dynamic Blockchain with crypto ID and IVTP, (Intelligent
Vehicle Trust Point). A concept that is similar to Bitcoin is also pro-
posed for intelligent automobiles to judge the trustworthiness of an-
other vehicle. According to the authors, branching has the problem
of storing many duplicate state changes in blocks. Using blockchain
technology, the authors[49], developed a decentralized approach
where CA/TA (Certificate Authority/Trusted Authority) deployed
the smart contract for trust in IoV. Their method reduces transac-
tion propagation delays while enhancing overall system through-
put and efficiency. In their approach, misbehavior detection and lo-
cal detection checks were not investigated. The authors[27], used
PoD (Proof-of-Driving) for a scalable consensus mechanism. It per-
mits an effective and reasonable assertion by miners in VANET.
Their studies exclude applications on a certain blockchain platform,
which is Hyperledger Fabric or Ethereum. The following Table 1
summarizes some of the existing Trust models in a blockchain-
based VANET.

3.2 Blockchain for Privacy protection in VANET

The privacy of cars, or the privacy of information transmitted be-
tween vehicles, should be secured, and only those who have per-
mission should be granted access. This is because one of the
main goals of VANET is to preserve privacy. The difficulty for
privacy-preserving approaches is maintaining accessibility while
granting permitted access to the vehicle’s identification and con-
veyed messages. [4] The authors provided a biometrics blockchain
(BBC) architecture in VANET that protects the transfer of data be-
tween cars and saves archival data in a traditional and trustwor-
thy system. Privacy is maintained in the suggested framework by
utilizing biometric data to maintain information on the true dis-
tinctiveness of the sender. OMNeT++, veins, and SUMO simula-
tions using the urban mobility model were done. The outcomes
demonstrate that their innovative methodology outperforms cur-
rent methodologies. The authors [15], described the Blockchain-
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Table 1. Summary of existing Trust models

Reference | Application Technique Consensus algorithm | Storage

[46] 2018 Resolve critical message dissemination issues | Public blockchain Proof-of-Location Vehicles
Blockchain-based Anonymous Reputation Public blockchain Proofs of Presence & S

32018 | o item (BARS) (CerBC and RevBC) Absence Vehicles & RSU
Constructing anonymous cloaking region, . .

134] 2019 Dirichlet distribution Consortium blockchain PBFT Hyperledger

(521 2019 | BTEV,Two pass Threshold-based Event Multilayered Blockchain Proof-of-Event RSU
Validation technique

[9) 2020 | Maintain sharded blockchains of = Private blockchain Proof-of-Work Ethereum
vehicles that participate in event detection
Bayesian Inference Model, Elliptic Curve . .

[54] 2020 Digital Signature Algorithm (ECDSA), Consortium blockchain PoW & PoS RSU

(2312020 | Physical Unclonable Functions, Consortium blockchain dPoW RSUs
Certificates for privacy

127] 2021 Honest miners selection Sf:rvn.:e StandaAr d Score (Sc) Proof-of-Driving Vehicles

Filtering technique

Assisted Privacy-Preserving Authentication System (BPAS), a spe-
cial system that automates authentication in VANETSs while simul-
taneously safeguarding vehicle privacy. This strategy is versatile
and powerful. The authors extensively evaluated the efficiency and
security of their suggested design in their study using the Hyper-
ledger Fabric platform. The results support their hypothesis that
VANETS can benefit from a decentralized authentication scheme.
The authors[22], used the Block-VN model to work out security
and privacy problems. The neighbors’ degrees of confidence may
be utilized to request and offer the vehicles’ services, which can
then be used to judge their trustworthiness. The biggest issue is the
vehicles’ privacy. The roadside units are informed of the ratings’
performance while they are being stored. The authors[[19], used a
private blockchain for authentication and a public blockchain for
managing event message storage. The proposed mechanism offers
reduced computation and communication overheads than previous
systems. Authors will duplicate their suggested work using real-
time traffic statistics in the context of a vehicle, as well as study
new network performance measures. A novel blockchain-based de-
centralized pseudonym management system was created by the
authors|18]. Their system reduces the computational complexity of
vehicle OBUs by shifting authentication responsibilities to RSUs.
The suggested authentication approach should be combined with an
efficient misbehavior detection model that can accurately identify
and notify suspicious vehicles. The authors [3[], used the Ethereum
blockchain, ECDSA, and RSA-1024. Authentication takes only 3.1
milliseconds, while many of the previously mentioned techniques
need at least 10 milliseconds. It is possible to increase the system’s
scalability by employing a multilevel blockchain. A few of the ex-
isting Privacy-preserving schemes are analyzed in Table 2.

3.3 Blockchain for Security in VANET

A conventional approach to vehicle network security is substan-
tially included in the centralized server design. In a similar way
to how ID-based systems need a key generation server, solutions
based on public key infrastructure (PKI) require a centralized au-
thority for verification of certificate [§]]. It is inappropriate for an
IoV network to employ the former since it necessitates extensive
certificate administration. The latter, however, can experience se-
rious escrow issues. The two approaches can be used to poten-
tially lessen the severity of the issue, but it might be challenging to
scale up hybrid solutions in practice. In order to address this issue,
blockchain has been suggested. The authors[2], presented authen-

tication for the Internet of Vehicles (IoV) via a secure and private
blockchain-based mechanism. Cooperating with unknown or unau-
thorized vehicles, however, increases the risk of data theft, privacy
breaches, being the target of many security assaults, etc. The pro-
posed cooperative protocol successfully boosts system throughput
while lowering PDR and latency, as evidenced by numerical eval-
uations, which serve as Proof-of-Concept for the technique. The
authors[20], investigated the communication, consensus-building,
and node authentication security concerns related to IoVs aimed
at smart transportation. The Byzantine consensus approach, which
is based on the time sequence and gossip protocol, is used in the
development of blockchain-based IoVs to carry out consensus au-
thentication and information transfer. This guarantees communi-
cation privacy and enhances the algorithm’s and the nodes’ abil-
ity to handle failures. The experimental findings demonstrated that
their technique outperforms the traditional authentication process
in terms of data security and IoV consensus efficacy. The results of
the study offered a model response to the authentication issues in
the IoVs designed for intelligent transport. The authors[36], pre-
sented a method for securing the Internet of Things (IoT) com-
munications using the High-Performance Blockchain Consensus
(HPBC). In this research, the authors gave an example of how a
blockchain model may be included in the IoV communications net-
work using a communication model for VANETS that was previ-
ously published and that employs a trustworthy routing approach
to transfer packets between vehicles. They provided illustrations of
the steps that they used to install HPBC on IoV nodes. The per-
formance of the suggested model was assessed, and its impacts
on the IoV network were meticulously simulated by them. The
results of the simulation demonstrated that the HPBC technique
worked well when used in an IoV environment. The authors[45],
suggested SEA, a Secure and Efficient Authentication scheme for
IoV based on blockchain. The mutual authentication between vehi-
cles, edge nodes, and cloud servers is accomplished through SEA.
Particularly when vehicles are initially authorized, the cloud server
gets involved. Further, edge nodes carry out vehicle authentication
by checking the authentication result in the blockchain that was
recorded by the cloud, which significantly reduces the overhead of
cryptographic computation and eliminates network connection de-
lays. Moreover, session keys are negotiated between any two par-
ticipating entities, protecting critical vehicle data. To demonstrate
the security and effectiveness of SEA, extensive tests have been
carried out. The authors[47], used the public blockchain for Mes-
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Table 2. Summary of existing Privacy-preserving schemes

Reference | Application Technique Consensus algorithm Storage
[44] 2018 BlockAPP & Seamless Access Control. Ethereum blockchain BC—t.)ased authentication RSUs Cloud
Sessions pseudonyms

[31]] 2018 FICA privacy & carpooling Private blockchain Vehicular Fog Computing iilljesr & cloud
[53] 2019 Blockcham-assmtedAng.htwelght Consortium blockchain PBFT RSUs Cloud

Anonymous authentication (BLA)

Blockchain-assisted Privacy-preserving . . Hyperledger
[15] 2019 Authentication System (BPAS) Consortium blockchain PBFT Fabric
[@2021 | Biometrics Blockchain (BBC) framework | Public-private key pair Modified Discrete RSU

) P yPp Transformation (MDCT)

Global Authentication Center (GAC), RSA-1024 digital signature, . .

2] 2021 Local Authentication Center (LAC) Public-private key pair Proof-of-Concept Vehicles

sage dissemination. Their scheme can handle the substantial trans-
mission of event messages in real-time with a diminutive delay in
VANET. Their main aim for future work is to manage the depend-
ability of event messages using blockchain. The authors[10], used
the PBFT consensus mechanism to withstand malicious tampering
and data leakage. Smart contracts helped to manage the triggering
environments at previously designated nodes at the time of carry-
ing and storing data. Authors are going to strengthen the security,
authentication, and message authentication processes in real-time
at the time of exchanging data. The authors[29], used CP-ABE,
Blockchain, and Ciphertext-based Attribute Encryption. In their ap-
proach, FADB, and IPFS can successfully eradicate the main points
of failure as compared to typical cloud storage systems. The au-
thors aim to improve the recovery function of VANET data on the
blockchain and integrate the user-characteristic withdrawal func-
tion into the HECP-ABE system. Table 3 summarizes several ex-
isting Security mechanisms on VANET.

3.4 Blockchain for Incentive system in VANET

In VANET, the blockchain has applications for incentive systems
besides privacy and security. Vehicles may get compensation for
carrying out certain tasks; using the blockchain as an incentive
mechanism, people can use it to report traffic accidents, take longer
routes, or decide on an electric charging station that is less con-
gested. The authors[37], used a Blockchain-based Emissions Al-
lowance Trading System (B-ETS) for the trading of allowances
among vehicles. Their system provides a framework for policymak-
ers, automakers, and the EU-ETS to more effectively and safely
implement carbon emission limitations. The authors aim to over-
come the restrictions of this endeavor by diversifying the network’s
vehicles, including buses, vans, and trucks in addition to passen-
ger cars. The authors[26]], suggested a method that makes use of an
Interplanetary File System’s advantages (IPES). RSUs utilize the
blockchain because automobiles have a finite number of resources
and take in vehicle-aggregated packets. The packets provide in-
formation about activities that take place near the vehicles. After
packet verification, RSUs store event-related data in IPFS and the
sender vehicle’s reputation value on the blockchain. The accuracy
with which a vehicle signs or initiates an event determines its repu-
tational worth. Also, a system of rewards is advised to give money
to the vehicles that respond to information concerning events. After
confirming the signatures of the replies, the initiators disburse the
incentives.

It could be challenging to give trustworthy announcements without
disclosing users’ identities. Users are frequently not very motivated
to forward announcements. As a solution to these two issues, the

authors [30] suggested CreditCoin, a novel reward announcement
network based on blockchain with privacy-preserving characteris-
tics. CreditCoin makes use of an effective algorithm for aggregating
anonymous vehicle announcements. On the other hand, it allows
non-deterministic users to sign and send messages in circumstances
where confidence is only marginally established. Furthermore, it
uses Blockchain to compensate users for providing traffic data, and
its transactions and account information are safe. The authors [38]],
created a trustworthy and secure Bitcoin-based incentive system
for networking services that allow cooperative vehicles to operate
without delays. To operate their suggested incentive structure, the
authors used scripts for Bitcoin transactions. Table 4 summarizes a
few existing Incentive systems.

4. CHALLENGES AND FUTURE DIRECTION

The blockchain applications’ main benefit is the possibility of im-
proving the environment of the vehicle network. However, it is cru-
cial to emphasize the need for more research in this field. Some of
the challenges are discussed as follows:

[43] The authors used cryptography as the first security layer since
it is generally regarded as an appropriate security solution for many
applications. However, security that relies on cryptography is still
crucial and vulnerable to many threats. Therefore, in order to iden-
tify the problematic nodes, the authors want to examine reputa-
tion and trust strategies in the future. Additionally, a system for
rewards will be included to incentivize trustworthy nodes to par-
ticipate in the block generation process. Future studies will con-
centrate on various vehicle network assaults and how to deploy
blockchains while quantitatively analyzing each attack under var-
ious circumstances. In their research [27], the authors stated that
there was no mention of a definite blockchain platform in the im-
plementation, such as Hyperledger Fabric or Ethereum. Restricted
storage at the vehicle node is important to look after, and the ve-
hicles cannot store many blocks due to resource limitations. The
combination of mobile edge computing and Vehicular Edge Com-
puting and Networks (VECONS5) could be followed for the purpose
of enabling massive data interchange and storage in smart vehi-
cles. A spike in blockchain latency was demonstrated by [12] as
a result of raising the confirmation threshold. The huge percent-
age of outdated blocks that are suggested by lowering the thresh-
old has an influence on the blockchain’s resilience and stability.
In future development, the traffic event validation approach should
be improved. Additionally, other consensus techniques could be
used to examine the study with defective RSUs. The overhead of
block administration, the low block transition rate, and the high en-
ergy usage of PoW consensus are just a few of the challenges that
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Table 3. Summary of existing Security mechanisms

Reference | Application Technique Consensus algorithm Storage
Time sequence and Gossip protocol Push-Pull mode of the protocol . .
[20] 2019 BCA-TG between IoV nodes Byzantine approach Vehicles
9] 2019 Rf?dl{ce nerork latency based on Hierarchical blockchain Practical Byzantine RSU
priority using Cache content Fault Tolerance
Reduce latency using 5G in Autonomous . . Byzantine Fault .
[40] 2019 Vehicular Networks (AVNs) Private blockchain Tolerance Vehicles & RSUs
[13] 2019 Sect{rely exchange of messages between Hierarchical blockchain Distributed Time RSUs
mobile nodes Consensus
SDN-based routing model . . High-Performance .
13612020 integrated within ROAMER Consortium blockchain Blockchain Consensus Vehicles & RSU
[10] 2020 Credit model and voting mechanism Private blockchain Tmp rov-e d Practical Vehicles
Byzantine Fault Tolerance
Two blockchains (IC and DC)
[29]] 2020 New data sharing architecture, FADB inter-blockchain & distributed HECP-ABE IPFS RSU
consensus
[47] 2020 Security of message dissemination Public blockchain Proof-of-Work Vehicles
. Score Group Practical
[51] 2022 Erfgg?;s:j;i ZurehDataIShiii?}%;nd Consortium blockchain Byzantine Fault Tolerance RSUs
ughput Alg (SG-PBFT)
. . Vehicular network Based
[43] 2023 Secure exchange of messages Consortium blockchain Consensus Algorithm (VBCA) Edge servers
Table 4. Summary of existing Incentive systems
Reference | Application Technique Consensus algorithm Storage
Reliable incentive system for Bitcoin public key
39] 201 . P R 1
39) 2018 VDTNs (Vehicular Delay Tolerant Networks) | cryptography, ECDSA oW SUs Cloud
[6] 2018 Vehicular Cloud Computing (VCC) Bitcoin Utility Function Vehicles
[30] 2018 | Mneentive mechanism used by Echo-Announcement Protocol | Threshold Ring Signature | RSUs Cloud
CreditCoin network
Address the data storage issues .
[26] 2021 using Interplanetary File System (IPFS) Ethereum platform PoW RSUs

blockchain-based solutions still have to overcome. In their future
work [2]], the authors planned to create a blockchain-based consen-
sus mechanism in order to gather aberrant vehicle behavior from
nearby automobiles for reputation management or behavioral re-
search. Additional security features could be added, such as the
ability to thwart compromised attempts and respond to unfavorable
or unusual behavior. The authors [36], investigated how altering
the number of blockchain nodes will affect things on HPBC per-
formance. To determine which blockchain model is appropriate for
IoV settings, they proposed to build various consensus protocols
within ROAMER and assess how well it functions in comparison
to HPBC. As part of future work,[[14] the authors suggested con-
ducting research to evaluate the interactions between devices based
on stationary (RSU) and mobile (OBU) devices. It will be crucial in
this case to take into account the nodes’ pace of movement, perfor-
mance, and technical capabilities. In their research,[32] the authors
proposed VANETSs with a Blockchain (VNB) that require a third
party, the Trusted Authority (TA), that is built on a network that
is partly decentralized. As the TA has not yet experienced decen-
tralization, the proposed VNB is not totally decentralized. The TA
must be applied in a decentralized manner in order to create a fully
decentralized system. In their research, [25] the authors suggested
that a consensus algorithm can be used to enhance the functionality
of ROA-based clustering with blockchain-based data transmission,
called a ROAC-B technique.

Therefore, in order to apply blockchain in different domains more
effectively, researchers should take practical implementation into

account. A summary of the recent surveys on blockchain-based
VANET is summarized in the following Table.

5. CONCLUSION

The protection of user privacy, trust building, and security are
significant concerns for vehicular networks. Blockchain is a dis-
tributed ledger technology that is very effective in resolving the
problems that are experienced in vehicular networks. Though
several research have previously investigated the integration of
blockchain in VANET, many areas are yet to be studied. Hence, a
detailed discussion and analysis are presented with a focus on secu-
rity and resilience. The architecture of vehicular blockchain struc-
tures is discussed, and then the four application areas of blockchain
on VANET i.e., Trust Management, privacy protection, security,
and incentive system are summarized. This survey has examined
the integration of blockchain with VANET in very recent years.
Further, the directions of integration-related research are then dis-
cussed. As aresult, the study’s attempt to leverage blockchain tech-
nology is to implement blockchain in every node of VANET. This
paper attempts to clarify key points and offer knowledge that will
support future blockchain-based research in VANET.
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Table 5. Summary of recent surveys on Blockchain-based VANET

PAPER

FEATURES

FUTURE DIRECTIONS / LIMITATIONS

Abbas et.al., [1]

Discussed the needs for security, challenges, and potential
security holes and assaults in automotive networks .

Highlighted new research paths in loV and VANETS,
along with potential security issues.

Contrasted the evaluated blockchain-based IoV
authentication systems, various approaches, network
topologies, assessment tools and features.

Wang et.al.,[S0]

Addressed blockchain-based cybersecurity methods in
relation to automotive networks.

Evaluated and compared most recent studies that addressed

secure communication, authentication, trust management,
and privacy preservation.

Blockchain technology may aid in boosting
the safety of vehicle networks.

Alladi et.al.,[5]

Classified security frameworks: application angle,
security angle, and the blockchain aspect.

Security frameworks can address requirements for low
latency, data storage, reasonably priced computation.

Frameworks are categorised according to security risks ,
protocols for network security, techniques for user
authentication, and security justifications employed.

Discussed the simulation tools and platforms for
blockchain-based architectures.

A development road map for academics and
business experts that are looking into and
producing IoV and blockchain-based vehicular
networks.

Arshad et.al.,[7]

Created BCDTMS for several IoT classes, such as IoMT,
IoV, IIoT, and SIoT and thoroughly evaluated.

Highlighted major difficulties and crucial
requirements for trust management.

Guidelines for creating reliable Trust Management
systems that are decentralized.

Diallo et.al.,[12]

Described the taxonomy of existing automotive network
and categorized it into: centralized, dispersed,
and decentralised.

The main limitations are security issues, scalability
restrictions, and a lack of assessment.

Jabbar et.al., [21]

Categorized relevant research into six categories:
security, energy, transport application, data
management, payments and communication networks.

Highlighted the advantages of their study, and compared
it to other literature reviews.

Discussed performance limitations, scalability and
security limitations and suggested possible future
directions.

Javed et.al.,[24]

Discussed Federated Learning (FL), and Blockchain
integration affecting security and privacy.

ML usage inside STI is hampered by computation costs,
communication costs and privacy constraints.

Future directions in privacy and security issues,
Quality of Data, near real-time decisions,
handling big data and Lack of Interpretability /
Justification

Chen at.al.,[11]

Categorised three privacy issues: identity, location, and
privacy.

Suggested Edge computing in blockchain to
improve the efficiency of data processing.

Summarized the main issues and the directions
for future research.

Taking into account the costs, reducing the hardware
and software requirements is necessary.

Mendiboure et.al.,

1351

Demonstrated the improvement of inter-vehicle
cooperation and resource sharing using cryptocurrencies.

Described the key Blockchain-based incentive structures.

Green Blockchain, Blockchain platform management,
Designing new services and
Integration in the future ecosystem are discussed.

Ravi et.al.,[41]

Investigated the ecology of VANET based on machanical
features to improve driving safety, navigation and
other roadside resources.

Advised a technique for recognizing and
stopping various offensive attacks in VANET.

Saad et. al.,[42]

DLT was used as a base to construct the decentralised
architecture for vehicle networks.

Research on blockchain-based 5G-enabled VANETSs
that have high mobility, low latency, and low power
consumption may be the future step.

Protocols used by VANETS and IoT, including handshakes,

hand-offs, and data transfer are covered.

The decentralised architecture being presented might
be used to create contemporary travel management
systems for drones and autonomous vehicles.
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