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ABSTRACT 
Currently, instant messenger applications are not only available 

in the form of applications on smartphones but can also be 

accessed through a web browser, one of which is Telegram 

Web. Using Telegram as a web platform provides convenience 

to its users. However, with this convenience, potential 

vulnerabilities can attract the attention of digital criminals or 

cybercrime. Therefore, this research aims to investigate 

forensic digital crimes related to web-based Telegram running 

on the Google Chrome browser using the National Institute of 

Justice (NIJ) Method and several forensic tools such as FTK 

Imager, Browser History Capturer, Browser History Examiner, 

and OSForensics. The results of this study are in the form of 

the perpetrator's telephone number obtained using Browser 

History Examiner,45 chats between the victim and the 

perpetrator that were deleted and the perpetrator's account 

obtained using FTK Imager, and images contained in the victim 

and perpetrator's chat such as two proof of transfer and three 

screenshots of tasks given by the perpetrator obtained using 

OSForensics. 

Keywords  
Cybercrime, Digital Evidence, Google Chrome, National 

Institute of Justice (NIJ), Telegram 

1. INTRODUCTION 
Since internet-based instant messenger (IM) services emerged, 

telecommunications have increased and spread quickly to 

Indonesia [1]. IM applications now have web-based services; 

IM application users can now use web-based IM application 

services in addition to smartphone-based applications, which 

can facilitate users, especially those who work more in front of 

a computer [2]. Instant messenger applications, especially 

those based on Web services, are more likely to be targeted by 

digital crime or cybercrime perpetrators. The vulnerability of 

web-based instant messenger applications can be utilized by 

irresponsible parties to commit digital crimes [3].  

Telegram is one of the instant messenger application services 

that is growing in Indonesia [4]. Telegram is the world's 6th 

most popular instant messenger application. Telegram is an 

instant messenger service based on cloud and voice services. 

According to a source from Statista, The total number of users 

of this instant messaging application reached 550 million 

people as of January 2022 [5].  

Currently, many widespread users of the Telegram application 

also raise several problems, including cybercrime, such as drug 

trafficking, terrorism, cyberbullying, fraud, movie piracy, 

illegal content, and human trafficking [6]. As reported by 

(www.detiknet.com), after Indo XXI and similar sites were 

taken down, piracy of movies and series became rampant on 

Telegram. In response, the Ministry of Communication and 

Information Technology (Kominfo) emphasized that would not 

hesitate to block. However, blocking cannot be done if the 

pirated movie or series is spread through private conversations 

on Telegram [7]. A comprehensive UN study explains that 

cybercrime is limited to targeting the confidentiality, integrity, 

and availability of data or computer systems [8]. 

Telegram apps can be used as digital evidence containing 

various information, including user profiles, text conversations, 

contact lists, images, friend invitations, app activity reports, 

and text statuses published by account owners or users. Various 

methods or frameworks can be used to collect such digital 

evidence from Telegram apps. Some of these include the 

National Institute of Justice (NIJ), Integrated Digital Forensics 

Identification Framework (IDFIF), Chain of Custody (COC), 

and National Institute of Standards and Technology (NIST). 

Each of these methods has different steps in the digital evidence 

acquisition process.  

This research aims to obtain digital evidence of freelance fraud 

cases on Telegram that run on the Google Chrome web browser 

using the National Institute of Justice (NIJ) method. The stages 

carried out in the NIJ method include Preparation, Collection, 

Examination, Analysis, and Reporting. The NIJ method 

describes how the research process is carried out so that a more 

systematic understanding of the various stages of research can 

be used so that it can be used as a reference in further 

investigation [9]. 

2. LITERATURE STUDY 

2.1 Digital Forensics 
Digital forensics is a part of forensic science used to investigate 

and probe the discovery of digital device material (data) and 

contents [10]. Experts say digital forensics is a collection of 

methods, including techniques and procedures for searching 

and collecting physical and digital device-based evidence as 

legal evidence in the courtroom. Digital forensics must also be 

applied to find facts or evidence related to the crime so that the 

crime is apparent in court [11]. Based on the digital devices 

involved, digital forensics is technically divided into several 

branches, including Computer Forensics, Network Forensics, 

Application Forensics, and Device Forensics [12]. 

2.2 Digital Evidence 
Digital evidence is an abstraction of some digital object or 

event. When a person operates a computer for various things, 

such as sending emails or other activities, the activity generates 

a data trail that can provide an event description of what 

happened before. Digital evidence is very vulnerable to data 

changes. Therefore, it requires extra careful handling to 

maintain the integrity of the evidence [13]. Digital evidence can 

be found on various devices such as computer hard drives, cell 

phones, iPads, Pen Drives, digital cameras, CDs, DVDs, 

diskettes, computer networks, the internet, etc. Digital evidence 
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is often related to digital or electronic crimes, such as 

pornography, prostitution, identity theft, phishing, or fraud 

involving credit cards or ATMs [14]. 

2.3 Telegram 
Telegram is an application that allows users to send end-to-end 

encrypted secret chat messages for added security [15]. 

Telegram can send pictures, videos, and documents such as 

Word, Excel, PDF, etc., without specifying the file size to be 

sent, and the location can also be sent easily. Telegram is a 

lightweight, fast, ad-free, and free application. The Telegram 

application can create groups of up to 5,000 people. Telegram 

can also be accessed using a computer [16]. The telegram logo 

can be seen in Figure 1. 

 

Figure 1: Telegram logo 

Figure 1 is the logo of the telegram instant messenger 

application. This application has advantages: Cloud-Based 

Massege, Secret Chat, Does not burden memory, Channel 

Features, automatic message deletion features, and telegram 

bot features [17]. 

2.4 Cybercrime  
Cybercrime is a cybercrime committed by individuals or 

groups that attacks computer security systems or data. 

Cybercrime generally refers to illegal activities involving 

computers, other digital devices, or computer networks [18]. 

Currently, many cyber crimes sometimes occur without 

realizing it, such as cyberbullying, where many social media 

users sometimes say indecent words or comments that cause 

mental distress to someone [19]. 

2.5 Web Browser 
A web browser is an application for browsing, rendering, and 

retrieving content from various information sources on the 

Internet network. This web browser can identify information 

sources from the internet network through web pages, videos, 

images or other content [20]. 

 
Figure 2: Types of Web Browsers 

Figure 2 shows various browser logos, such as Google Chrome, 

Mozilla Firefox, Internet Explorer, Safari, Opera Mini, etc. 

Web browsers also have several benefits: ease of access, easy 

to download, and ease of browsing the internet [21]. 

2.6 FTK Imager 
FTK Imager is a powerful digital evidence tool that can create 

drive or partition images, analyze data, and recover files [22]. 

The application can also mount images as physical drives and 

has very powerful access to digital evidence. Users can perform 

basic forensic analysis and recovery directly from within FTK 

Imager. This tool can also be used to capture the system registry 

and RAM. FTK Imager supports various image sources and 

hard drives and can convert images and other image types [23]. 

2.7 Browser History Capturer 
Browser History Capturer easily capture web browser history 

from Windows computers. The tool can be run from a USB 

dongle or via a Remote Desktop connection to record history 

from Chrome, Edge, Firefox, Internet Explorer, etc web 

browsers. The history file is copied to the selected destination 

in its original format, allowing it to be analyzed later using the 

tool of choice [24]. 

2.8 Browser History Examiner 
Browser History Examiner is a forensic software that can 

capture, extract, and analyze internet history from major 

desktop browsers such as Chrome, Edge, Firefox, Internet 

Explorer, and Safari. Browser History Examiner can analyze 

various data types, including website visits, searches, 

downloads, and cache files. Some of the features of Browser 

History Examiner include Website Activity Timeline, Remote 

Data Capture, Cached Image Viewer, Search History Parser, 

URL Category Database, Dynamic Reporting and Data Export, 

Advanced Filtering, Recover Deleted History, Cached Web 

Page Viewer, Email Address Parser, and SON Viewer. 

Browser History Examiner can filter data by keyword, time, 

URL, and category [24]. 

2.9 OSForensics 
OSForensics is a digital forensics software that collects and 

analyzes digital evidence from operating systems. The software 

is developed by PassMark Software and is designed to assist 

forensic professionals in obtaining critical information from 

computers or other storage devices. Some of the main features 

of OSForensics include Forensic Search, File Analysis, Report 

Generation, Deleted File Recovery, and User Activity Timeline 

[25]. 

3. RESEARCH METHODS 
This research uses the investigation process of the National 

Institute of Justice (NIJ) forensic analysis method. The NIJ 

method consists of 5 stages. The scheme of the five stages can 

be seen in Figure 3, providing a structured framework for 

conducting thorough hardware and software forensic analysis 

in freelance fraud cases. 
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Figure 3 : National Institute of Justice method 

Figure 3 illustrates the steps of the National Institute of Justice 

(NIJ) method. The initial stage is the identification stage, where 

all the equipment required for the investigation is prepared. The 

next step is the collection stage, where evidence such as files, 

documents, data, and physical evidence are collected. After 

that, the examination stage is the stage of examining the data 

obtained from the previous stage. The next step is the analysis 

stage, where the examination results are analyzed in depth. 

Finally, the reporting stage is the preparation of a report 

containing the results of the analysis that has been carried out. 

4. RESULTS AND DISCUSSION 
This research discusses the simulation of crime cases, 

especially cybercrime, in the case of freelance fraud on the 

Telegram web. The simulation is conducted in three sequential 

steps, starting with the pre-incident stage, then the incident 

stage, and ending with the post-incident stage. In the pre-

incident phase, the perpetrator plans or prepares the fraudulent 

act against the victim. The pre-incident stage can be found in 

Figure 4. 

 

Figure 4 : Pre-Incident Freelance Fraud Case 

Figure 4, the perpetrator accesses the telegram with a Chrome 

web browser using a laptop, then logs in to the telegram web 

by entering the telephone number and verifying with the OTP 

code obtained on the perpetrator's cellphone. After that, the 

perpetrator enters the OTP code. Into the laptop used to log in 

to the Telegram web. After the laptop is connected to the 

telegram web, the perpetrator sends a message to the victim. 

The second stage in case simulation is the incident stage. The 

incident phase is where the perpetrator performs actions to 

deceive the victim. The incident stage can be seen in Figure 5. 

 

Figure 5 : Incidents of Freelance Fraud Cases 

Figure 5, the victim who was tempted by easy work and high 

pay accepted the job. Finally, the victim communicated with 

the perpetrator via web telegram. After the victim accepted the 

offer, the perpetrator gave the victim the first task, like one of 

the actress's YouTube videos. After that, the victim completes 

the task and earns the income as promised, and so on. Until 

arriving at the fourth task, which is a special task. Here, the 

victim can transfer several amounts of money with high 

interest. Because she was interested, the victim chose the 

largest amount of money. After sending proof of transfer to the 

perpetrator, the victim is told to wait for verification for one 

hour. But after an hour, the perpetrator deleted the account and 

chatted with the victim. 

The third stage in the case simulation is the post-incident stage. 
Post-incident is the phase after the perpetrator has successfully 

committed fraud against the victim. The post-incident stage can 

be seen in Figure 6. 

 
Figure 6 : Post Incident Freelance Fraud Case 

In Figure 6, the victim who felt cheated reported the perpetrator 

to the police by showing evidence of the perpetrator's account 

and chat and proof of transfers made by the victim, as shown in 

the picture below. After receiving the report, the police arrested 

and confiscated the perpetrator's laptop as evidence. 

Furthermore, the evidence was handed over to the investigator 

to be analyzed using forensic tools to collect digital evidence 

that could be used in the investigation. After analyzing and 

obtaining digital evidence, the investigator reports the findings 

and ensures that every process follows applicable law. 

4.1 Identification 
The identification stage is the first step in the search for digital 

evidence, which involves preparing the tools used to support 
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the investigation in collecting digital evidence. Details of the 

tools to be used can be found in Table 1. 

Table 1 : Tools and Materials 

Name Description 

Laptop Media used to obtain data. 

Telegram 
Object application for forensic 

processes 

Google Chrome 
Web browser for object application 

access 

FTK Imager 

Produce evidence of the perpetrator's 

deleted chat and the perpetrator's 

username. 

Browser History 

Capturer 

Captures data from the web browser 

Google Chrome 

Browser History 

Capturer 

Captures data from the web browser 

Google Chrome 

Browser History 

Examiner 

Produce evidence in the form of a 

phone number used by the perpetrator 

when logging in to the telegram web. 

OSForensics 
Produce evidence of deleted images in 

conversations. 

 

Table 1 shows the tools that will be set up to investigate 

freelance fraud cases and generate digital evidence. The tools 

consist of 2 types, namely hardware and software. Hardware 

executes software instructions and processes data in a computer 

or electronic device, making them essential components of the 

forensic process in uncovering and prosecuting fraudsters. 

4.2 Collection 
The collection stage is collecting, securing physical evidence 

and collecting data. Physical evidence found is one laptop 

found in a lit state. Physical evidence can be seen in Figure 7. 

 
Figure 7 : Physical Evidence Found 

Figure 7 shows the perpetrator's Lenovo laptop, which was 

found turned on. The laptop was then forensically processed by 

retrieving data from the laptop's RAM using the FTK Imager 

and Browser History Capturer tools. 

Stages in the RAM data retrieval process using the FTK Imager 

tool. FTK Imager is used to retrieve data and information from 

memory. The memory retrieval feature can be seen in Figure 8. 

 

Figure 8 : FTK Imager Capture Memory feature 

Figure 8 is the memory retrieval feature in FTK Imager. FTK 

Imager will retrieve data and information from all applications 

on the used device. The results of retrieving RAM data using 

the FTK Imager tool are files with the .mem extension. The 

results of this data retrieval are shown in Figure 9. 

 

Figure 9 : FTK Imager Capture File 

Figure 9 shows the result of the RAM data capture process, 

where the captured file is 10.7 GB and named "Bukti 

FTK.mem." 

Stages in the process of capturing browsing history using the 

Browser History Capturer tool. This tool will retrieve data from 

the Google Chrome web browser. The capture process in the 

Browser History Capturer can be seen in Figure 10. 
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Figure 10 : Browser History Capturer Capture Process 

Figure 10 shows the browsing history capture process steps 

using the Browser History Capturer. This tool captures 

browsing history on the Google Chrome web browser. Browser 

History Capturer functions to record, analyze, and report 

browsing history on a web browser. The capture results can be 

seen in Figure 11. 

 

Figure 11 : Capture Results Browser History Capturer  

Figure 11 shows the contents of the Capturer folder, namely the 

folder Chrome and Historical. These folders are the result of 

the Google Chrome web browser capture process. 

4.3 Examination 
At this stage, the data that has been obtained previously is 

examined. The examination is carried out on the captured 

memory data. To read the data that has been obtained, forensic 

tools such as FTK Imager, Browser History Examiner, and 

OSForensics are used. 

Browser History Examiner is used to open the capture results 

of the browsing history on the web browser. Browser History 

Examiner will take all the data in the "Capture" folder and 

perform an extraction process to collect the information 

contained in the browsing history. Using this tool, we will look 

for login information containing the perpetrator's phone 

number when accessing the web telegram. 

 
Figure 12 : Login Information 

Figure 12 shows that the perpetrator accessed Telegram via the 

web version with that date and time. 

 
Figure 13 : Phone Number 

Figure 13 shows that the perpetrator performed the login 

process using the phone number while accessing Telegram 

Web. This information shows that the perpetrator has used the 

phone number to log into the Telegram Web account, linking 

the login activity with access to the Telegram Web service. 

FTK Imager is used to read the captured RAM data. FTK 

Imager will read the RAM data that has been captured 

previously and is in the ".mem" format. By using this tool, can 

search for the perpetrator's account and the conversation 

between the perpetrator and the victim. 

 

Figure 14 : Perpetrator's Account 

Figure 14 is the perpetrator's account obtained by searching 

using the keyword phone number used by the perpetrator when 

logging in. The name used by the perpetrator is "Indeed." 

 
 

Figure 15 : Evidence of the Perpetrator's Chat 
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Figure 15 shows the perpetrator's chat explaining and offering 

freelance work to the victim. 

OSForensics was used to analyze the computer's physical 

memory (RAM) to find the images contained in the 

conversation between the victim and the perpetrator. The File 

Name Search feature in the File Searchimg section and the 

Indexing section was used to find images in the conversation. 

 
Figure 16 : Drive C Scan Results 

Figure 16 is a scan of the C drive. It contains all the files 

contained on drive C. To speed up the image search, the file 

extension ".jpg" is used as shown in Figure 4.27. 

 
Figure 17 : Image Search Results 

Figure 17 is the result of searching for images on drive C. To 

make it easier to see the image, a thumbnail view is used. From 

the image search results, evidence of transfers and screenshots 

of tasks given by the perpetrator to the victim were found.  

 

Figure 18 : Image Metadata 

Figure 18 shows one of the metadata of the proof of transfer 

image sent by the victim to the perpetrator.  In this metadata we 

can see image specifications such as image access time 

4.4 Analysis  
4.4.1 Browser History Examiner Analysis 
From the examination results using the Browser History 

Examiner, evidence was found showing that the perpetrator had 

logged in using a phone number and accessed Telegram Web. 

This evidence was identified based on the time match, where 

on 06/08/2023 at 13:24, it was seen that the perpetrator 

performed this action. Thus, it can be concluded that the 

perpetrator has logged into a Telegram Web account using a 

phone number to log in. 

4.4.2 FTK Imager Analysis 
Based on the FTK Imager examination results, several pieces 

of evidence were found related to the conversation between the 

victim and the perpetrator, the link sent by the perpetrator, and 

the Telegram account owned by the perpetrator. Details 

regarding the evidence found can be seen in Table 2 

Table 2 : Evidence Found on FTK Imager 

Information Results Description 

Account 

Name: Indeed 

Phone Number: 

6281393186655 

Found 

Conversation 

Hello, I am Staff from 

Indeed. I want to offer 

you a part-time job to 

supplement your income. 

Are you interested? 

Found 

Conversation Okay, what's the job? Found 

Conversation 
Subscribe and like our 

partner's YouTube 
Found 
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content by sending 

screenshots as proof. 

Payment is per 3 tasks, 

and for payment can 

choose. 

Conversation Okay, I understand Found 

Conversation 

and links 

Here is the link for the 

assignment 

https://youtu.be/ewL5n4S

3WHU 

Found 

Conversation 
I have finished the 

assignment. 
Found 

Conversation 

Next, we have a special 

task; the condition is that 

you must first deposit 

IDR 50,000 for the new 

member fee. If you 

become a member, your 

income will increase by 

50%. 

Found 

Conversation 
Okay, where should I 

transfer to 
Found 

Conversation 
Seabank 19791779740, 

include proof of transfer 
Found 

Conversation I already transferred Found 

Conversation  

okay, well, we'll check 

first. If it comes in later, 

we will tell you again. 

Thank you 

Found 

Conversation Okay, I'll wait for it Found 

 

Table 2 shows the results of using the FTK Imager tool to find 

evidence that has been deleted by the perpetrator, such as 

accounts and conversations. In the table are perpetrator 

accounts, 45 conversations, and one account that was 

successfully found. 

4.4.3 OSForensics Analysis 
Based on the examination results using OSForensics, evidence 

was found in the form of a screenshot of the task given by the 

perpetrator to the victim. In addition, there was also evidence 

of transfers made by both the perpetrator and the victim. 

4.5 Reporting 
This report contains results or digital evidence related to 

freelance fraud cases on the Telegram web. This evidence was 

found through forensic tools such as FTK Imager, Browser 

History Capturer, Browser History Examiner, and 

OSForensics. This information was taken from the physical 

evidence of the perpetrator's laptop that had been seized by the 

police earlier. This laptop was then examined and analyzed to 

produce digital evidence. Details regarding the digital evidence 

found can be seen in Table 4.7, which lists the results found 

through forensic tools such as FTK Imager, Browser History 

Examiner, and OSForensics with the application of methods 

from the National Institute Of Justice. 

Table 3 : Digital Evidence Findings 

Findings FTK 

Imager 

Browser 

History 

Examiner 

OSForensics 

Login 

Information 
-  - 

Account 

Information  - - 

Conversation  - - 

Text 

Image - -  

Table 3 lists the digital evidence identified in the Telegram web 

freelance fraud case, utilizing three different forensic tools. The 

Browser History Examiner successfully found digital evidence 

in the form of the phone number used to log in to the Telegram 

web. This information was found based on the access time on 

the Telegram web page and form history records that show the 

use of phone numbers when logging in. FTK Imager identified 

digital evidence through conversations between the perpetrator 

and the victim on the Telegram web. Meanwhile, OSForensics 

Tools found digital evidence in the form of screenshots. 

5. CONCLUSIONS  
Based on the results of research conducted in this thesis with 

the title "Forensic Analysis of Web-Based Instant Messenger 

Applications Using the National Institute of Justice Method," 

several important conclusions can be drawn, namely the 

National Institute of Justice (NIJ) method has been proven to 

be successfully applied in the forensic process on web-based 

instant messenger applications, especially on the Telegram 

web, to collect and analyze digital evidence in freelance fraud 

cases using the five stages in this method, namely preparation, 

collection, examination, analysis, and reporting. The results 

show that the Browser History Examiner tool can be used to 

identify the phone number used by the perpetrator in access to 

the Telegram web. FTK Imager proved its reliability in 

retrieving digital evidence through conversations or chats that 

the perpetrator had previously deleted. This tool successfully 

identified conversations between the perpetrator and the victim 

on the Telegram web. The OSForensics tool effectively 

analyzed images contained in the conversation, such as 

screenshots and proof of transfer sent by the perpetrator and 

victim. Through this research, it can be concluded that the 

application of the National Institute of Justice method and the 

use of forensic tools, such as Browser History Examiner, FTK 

Imager, and OSForensics, can reveal and analyze digital 

evidence in cases of freelance fraud through Telegram web. 
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