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ABSTRACT

Along with increasingly rapid technological developments, the
growth of social media users is also increasing, as is cybercrime
activity. Social media applications in Indonesia, such as
TikTok are ranked second with the most users in the world. So
this application is wvulnerable to cyber crimes such
as cyberbullying. This research aims to investigate the TikTok
application in cases of cyberbullying. The research object that
will be discussed in this research is the Tiktok application
which runs on Android-based smartphones. This research uses
the Association of Chief Police Officers (ACPO) method which
has four research stages: planning, collection, analysis, and
presentation. The tools used in this research are MOBILedit
Forensic Express, Magnet AXIOM, and DB Browser for
SQLite. The research results show that the MOBILedit
Forensic Express forensic tool obtained forensic accuracy
calculation results with a percentage of 85%. AXIOM Magnet
obtained forensic accuracy calculation results with a
percentage of 91%. DB Browser for SQL.ite obtained forensic
accuracy calculation results with a percentage of 87%. Based
on research results, the tool can retrieve evidence in the form
of application information, usernames, messages, contacts, and
deleted messages.
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1. INTRODUCTION

The growth of information technology which is proliferating
every year makes it easy for its users to get information easily
and quickly. Social media is also a place to get various
information and communication with each other without being
limited by space and time. There are several types of social
media, including social networks, discussion forums, media
Sharing networks, social blogging networks, etc [1], [2].

The number of social media used lately has an impact on social
life and society [3]. The positive impact of the existence of
social media is that it makes it easier for users to expand their
relationships by communicating with many people without any
limitations on distance and time [4]. On the other side, social
media's disadvantages is making users addicted to the internet,
vulnerable to the bad influence of others, decreasing face-to-
face communication, and cybercrime [5].

Along with the rapid development of technology, the growth of
social media users is also increasing. By early 2022, Indonesia
had 191 million active social media users. The number of active
social media users increased by 12.6% from 2021 to 2022. The
most frequently used social media include WhatsApp (88.7%),
Instagram (84.8%), Facebook (81.3%), TikTok (63.3%), and
Telegram (62.3 %) [6]. The increasing number of social media
apps has facilitated the creation of numerous major
cybercrimes [7].
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TikTok ranks third as the favorite social media in Indonesia
with the second largest number of users of 112.9 million people
[8]. TikTok is a social media service from China that focuses
on video hosting so that users can create interesting videos
equipped with filters and music provided [9]. TikTok features
can cause major issues when used by a youngster or teenager
who does not fully understand the dangers of the social network
[10]. Because its users are primarily interested in text, photos,
and videos, TikTok has turned into a haven for people who
disseminate hoaxes and participate in cyberbullying [11].
Cyberbullying is an aggressive act that is carried out repeatedly
both individually and in groups to scare, anger, or embarrass
the victim by using digital technology [12]. Various digital
platforms as a means of cyberbullying, social media is the
digital platform where cyberbullying occurs most [13], [14]. As
many as 95.6% of respondents said that there were many cases
of cyberbullying in Indonesia [15], [16]. There are 4 forms of
cyberbullying on TikTok including Flaming, Harassment,
Denigration, and Trickery [17], [18].

Cases of cyberbullying in Indonesia need to be studied by
conducting a forensic investigation process on the morning of
the perpetrator. This research, it is hoped that it can help the
process of investigating cyberbullying cases on the TikTok
application service using the MOBILedit Forensic Express,
Magnet Axiom, and DB Browser for SQL.te using Association
of Chief Police Officers (ACPO) method.

2. LITERATURE STUDY

2.1 Digital Forensic

Digital forensics is a category of forensic science that is used
to search for or find digital evidence using the scientific method
so that it can be accepted in court [19]. Digital forensics has
several scientific categories such as Computer Forensics,
Mobile Forensics, Digital Video and Photo Forensics, etc [20].
Mobile forensics is the science that studies the acquisition or
recovery of digital evidence from smartphone to catch
criminals who use smartphone [21].

2.2 Digital Evidence

Digital evidence is digital data from the acquisition of
electronic evidence contained in electronic devices that can
support or deny a particular crime, as well as provide clues that
lead to a violation [22], [23] . The data can be in the form of
files, images, text, videos, emails, and logs. There are 5
characters of digital evidence, including admissible, authentic,
complete, reliable, and believable [24], [25].

2.3 Cyberbullying

Cyberbullying is individual or group behavior to hurt someone
by using digital technology [18]. Since cyberbullying entails
using online platforms to harass, threaten, or intimidate others
and frequently has profound emotional and psychological



repercussions, it has become a major concern in today's digital
age [26], [27]. Types of cyberbullying include flaming,
harassment, denigration, outing, and cyberstalking [12], [15].

2.4 MOBILedit Forensic Express

MOBILedit Forensic Express is used to gather, examine, and
generate reports on data extracted from smartphones that can
assist investigators in collecting digital evidence using several
stages [28]. This tool can restore deleted data such as chats,
history, photos, videos, recordings, and contacts. MOBILedit
Forensic Express has several advantages over other
applications such as Physical data acquisition and analysis,
Advanced Application Analytics, Deleted data recovery, and
Easy to use user interface.

2.5 Magnet Axiom

Magnet Axiom is software that can extract evidence from
various sources without being detected and eliminating data.
Because it can analyze digital evidence from mobile, cloud,
computer, and car sources as well as third-party extractions all
in one case file, Magnet Axiom is one of the forensic programs
that experts recommend [29]. Magnet Axiom can swiftly and
automatically identify evidence pertinent to a case by utilizing
strong and user-friendly analytical techniques.

2.6 DB Browser for SQL.ite

DB Browser for SQL.te can be used to analyze and extract data
from SQL ite databases that are accessible on a variety of digital
devices, including web browsers and mobile devices. Features
created especially for forensic analysis that enable detectives to
look into SQL.ite database contents and retrieve pertinent data
[30]. Some of the primary functions and uses of DB Browser
for SQLite in digital forensic investigations are database
Analysis, data Extraction, and data Visualization.

2.7 Association of Chief Police Officers

In the area of digital forensics, the Association of Chief Police
Officers (ACPO) uses a research methodology that is divided
into four distinct stages that are well thought out in order to
support comprehensive investigations and case resolutions
[31], [32]. The first step involves meticulous preparation, and
the second step relates to gathering relevant information. The
third stage pays attention to the comprehensive examination of
the gathered data, While the fourth stage is primarily focused
on presenting the results and conclusions to pertinent
stakeholders and authorities [33], [34].

3. RESEARCH METHODS

This research uses the Association of Chief Police Officers
(ACPO) method to execute the investigation proses that has
four research stages, namely plan, capture, analyze, and
present. The Association of Chief Police Officers (ACPO)
stage can be seen in Figure 1.

Plan Capture Analyse Present

Figure 1: Stages of ACPO Method

Figure 1 show the step of Association of Chief Police Officers
(ACPO) method. The plan stage is planning the equipment that
will take during the research. The capture is the stage of
recording, storing, capturing and collecting all the results
obtained from the research process. The Analyze stage is the
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process of analyzing evidence found from the capture process.
Present is the stage of presenting findings that can be accounted
for [35].

4. RESULTS AND DISCUSSION

This research examines and analyzes cases of cyberbullying on
the TikTok application using the Association of Chief Police
Officers (ACPOQ). The study develops in three unique stages in
order to completely investigate the phenomenon: pre-incident,
incident, and post-event. The fist simulation, pre-incident can
be seen in Figure 2.

Perpetrator
Person 2
—_—

Person 3 Victim
—_—

chat group to communicate

Make grup chat add friends
grup and share information

Figure 2: Pre-Incident of Cyberbullying Case

Figure 2, Person 2 created a chat group on the TikTok app with
the intention of friendship and connection between them,
particularly through the sharing of content and experiences
pertaining to the TikTok platform. They actively discuss trends,
tips, and tricks, and share creative videos and ideas to enrich
their TikTok experience.

The second stage of case simulation is incident that can be seen
in Figure 3.

Perpetrator

“ Perpetrator send
negative words
Negative words
are seen by the
Perpetrator victim

Victim

| ’ The perpetrator “
deleted the

negative chat

Figure 3: Incident of Cyberbullying Case

Figure 3 depicts the incident where the perpetrator uttered
negative words towards the victim. The perpetrator repeatedly
used words such as "Fat, Ugly, Stupid, etc." in the TikTok chat
group. This action makes the victim feel isolated, depressed,
and uncomfortable in the chat group. In fact, the perpetrator
also deleted messages that offended the victim, trying to
remove traces of the bullying that had occurred.

The last stage of case simulation is post-incident that can be
seen in Figure 4.



The victim reported Collect data or
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Figure 4: Post-Incident of Cyberbullying Case

Figure 4 The victim reported the cyberbullying case he
experienced to the authorities. The victim showed proof of the
perpetrator's account and conversations held in the TikTok chat
group. The victim explained the chronology of what had
happened and the police carried out an investigation and
arrested the perpetrator.

4.1 Plan

The planning stage is carried out by documenting the evidence
obtained. At this stage, planning is also carried out regarding
the hardware and software used. The documentation of the
evidence can be seen in Figure 5.

Figure 5: Evidence Obtained

Figure 5 shows that the evidence obtained is then documented.
The documentation obtained is in the form of a smartphone
with the XIOMI Redmi 4x.

The tools dan material that will be use in the form of hardware
and software which can be seen in Table 1.

Table 1. Tools and Material

Tools and A
No Materials Description
Lenovo Ideapad Intel(R)
1 Laptop Core (TM) i3-6100U CPU @

2.30GHz 2.30 GHz

2 Smartphone XIOMI Redmi 4X

3 TikTok Mobile applications

4 MOB“.‘Ed't Forensic software tool
Forensic

5 Magnet AXIOM Forensic software tool

6 DB SQL Forensic software tool
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Tabel 1 shows the tools and materials that will be use in this
research. The hardware that will be use are Laptop and
Smartphone. The software is MOBILedit Forensic, Magnet
AXIOM and DB SQL

4.2 Capture

The first stage carried out in this process is to maintain digital
evidence and check the authenticity of the evidence.
Safeguarding digital evidence uses isolation techniques to
avoid things that can damage digital evidence.

4:21 PM

Catweamer nfo =
Sunday, October 29

)
@)

4
N

y

Figure 6: The Isolation Technique

Figure 6 show the isolation technique on a evidence where this
step is carried out by changing the status of the smartphone to
airplane mode.
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Figure 7: Developer Options

Figure 7 is the second stage which is to activate the developer
option in the settings menu. The next step is to activate stay
awake and enable USB debug. Stay awake is done so that the
smartphone is not in sleep mode when carrying out the forensic
process. Activating USB debug is used to connect to the USB
connector on the workstation. The process of capturing digital



evidence in this research was carried out using the MOBILedit
Forensic Express and Magnet AXIOM tools.

Figure 8: Extraction Process on Smartphone

Figure 8 is the process of extracting evidence using MOBILedit
Forensic Express. MOBILedit produces various reports from
the capture results that have been carried out.

CASE DETAILS

cazEoETLE
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SCAN INFORMATION

SNAEE EADEUCE

Figure 9: Case Details Menu on Magnet Axiom

Figure 9 is the process of capturing using Magnet Axiom by
filling case information.

AMALYZE EVIDENCE

Figure 10: Capture Process Using Magnet Axiom

Figure 10 is the extraction process for evidence. The duration
of this process varies depending on the data stored on the
smartphone.

4.3 Analyze

This stage processes the data that was successfully captured at
the capture stage using MOBILedit Forensic Express and
Magnet AXIOM. The extracted data will be analyzed using
MOBILedit Forensic Express, Magnet AXIOM, and DB
Browser for SQLite.

4.3.1 Analyze Using MOBILedit Forensic Express
The resulting capture process provides a report in HTML form.
This HTML file will then be analyzed to identify data that has
been deleted by the perpetrator in this case. Based on the
forensic evidence process, this reseach managed to find deleted
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message information, application information, account names
and the time of the incident.

TikTok

¥ Labe TikTok

com.ss.android.uge teill

3143
User Application
com.android.vending

tion Size 50.1 MB

[1:]

Figure 11: Aplication Information

Figure 11 is the application information used. TikTok, version
31.4.3, is the program that is being used by perpetrators to carry
out cyberbullying acts.

Accounts

Figure 12: Digital Evidence of Perpetrator's Tiktok
Account

Figure 12 is the application user name. The search results
succeeded in finding the nickname of the perpetrator of the
cyberbullying crime. Nickname found in the name of “Azura

Iudah item gendut jelek mending @Medusa Satu mati aja sana |

7276868424525431045

7234482622803163525 (@azura.dua)

{IsDefault":false, "rich_text_infos™:

[{"lengeh":13, "mentioned_uid":"7146105018692305047",“position":31, rich_text_type
“:1}], "text":"udah item gendut jelek mending @Medusa Satu mati aja
sana","is_card":false,“sendStart Time":1605281704248,"awe Type":700}

phone/applications/com.ss.android.uge.trill/live_data/databases/723448262289316
3525_im.db : 0x4E272 (Table: msg)

12 0 7234506693526045702 (@pandoraempat) 2023-09-21T10:21:597 I

diluar nalar

versation 7276868424525431045

7146105018692305947 (@medusa satu)

7234482622803163525 (@azura.dua)
7276858073703597062 (Bhera.tiga)

{isDefault:false. “text:"diluar
nalar” is_card"false,"mSendStartTime™:1605201717215, msgHint™:™,"aweType":700
}

phone/applicationst/com.ss.android.ugc trill/live_data/databases/723448262280316
3525_im.db : 0x4E032 (Table: msg)

Figure 13: Digital Evidence of Messages

Figure 13 is the result of an analysis of bullying-related
messages. Messages with the word "udah item gendut jelek
mending @Medusa Satu mati aja sana" have been deleted by
the perpetrator. The message is identical to the one that was
sent by the perpetrator to the victim in terms of character
quantity and timing. According to the HTML page report, no
information was found indicating whether the message
delivered had been removed or not.



4.3.2 Analyze Using Magnet Axiom

The analysis stage uses the AXIOM Magnet, namely from the
extraction results in the capture process. At this stage,
information is found in the form of account names, contacts and
messages.

azura.dua
DETAILS &

ARTIFACT INFORMATION

User Name  azura.dua

Nickname  Azura Dua
ID T7234482622893163525

Profile Picture URL  https://p16-sign-va.tiktokedn.com/tos-maliva-avt-0068/
f08abff774a41e91e05834ad 10fb008a~c5_100x100.webp?x-
expires=16977060008:x-signature=noH%
2F9qyWmvhGA3VITAIGuIL11cY3%3D

Figure 14: Digital Evidence of Perpetrator's Username

Figure 14 shows the username of the application user where the
cyberbullying perpetrator is. This process succeeded in finding
the  perpetrator's username  "azura.dua” with ID
7234482622893163525

EVIDENCE (1) Y cted folder on (I Column vie 2023-10-17-161117676-2-...
- ache » 24013a84-Td08-407a-Jad3-20e2e 73T synthesise - Xiaomi Redmi 4X Full Image
Name Type File... si
PREVIEW
DETAILS
FILE DETAILS
File name 2023-10-17-161117676-2-concat-v

Figure 15: Digital Evidence of Deleted Video

Figure 15 is Digital Evidence of deleted video uploaded by the
perpetrator in a cyberbullying case. Magnet Axiom succeeded
in identifying videos but the file extension was not found.

7234482622893163525
DETAILS &

ARTIFACT INFORMATION

Sender 1234482622893163575

t 7276868424525431045

e udahitem gendut jelek mending @Medusa Satu mati :]aﬂna]

e Text

= 9/21/2023 10:21:41 AM

EVIDENCE INFORMATION

wree Xiaomi Redmi 43 Full Image - DM.0.raw - Entire Dick (EXT family, 245 GB) data\data\com s andrald uge trill
\databases\7234482622893163525 im.db

Aecovery method  Parsing

o Table: msgirowid: 128}

Evidence number  Xisomi Redmi 4K Full Image

Figure 16: Digital Evidence of Deleted Messages

Figure 16 shows messages that have been deleted by the
perpetrator. The analysis results show that the message
contains "udah item gendut jelek mending @Medusa Satu mati
aja sana". The message was sent by 7234482622893163525.
Magnet Axiom detected that the message had also been deleted
by the sender. .
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4.3.3 Analyze Using DB Browser for SQLite

The analysis stage uses DB Browser for SQLite, namely by
analyzing the database files that have been acquired using
MOBILedit Forensic Express. The database files are found in
the acquisition folder phone\applicationsO\com.ss.android.ugc
trill\live_data\databases. The results obtained can strengthen
the evidence in this research

Figure 17: Database from MOBILedit Forensic

Figure 17 shows the database that will be analyzed. The
database analyzed is a message database with the name
7234482622893163525_im.db in the msg table.

Figure 18: Digital Evidence of Conversations Stored in
Database

Figure 18 is evidence of a conversation database found using
DB Browser for SQLite. The next analysis process using DB
Browser for SQL.ite is carried out by filtering the database. This
process can be done by writing the number 1 in the deleted filter
to find messages deleted by the perpetrator.

Figure 19: Digital Evidence of Deleted Conversations
Figure 19 shows messages deleted by the perpetrator. The

results of this analysis found 8 messages that were deleted by
the perpetrator.

10



4.4 Present

This present stage contains the results of findings on
cyberbullying cases on the Tiktok Android application using
the MOBILedit Forensic Express, Magnet AXIOM, and DB
Browser for SQLite tools. The physical evidence found was a
smartphone with the following specifications:

: Xiaomi Redmi 4X
1 864744037340922

e  Device name
e IMEI
e  Operating system : Android 7.1.2

Data obtained during the process of examining and analyzing
digital evidence in the TikTok application using the
MOBILedit Forensic Express, Magnet AXIOM and DB
Browser for SQL.te tools using the Association of Chief Police
Officers (ACPO) method can be seen in table 2.

Table 2: List of digital evidence found

DB
MOBIL | Magn | Brow | Origin
Digital edit et ser al
0. | evidence | Forensic | AXIO for Digital
Express M SQLit | Evide
e nce
1 Appllcatl 1 1 i 1
on info
2 Account 1 1 i 1
info
g | Conversa o, 127 | 127 | 140
tion
4 | Contact 3 3 - 3
5 Deleted i 8 8 8
Messages
6 | Video - 1 - 1
Amount 132 141 135 154

Table 2 shows all forensic results obtained from cyberbullying
cases on the TikTok application in chat groups on three forensic
tools. The MOBILedit Forensic Express tool can extract data
on smartphone evidence. This tool can find evidence in the
form of application information, usernames, conversations, and
contacts. The AXIOM Magnet tool can extract and analyze the
data found. In this application, the data found is application
information, username, conversations, contacts, and deleted
message information. The DB Browser for SQLite tool can
identify deleted messages based on the results of the extraction
that has been carried out in MOBILedit Forensic Express.

The level of success of the forensic process in this analysis is
by comparing the amount of data found with the initial amount
of data from the simulation. The best success of the MOBILedit
Forensic Express, Magnet Axiom, and DB Browser for SQL.te
tools can be determined through percentage calculations using
formula 1.

zar0
Par = EZ—T x 100% (1)

Description:

Par =The accuracy value of forensic applications
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Zar0 =The number of variables detected
ZarT =The number of variables used

Based on equation (1), the accuracy of the MOBILedit
Forensic, Magnet Axiom, and DB Browser for SQL.te tools in
the performance of obtaining digital data is as follows:

e  MOBILedit Forensic Express Performance

P _ 132 100% = 85%
ar = Too X 0 = (]

e  Magnet Axiom Performance

p _ 4 100% = 91%
ar = Jex X 0 = 0

e DB Browser for SQLite Performance

P —135 100% = 87%
ar = 154x 0= 0

5. CONCLUSIONS

Based on the results of research carried out with the title "
Mobile Forensik on TikTok Application for cyberbullying
using Association of Chief Police Officer (ACPO)" it can be
concluded that the Association of Chief Police Officer (ACPO)
method can be used in the forensic process of the Tiktok
application to obtain digital evidence in cyberbullying cases.
Deleted digital evidence can be recovered using MOBILedit
Forensic Express, Magnet AXIOM and DB Browser for
SQLite. In MOBILedit Forensic Express the results obtained
are Application info, username, message and contact used by
the perpetrator. MOBILedit Forensic Express tools cannot
identify evidence in the form of messages deleted by the
perpetrator. MOBILedit Forensic Express obtained forensic
accuracy calculation results with a percentage of 85%. The
AXIOM Magnet tool can obtain all digital evidence including
Application info, usernames, messages, contacts and deleted
messages. AXIOM Magnet obtained forensic accuracy
calculation results with a percentage of 91%. DB Browser for
SQLite can obtain evidence in the form of messages that have
been deleted by the perpetrator. DB Browser for SQLite
obtained forensic accuracy calculation results with a
percentage of 87%. This study can help improve TikTok users'
security and safety from cyberbullying. The ACPO framework
used in this study can provide guidance and direction for
investigations into TikTok-related cybercrimes.
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