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ABSTRACT 

This paper mainly focuses on Web Security.This paper mainly 

implements SOAP protocol using MD5, 3DES Algorithm. It 

provides high security by combining 3DES, MD5 in the SOAP 

message. 3DESalgorithmis used for Encryption and MD5 for 

message digest. This method is more flexible, scalable than 

previous technologies. By using this technique the application 

can be used in EAI technology with no data loss. The 

technology can provide authentication, confidentiality for the 

data. This technology is being implemented in this paper and by 

combining Application Layer and Transport Layer. 
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1. INTRODUCTION 
The enterprise, their products, departments have to be secured 

for that purpose a new technology have been introduced called 

SOAP Protocol. This protocol provides data security and it will 

transfer the data with high confidentiality and authentication 

from one organisation to the other with the high performance of 

this protocol. To provide the homogeneity among the 

organisation this protocol provides high security. 

This method is being implemented among the different 

department under the TCP/IP protocol. By using the XML 

standard this provide high security among the system. Thus this 

method uses XML for the data transfer and this technology is 

being a good method for data transfer. The data are being 

transferred in the form of the SOAP message. 

This method uses SOAP Protocol as the carrier protocol. This 

protocol provides end-end delivery of the data. This SOAP 

protocol mainly uses secured socket Layer format and this can 

be implemented in the corresponding format. With this protocol 

suite the protocol provide high security for data transfer. The 

SOAP protocol will provide high confidentiality, authentication 

for the data. This protocol is a good mechanism for the data 

security. This method can be used in the protocol suite for the 

data transfer. 

This paper mainly aims on data security between the enterprises. 

They will send the data from one location to the other with high 

security. The Enterprise Integration is possible. This protocol 

will provide high security among the enterprises. The protocol 

also provides high data transfer from data from one location to 

the other location. 

2. RELATED WORK 
This paper mainly aimed at Web Services Security should and it 

should have the following features: identity authentication, 

permission Management, data integrity, confidentiality and anti-

denial. The Identity authentication is an authentication process 

and it will provide the permission management and also the 

identity and integration and transmission of information will not 

be lost .That is it explains that the data will have the high 

security format. 

 Web Services is an emerging technology and it will transfer the 

data with high confidentiality and the data will not be lost. The 

future work with this paper provides high security for the data. 

This will transfer the data from one organization to the other 

using the XML signature. This system provide high security and 

this will transfer the data using XML encryption technology. 

2.1  Web Services with the Encryption 

Technology.   
 1) XML encryption algorithm: 

 XML Encryption is a common standard designed by the World 

Wide Web Consortium. This ia a well formed method and this 

will take the original XML Document Its parent and the children 

and they will replace it with the original XML document. The 

XML encryption provides data communication with higher 

security needs. XML encryption aim to as follows.  

a) They should support any digital encryption format.  

b) The data transmission process should ensure that the data 

transmission will provide high security.  

c) The data should be in the prescribed format.  

d) The main part is that the XML sub fills will not be encrypted.  

2) Digital signature: 

 The most important part of the data is the Digital signature it is 

it is a mathematical method for documenting the data. This 

method is mainly used in the receiver side they will check the 

authenticity of the data by using the digital signature method. 

This method is mainly used in the software distribution, 

financial transactions, otherwise this method is very important to 

detect forgery and tampering. In web services this is the 

password management method they will check the data with the 

corresponding password. XML Signatures specification aims to 

as follows. 
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a) This will provide the data with permanent guarantee.  

b) it also provide the confirmation about the signature services.  

c) This method can be applied to any document.  

d) This method can be used in some of the signatures of the 

XML document.  

e) This method can be used in more than one part of the XML 

document.  

f) While transferring the file it will use the signature method.  

This paper mainly aims at the SOAP message and its 

transmission security, implementation of the identity 

authentication and access control, This method uses the integrity 

and ant denial of the transport message. They will send the data 

with the help of the XML encryption Algorithm. They also 

encrypt the data using the SOAP message. Signature and 

encryption algorithm as follows.  

A) DES Algorithm: it will take the input as 64 bit block as the 

plain text and it can be applied to this format. it uses the block 

cipher method and it will produce the 64 bit block cipher as the 

output. This method can be used in block cipher and the product 

cipher.  

B) 3DES algorithm: This method uses three times than the 

normal DES Algorithm. This method uses the 56 bit key and this 

can be applied to the method and combine together to form the 

total of 168 bit. 

Figure: Format message format 

c) MD5 algorithm: The message digest algorithm can be applied 

in the 32 bit machines. This algorithm is designed to be faster on 

the systems. This method does not require the large substitution 

tables. This method can be compact easily. The method is an 

extension of the MD4 Algorithm. The MD5 algorithm is being 

placed in the public domain for review and possible adoption as 

a standard.  

B. SOAP Message Definition Format  

The general format of the SOAP message format is given in the 

system and this is the general format for applying this in this 

system.  

<?xml version="1.0" encoding="UTF-8"?>  

<HEAD>  

<SESSSION ID>Session ID</ SESSSION ID >  

<TIMESTAMP>Time stamp</TIMESTAMP>  

<IP ADDRESS>IP address </ IP ADDRESS >  

</HEAD>  

<BODY>soap message body</BODY>  

<HASH VALUE>hash</ HASH VALUE >  

SOAP message contains three parts, <HEAD> label as message 

header, the sub-label < SESSSION ID > identifies the session of 

message; <TIMESTAMP> label used to record the timestamp, if 

the response time is time out and web services response will be 

end, stop the services call; <IP ADDRESS> label used for 

identity authentication. <BODY> label For the SOAP message 

body, the core content for the SOAP message that contains the 

user requests the required data, the user request, the request 

SOAP message body content of digital signatures and 

encryption. <HASH VALUE > label For the IP address of the 

message digest algorithm to calculate the hash value. 

3. IMPLEMENTATION 
The heading of a section should be in Times New Roman 12-

point bold in all-capitals flush left with an additional 6-points of 

white space above the section head.  Sections and subsequent 

sub- sections should be numbered and flush left. For a section 

head and a subsection head together (such as Section 3 and 

subsection 3.1), use no additional space above the subsection 

head. 

3.1 SOAP message encryption 
This system uses soap format: BASE64 (3DES (message body + 

MD5 (Message Body) + user name + password)). SOAP 

message body using the unified BASE64 encoding and 

decoding; This method uses MD5 Algorithm and it used for the 

security of the data. This method will check whether the send 

data is same as that of the received data. if there is any 

modification means the data is not in the correct format. This 

transmission process will not be tampered and this be used for 

the security of the data. This method uses the SOAP protocol for 

data transfer and this method will be highly secured and this can 

be used in this data Information. 

3.2 The communication method 
This is the working of the web service protocol. This will 

traverse the data from one location to the other location.  

The working is explained below:  

1) The requester will encrypt the request message by using XML 

encryption-3DES Algorithm with the public key. This method 

uses the MD5 Algorithm to sign and it will use the username 

and password to login to the system it will be sent to the 

receiver.  

2) When the server receives the message it will decrypt the data 

with the receivers’ private key. After that they will verify the 

data with the corresponding hash code. if the data is correct and 

it will verified that this is the correct data and the data will not 

be lost the Authenticated data. If the verify is successful, uses 

the key to decrypt the request message. Then verify the validity 

of the signatures. If the signatures are valid, to complete their 
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permission authenticate in the security domain. If all that above 

are right, it will establish a session and call the Web se vices. It 

will encrypt and sign the response message. Then add to the 

time stamp, IP address and session ID and send them to the 

client.  

3) When the client receives the response message, it will treat it 

as the server. Then it will decrypt the data and it will identify the 

request message. Then it will check the validity of the user if the 

signature are valid this data will be the correct format. It will 

deal with the corresponding business process. The client will be 

computed according to the server. The time will be out means it 

will be back to the server.. Then client may request another 

address to the server. This will be the new address. 

4) The server will store the data according to the session id. If 

the client request further the server will continue the processing 

message. It will record the corresponding operation log 

according to the session id. If the client requests further, the 

server will continue to process the request message. It will 

decrypt the message, identity authentication, permission 

authority. If the verify is successful, it will send response 

messages to client. If a fatal error occurs in the communication 

such as decryption, identity authentication, permission 

authentication errors, it will result the termination of the session, 

communications failure, sending error messages. If the 

communication times out, then client resend the message. 

3.3 Basic Design of the parser 
This system uses Java API and it uses this method to accept the 

data from the sever side. This method uses the message digest 

algorithm signature. To construct an XML parser whose 

function including Key generator, 3DES encryption processor, 

3DES decryption processor, signature processor, encryption 

message body processor, decrypt message body processor, 

access control processor, signature verification processor. 

3.4 The working of the web services 
First the client makes the SOAP message signature, encrypted 

SOAP message to server. The server will receive the 

authentication message and then it will  

Followed by the decryption message, signature verification, 

permission authority and the appropriate web services.Atlast the 

result which signed the encrypted messages. The client will 

receives the sever response message to authenticate them and 

the system will be treated as the server. This is followed by the 

permission authority. Thus the SOAP protocol uses the security 

for the organization.  

The server receives client request message, after through the 

Web service called process, response message format as follows.  

<?xml version='1.0' encoding='UTF-8'?>  

<SOAP>  

<HEAD>  

<SESSION ID>BSDFGH</SESSION ID>  

<TIMESTAMP>2010- 10-9:12:42</TIMESTAMP>  

<IP ADDRESS>59.93.2.111</IP ADDRESS>  

</HEAD>  

<BODY>hJIK79jjtrTTIY/BODY>  

<HASH VALUE>-52</ HASH VALUE >  

</SOAP> 

3.5 Implementation 
With the help of the DES Algorithm it will transfer the data 

from one location to the other location. This is a good technique 

that will provide the security. The use of the transportation that 

will provide high security. This method is slower than the DES 

Algorithm. This will provide high quality of service. The normal 

methods are very easier and the reverse operation is very 

difficult. As a result MD5 always return unique value. Two 

inputs never give the same MD5 values as result. So 3DES 

algorithm and MD5 are more secure algorithms to use.  

It is important to prevent the sensitive data on transmission. For 

this purpose we use the MD5 algorithm and ensure the message 

is not damaged and makes the data integrity while transmitting 

to different locations. To prevent the leakage of sensitive data it 

uses 3DES algorithm for encrypting the SOAP message.  

This paper uses the MD5 Algorithm it ensure the message 

security while sending the data. This model is more secure than 

any other methods. So this method can be more used in the 

transportation areas. This method also provide the sever and the 

client the data encryption key.This method is more used in the 

design process. This method also implement the web service 

security. 

4. CONCLUSION 
This paper mainly ensures the security of the data while sending 

from client to the server. This method will check the data, 

authentication, and confidentiality and permission management 

of the data. This method will transfer the data from the client to 

the receiver. This method can be used in EAI Technology. This 

method is more useful in the enterprise application while 

transferring the data. This method can be enhanced by 

integrating with the QoS method. This will provide more 

security for the data. 
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