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ABSTRACT 

Software reliability engineering has gained considerable 

momentum in the recent past. A variety of models are available 

for the evaluation of software reliability. However the models, as 

such, cannot be applied for software based systems as any given 

system is comprised of both hardware and software. The present 

paper brings up an algorithm for determining reliability of 

software based systems by integrating both hardware reliability 

and software reliability. The open source software data is made 

use of and the methodology for evaluating the software reliability 

involves identifying a fixed number of packages at the start of the 

time and defining the failure rate based on the failure data for 

these preset number of packages. The defined function of the 

failure rate is used to arrive at the software reliability model. The 

hardware reliability is obtained using constant hazard model. 

General Terms 

Software Engineering, Open Source Software, Software 

Reliability.  
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1. INTRODUCTION 
Reliability can be defined as the probability that an item can 

perform a required function for a specified period of time under 

the specified operating conditions [1-5]. Along with the 

increasing of the demand of the software system in our society, 

the damage caused by the failure of the software becomes more 

serious than ever before [6]. So it is important that accurate 

deterministic methods be developed for estimation of reliability of 

software based systems. Moreover, as the software reliability 

problems are predominant during the developmental stage, the 

reliability model should be developed by considering this aspect. 

Software reliability is defined as the probability of failure-free 

software operation for a specified period of time in a specified 

environment [7, 8]. Open Source Software (OSS) has attracted 

significant attention in recent years [9]. It is being accepted as a 

viable alternative to commercial software [10]. OSS in general 

refers to any software whose source code is freely available for 

distribution [11]. However the OSS development approach is still 

not fully understood [12]. Reliability estimation plays a vital role 

during the developmental phase of the open source software. In 

fact, once the package has stabilized (or developed) then chances 

of further failure are relatively low and package will be more or 

less reliable. However, during the developmental stage failures or 

bug arrival are more frequent and peaks at the code inspection 

phase and get rather stabilized in the system test phase [13]. 

  

Typical software reliability models include Jelinski-Moranda [14], 

Littlewood [15], Goel-Okumoto [16] and Musa-Okumoto [12]. 

For software projects that have not been in operation long enough, 

the failure data collected may not be sufficient to provide a decent 

picture of software quality, which may lead to anomalous 

reliability estimates [17, 18] Weibull function is also used for 

reliability analysis and the function has been particularly valuable 

for situations for which the data samples are relatively small [19].  

 

Even though a variety of models are available for software 

reliability prediction, a deterministic model is presently not 

available. Or in other words, none of these models quantifies 

reliability. Also while evaluating the reliability of software based 

systems the hardware reliability is no taken into consideration. 

The present paper develops a model for evaluation of software 

reliability based on the available failure data of open source 

software and also incorporates the hardware reliability. 

2. MODEL DEVELOPMENT  

Please Evaluation of reliability of a computing or software based 

system involves computation of hardware reliability and software 

reliability. Most of the earlier works were merely focused on 

software reliability with no consideration for hardware part or 

vice versa. However, a complete estimation of reliability of a 

computing system requires these two elements (hardware and 

software) to be considered together and thus demands a combined 

approach. The present work attempts to develop a systematic 

procedure for evaluating reliability of open source software based 

computing system. The model is based on the following 

assumptions: 

1. The hardware components exhibit a constant hazard rate 

2. The failures of hardware components as well as the various 

packages involved in the software are assumed to be 

independent of each other. 

3. The software analyzed is an open source. 
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4. As the open source software is made up of a very large 

community the environmental changes are not considered. 

5. The total number of packages at the beginning of the analysis 

is assumed to remain constant and is taken as the initial 

population.  

6. The model is developed for evaluation of the software 

reliability at the developmental stage and the packages that 

fail during this period are not further considered. It is further 

assumed that by the end of developmental stage the bug 

associated with the failed packages would be eliminated and 

will be stable further. 

7. The reliability of the software is inversely proportional to the 

number of bugs reported at any point of time. 

8. The beginning of the time period after which the bug arrival 

or failure rate remains constant marks the culmination of the 

developmental stage and the software will be stabilize. 

The reliability estimation involves considering the computing 

system as two subsystems, one comprising of hardware 

components and the other the various software modules or 

packages. These two subsystems are then considered to be 

connected in series as shown in Fig. 

 

 

Figure 1. Reliability block diagram for the computing system 

 

Combining the failure rates of both hardware and software the 

computational system reliability at time t can be expressed as:  

     softwarehardware RRtR )(                                            (1) 

where,    hardwareR Hardware reliability at time t 

              softwareR  Software reliability at time t 

Further, if the hardware system components are assumed to have a 

constant failure rate, the reliability of the hardware part can be 

expressed as: 

     

t

hardware

n

i ih

eR 1                                                       (2)                             

where, 
nhhh 

21
, represents the failure rate of 

different hardware components involved in the system. 

Equation (2) assumes that all the hardware components are 

essential for the success of the system and as such these 

components are connected in series in the Reliability Block 

Diagram (RBD). 

For software reliability estimation, the methodology involves 

identifying a fixed number of packages at the start of the time and 

defining the failure rate based on the failure data for these preset 

number of packages. The defined function of the failure rate is 

used to arrive at the software reliability model. For the 

computation of software reliability a 6 – step algorithm is 

developed as detailed below:  

1. Identify the total initial population. This corresponds to 

the total number of packages existing at the beginning of the 

time period. That is, at the start of analysis. 

2. Define a time period and find out the bugs reported during 

this time interval. As the failure can occur anywhere between 

the time intervals, indicate the reported failures between the 

time intervals while tabulating the data. 

3. Calculate the cumulative failures and thereby the survivors 

and different points in time. 

4. Estimate the failure rate associated with the time intervals by 

dividing the number of failures associated with the given unit 

time interval by average population associated with the time 

interval. Average population associated with a given time 

interval is the average of survivors at the beginning and end 

of the time period. 

5. Plot the graphs defining the relation between failure rate and 

time and obtain the equation defining the relation between 

failure rate and time.  

6. Obtain the expression for reliability of the software by 

substituting the equation of failure rate in equation(3) given 

as:  
t

dttZ

Software eR 0

)(

                                  (3)   

           where, Z(t) if the failure rate equation in terms of time, t 

3. RESULTS AND DISCUSSION  
A total of 1880 packages were available at the start of the analysis 

as per the details available from the official website of Debain 

[20]. This is taken as the initial population. A time interval of 1 

month is fixed and the bug arrival rate during this interval is 

noted. The reported errors at different time intervals are given in 

the Table 1. The observations are taken for 1 year after which the 

bug arrival is negligible indicating that the software has more or 

less stabilized. 
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 Figure 2.  Software failure rate 

 

The variation of software failure rate with respect to time is shown 

in Fig. 2. It can be seen that after the 8th month onwards the 

software has somewhat stabilized indicating the completion of 

developmental phase. The failure model corresponding to the 

failure rate can be expressed as: 

078.00004.0)( ttZ                                     (4)                                                                                                                                  

The corresponding reliability can be expressed as: 

         
dtt

Software

t

eR
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0        

                      
t

t

e
078.0
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0004.0 2

                                         (5) 

Table 2. Hardware component failure rate 

Hardware 

Component No. 

Failure Rate 

(per month) 

H1 0.027778 

H2                   0.025 

H3                   0.028571 

H4                   0.02381 

H5 0.016667 

H6 0.041667 

H7 0.034483 

H8 0.027778 

 

The failure rate of the hardware components are indicated in 

Table 2. The values of the hardware failure rate can be substituted 

in equation (2) to get the hardware reliability equation and can be 

expressed as:  

t

hardware

n

i ih

eR 1  

              
te 225753.0
                                                     (6) 

Thus the reliability of the computing system R(t) at any given 

time will be the product of equations (5) and (6) and can be 

expressed as: 

t
t

t

eetR 225753.0
078.0

2

0004.0 2

)(  

        
t

t

e
303753.0

2

0004.0 2

                                              (7)    

 

 

 

Figure 3. Variation of reliability with time 

 

 

Figure 4. Comparison of developed and Musa model 

 

Fig.3 shows the variation of reliability with time for the hardware 

part and software part separately and also the reliability values 

when the software and hardware are considered together. It is 

evident that if hardware and software are not treated together in 

the reliability analysis, the predicted values will be an 

overestimate and will be far from realistic. A measure of the error 

involved in the reliability calculations can also be obtained by 

comparison. Fig. 4 is a comparison of the software reliability 

obtained using the developed model and the conventional Musa 

model. It can be seen that the variation is virtually nil. 
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4. CONCLUSIONS 

A new method for estimation of reliability of software based 

systems was developed. The methodology provides a far more 

realistic estimate of reliability in comparison with the traditional 

methods which focuses either on hardware or software alone 

rather than integrating these elements. The concept is very much 

in accordance with the systems approach. The developed method 

could prove to be a very effective tool for reliability analysis of 

the software based systems. 
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