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ABSTRACT 

Envisaging a future where the interaction between human and 

a computer has become advanced enough so as to be able to 

understand the motion of an arm, blink of an eye or even the 

emotions of a human.  With the interaction between humans 

and computers becoming decidedly easy for us, now is the 

right time to use such an advanced technology in order to 

secure our information in computers and private networks. 

We are well aware of the importance and the money spent in 

order to either collect information or to protect information. 

Therefore, in this paper we are proposing the architecture of a 

security system that uses the gesture and human body action 

recognition techniques in the efforts of creating a safe, secure 

and spoof free system for access to critically important 

information.    
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1. INTRODUCTION 
Today, with continuous advancements in technologies, the 

ability to secure information through unauthorized access is 

one of the major challenges faced by IT personnel. Major 

reasons for this increase in unauthorized access to sensitive 

information are the defects in the existing security systems or 

the weakness of the security system itself. Hence, effective 

and secure systems are required in order to make information 

and data safer from illegal access. 

From times of the kings to today, when the most advanced 

technology exists, information and data are still the most 

important aspects of life. Along with the rapid increase in 

technology, the rate of cyber-crime has definitely risen 

exponentially. The most recent examples of cyber-crime are 

of the 2014 intrusions in SONY network and the iCloud, both 

now determined to be the most serious of all time. For the 

security of our information we are generally relying on the 

existing Passwords or Individual recognition Numbers 

(PIN’s). However, they are generally not as secure as made 

out to be and can be easily cracked with the help of simple 

permutations and combinations. This jeopardizes any 

individual’s personal information, supposing that the right 

combination is struck at any point of time. Whenever the 

hacker gets to the right PIN, the entire information or the 

database becomes compromised and it can be used to any 

extent without the knowledge of the real person.  

Therefore, in today’s world the most efficient method to 

secure information would be with the help of Biometrics 

where the physiological or the behavioral appearance of an 

individual is used to identify and authorize them to their 

information. For the authorization process, biometrical 

features like irises of eyes, hand gestures, heartbeat 

recognition, finger prints, vein recognition, action recognition 

and facial recognition techniques are generally used. The need 

to design an architectural structure which gives a secured 

access to information to only those who have authorization to 

it, is quickly becoming the focus for the IT Industry. Here, we 

are working on the idea of making a person their own 

password rather than creating different passwords for different 

accounts, in turn making the access to information safer and 

more reliable.  

In this paper, we propose architecture for the security of 

private networks and stand-alone systems with the help of 

various recognition systems like Action Recognition, Vein 

Recognition and the Hand Gesture Recognition. 

2. EXISTING RECOGNITION SYSTEMS 
With the passage of time the need of a good authentication 

system has been the only thing to have been able to maintain 

its importance. The need of good authentication is as 

important as the need of information because if the 

information is not present, it becomes too arduous to achieve 

success in any field, be it a business, banking or any science 

related field and assuming that the information is present, 

without a proper security system, then it can be used for any 

means, putting to risk the day-to-day life of people. Therefore, 

all kinds of authorization systems have to be carefully 

scrutinized in order to make the information access secure. 

The existing systems are:  

 Personal Identification Number [PIN]. 

 Finger Print/Palm Recognition System. 

 Iris Pattern Recognition System. 

 Face Recognition System. 

 Vein Recognition System. 

 Heartbeat Recognition System. 

 DNA Recognition System. 
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2.1 Personal Identification Number [PIN] 
Personal Identification Number is the one of the oldest ways 

of giving authorization to any user for accessing any 

information on a network but with rapid and continuous 

advancement in Security System Technology, the PIN 

passwords are the easiest way to crack into any kind of 

computer or network and it is unable to provide any kind of 

after-login security of the information. This implies that on 

the occasion of any person obtaining access to the PIN by any 

means, they can prove very harmful. The biggest agony with 

the PIN is the task of memorizing the PIN number. Having 

more than one account essentially means more PIN’s which 

makes information access an almost painful process. 

2.2 Finger Print/Palm Recognition System 
The Finger Print Recognition is one of the most basic starters 

of the Biometrics Recognition Systems. With Finger Prints, it 

is believed that all people have unique finger prints. Earlier, 

with this type of identification, it was thought to be an 

exhaustively secure authorization system. Nonetheless, today, 

with the advancement of Security System Technology, the 

flaws in finger print recognition system have become more 

evident. Further, it is not reliable in case the fingers are dry or 

dirty as it can make mistakes in recognition and besides, with 

passage of time the accuracy of the machine decreases. 

2.3 Iris Pattern Recognition System 
The difference between each and every person’s Iris patterns 

has been medically proven, and these prints remain stable for 

a long duration of time. But, the major problem with this type 

of identification would be the inability of the machine to 

identify the pattern correctly for people who wear contact 

lenses [19]. The cost of an Iris Recognition machine proves to 

be counter-productive and the scanning is highly time-

consuming. 

2.4 Facial Recognition System 
The Facial Recognition System can be easily implemented 

with the help of a simple camera and some simple 

programming skills. Despite this, the major defect with this 

kind of recognition becomes the effects of changes in light, 

person’s hair, age and other kind of facial expressions on two-

dimensional recognition. Certainly, if a person cannot be 

identified because of a simple change in facial expression, 

then the whole system will have to be overridden since it 

would be a lot of trouble for the person to keep the same 

expression all the time. 

2.5 Vein Recognition System 
The vein recognition system uses the vein patterns in the 

fingers and the palms in order to recognize the pattern of the 

vein.  The vein recognition is one of the most advance 

methods of identification. This method of authentication 

offers a precisely accurate method of identification, having a 

false rejection rate (FRR) of 0.01%, and a false acceptance 

rate (FAR) of 0.00008% or lower [4]. Moreover, it has the 

contactless identification system contributing to the long life 

of the hardware which is a tricky business when it comes to 

the Fingerprint/ Palm print technologies.  

2.6 Heartbeat Recognition System 
The heartbeat recognition system works on the base of 

converting the heartbeats into an encryption key using 

mathematical equations and the electrocardiograph machine 

(ECG) reading the person’s palm vein. This was proved 

through research done by the Chinese researcher, Chun-Liang 

Lin at National Chung Hsing University in Taichung, Taiwan. 

They used two ECG machines and found uniquely different 

patterns of heartbeats for different people and even the 

patterns of heartbeats of a single person didn’t remain same 

[18]. This makes Heartbeats more secure and trustworthy for 

the safety of the system. 

Table 1: Comparison of Different Systems 

Biometric 

System’s 

Accuracy Cost Security Stability 

Fingerprint Medium Low Low High 

Facial 

Recognition 

Low High Low Low 

Iris Scan High High High High 

Hand Gesture High Low High Medium 

PIN High Low Low High 

DNA 

Recognition 

High High High High 

Heartbeat Low Medium Low Low 

Vein 

Recognition 

High Low High High 

 

3. WORKING OF THE 

TECHNOLOGIES USED IN PROPOSED 

ARCHITECTURE 
Firstly, to understand the working of any of the Biometric 

System, the need is to come to terms with the general working 

of the most of the basic Biometric System Architecture.  

In Figure 1, the basic working for any of the recognition 

techniques is shown where firstly the image input is taken 

from the user and in the second step the image is processed in 

a computer. All the recognition systems have predefined data 

sets, also known as Trained Sets, which are matched with the 

input given by the users of the system. The system responds 

accordingly to the user’s authorization. 

 
Figure 1: Basic Recognition Model 

After getting to know the basic recognition model of any 

recognition technique, it is very important to understand what 

are the technologies used in this paper and their working. This 

paper is all about increasing the efficiency of the security 

systems with keeping the cost of the whole system in mind. 

So the used technologies in the paper to propose the 

architecture are: 
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 Action recognition. 

 Facial Recognition System. 

 Vein Pattern Recognition. 

 Hand Gesture Recognition. 

3.1 Action Recognition 
The Action recognition system works with a camera, where it 

is used to provide the input to the computer and with the help 

of MATLAB IMAGE PROCESSING, the camera inputs are 

processed and analyzed from the given trained set. This 

ultimately helps the system to arrive at a particular result and 

identify the poses given by the user. 

In the proposed system the Action Recognition System is used 

to monitor the poses of the user and identify his/her actions 

whether they are safe or not. As shown in the Figure the 

user’s body part are divided into 14 segments [6] and matched 

with the pre-stored trained sets. Granted that the person’s 

input is matched with the trained set and his/her activities are 

suspicious then the admin can be alerted for performing a 

check on the user for his activities. 

 
Figure 2: Action Recognition System [6] 

Just taking a situation as an example if computer gets input of 

a person holding the gun then system will generate an 

automatic alert message for the Administrator of the system 

for proper action (i.e. to call police or ambulance)  to be taken 

against the impostor. 

3.2 Facial Recognition System 
Although, Facial Recognition System has been in the list of 

hot research topics for a long time, yet, at the same time, it 

cannot guarantee 100% spoof proof authentication to the 

rightful user of the information. The basic types of face 

recognition system are Principal Components Analysis 

(PCA), Linear Discriminant Analysis (LDA), and Elastic 

Bunch Graph Matching (EBGM) [8]. 

Here, Facial Recognition system is taken to be working on the 

technique of Principle Component Analysis (PCA), 

commonly referred to as the Eigen Faces. The PCA works by 

first investigating the Principle components of the faces 

provided the gallery images are same and normalized in order 

to line up the eyes and mouth of the user in the image system. 

After the investigation, the PCA system is used to reduce the 

data of the image by a method of compressing and deleting 

the unnecessary parts of the faces, removing the inessential 

data from the image, making it of a lower dimension and 

uncomplicated enough for analysis for matching purposes[8]. 

3.3 Vein Pattern Recognition 

The Vein Recognition System is one of the most accurate and 

latest methods for the recognition work to be done. This 

method is based on the technique of tracking the finger and 

palm veins with the help of Infra-Red Light. 

According to the basic working of the proposed architecture 

of the vein pattern recognition system, it consists of four steps 

i.e. Image Acquisition, Image Segmentation and Alignment, 

Image Enhancement and Feature Extraction [3].   

In the process of image acquisition, near-infrared (NIR) 

exposure obtains the high quality image. This special device is 

developed to acquire the images of finger vein without being 

affected by ambient temperature. The source of the light is 

taken to be the LED light. Being a monochromatic light 

source, the rays of light irradiates from the back of the skin 

and the image is taken. The major portion of the shadow is 

finger vein image of light which has irradiated through the 

human hand [3]. 

After the image acquisition the step of Image Segmentation 

and Alignment comes in which the normalization of the image 

is performed. Because of the portion of the veins in the fingers 

usually varies across the different parts of the fingers, 

therefore it becomes necessary to normalize the image before 

extraction and matching. 

Next comes the process of Image Enhancement and Feature 

Extraction. For the enhancement procedure, the Bicubic 

Interpolation method is taken for enhancing and resizing of 

the image and in the enhancement process at the final stage, 

the histogram equation is used in order to enhance the grey 

level contrast of the image. In the last step of the feature 

extraction, the main features of the image are extracted from 

the enhanced image by help of fractal model developed by 

Mandelbrot, providing a good method to represent the 

ruggedness of natural surfaces, furthermore, giving us a good 

tool in order to successfully analyze the image and compress 

it [10].  After all the four steps the last step is to match the 

image with the trained set and the input image obtained from 

the user, to provide the authorization to the user. 

 
Figure 3: Finger Vein Recognition System [4]. 
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3.4 Hand Gesture Recognition 
Using the Hand Gesture Recognition in place of conventional 

PIN passwords is the idea because usually it hard to spoof as 

the gesture movements which are stored in the data set will be 

dynamic i.e. not restricting the user with predefined sets of 

gesture or actions. The Hand Gesture will be known only to 

the user and even the admins would not know the passwords. 

Citing the structure of memory known, the computers saves 

everything in the form of binary codes, moreover in an 

encrypted format, it will be greatly troublesome for the 

unauthorized person to gain access to it as well as to decode 

it. This makes the hand gesture recognition system more 

complex to crack in respect of the PIN code cracking.  

The hand gesture recognition works on these basic four steps 

[9][11][14]. 

3.4.1. Image Acquisition 
An input image frame is captured from the camera. 

3.4.2. Segmentation and Detection of the Image 
The input image is segmented into two parts. Both of them are 

manipulated by the algorithms fed in the system by the 

designers. The skin pixels and the moving hand pattern 

manipulation is done simultaneously till the time of analyzing 

the resultant data,. After the analyzing part, a new image is 

created containing the location of the center of the hand 

(Moving / Static).  

3.4.3. Hand Motion Tracking 
Around 10 frames are collected through the same mechanism 

and the movement of center of the hand is detected.  

3.4.4. Pattern Recognition 
By tracking the user’s hand motion, the features of the 

motions are compared with the pre-stored data sets (Trained 

Sets) and the maximum matching feature is selected and 

executed by the application. 

4. THE PROPOSED ARCHITECTURE 
As explained above, using the pre-existing technologies, we 

will be working to present the architecture of a security 

system that can’t be bypassed effortlessly and will help in 

reducing the threats to the information in any private network 

or stand-alone computers. This system can be taken as an 

effort to decrease the human interaction to avoid the 

intentional false entry in the parameters and the information 

system. 

The entire verification process is shown in the figure where 

the recognition steps are divided into a 3-level check. The 

levels are divided into 3 stages and an OTP mechanism will 

work simultaneously, which will be invoked only if the admin 

has given override to the user at any level. The levels of the 

system are as following: 

1. Action Recognition and Facial Recognition. 

2. Vein Recognition. 

3. One Time Password Mechanism. 

4. Hand Gesture Recognition. 

 

Figure 4: The Proposed Architecture 

In FIRST STAGE, the camera will help the system to start 

the identification and authorization process through the 

processes of facial recognition and action recognition. The 

Action Recognition will help the system to identify the human 

body parts movements [6] and alert the admin of the system 

supposing something evasive is found. For example: The user 

is holding a gun and trying to jeopardize parameter, in this 

situation an alert message will go to admin and the proper 

action or the S.O.S. call can be made. 

After the elementary Action Recognition, the process of facial 

recognition is carried out. Facial recognition being not 100% 

accurate [7] and correct, only helps in generation of a 

probable list, later on used in further steps to identify the 

person and give access to him/her. 

The probable list is used whenever searching for the records 

of the person who has entered the system and it conjointly 

helps to identify the person faster at the Vein Recognition 

system. 

After the first step of facial recognition, the main problem 

which came into consider is a case where the accuracy of the 

facial system plays its part and the person is left unidentified. 

In such a case the request of the entry is left with admin 

whether he wants the person to get access to the system or 

not. In the event the person is given the override, the admin 

will check for the user from the existing database 

himself/herself and will give entry only on the occasion that 

the person’s database exists otherwise either the person will 

be forced to quit the system or will be asked to make a new 

registration. 

The next step is of the Vein Recognition system with an 

immensely high recognition rate and is used in the system 
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[1],[2],[3],[4],[13]. According to the practical implementation 

and experimentation of the vein pattern system, the False 

Acceptance Ratio (FAR) is 0.008 and False Rejection Ratio 

(FRR) is 0.000[13]. Keeping this reading and the advantages 

of the system in mind, the user can trust the system to be very 

tough for the person to crack. In case the person is not 

matched at the vein pattern recognition step, the next step 

becomes the Hand Gesture Recognition. Suppose anyone is 

given an override in Vein Recognition system, the system will 

automatically have to generate a SMS on the user’s mobile 

number (OTP) and in the later stages the system will ask the 

user to enter that password in order to get to the next step of 

the system. 

Here the Hand Gesture Recognition System is used as a 

replacement of PIN system to access the information. Hand 

gestures trained sets are stored in the dynamic gesture form 

where the gestures registered are according to the need of the 

user, as an effort to not restrict the user from a password of 

few set patterns, making the system more secure. Including all 

of this, the system has a ‘no-override’ to this step. 

Consequently, in the event the password is wrong, the user is 

left with only two options:  

FIRST: Exit the system. 

SECOND: To reset the password in case the password is 

forgotten by the user. 

These four steps stated above make a good spoof proof 

security system through the use of the gestures and various 

other recognition techniques. This system in this modern 

world can provide high level of security at a considerably 

lower cost than the other security system. Here, the hand 

gesture is used as the part of the system in an effort to replace 

the PIN authentication system.  To make the information more 

secure, the information accessibility can be limited according 

to the ranks of the user. For example, in Armed Forces, the 

General and Major are not allowed to access same 

information, they access different amount of information on 

the same topic because of their level of work. 

5. CONCLUSION 
Effectively understanding the complexities of information 

economics and the needs of information security, throughout 

this paper, architecture of a security system with great 

efficiency has been proposed which can handle the safety of 

private networks and standalone computers. In conclusion, to 

provide a watertight security solution, here the architecture 

have combined different recognition systems after studying 

the pros and cons of all systems, thus eliminating the threats 

posing harm to our networks and systems. The cost and the 

effective accuracy of the systems have been kept in mind 

before combining the technologies. While designing the 

architecture it was kept in mind to ensure the elimination of 

the human interaction with the core system and delete the 

possibility of a forged entry through the override method, so 

as to remove the corruption at the admin level ensuring the 

solid foundation of the system.  

After seeing the recent developments in the world of 

technology and the interaction between the humans and 

computers, we can change the human body to its own 

password rather than depending on the exacting task of 

remembering the long list of passwords for accessing the data 

which, most probably, are not even safe. 
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