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ABSTRACT 

The NTRU cryptography is a lattice-based public key 

cryptography. Encryption and decryption process in NTRU 

are based on polynomial multiplication. This property makes 

NTRU to be very fast compared to other public key 

cryptography algorithm such as elliptic curve cryptography 

and RSA. In order to fast implementation of NTRU, hardware 

implementation of NTRU by employing residue number 

system is presented. To achieve high speed implementation, 

balanced three moduli set {2n, 2n+1-1, 2n-1} is considered and 

the encryption and part of decryption process are implemented 

by considered RNS bases. The result shows the noticeable 

improvement compared to original NTRU cryptography.  
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1. INTRODUCTION 
The NTRU Public-Key Cryptosystem [1] is a ring-based 

cryptosystem. NTRU is a relatively new cryptosystem that 

appears to be more efficient than the current and more widely 

used public-key cryptosystems, such as RSA [2] and elliptic 

curve cryptography [3-5]. Compared to RSA, NTRU requires 

less operation compared to RSA, approximately O(N2) 

operations and a key length of O(N), whereas RSA requires 

O(N3) operations and a key length of O(  ) [1]. Therefore, 

lower complexity of NTRU and smaller key size make it as a 

good option for modern cryptography. NTRU Sign features 

high speed, low memory requirements, simple key generation, 

and like NTRU encryption scheme [6]. NTRU security is 

stand on the hard problem of solving the approximate shortest 

(or closest) vectors in a certain lattice, called NTRU lattice 

[1].  

NTRU has higher speed and security level compared to other 

public key cryptography algorithm [1]. However, using a way 

to achieve higher speed in implementation is one of the 

challenging processes for the researchers. Residue Number 

System (RNS) is a non-weighted number system, which 

arithmetic operation like addition, multiplication and 

subtraction can be done over small moduli [7]. Therefore 

arithmetic operations on large numbers are divided into 

operation over small moduli. Employing RNS in 

implementation of NTRU encryption and decryption can lead 

to high speed implementation of these processes without 

losing security level. In this paper, balanced three moduli set 

{2n, 2n+1-1, 2n-1} [8] are considered for the implementation of 

NTRU cryptography. This moduli set is balanced and using 

well-formed modulus in the form of 2n and 2n-1 results in 

speed up the process of encryption and decryption [7]. 

According to IEEE P1363.1 [9], polynomials operation over 

modulus q = 2048 are required in the process of encryption 

and decryption of NTRU. By considering n = 4 in moduli set 

{2n, 2n+1-1, 2n-1}, the operations in modulus q with 11 bit 

length are simplified to operation over moduli set {24, 25-1, 

24-1}. This lead to reduction of operation from 11 to 5 bit 

length in critical path. 

This paper is organized as follows: Related background of 

NTRU and RNS will be presented in section 2. Section 3 

includes the implementation of NTRU with the considered 

RNS moduli set. Section 4 presents the performance 

comparison with the state-of-the-art works and finally section 

5 concluded the paper. 

2. RELATED BACKGROUND 
This section presents a brief review of NTRU cryptography 

and RNS mathematics.  

2.1 NTRU Cryptography 
NTRU is defined in terms of operations on the set R of 

polynomials of degree less than N and having integer 

coefficients. The basic operations on these polynomials are 

addition and convolution multiplication [10]. Convolution 

multiplication   of two polynomials           
   

       
     and             

   
   

    is defined by the following formula [1]: 

                   
                 

 
       

   
             

                                                      (1) 

     

Where N is Dimension of the polynomial ring used (i.e. 

polynomials are up to degree N-1). According to IEEE 

P1363.1 [9], recommended value for N is based on table 1. 

2.1.1 Key Generation 

For the public key, the user must: 

1- Choose a secret key, a random secret polynomial   
 , with coefficients reduced modulo p. 

2- Choose a random polynomial      , with 

coefficients reduced modulo p, and compute the 

inverse polynomial    of the secret key f modulo q. 
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Table 1. Recommended Value of N for different security 

level [9] 

N Q Known 

strength 

Recommended 

security level 

401 2048 154.88 112 

541 2048 141.766 112 

659 2048 137.861 112 

449 2048 179.889 128 

613 2048 162.385 128 

761 2048 157.191 128 

653 2048 276.736 192 

887 2048 245.126 192 

1087 2048 236.586 192 

853 2048 376.32 256 

1171 2048 327.881 256 

1499 2048 312.949 256 

 

The procedures of key generation, encryption, and decryption 

of NTRU [1-11] are briefly outlined below. 

 

Once the above has been completed, the public key, h, is 

found as  

                                                                 

2.1.2 Encryption  

The encrypted message is computed as  

                                    (3)  

Where the message, m   R, and the random polynomial,     

    has coefficients reduced modulo p. 

2.1.3 Decryption 

The decryption procedure requires three steps: 

a=                                                         (4) 

      

Shift Coefficients of a to the range  
  

 
 
 

 
  

                                              (5) 

 

The last step of decryption requires the user to compute the 

inverse polynomial    of the secret key f modulo p. The 

decryption process outlined above will recover the original 

message        . 

 

2.2 Residue Number System 

The RNS is a non-weighted number system which is defined 

in terms of relatively-prime moduli set              that 

is              for     . For a weighted number X, 

RNS representation is              where:  

 

                 
                         (6) 

 

 
Fig. 1. Block diagram of a typical RNS system [7] 

 

Such a representation is unique for any integer X in the range 

[0, M-1]. M is the dynamic range of the system equal to the 

product of mi terms           [12]. RNS has three 

main parts which is shown in figure 1.  As shown in figure 1, 

the weighted numbers are converted into residue 

representations by a binary-to-residue converter (forward 

converter). Then, arithmetic operations such as addition, 

subtraction and multiplication are performed on RNS numbers 

in parallel without carry propagation between residue digits. 

In order to use the result of arithmetic operations, residue 

numbers should be converted into its corresponding weighted 

binary number by using a reverse converter [7]. 

3. HARDWARE IMPLEMENTATION 

OF NTRU USING RNS 
Encryption and decryption in NTRU cryptography will be 

presented in this section. For simplicity encryption process is 

rewritten in Eq. (7).                                                                                  

                                                                    

Where, m is plaintext, r is a random polynomial, h is public 

key, and  p and q are equal to 3 and 2048 according to  IEEE 

P1363.1™, respectively [9]. According to Eq. (7), the 

encryption process consists of multiplication of two 

polynomials and also multiplication of constant p in a 

polynomial. n modular multiplications are needed for 

multiplication of a polynomial of degree N in a constant p.  

Numbers of multiplication of two polynomials      
        

       
     and             

   

   
     in modulo q can be calculated according to Eq. (8) 

[10].  

  =               mod N                   ,  

                                 

Where N is equal to 2048 [9]. Eq. (8) needs O (N2) 

multiplication in modulo q.                                            
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CSA adder with EAC

Modulo  2n+1-1 adder

a1 a2 a3

 
Figure 2. Forward converter for modulus 2n+1-1 
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Fig. 3. Required steps for encryption using RNS moduli 

set 
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 Fig. 4. Required steps for decryption using RNS 

moduli set 

In order to reduce the modular operations, moduli set {2n, 

2n+1-1, 2n-1} is considered to implement Eq. (7). Figure 2 

shows the three steps required in implementation of Eq. (7) 

using considered RNS moduli set. Forward converter for a 

number with 3n bit in modulus 2n and 2n-1 are presented in 

[7]. In critical moduli 2n+1-1 it can be calculated as:   

                 
                    

    
                                                                                    

Eq. (9) can be rewritten as: 

                                                                               

Where 

                 

                

           

The forward conversion in modulo 2n, 2n+1-1 and 2n-1 are 

done in parallel channels. By considering modulus 2n+1-1 as 

critical moduli, in worse case for forward conversion 

according to figure 2, delay of carry save adder (CSA) adder 

with end around carry (EAC) followed by modulo 2n+1-1 

adder is resulted.  

The delay and area of reverse converter for moduli set {2n, 

2n+1-1, 2n-1} [8] are included in table 2. 

Table2. Delay and area of revere converter for moduli set 

{2n, 2n+1-1, 2n-1} [8] 

Converter Delay Area 

{2n, 2n+1-1, 2n-

1}-converter II 

[8] 

(2n+7) 

DFA 

(14n+21)AFA + 

(2n+3)AHA +(2n+1)A MUX 

  

Since q is equal to 2048 (211) [9], by considering n = 4 in 

moduli set {2n, 2n+1-1, 2n-1}, the required dynamic range 2048 

can be covered by moduli set {24, 25-1, 24-1}. Therefore in 

order to implement NTRU cryptography polynomials r and h 

are calculated in moduli {24, 25-1, 24-1} as shown in figure 3. 

In order to calculate the coefficients             
     

    and                 
    into residues, 

a pipeline manner is considered and the coefficients are 

inserted as an input of forward converter sequentially. Once a 

coefficient is converted into residues, the process of 

encryption will be started. Therefore forward conversion 

process does not reduce the efficiency of the system. 

 Figure 3 shows the required steps for Encryption. As 

mentioned before encryption in NTRU required 11-bit 

modular operations. As shown in figure 3, it can be seen that 

by reducing the 11-bit modular operations into 5-bit 

noticeable improvement in speed of encryption is achieved. 

Using moduli set {2n, 2n+1-1, 2n-1} modular operations are 

simplified in to 5-bit operation in critical moduli. 

In the decryption process, calculation of       mod q is 

required. Calculation of       mod q can be done with 

same way employed for encryption. Figure 4 shows the 

required step decryption using RNS moduli set.  

4. PERFORMANCE COMPARISON  
In this section the performance comparison with original 

NTRU implementation will be presented by using 11-bit 

modular multiplication. In order to multiply two polynomial 

                
    and             

     
    in modulo q = 2048,     modular multiplications 

are required in worse case. In this report moduli set {2n, 2n+1-

1, 2n-1} is employed with n=4. Therefore, 11-bit operations 
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are reduced to 5-bit in critical moduli channel. Table 3 shows 

the required operations for polynomial multiplication in 

modulo q with and without using RNS. It can be seen that the 

operation of two polynomial multiplications are reduced from 

11 to 5-bit modular multiplication. In table 3, the delays of 

forward and reverse conversion are calculated by assumption 

considered in [8]. 

 

Table 3: Comparison of polynomial multiplication 

References  Required operation 

 

Delay (critical  

path) 

[1]    modulo q 

Multiplication 

  (D* modulo 

2
11

multiplication) 

 

proposed 

   moduli {24, 25-1, 24-

1} multiplication, 

forward and  reverse 

conversion 

   (Dmodulo 2
5
-1 

multiplication )+ 

        ** 

 

*D denotes the delay of unit 
**DFA denotes the delay of full adder gate 

Table 4: Multiplication of a constant in polynomial 

 Required operation  Delay (critical  

path) 

[1] N modulo q 

Multiplication 

N (D modulo 

2
11

multiplication) 

 

proposed 

N moduli {24, 25-1, 24-

1} multiplication, 

forward conversion, 

Reverse conversion 

 (Dmodulo 2
5
-1 

multiplication )+ 

        * 

 

Table 4 shows the required operations for multiplication of a 

constant in polynomials. As mentioned before, encryption 

process needs polynomial multiplication and multiplication of 

a constant in a polynomial in modulo q. Decryption process 

also needs multiplication of two polynomials in modulo q. 

Table 5 shows the operations required for encryption and 

decryption and also the delay of critical path. As it can be 

seen, operations modulo 2048 are reduced to operations over 

modulo 25-1 in critical path. As reported in table 1, large 

values for N are considered in NTRU cryptography. 

Therefore, reduction of modulo 211 operations to 25-1 will 

results in noticeable improvement in speed of implementation 

of algorithm.  

5. CONCLUSION 
In this paper, hardware implementation of NTRU 

cryptography using residue number system is presented. To 

achieve high speed implementation, balanced three moduli set 

{2n, 2n+1-1, 2n-1} is considered and the encryption and 

decryption process of NTRU cryptography are implemented 

by using this RNS system. By employing this moduli set, 

operation over modulo 211 are reduced to operation over 25-1 

which results in noticeable improvement in speed of NTRU 

implementation.  

Table 5: Encryption and decryption operations and delay 

in modulo q 

References Required operation  Delay (critical  

path) 

[1] (2   +N) modulo q 

Multiplication + N 

modulo q addition 

(2   +N) ( D modulo 

2
11

multiplication ) + N 

(D modulo 2
11

addition) 

 

proposed 

(2   +N)  moduli {24, 

25-1, 24-1} 

multiplication, N  

moduli {24, 25-1, 24-1} 

addition,  forward 

conversion, Reverse 

conversion 

(2   +N) (Dmodulo 

2
5
-1 Multiplication ) + N 

(D modulo 2
5
-1 addition)+ 
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