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ABSTRACT

Secure communication in network environment is primary
requirement to access remote resources in a controlled and efficient
way. For validation and authentication in e-banking and e-
commerce transactions, digital signatures using public key
cryptography is extensively employed. To maintain confidentiality,
Digital Envelope, which is the combination of the encrypted
message and signature with the encrypted symmetric key, is also
used. This research paper has proposed to develop a hybrid
technique using Symmetric & Asymmetric key cryptography. It will
also include Message authentication code to maintain integrity of
message. Therefore, proposed model will not only help to maintain
confidentiality and authentication of message and user but integrity
of data too. Java technology has been proposed to validate the
performance of proposed model in context of message length, key
length, cipher text length and computational time for encryption and
decryption.
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1. INTRODUCTION

In the current era significant computing applications have
emerged in recent years to simultaneously connect millions of
users to share content, form social groups and communicate with
their contacts. Network Environment is the key soul such
applications. To maintain security in such applications, Security
mechanisms usually involve more than a particular algorithm or
protocol for encryption & decryption purpose and as well as for
generation of sub keys to be mapped to plain text to generate
cipher text. It means that participants be in possession of some
secret information (Key), which can be used for protecting data
from unauthorized users. Thus basic purpose of this model is too
developed within which security services and mechanisms can be
viewed. The main purpose of this project is to provide an efficient
way to user send or receive message over a secured channel. To
maintain confidentiality and integrity of contents primary focus
of proposed model.

This model integrate RSA algorithm along with Diffie Hellman
Key Exchange Alg. There are various security algorithms are
available but still they have scope of improvement. For Example
RSA encryption can only provide confidentiality not integrity of
content. Authentication can be achieved but on the cost of big key
exchange overhead. The complete study concludes to develop a
security mechanism consisting confidentiality, authentication and
integrity on single platform
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2. LITERATURE SURVEY

A method of encryption that combines two or more encryption
schemes and includes a combination of symmetric and
asymmetric encryption to take advantage of the strengths of each
type of encryption is known as Hybrid Encryption.

RSA is a cryptosystem for public-key encryption, and is widely
used for securing sensitive data, particularly when being sent
over an insecure network such as the Internet.

RSA was first described in 1977 by Ron Rivest, Adi Shamir and
Leonard Adleman of the Massachusetts Institute of Technology.
Public-key  cryptography, also known as asymmetric
cryptography, uses two different but mathematically linked keys,
one public and one private. The public key can be shared with
everyone, whereas the private key must be kept secret. In RSA
cryptography, both the public and the private keys can encrypt a
message; the opposite key from the one used to encrypt a
message is used to decrypt it. This attribute is one reason why
RSA has become the most widely used asymmetric algorithm. It
provides a method of assuring the confidentiality, integrity,
authenticity and non-reputability of electronic communications
and data storage.

RSA derives its security from the difficulty of factoring large
integers that are the product of two large numbers Multiplying
these two numbers is easy, but determining the original prime
numbers from the total -- factoring -- is considered infeasible due
to the time it would take even using today’s super computers.

The public and the private key-generation algorithm is the most
complex part of RSA cryptography. Two large prime
numbers, p and g, are generated using the Rabin-Miller primarily
test algorithm. A modulus n is calculated by multiplying p and g.
This number is used by both the public and private keys and
provides the link between them. Its length, usually expressed in
bits, is called the key length. The public key consists of the
modulus n, and a public exponent, e, which is normally set at
65537, as it's a prime number that is not too large. The e figure
doesn’t have to be a secretly selected prime number as the public
key is shared with everyone. The private key consists of
the modulus n and the private exponent d, which is calculated
using the Extended Euclidean algorithm to find the multiplicative
inverse with respect to the totient of n. Considering arithmetic
modulo n, let’s say that e is an integer that is co prime to the
totient @(n) of n. Further, say that d is the multiplicative inverse
of e modulo ¢ (n). These definitions of the various symbols are
listed below for convenience:

n = a modulus for modular arithmetic
¢ (n) = the totient of n
e = an integer that is relatively prime to ¢(n)

[T his guarantees that e will possess a multiplicative inverse
modulo ¢(n)]

d = an integer that is the multiplicative inverse of ¢ modulo ¢(n)
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The computational steps for key generation are
1. Generate two different primes’ p and q
2. Calculate the modulusn=p x q
3. Calculate the totientp(n) = (p — 1) X (q— 1)

4. Select for public exponent an integer e such that 1 < e
<@(n) and ged(o(n), ¢) = 1

5. Calculate for the private exponent a value for d such that
d=-e—1 mod ¢(n)

6. Public Key = [e, n]
7. Private Key =[d, n]

Furthermore, The Diffie—Hellman key exchange algorithm solves
the following dilemma. Alice and Bob want to share a secret key
for use in a symmetric cipher, but their only means of
communication is insecure. Every piece of information that they
exchange is observed by their adversary Eve. How is it possible
for Alice and Bob to share a key without making it available to
Eve? At first glance it appears that Alice and Bob face an
impossible task. It was a brilliant insight of Diffie and Hellman
that the difficulty of the discrete logarithm problem for Fx p
provides a possible solution.

3. PROBLEM STATEMENT

The major problem with existing cryptographic scenario is, can’t
achieve authentication and confidentiality along with integrity in
single step. In PKI encryption and decryption perform with
different key where private key is non-sharable entity. As per the
Asymmetric Key Cryptography if we encrypt the message with
private key, anyone can decrypt the message by using its public
key. Here, we can achieve authentication but cannot maintain the
confidentiality. Furthermore, if wee encrypt the message by
public key, only intended recipient can decrypt the message. It
helps to maintain the confidentiality but cannot authorize sender.
To overcome the above problem we use to perform public key
encryption after private key. So, only intended receiver would be
able to decrypt the message and also authentic the sender by
decrypting the received cipher message with public key.

Subsequently, there is a procedure to maintain authentication and
confidentiality by implementation digital envelop for
communication.

A digital envelope is a secure electronic data container that is
used to protect a message through encryption and data
authentication.

A digital envelope allows users to encrypt data with the speed of
secret key encryption and the convenience and security of public
key encryption.

Rivest, Shamir and Adleman (RSA) Public-Key Cryptography
Standard (PKCS) #7 governs the application of cryptography to
data for digital envelopes and digital signatures.

A digital envelope uses two layers for encryption: Secret
(symmetric) key and public key encryption. Secret key
encryption is used for message encoding and decoding.

Public key encryption is used to send a secret key to a receiving
party over a network. This technique does not require plain text
communication.

Either of the following methods may be used to create a digital
envelope:

e  Secret key encryption algorithms, such as Rijndael or
Twofish, for message encryption.

e  Public key encryption algorithm from RSA for secret
key encryption with a receiver’s public key.

A digital envelope may be decrypted by using a receiver's private
key to decrypt a secret key, or by using a secret key to decrypt
encrypted data. An example of a digital envelope is Pretty Good
Privacy (PGP)

popular data cryptography software that also provides
cryptographic privacy and data communication authentication. A
digital envelope is also known as a digital wrapper

4. PROPOSED APPROACH

The proposed solutions will not only give a way to establish
secure communication but it will also help to improve level of
encryption by reducing security overhead. System does not
require any external system interface for development. A block
representation of proposed solution is shown in figure 1 and 2.
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Figure 1: Encryption Process
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Figure 2: Decryption Process

5. EXPECTED OUTCOMES

The complete study explores the block representation of
encryption and decryption process. Proposed work can be
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implement using java technology to estimate the performance of
security mechanism

300

In order to develop proposed solution following assumptions will
be consider for performance evaluation and secure message
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There is need to evaluate performance on multiple message
sample on following parameters.

1. Encryption Time for RSA Figure 3: Encryption Time for various File size
Decryption Time for RSA 2. Decryption Process (Time Estimation)

2

3. Encryption Time using Symmetric Key Algorithm Table 2: Time Consumption (Milliseconds)
4. Decryption Time using Symmetric Key Algorithm
5

Total time consume in complete encryption and MAC
padding

6. Total time consume in complete decryption with MAC
verification

7. Total size increase of encrypted packet

8. Total size increase of decrypted

6. RESULT OBSERVATION
1. Encryption Process (Time Estimation)
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Figure 4: Decryption Time for various File size

3. Encryption (Message Estimation)
Table 3: Message Size Estimation (KB)

Plain Text Encrypted Data Size
Size KB
KB
10 616
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Figure 5: Various file size
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7. CONCLUSION

The complete work concludes that, there is need to develop
security mechanism to utilize confidentiality, authentication and
integrity on single platform. This paper consist the study of
security algorithms along with respective overhead. After
investigating the problem it proposed a security model to
improve security. Subsequently, future directions specify the
implementation and evaluation strategy. This project is
implemented in JAVA open source environment, which is cost
effective and freely available for development. After
implementation of the cryptographic technique the performance
of the proposed technique is evaluated in different parameters.
The obtained result demonstrates the integrity, authentication and
confidentiality. Integrity means there is no manipulation in
information. The sender send the data and this exact data is
received by authorized receiver.

8. FUTURE WORK

In our future we will implement it for advance research like bulk
amount of data would transmit easily including features like
confidentiality, authenticity and integrity. More security would
be produced using all these concepts. This is efficient and
adoptable in terms of privacy, securely data access and memory
consumption. Therefore the proposed architecture is extended
with real world application like banking and financial transaction
management. A computer is any device with a processor and
some memory. Such devices can range from non-networked
standalone devices as simple as calculators, to networked mobile
computing devices such as smart phones and tablet computers. IT
security specialists are almost always found in any major
enterprise/establishment due to the nature and value of the data
within larger businesses. They are responsible for keeping all of
the technology within the company secure from malicious cyber
attacks In our future work we will implement it for move forward
research such as image files, thumb impression, video files,
verifying signatures etc.
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