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ABSTRACT 
Cryptography is an art of secret writing that provides 

protection from unauthorized access. This paper discusses 

about the several databases attacks and proposes a new 

methodology for enhancing password security during Sign-In 

of account. This designed methodology is termed as “three 

step encryption algorithm (TSEA)” whose function is to 

provide a high level of security on the time of accessing 

account. The complete working of this designed methodology 

is based on automatic hash address generation. The main 

focus of this paper is to improve the overall quality of service 

for right person at a right time in a procedural manner. 
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1. INTRODUCTION 
Cyber world is going to become more popular day by day 

because of the growth of internet users become increases. 

Most of the tasks are handled with the help of internet in the 

form of transactions as an example ticket reservation, online 

shopping and internet banking etc. For handling such type of 

hard real time transactions, security professionals has need to 

organize confidential information in such a way so that any 

third party that either may be a hacker or any unauthorized 

user will not access that confidential  data. So, to provide 

prevention of data from unauthorized users they may use 

different types of encryption algorithms as an example DES 

[2] [3] [4] [14] and SHA-512[4, 18] that provide a secure 

channel during communication. The primary duty of security 

professionals is deep analysis of data that is to be carried on 

the wire and in the next step they decide the types of strategies 

are to be implemented for specific one. For achieving top 

level of security most of the security professionals uses 

several encryption algorithms [1] that consider key size is 

important factor. For providing tight security like security 

procedures implemented in banks they most commonly uses 

the concept of session key whose function is change value 

automatically when session will be expire [17] that may help 

to reduce the chances  of attack up to some extent.  As  

authors did survey on different types of security attacks they 

found in results most of the times attackers target the systems 

through databases attacks by utilizing several methods or 

techniques on the network as an example privilege escalation, 

unnecessary database service alerts and they mostly prefer to 

steal back-ups from unencrypted tapes [21] etc. And some 

other attacks are SQL Injection, Insider attack, Network 

attacks and Trojan horses etc that can be discussed below: 

1.1 SQL Injection 
The input field is modified in such a way that the database 

itself returns   unintended data. It’s main function is to 

concatenate the fixed part of SQL statement with user-

supplied data that can be easily shown in the form of some 

additional sub-queries on the database as an example any 

attacker comes and insert a series of SQL statements into a ' 

query' that may further help us to manipulate the data input. In 

general, attacker may use two different types of SQL 

injections’ viz. Normal SQL injection, Blind SQL Injection 

that can be discussed below with the help of an example: 

1.1.1 Normal SQL Injection 

Attacker directly adds Structured Query language code to a 

Web form input box to gain access of resources or make 

changes in data that can be shown in fig.1.1.1: 

  

 

Fig 1.1.1. Normal SQL Injection: Applied directly on 

databases [12] [13] 

Query Representation of Normal SQL Injection can be shown 

below with the help of SQL example: 

a. www.example.org/display.php?item=1 (Actual query). 

b. www.example.org/display.php?item=1‘          (Injected 

Query). 

1.1.2 Blind SQL Injection 
In this case, Attacker tries to make many combinations of 

attacks that additionally give the complete information 

regarding the attempt of next attack. It is based on the 

interpretation of resulting html page output of previous page 

that can be discussed below:  

a. http://victim/showproduct.asp?id=238 and 1=1. 

b. http://victim/showproduct.asp?id=238 and 1=2. 

http://www.example.org/display.php?item=1'%20%20%20%20%20%20%20%20%20%20(Injected
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The URL’S (Uniform Resource Locator) of a & b queries may 

show the same results of two different queries [22]. 

Where the results of blind SQL injection may be same or 

different that depends. These two separate types of injections 

having two major differences that are listed below: 

a) Method of retrieving data from the databases is different. 

b) Normal SQL Injection is concerned with error message 

where Blind SQL Injection is not. 

1.2 Insider Thread 
By applying insider thread, attackers leaked information 

electronically simply that can be shown in fig.1.2: 

  
Fig 1.2. Insider threads [23] [24] 

Such kind of attacks can be handled by limiting the number of 

users with specific level of access.  

1.3 Network attacks 
Such types of attacks are more concerned with web servers 

that additionally gives access to the database as an example 

denial of service attack. Mostly, it performs on banking sites 

for stealing money that may be in the form of online-fraud 

attack that can be shown in fig.1.3: 

 

Fig 1.3. Denial of Service attack [25]. 

1.4 Trojan Horses 
It’s purpose is to corrupt various software applications that 

helps to leak confidential information that can be shown in 

fig.1.4:  

   

Fig 1.4.  Effect of Trojan horse Attack [26] [27] 

The function of Trojan horse is to modify the copy and then 

send sensitive information to unauthorized locations or users 

that may in future utilize by unauthorized user for performing 

some additional illegal changes. 

Such types of attacks in future may convert into cybercrimes 

that depends on the behavior of the attacker who is actually a 

criminal. To provide prevention from databases attacks most 

commonly security professionals uses two methods viz. IDS 

(Intrusion detection system) and use various security 

measures for database servers. The goal of IDS is to find out 

the different flavors’ of suspicious traffic in different ways. 

The use of IDS is to provide system and network monitoring. 

It’s the duty of database administrator to provide prevention 

from IDS by using further two methods viz. encryption on 

firewalls and security on IP addresses that can be discussed 

below: 

 By using encryption on DB Firewalls:  Apply 

encryption on firewalls that may help to provide a 

periodic check for several database configurations 

as well as settings. 

 By providing security on IP Addresses: Domain 

name server (DNS) who save the list of registered 

IP Addresses, if any request will be coming from 

outside that is to be considered as illegal IP Address 

or request coming from the attacker server (i.e. 

specific IP Address was not registered on DNS) 

then it will be automatically blocked or discarded by 

the server and at last it displays a warning message 

alert.[28] 

By implementing these two above discussed security methods 

database security will be easily enhanced.  

The objective of this paper is to enhance the password 

security which is stored on the database and provides a better 

quality of service during Sign-in. This paper proposes three 

step encryption algorithm (TSEA) whose function is to 

provide a high level of security on the password when fetched 

from the databases during sign-in. The complete working of 

this designed methodology is only depend on the auto-

generated hash address. This auto-generated hash address is 

further considered as a key for the next step of TSEA. Authors 

contribute their efforts for providing encryption on text that 

results image encryption and provide a highest level of 

security while utilizing designed methodology. The steps of 

designed methodology named TSEA are given below: 

Table.1: Nomenclature for TSEA: 

 

Step-1) INITIALIZE: = [SRC ADD, DEST ADD, KSIZE]. 

After that RUN ENCRYPTION FUNCTION. 

Step-2) CREATE NEW FILE for DES THEN SAVE ALL 

DATA exists in Specific Image. 

Step-3) FILE INCLUDE: = DES ARRAY [N] and SHA 

ARRAY [N] algorithm.    // N is number of elements exists in 

Array. 

Step-4) RUN FILE = RECEIVED ENCRYPTED IMAGE      

// Final Output. 

Step-5) Exit 
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The formula used by authors for designed methodology for 

providing 3 step encryption can be described in table.2: 

HCE+SIE   FIE. 

Table.2: Different Types of Encryption used in TESA: 

 

Even there are different types of techniques are used by the 

security professionals for enhancing image security [13]. Most 

commonly they use CHAOS image encryption[5,20] method 

[11,12] because of it provides a higher level of security[15] by 

considering time and speed factors and that can be shown in 

fig.1.5: 

 

Fig.1.5. Image Encryption[9] 

Where the general classification of image encryption can be 

categorized into two group’s viz. position permutation based 

algorithm [6], value transformation based algorithm [7, 8]. 

Digital image is a collection of the pixels with different 

intensity values [16] and that also provides an ease of 

scrambling of images that correspondingly decrease the 

correlation among the pixels [5]. The working of designed 

methodology is totally depends on text encryption that results 

in the form of image encryption [5] where image encryption 

facilitate us about the highest percentage of the multi-media 

data [10, 19]. In this way, authors concluded image encryption 

is more secure or powerful than text encryption. 

2. IMPLEMENTATION OF TSEA 
Step 1) SET U_ID:= String & PWD: = string THEN Click on 

LOG_IN & access account. 

 

Step 2)  IF (U_ID & PWD = CORRECT) 

 { 

Hash Add: = Auto-generated & mapped with 

D_IMG at specified Location. 

                 } 
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 ELSE 

{ 

Invalid LOG_IN (Move to step 1). 

} 

 

 

Step3) THEN U_APPLY:= 

ENCYPTION_ON_HASH_CODE. 

 

Step-4)ENCRYPTED_HASH_CODE= 

IMAGE_ENCRYPTION. 
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Step 5) Exit 

3. WORKING 
At first user enter a string for Id and password for accessing 

any account. When user click on Log_In button then verifies 

that specific id and password, is it match with database entries 

or not? If user id is not matched then sign_in again otherwise 

user confirms own authentication and after that move to 

second step, software automatically generates a unique hash 

address that already mapped with the digital image that is 

placed in specific location on the system. The digital image is 

browsed by the user. In the third step, user applies automatic-

encryption on auto-generated hash address at first and then 

applies encryption on mapped image. At last step, DES and 

SHA collectively results in the form of image encryption.  

4. CONCLUSION 
Different types of database attacks are reviewed and analyzed. 

Several databases attacks may considerably be reduced by 

developing the procedure as designed in this paper. The 

complete working of this designed methodology is based on 

the auto-generated hash address. At last, text encryption 

results image encryption. In this way, this designed 

methodology may help for enhancing the database security 

during accessing of an account and provides better quality of 

service.  

5. FUTURE SCOPE 
In future the strength of security during sign_in will be 

enhanced by providing session based encryption algorithm. 

This proposed methodology may help to reduce the chances 

of attacks on databases especially on the time of sign_in. The 

time spent by the specific client after sign_in on another page 

is important factor. 
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