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ABSTRACT 
In many organizations, transformation of information and 

storage of sensitive data has highest priority. Client data 

should be kept secret as well as inaccessible from all other 

unauthorized hacks [1]. To maintain the security of the user 

data, cloud computing environment has practiced. The cloud 

computing is a cost-effective, service availability, flexible and 

on demand service delivery platform for providing business 

through the internet [2]. 

However, as the security of a single cloud is concerned, it 

fails to provide a strong protection layer against the malicious 

attacks. So, there is always a risk of data unavailability in 

system failure. A movement towards of “multi clouds” or 

“multiple clouds‟ or “cloud-of-clouds” has emerged currently 

using Shamir’s Secret Sharing Algorithm [3]. Here, the 

implementation of Shamir’s secret sharing algorithm is 

performed to authenticate a unique user and to access a 

particular file from the cloud storage. 
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1. INTRODUCTION 
Now days, many organizations are relied on sharing of 

information. This information contains user private data as 

well as high secure data. Therefore need for secure and robust 

data resources are increased rapidly. Cloud data storage is a 

major solution to overcome this problem. Using a cloud 

storage services enables the users to access their information 

from any point in the world. But data stored on a ‘Single 

cloud’ may lead the highest risk to loss the data permanently 

if an interruption to its operation is invoked. The dealing with 

‘single cloud’ providers is becoming less satisfactory service 

with customers because of major problems such as service 

availability failure for some time and malicious insider’s 

attacks in the single cloud 
[2]

. Hence, to provide a secure way 

to access a data need move towards ‘Multiple clouds’ or 

‘Cloud of Clouds’.  

In proposed system, cluster of cloud storage is created and 

maintained accordingly to satisfy the user specific data access 

requirements. Here the replication of the user data to multiple 

clouds is done and update that information timely. Therefore 

loss of data from single cloud does not create a permanent 

loss of information. The data access mechanism is 

implemented using Shamir’s Secret Sharing algorithm which 

generates the secret keys to authenticate the user. As the 

priority is given to the user data, it is also important to make 

available this data to a right person. Therefore, the secret keys 

are shared to the user via his or her mail id which is taken 

while registering a new user. It plays a role of double 

authentication to identify the unique person. Here, to access a 

file from cloud storage, user must provide the same set of 

secret keys with any threshold value. Also to provide more 

security to user data, Advanced Encryption Standard (AES) 

algorithm is used to encrypt the user data. 

2. LITERATURE SURVEY 

2.1 HAIL Model  

Mohammed A. Alzain, Ben Soh and Eric Pardete 
[4]

 

describes, it is a distributed cryptographic system (High 

Availability and Integrity Layer) that allows a set of servers to 

prove to a client that a stored file is intact and retrievable. 

HAIL relies on a single trusted verifier. It aggregates 

cryptographic protocols for proof of recoveries with erasure 

codes to provide a software layer to protect the integrity and 

availability of the stored data, even if the individual clouds are 

compromised by a malicious and mobile adversary. HAIL has 

at least three limitations: it only deals with static data, it 

requires that the servers run some code and does not provide 

guarantee of confidentiality of the stored data. 

2.2 DepSky Model 
Alysson Bessani, Miguel Correia, Bruno Quaresma, Fernando 

Andre, Paulo Sousa 
[5]

 describes, the increasing popularity of 

cloud storage services has lead companies that handle critical 

data to think about using these services for their storage 

needs. However, the reliability and security of data stored in 

the cloud still remain major concerns. In this work, DepSky 

model is studied, a system that improves the availability, 

integrity, and confidentiality of information stored in the 

cloud through the encryption, encoding, and replication of the 

data on diverse clouds that form a cloud-of-clouds. Moreover, 

the monetary costs of using DepSky in this scenario is at most 

twice the cost of using a single cloud, which is optimal and 

seems to be a reasonable cost, given the benefits. 

2.3 Survey on need for multi-clouds:  

S.Subashini, V.Kavitha 
[6]

 says, Cloud computing usage has 

increased rapidly in many companies. Cloud computing offers 

many benefits in terms of low cost and accessibility of data. 

Ensuring the security of cloud computing plays a major role in 

the cloud computing, as customers often store important 

information with cloud storage providers but these providers 

may be unsafe. Dealing with “single cloud” providers is 

predicted to become less popular with customers due to risks 

of service availability failure and the possibility of malicious 

insiders in the single cloud. A movement towards “multi-

clouds”, or in other words, “inter-clouds” or “cloud-of-
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clouds” has increased recently. The purpose of authors is to 

survey recent research related to single and multi-clouds 

security and to address possible solutions. It is found that the 

research into the use of multi-cloud providers to maintain 

security has received less attention from the research 

community than has the use of single clouds. Their work 

aspires to promote the use of multi-clouds due to its ability to 

reduce security risks that affect the cloud computing 

consumer. 

3. PROPOSED WORK 
Our proposed system contains the cluster of cloud storages. It 

may call as “Cloud of clouds” or “multi clouds”. These 

individual clouds are interconnected to each other. Here ,the 

user uploaded file is replicated on more than one cloud 

storage, that is two to three different interconnected but 

individual clouds. User host machine implements Shamir’s 

secret sharing algorithm and it is responsible to generate the 

set of secret keys. To access a particular file, user must input a 

set of secret keys with minimum threshold vlaue. Therefore, 

using these secret keys, machine can easily authenticate the 

user. 

Fig. 1 describes the flow of the user activities. To start the 

interaction with the system, first user must register to the 

system. After login, user always has two options, to upload a 

file on cloud or to download a file from cloud. To upload a 

file on cloud, user simply selects a file to be uploaded and put 

it on the cloud. 

Our system assigns a unique number to the file which is used 

by Shamir’s Secret Sharing algorithm to generate the set of 

secret keys. As shown in a figure 2, this file is encrypted using 

256 bit Advanced Encryption Standard (AES) algorithm. And 

afterwards, this file will replicate on multi-clouds. Here, three 

different cloud storages are taken into consideration. 

On the other hand, while downloading the file, as shown in a 

figure 3, user must specify the file name as well as from 

which cloud storage user has to download it. This 

functionality adds flexibility to the process as user has choice 

to select best cloud storage provider’s service. After this, 

Shamir’s Secret Sharing algorithm is implemented to generate 

the secret keys. In our proposed solution, secret keys are 

shared with the user through his or her mail id. It has shown in 

figure 4 that ten secret keys are send to the client’s mail id. 

This way of sharing enhances the data security layer with 

double authentication process. If the secret keys are match 

with threshold value then the user is allowed to download the 

file. However, first the file is decrypted and then it is being 

downloaded. Figure 5, shows the interface to insert the secret 

keys with threshold of 6 secret keys. To download a file, user 

must give the input of same secret keys as that in the mail id. 

 

 

 
 

Figure 1: User level working flow 

 

Figure 1 illustrates how the user will interact to the system. 

 

To manage the users’ activity, the system administrator is 

introduced. System administrator has rights to authenticate the 

user and to update the user information. 

 

3.1 Shamir’s secret sharing algorithm 

3.1.1 Preparation 

Suppose that our secret is 1234 . 

In this proposed solution, consider ‘S’ is the file name (which 

is unique number assigned) stored in the database after 

uploading that file on cloud. 

Divide the secret into 6 parts , where any subset 

of 3 parts  is sufficient to reconstruct the secret. 

At random one can obtain two ( ) numbers: 166 and 

94. 

 

Our polynomial to produce secret shares (points) is therefore: 

 

Construct 6 points  from the 

polynomial: 
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Give each participant a different single point (both 

 and ). Because here, use  instead of 

 the points start from  and not . 

This is necessary because if one would have 

 he would also know the secret ( ) 

Here, D0 , D1, D2, D3, D4, D5 are corresponding set of secret 

keys for file name ‘S’. 

3.1.2 Reconstruction 

In order to reconstruct the file name ‘S’ any 3 points will be 

enough. 

Let us 

consider 

 

Now, compute Lagrange basis polynomials: 

 

 

 

Therefore 

 

 

Recall that the secret is the free coefficient, which means 

that  
[7]

 

Therefore, the file name is reconstructed. 

4. IMPLIMENTATION 
Implemented of this proposed solution is performed by 

making a web application. Enhanced the front end with 

Cascading Style Sheet (CSS) web programming language and 

server side scripting is done in ASP.net. Three different 

databases are created as analogy to cloud storage. And these 

database scripting is done with C# and connected with local 

host. File uploaded on a single database will be replicated to 

other two databases. 

One host machine is also developed, which implements 

Shamir’s Secret Sharing Algorithm and generates the secret 

key and sends it to the user as well. This machine also 

implements 256 bit Advanced Encryption Standard (AES) 

algorithm.  

5. RESULTS 
 

Table 1 Result Analysis 

 

       Test Case         Expected Result     Actual Result 

Registration 

with correct 

user details 

User should be allowed 

to create new account 

User was able to 

create new account 

Registration 

with incorrect 

user details 

User should not 

allowed to create new 

account and must 

display “incorrect 

details” 

User was unable to 

create new account 

and message 

displayed as 

“incorrect details” 

Login with 

correct 

username and 

password 

User should be 

successfully login to 

account 

User was able to 

login successfully 

Login with 

incorrect 

username and 

password 

User should not be 

allowed to login and 

must display “incorrect 

username and 

password” 

Website application 

displayed “incorrect 

username and 

password” 

Uploading file 

with valid file 

format 

User should be allowed 

to upload file on cloud 

storage 

Application allowed 

user to upload file on 

cloud storage 

Uploading file 

with invalid file 

format 

User should not be 

allowed to upload file 

on cloud storage 

User not allowed to 

upload a file on 

cloud storage 

Inserting correct 

secret keys 

Application should 

allow user to download 

the required file 

Access was given by 

the application to 

download the 

required file 

Inserting wrong 

secret keys 

Application should not 

allow user to download 

the required file 

Access was denied 

by application to 

download the file 

Sending auto 

mail consisting 

secret keys 

Mail must be send to 

corresponding 

registered user 

Mail has sent to the 

registered user 

 

6. CONCLUSION AND FUTURE SCOPE 
There are some combined benefits of multi-clouds and secret 

sharing scheme, such as, infrastructure deployment, data 

accessibility, user authentication etc. Multi-cloud is looking to 

be more secure, harder to compromise over single cloud data 

storage. Cloud computing is currently the latest trend when it 

comes to online computing, it may help the enterprise and the 

end user by providing their needs, but the provider has to 

make sure that they are valuable and customer data is safe
[8]

. 

https://en.wikipedia.org/wiki/Lagrange_polynomial
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In future scope, the applications of this project are numerous. 

This application can be used by schools and colleges to share 

important data with a specific faculty. This can also be used 

by Universities to share confidential data with the listed 

colleges, for example, sharing examination question paper 

with the principal of colleges. In different business firms, this 

concept cloud is used to share confidential details with their 

clients. 
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9. APPENDIX 
 

 

Figure 2:  Webpage for file encryption and file upload 
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Figure 3:  Webpage for sharing a file to download it 

 
Figure 4:  Secret keys are mailed to the client 

 

Figure 5:  Webpage for inserting the secret keys 
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