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ABSTRACT

A cloud storage mechanism repressed a storage device design
and cloud based protocols. Cloud storage architecture can be
exposed design for remote method access through cloud
storage device. Cloud storage is a centralized data distribution
center meant for authorized clients, among them cloud data
will share towards different clients as apiece their authority in
addition to access permissions. Based on this assortment of
researches are being proceeding. However, within this article
it focuses the storing data in the midst of fully secure in cloud
report also. The swift progression of the cloud has formed it as
a desirable ambition of attack intended for both foreign
attackers and malicious insiders. Files, blocks, data sets and
objects are common logic units of data storage within cloud
storage device mechanism. In this research it pioneer with a
new set of methods or new unit of methods handled by means
of the AES algorithm meant for creating strong encryption
and decryption.
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1. INTRODUCTION

Cryptography technology was in full swing from the
beginning of the Second World War for transferring
information with security. Subsequent to that, tons of the
algorithms are derived for encrypt and decrypt the secured
data. In this research paper, it fetches AES algorithm in order
to keep data in the cloud service secured. Most imperative
concern connected towards cloud storage is the security,
integrity and confidentiality of data, which turn out to be more
prone in the direction of being compromised, while, entrusted
towards external cloud providers as well as other third parties.
There can furthermore be legal and regulatory implication
with the intention of results from relocating data across
geographical or national boundaries. Additional issues apply
explicitly towards the performance of a large database.

LANs provide locally stored data by means of network
reliability and latency levels that are superior to those of
WANSs. Unfortunately, current cloud simulation tools similar
to cloud reports (a GUI interface of cloud report tool) are not
capable to aid researchers in securing the raw data files
generated on behalf of presenting the cloud environment
usage in pictorial form. This research article presents by
EnDeCloudReports, cloud report based tool, which can
encrypt/decrypt the raw data files generated, by cloud reports
tool and are requisite meant for the development of graphical
representation of resource utilization in cloud environment
architectures being simulated by means of researchers.
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Presume, attackers gained the control of a cloud system or
managed to obtain the system information furthermore plan to
perform a POST attack scenario. If able to get RAM info,
Memory info, Data Center Server of the hardware, which is
being stored in raw data form, intruders are able to take/grasp
data in the flow of pointers/pointing access. If using
different/innovative cryptography methods and
encryption/decryption rounds, can be able to generate highly
secured Cipher text used for storing data in the cloud.

1.1.  Cloud Security Guidance

A prescriptive series of steps that has to be taken by cloud
consumers to evaluate and manage the security of their cloud
environment with the goal of mitigating risk and delivering an
appropriate level of support. The following steps are to be
followed discussed in detail:

e Ensure effective governance, risk & compliance

processes exist

Business processes & Audit operational

Handle people, identities and roles

Proper security measures for data security in cloud

Enforce confidentiality policies

Measure the security necessities for Cloud Report

Tool based Applications

e  Ensure cloud Networks (N/W) and Connections are
safe

e  Evaluate protection controls on physical utilities and
infrastructure

e  Manage protection scenarios in the cloud SLA

2. ANALYSIS FOR THE
EnDeCloudReports

Encryption algorithm has very significant role in
Communication security. The performance of existing
encryption techniques like AES, DES and RSA algorithms
was surveyed and analyzed on the basis of an experiment
based on text files in terms of Packet size, Encryption time,
and decryption time and concluded that the AES algorithm
consumes least encryption time and RSA consume longest
encryption time. It observed that Decryption through AES
algorithm is better than other algorithms when compared on
the basis following factors (Prerna Gupta, 2013):

Block size

Key size
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Decryption time
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10. Hardware and Software implementation
11. Ciphering and deciphering algorithm
12. Rounds
13. Trojan Horse
14. Simulation Speed
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Figurel: Basic working structure of EnDeCloud Reports

From the simulation result, it evaluated that AES algorithm is
much better than DES and RSA algorithms. In this study the
file, CyrptoUtils.java is holding the AES operation, and
CryptoFileUtils.java is responsible for the file operation.
Which is calling the CryptoUtils.java for the
encryption/decryption key and ExceptionCrypto.java is
handling the exceptions while execution of the code. Malware
generally developed for illegal purposes, but can also be
utilize for sabotage, usually without direct benefit to the
perpetrators.

2.1.  Secure Socket Layer

The SSL and TLS are the main as well as extensively
arranged security protocol. It is fundamentally a protocol with
the purpose of providing a secure channel linking two
machines operating over the Internet or an intranet. SSL is a
translucent protocol, which necessitates very small interaction
starts the end user while determining a secure session. SSL
protocol developed by Netscape intended for transmitting
private documents throughout the Cloud Infrastructure
(Internet). SSL uses a cryptographic system with the aim of
using two keys towards encryption of data, a public key
recognized towards each person as well as a private or secret
key recognized merely to recipients of the message.

International Journal of Computer Applications (0975 — 8887)
Volume 127 — No.17, October 2015

Cloud Reports

[ Graphic User Interface (GUI) ]

/
) Decryouian of Raw
[ Report Manager 1 e hle-“ﬂem“

[ Simulation Manager

Persistence Layer

|
|
|

[ Core entities

—,

CloudSim ‘

Java Virtual Machine (JVM) ‘

Figure2: Modular software architecture of
EnDeCLOUDReports

2.2. HTTP and SHTTP

In order to secure the connections over an email client such as
Microsoft Outlook and an email server such as Microsoft
Exchange for securing the transfer of files over HTTP,
SHTTP and FTP services for instance website editing
authorized members transferring large files through SSL is
required. SSL is a standard security technology for
establishing an encrypted link between a server and a client
characteristically a web server along with a browser. Protocols
explains how algorithms ought to be used, in this instance the
SSL protocol includes the variables of the encryption for
connecting both the client as well as the server and the data is
transmitted by implementing the AES algorithm.

Properties of Data packets:

e The source IP address

The destination IP address

The sequence number of the packets
The type of service

Flags

Etc

2.3. SECURE HTTP (SHTTP)

The HTTP protocol to sustain sending data secure in excess of
the WWW. The entire servers and web browsers do not
support SHTTP. SSL is an additional widespread for secure
transaction. Whereas SSL is designed in order to ascertain a
secure connection between two computers, S-HTTP is a
secured design, to send individual messages securely.
Together protocols encompass begin submitted are headed for
the IETF on behalf of approval as it is a standard being
followed. An additional protocol for transmitting data securely
above the WWW is sHTTP. While SSL creates a secure
connection between the client and the server, over which
different and huge chunks of data sent securely, SHTTP is
premeditated in order to transmit individual messages
securely. SSL and sHTTP, as a result, which will be able to
observe as complementary relative than competing
technologies. The IETF as a standard approved in favour of
both the protocols.
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The Servers and the clients speak precisely over the similar
HTTP towards each other, however, over a secure SSL
connection with the intention of encryption along with
decryption of the respective requests and responses. The two
main purposes of SSL layer:

e  Authentication with the respect to communicate
directly with the server

e  Certify the server to read what the user sends and
read what the server sends back to the user

2.4.  SSL Certificate and its Work
A couple of key set work simultaneously to set up encrypt and
decrypt connection:

1. Making CSR in the server

2. CSR makes a private key as well as public key
within the server

3. The CSR data file to dispatch in the direction of the
SSL Certificate issuer (CA) encloses the public key.
The CA utilizes the CSR data file in order to make a
data structure towards match private key without
compromising the key itself. The CA under no
circumstances perceive private key

PublicKey

[ SSL Certificates - key

PN

Private Key

Figure3: SSL Certificates — Key Pair

Browsers approach by means of a pre-installed list of reliable
CAs, recognized as the Trusted Root CA store. An SSL
Certificate issued by a CA headed for an organization as well
as its domain/website ensures that a trusted third party has
authenticated that organization’s uniqueness. In view of the
fact that the browser trusts the CA, the browser at present
trustees that organization’s identity. The browser allows the
user to be acquainted with the fact that the website is secure
and the user experiences safe and secure while browsing the
website along with entering their confidential information.

2.5. GENERATE SSL Certificate’s -

SECURE CONNECTION

While a browser attempts to access a website securely one
through SSL, browser and web server establish an SSL
connection by a procedure called SSL-Handshake.

/ Three keys for SSL, \

connection

Public Key

Private Key

Session Key

o /

Figure4: Key set for SSL Connection
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Encrypting as well as Decrypting amid private and public key
obtains a group of processing power, those used inside
throughout the SSL-Handshake towards creating a symmetric-
session key. Subsequently, after generating a secure
connection, the session key has used to encrypt the entire
transmitted data.
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encrypted with SSL public
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Server indicates all future
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Figure5: SSL Establishing Connection

2.6. ESTABLISHED SSL CONNECTION

An SSL connection between a client and server has positioned
by a handshake, the aim of the SSL handshake is:

e  Towards gratifies the client with the intention of it is
talking en-route to the right server

e Meant for the parties towards having an agreed on
“cipher suite”, which comprise which encryption
algorithm they determination utilize towards
exchange data

e On behalf of the parties towards having an agreed
on whichever necessary keys for this algorithm

2.7.  Certificate Exchange

At the instance when the connection is established, the server
is required to show its individuality towards the client. This
has acquired through its SSL certificate, which has a very
little bit similar to be known as its passport. SSL certificate
encloses various pieces of data, along with the name of the
owner, the property; it has attached to, the certificate’s public
key, the digital signature as well as information in relation to
the certificate validity dates. The trustees verifies that implicit
beliefs the certificates or it was verified plus trusted with one
of several CAs with the intention of it too implicitly trusts.
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2.8.  Key Exchange

Symmetric algorithm uses a single key meant for encryption
as well as decryption, in contrast towards asymmetric
algorithms where a public/private key pair is required. Both
parties require the concurring on this single, symmetric key, a
process with the aim of is accomplished securely using
asymmetric encryption plus the server’s public/private keys.

3. RECEIVER MACHINE: PACKETS
AND ARRANGING

When a node has multiple packets to send during a sending
slot, it can increase its own duty cycle and request other nodes
beside the route to the sink to do the same. This implemented
through a slot-by-slot renewal mechanism using a data flag in
the MAC header. A receiver checks for this flag and if set, it
returns an acknowledgement that has more data flag set. It
then stays awake to receive and forward one additional packet.
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Figure6: Encryption-Plain text to cipher text
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3.1.  Digital Signatures

SSL documentations encompass a linked public/private key
pair. The public key had dispersed as part of the
documentation, along with the private key, which is reserved
and extremely safeguarded. This pair of asymmetric keys used
within the SSL handshake in the direction of exchange a
further key intended for both parties in order to symmetrically
encrypt and decrypt data. The client utilizes the server’s
public key towards encrypt the symmetric key as well as send
it securely en-route intended for the server, and the server uses
its private key towards decrypt it. Everyone is able to encrypt
by means of the public key, other than merely the server is
capable of decrypting with the private key.

The conflicting is factual intended for a digital signature. A
certificate will be able to be “signed” with another authority,
In this case, the authority makes use of their private key to
encrypt the contents of the certificate, in addition to this, the
cipher text is attached to the certificate as its digital signature.
Everyone is able to decrypt this signature by means of the
authority’s public key, furthermore to confirm that it results
within the expected decrypted value. Merely the authority can
encrypt the content with the private key, moreover, authority
only can actually create a valid signature in the first place.
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3.2. Round Methods with AES
Algorithm

AES Algorithm
AES is an iterated symmetric block cipher,

e AES works by repeating the same steps (Multiple
times)

e AES - secret key Encryption Algorithm

e  AES operates a scheduled fixed number of byte(s)

AES is a symmetric block cipher. That means that a similar
key has used to encrypt and decrypt data. A number of AES
parameters depend on the key length. For example, if the key
size used is 128 bits, then the number of rounds is 10 whereas
itis 12 and 14 for 192 and 256 bits respectively.

Normally, if an encryption technique has used for sending a
document, at first an encryption algorithm executes first to
generate cipher text. Followed by encryption the document
has sent from a source machine to the receiver or client to
server or from a network area /cloud (private/public/hybrid) to
the cloud. In this, 100 methods have been used in
rounding/rotating.

Encryption and Decryption Method = m
Set (m) = {m1, m2, m3.............. m100}, r =& Rounds
F(r) = {r=1; r++; r>=10}
if r=10; thenr=1; return;

For Sample: 44bytes / Packet
1024 KB =1 MB
44 Bytes = 1 Packet
1024/44 = 23 packet and 12 bytes
12 bytes + 32 dummy bytes = 24 packet,
1% packet have 44 bytes,

Packet = P

Set (P) = {Pil, Pi2, Pi3, ....., Pin}
Base (n) = total number of packets
Pin = n-th Packet id

Loop for using AES algorithm
Loop starts from 0 to 9

N = single word’s id

f(s) = {N=0, N++,N>= 9}

if N =9 then N Initial value (0)

START LOOP

{

Segregate words in giving document file,

1st word => last char N(0) word 1 N(0) first char
2nd word => last char N(1) word N(1) first char
10th word => last char N(9) word 10 N(9) first char

Nth word => last char N(n) word(n) N(n) first char
}
Check N(n), ifn=19,

End Loop;
N=0,
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Start word count from last loop

If there are no words to insert into the loop, end the loop,
After N(n) = Convert to Binary value (Based on word count
N value will differ), Start is swapping in Binary values,

Swap the bytes for generating encrypt word = BOOK
B (0] 6] K
10000100 10011110 10011110 10010110

KOBOOKOB > AES (Plain Text with AES form)

1001 000 1000 1001 1001 1001 0000 1000
0110 000 0100 1110 1110 0110 0000 0100
K 0 B O (0] K 0 B

Below table concentrates for a single character or a byte

2 bytes (Last | A — character (1 | 2 bytes (N-word
character, N- | Byte) (s) id, First
word(s) id) character)

8-bits + 8-bits 8-bits 8-bits + 8-bits

Need to concentrate on word length it may be a single letter
word or multiple char word. After applying the AES algorithm
model files size increases. Therefore, in the time of dividing
documents into packets itself, it considers taking three reports,
the total number of word count, number of characters
(alphabets, numeric values and special characters) and file
size in bytes.

File size in bytes = fs;
Total number of words = tw;
Total number of characters = tc;

Generate array:

Array[ ] = 1D array;

Each space considers and occupies five — bytes;
Array > each array is a packet

Array > Array al[ ];

When the option for pre-fixing the packet size of the
application is set, as per the selected user to declare the array
formation and size, according to that array count will increase
and fix constantly based on the file size.

al []1={al[0], @2[1],-.cceeeerrererreerrerieeens ad4[43]}
P1 (EOF - id) = (al [a44]+1)
a2 [P1 (EOF-id) ] = {a2 [45], a2 [46], a2 [47], .......... a2 [891}

113 113 113

Pn =>» (n) Total packet count

Based on document size, array count and packet count will
increase.

Implementation of Set (m) ={m1, m2, m3............ m100}

10000010 | 00000000 | 10000010 | 00000000 | 10000010

A 0 A 0 A
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Start from 0" to 17™, 1% to 18", 99" hit = m (100" step)
0™ bit to 8" bit
1% bit to 16" bit
2" bit to 17" bit
3" it to 18™ bit
4" bit to 19 bit

Count (bytes) =» get last byte (Ib)
Ib to Ibl - 8 bit (Ib2)
Ib2 - 8th bit (Ib3) to Ib3 - 15 bit (Ib4)
Ib3 to 1b3-15 bits (Ib4)
Ib4 to 1b4-15 bits (Ib5)
Ib5 to 1b5-15 bits (1b6)

3.3.  SSL/TLS Encryption: Challenge in

Cloud

SSL more properly called TLS, has become the default
approach for protecting sensitive data flowing over the Cloud.
SSL uses encryption to present data confidentiality for
connections between users and websites and the cloud based
services they provide. The growth in the use of web
applications and cloud based services and even the need to
encrypt internal networks is driving a quick increase in the
number of SSL connections and a matching population of SSL
related keys and certificates. The operational challenges of
managing this expansion can outshine vital security
consideration.

Table 1. Experiment results of Derived AES Algorithm.

S. | Packet | Encryption | Decryption
No Size Time(ms) | Time(ms)
1 | 165 12 0.8

2 225 1.5 1.3

3. 375 1.9 1.4

4. 925 2.5 1.7

4. CASE STUDY

Environments for simulation created using CloudReports are
involved of provider in the infrastructure as a service (laaS)
and an arbitrary amount of users in the cloud. Provider of laaS
would have one or more centres for data, each of one are
modelled characteristics independently like allocation policies
of virtual machines, costs for operation and utilization of
resource thresholds. It is probable for configuring every center
for data host individually. Users in the cloud are modeled as a
virtual machines set for allocated by the infrastructure which
is managed by profile for utilization and provider of laaS.
Each and every virtual machine has to be configured using
particular characteristics like central processing unit,
hypervisor type, memory demand and Cloudlet Scheduler.
Profile for utilization identifies how Cloudlets would behave
with respect to utilization of resource once they are executed.
The Cloud Environment built up for the case study is shown
in figure 7
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va
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y synthetdc ldentifiar rollback: disabled
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INFO: Default 1ty-mode: pojo
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INFO: cleaning Up connection pool: jdbe: New Enviranment,

BUILD SUCCESSFUL (total time: | minute & seconds)

Figure 7. Building the CloudReports Environment

As modelling for workload plays a decisive role based on the
simulation experiments outcomes, it is needed for using a
model which is as same as probable to real environments of
data center. Thus, in this case study, experiments made use of
information gathered from the data project of Google Cluster
is publicly available from set of utilization for resource are
identified from real cluster are managed by Google with
nearly 12,000 machines.

Workload applied to environments that are simulated is
modeled in CloudSim are denoted by class of Cloudlet are
allocated in hosts are executed on virtual machines. Traces
obtained from data of Google Cluster have data relative to use
of resources for example memory, central processing unit and
disk and are represented as jobs which execute on real
machines from monitored cluster. For using these traces on
experiments for simulation, data from the jobs was denoted as
Cloudlets. Experiments adopt traces of consumption of power
gathered from real machines benchmarks that is available by
corporation of standard performance evaluation. Four various
virtual machine policies for allocation are adopted in the
experiments. Such policies determine how node in the
controller has to distribute virtual machines among all
presented hosts.

Single static threshold policy has a single threshold for
utilization that identifies if a host is overloaded. Median
absolute deviation-MMT (Minimum migration time) policy
has dynamic thresholds for utilization and was obtained
(Beloglazov and Buyya, 2012). Double static threshold policy
has two thresholds for utilization. 1% identifies if a host is
overloaded and 2™ is adopted for identifying under-used
hosts. Local regression-MMT policy has dymaic thresholds
for utilization like previous policy was obtained
fromBeloglazov and Buyya, 2012

Regarding the configuration of virtual machines, experiments
adopted 4 profiles type on the basis of services from real
provider of infrastructure as a service. Text file generated for
this case study before encryption is shown in figure 8.
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TRINTTIGGGRGGERGE 162305  1024TGRACERGG5667 10281000000D0DNIE 10,41 GRGGRRGHGRET 10415  1RASG 1RATMEIIIIIGE 1RSSFTGGGHGG66GG 187308
TRTRIEII333311 18.7510000000DD0KE 15757 TIGG6RGGGGH 1.414333333333134 1R.ITGRROERGREET 1846 18.379331333333113 19,0058 1GR6GGEGG6 | .0126568666660
TSMIIS  T9046 192971IGGOERGG6E 1933065 193ATROGRGREGGET 18363TRIIIIISITLI1000000000NA 195615 1954 18STRAIIIIIIIR
T8STSIITI3T 9.063TR3I3333334 19.6H1000000000004 19,5571 GRGGRGGES 13.974133333313135 PLATGAN3IIT1132 0 TS33331133334 2. 108H1GGGGG866T
2011 26REGGRGEERG6 20.35711GORORRGRES L1 IIITITINN 200M5 2L AATRRGGRGRET 21.60SFIRGGE06RE7 201 0hGREEGREERN 2060315 7164
ANMLRIIHALS  MTGREORRGET 21363TIITIII5 20801 21145 211 RATIIII3II 211 PHTII3333132 21 20SR1GRGRGGEEES 71.7126G6REGRG0
1IN 20481 71,4571 1GRGGGRGEE7 21 51433133333337 21.TOORTGERGRRGORS 71.T12GGORARGERT 2174315 14621 TTNIIISIIINIIIALI MIZGRRRGRNGRN
1 TTIGGRRGERGET Z2MATNISHIIIIN 22006  Z2OMTGRRGGGGGGENN 2224515  22.7GARTIINNIINY 22 308816656E5G665 22-112606R6RGB66E5 723411 430808098
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Figure 8 Text File before encryption in

EnDeCloudReports

File after encryption through derived AES algorithm is shown
inFig. 9

Figure 9 Encrypted File in EnDeCloudReports after

implementing derived AES Algorithm

5. CONCLUSION

Security is one of the biggest challenges in the cloud. Anyone
can access the cloud data from their own end. There is no
mechanism to control data access. Sharing is the direct access
of data from the storage area. Assortments of mechanisms
have generated for predicting the data from intruders by using
many cryptography algorithms. Intruders can attack cloud
directly or at the time of sending data from the client to the
cloud or receiving from the cloud to the client. Since these, all
have occurred between TSL and SSL. Use to give protection
in all three parts. Therefore, at the time of generating file take
steps for security simultaneously. In this paper, new methods
have implemented in the AES algorithm with a set of
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methods. Encryption and decryption conversion code will be
available in the application. In the private access, cloud data
takes the concept as an important role in keeping data in
secure. The IT department must log security events for all
critical systems. The proposed model provides compelling
methods, since the obtained results of the experiments are
close to the model output using the real-data sets. To
implement new encryption and decryption technique for
overcoming the hackers and intruders knowledge to give
protect to the cloud storage data and in transaction layers. Our
research model of EnDeCloudReports and derived AES
algorithm can extend to various web-based applications (such
as e-commerce etc.).

6. FUTURE SCOPE

In future we will compare the experiment results of derived
AES algorithm shown in this paper with other existing
cryptography algorithms for encryption and decryption of text
files in Cloud Environment.
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