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ABSTRACT 

Entity authentication and key distribution are very important 

cryptographic problems in mobile communication or in ad-

hoc networks or in wireless communication at large. Mutual 

entity authentication is seen as the necessary process to the 

establishment of a secure and authentic connection. For a 

reliable secure communication, mutual entity authentication 

is very often seen as the necessity to the establishment of a 

secure connection. Authentication is necessary in wireless 

communication such as GSM or for Ad-Hoc purposes 

[26].Here Latin word ad-hoc means for the specific purpose 

only.  Authentication is also necessary in situations where 

we need more than two entities in the authentication 

exchange such as a mobile user, a local AAA 

(Authentication, Authorization and Accounting) server and a 

remote (home) AAA server [8,21]. In such situations it is 

essential to include authentic and secure key exchange 

mechanism that ensures enhancement of trust in 

communication. This paper provides an authenticated zero 

knowledge protocol which is very helpful in establishing 

secure wireless communication in ad-hoc networks by 

satisfying cryptographic goals such as authentication, data 

integrity etc [13]. 
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1.  INTRODUCTION 
Authentication is an important application in the field of 

public key cryptography. The essence of public key 

authentication was introduced in 1976 by W. Diffie and 

M.Hellman [6]. In their seminal scheme each user gets a pair 

of keys, one called the public key and the other called the 

private key. Each user's public key is published while the 

private key is kept secret. The requirement of sharing secret 

information by sender and receiver is eliminated. So the 

communication involves only public keys, and no private 

key is ever transmitted or shared. Now it is not necessary to 

trust communication channel to be secure against 

eavesdropping or betrayal. The only requirement is that 

public keys must be associated with their users in a trusted 

(authenticated) manner (for instance, in a trusted directory). 

Anyone can send a confidential message by just using public 

information, but the message can only be decrypted with a 

private key, which is in the sole possession of the intended 

recipient.  In the introduction part, for better understanding it 

is essential to define some terms. Entity authentication is the 

process which gives assurance to one party about the second 

party in the particular communication protocol [13]. There 

are specific cases where a protocol simultaneously provides 

entity authentication (unilateral or mutual) and session key 

establishment, where this session key is used to protect data. 

Key establishment is a process in a protocol which has a 

shared secret and it becomes available to two or more parties 

for encryption. Key authentication (sometimes also called 

implicit key authentication) is the property in which one 

party is assured that no other party aside from a specifically 

identified second party (and possibly additional identified 

trusted parties) may gain access to a particular secret key. 

Key confirmation is the property whereby one party is 

assured that a second party actually has possession of a 

particular secret key. Explicit key authentication is the 

property obtained when both (implicit) key authentication 

and key confirmation hold. 

Key freshness or key newness are important terms and it 

means that the party involved in a key establishment process 

knows that the key is a new key or not used previously. In 

particular, the party should have evidence that the messages 

received during the protocol by which the key has been 

established are fresh messages, i.e. they are not replays of 

old messages from a previous instance of the protocol. On a 

general note, Authentication is a process by which a 

communication system or wireless communication system 

verifies the identity of a user who wishes to access in order 

to achieve access control. So authentication is must for 

secure communication. Sometimes, depending upon the 

requirement, a Trusted Third Party (TTP) may be involved 

as part of the authentication protocol.  A Trusted Third Party 

is an entity that is mutually trusted and that can facilitate 

mutual authentication between the two parties. 

An authentication protocol is a sequence of message 

exchanges between entities (supplicant(s) and 

authenticator(s)) that either distributes secrets to some of 

those principals or allows the use of some secret to be 

recognized. A credential is an identifier that can be used to 
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authenticate a supplicant with high confidence. An entity, be 

it a supplicant or authenticator, may be any of the following: 

 Peer: It can be any person like an employee needs 

authorization to use resources in an email service. 

It can be a college email service for its employees.  

 Service: The service can be an online financial 

transaction system provided by the Bank so 

authentication is desired for granting access. 

 Node and Group: A node usually refers to a 

computing device that is connected to the network. 

Networks can have tens, thousands, or even 

millions of nodes. Laptops, personal digital 

assistants (PDA), sensors, and personal computers 

(PC) are all examples of nodes. A group is a 

collection of nodes. The example of group can be a 

connected network of members working over an 

operating system. 

 Agent: An agent is a program that regularly 

performs some service in a regular interval. In this 

case the urgent participation of user is not 

essential. 

Authentication is required in various applications such as 

cellular telephony etc [14,15,17]. The entity authentication 

technique may be classified into three premier categories 

depending upon the security and its type. 

 When something is known: The example of this 

category is standard PIN (Personnel identification 

Number). In this case, we have secret keys whose 

knowledge is demonstrated in the particular 

challenge response protocols. 

 When something possessed: In this category we 

have magnetic-stripped card, chip cards or plastic 

cards such as credit cards, smart cards etc which 

contains user’s information. 

 When Something Inherent: The purpose of 

mentioning this category is limited to classification 

point of view only because these techniques are 

non-cryptographic. It includes human physical 

characteristics such as biometrics, fingerprint 

recognition etc. 

2. AUTHENTICATION IN WIRELESS 

(AD-HOC) NETWORKS 
Wireless ad-hoc networks are adopted for specific purposes 

because they are not dependent on any pre defined 

infrastructure that means ad-hoc network contains individual 

communicating devices interacting with each other[1,2,3,4]. 

The simplicity and the strength can be understood by the fact 

that one can develop his or her own ad-hoc network in order 

to communicate for a particular time [22,23].The military 

tactical and other security sensitive operations are still main 

applications of ad-hoc networks. The authors named it 

military ad-hoc networks, although there is a trend to adopt 

ad-hoc networks for commercial use due to their unique 

properties and ease of usage [30, 31,32].  

 

 

Figure 1: military ad-hoc network 

Figure 1: Showing military ad-hoc network in which soldiers 

are communicating with each other and vulnerable to 

security attack.Recently many authentication protocols have 

been proposed for Ad-hoc networks [1,5,7,9,10,16]. For 

example, the IETF PANA (Protocol for carrying 

authentication for network access) runs under the standard of 

RFC 5191 (in may 2008). It was about the general layout for 

the transfer of authentication messages. There is a need of 

discussing security issues separately.The hierarchial 

structure of communication protocols tells that the Transport 

Layer Security (TLS) including Secure Socket Layer (SSL) 

protocols are utilizing the strength of asymmetric 

cryptography and authentication processes [27,28,29]. A 

client server model can be utilized to develop protocols other 

than TLS and SSL [18,19,20]. When communication begins, 

say client transmits a message to the intended server, the 

entire process must be authenticated [11]. After the 

authentication, they can exchange secret or session keys for 

communication [10,11,12]. So there is an essence of 

developing an authentication scheme to avoid failure of any 

cryptographic goal [13,24,25]. 

                                      Transport layer  

                              [SSH-TRANS] 

   Cryptographic goals: Authentication, Privacy, Integrity 

                    User Authentication Protocol 

                          [ SSH-USERAUTH] 

  Client Authentication runs over transport layer protocol 

                            Connection protocol 

                             [SSH-CONNECT] 

Multiplexes the encrypted tunnel into many logical 

channels. It runs over the user authentication protocol 

                                          TCP 

                                           IP 

Figure 2: Layered hierarchy of Protocols and 

Authentication 
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3. PROPOSED PROTOCOL 
A drawback of simple password protocol which is applicable 

in an ad-hoc network is that there is a chance of 

impersonation  . Zero-knowledge (ZK) protocols are 

purposely designed to solve this issue. Here a sender needs 

to demonstrate knowledge of a secret while revealing no 

information whatsoever (beyond what the verifier was able 

to deduce prior to the protocol run) of use to the verifier in 

conveying this demonstration of knowledge to others. It can 

be said that ZK protocols allow a proof of the truth of an 

assertion, while conveying no information whatsoever. 

Key Generation 

Let g be a generator of the group  𝑍𝑝
∗  , p is large prime. This 

parameter is publicly known. Sender Alice, say A and 

receiver Bob, say B chooses two integer a and b between 2 

and p -1 respectively. A and B computes 𝑔𝑎  and 𝑔𝑏  and 

interchanges these values to each other. Here, Sender A and 

receiver B represents participants communicating with each 

other in an ad-hoc network like in the case of military ad-hoc 

network mentioned above. There are two parts in the 

defining of parameters step and they are as follows: 

 A computes 𝑘𝐴𝐵 = (𝑔𝑏)𝑎  and B computes 

𝑘𝐵𝐴 = (𝑔𝑎)𝑏  and they agree upon a common 

secret 𝑘 = 𝑘𝐴𝐵 = 𝑘𝐵𝐴 . Here it is important to 

mention that if 𝑘 = 0 or 𝑘 = 1, then the entire 

procedure needs to repeat itself. 

 A choose c between 2 and p-2, Computes  𝑌𝐴 = 𝑘𝐶  

. Thus A’s public key is 𝑦𝐴 and private key is c. 

Authentication 

The transfer and computation take place between the two 

parties which is stated below in two parts.  

 B chooses random d between 2 and p-2 and sends 

the challenge 𝑥 = 𝑘𝑑  to A. 

 A sends the response 𝑦 = ℎ(𝑥𝑐) to B and B checks 

𝑦 = 𝐻(𝑦𝐴
𝑑) 

Security Analysis 

The vulnerability of the stated authentication protocol can be 

determined by the security analysis which is segregated into 

different parts. 

Completeness: If A transmits 𝑦 ′ instead of y at step 2 then the 

condition that B accepts incoming key depends if and only if 

we have 𝑦 ′ = 𝐻(𝑦𝐴
𝑑) which is 𝑦 ′ = 𝐻 𝑔𝑎𝑏𝑐𝑑  = 𝑦 

Soundness: Suppose an intruder Eve (let’s say 𝐸) is accepted 

in the ongoing communication with non-negligible 

probability. This means that 𝐸 can compute 𝐻(𝑦𝐴
𝑑) with 

non-negligible probability. As H is supposed to be an ideal 

hash function, this means that 𝐸 can compute a number z 

satisfying 𝐻 𝑧 = 𝐻(𝑦𝐴
𝑑 ) with non-negligible probability. 

There are two possibilities: either we have 𝑧 = 𝑦𝐴
𝑑  which 

contradicts the hypothesis that DLP in 𝑍𝑝  is hard, or 𝑧 ≠ 𝑦𝐴
𝑑  

which means 𝐸 and B are able to find a collision for H, 

contradicts the hypothesis that H is collision free. 

Honest-verifier zero knowledge: In the modern world there 

is a huge demand of electronic transactions that can be done 

with ad-hoc networks and for this we need fast and cost 

effective key distribution system that is essential for 

communication of ad-hoc networks like in e- commerce and 

for secure money transaction schemes [12]. The zero-

knowledge authentication scheme is authentication scheme 

which gives no knowledge beyond the authenticity.  

Consider the probabilistic tuning machine defined as 

follows: It randomly selects integer d using the same 

drawing as the honest verifier, and calculates the instances 

(𝑑, ℎ 𝑦𝐴
𝑑 ) . Then, the instances generated by this simulator 

follow the same probability distribution as the ones 

generated by the interactive pair (A, B). 

4. CONCLUSION & FUTURE SCOPE 
The preparation of a secure zero knowledge authentication 

scheme enhances the security level of wireless ad hoc 

network which ultimately satisfies all cryptographic goals. 

Cryptography has the strength to address security issues of 

Ad-hoc networks. The future scope lies in the fact that they 

can be very useful in other then military environment such as 

various commercial purposes keeping the fact in mind that 

ad-hoc networks do not require any pre existing 

infrastructure hence they are convenient to use. The related 

protocol environment can be developed for different 

situations like Electronic Health Record systems etc.  
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