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ABSTRACT 

Advances in communication technologies have made it easier 

to distribute and communicate information effectively. The 

increasing use of Internet has caused the information to be 

paperless and all the working to be electronic as compared to 

the conventional paper distribution. As the information is 

available on internet, it is liable to many kinds of threats like 

illegal copying, distribution, tampering, authentication etc. 

Till now, the electronic information can be secured by using 

different techniques like steganography, cryptography, 

watermarking. In text watermarking various techniques are 

implemented for English, Chinese, Turkish and Arabic 

language text using different methods. This paper includes an 

improved text watermarking technique for English language 

text documents. This paper proposes a technique which uses 

natural language components and UMARAM encryption 

technique. This study has focussed on grammatical rules like 

conjunctions, pronouns and modal verbs to generate encrypted 

watermark message. The performance of proposed technique 

is compared with AES encryption technique. It has been 

concluded that UMARAM algorithm is robust against content 

modifications and at the same time, is capable of detecting 

tampering attacks. The resulted technique is tested over 

various text documents to check the effectiveness of the 

algorithm. 
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1. INTRODUCTION 
The dawn of internet, e-commerce and other efficient 

communication technologies have resulted in many new ways 

for creation and delivery of digital contents. Besides, making 

the access to information easier within a very short span of 

time, the digital contents face the threats of copyright 

violations, digital counterfeiting, privacy, and plagiarism 

issues. Digital contents are composed of text, image, audio 

and video. The ease of dissemination and reproduction of 

digital contents has made it difficult to protect its 

copyrights[4]. Authentication and copyright protection of 

digital images, audio, and video has been given due thought 

by the researchers in past but the amount of work to protect 

the text is very inadequate. 

 Now a day’s, text is the most important medium travelling 

over the internet in addition to image, audio and video. The 

major content of websites, newspapers, e-books, research 

papers, legal documents, letters, SMS messages, etc is the 

text. These text documents sometimes have various threats. 

The threats of electronic publishing like illegal copying of 

important information, redistribution of copyrighted text  

documents, tampering, forgery, plagiarism, theft and 

authentication must be seriously and specifically addressed. 

To overcome these threats various solutions such as 

authenticity, integrity, confidentiality, and copyright 

protection are urgently required.  Digital watermarking is one 

of the solutions which can watermark the digital contents and 

can be used to claim ownership later. Digital watermarking 

methods are used to identify the copyright owner of origin (s) 

of content that may be an image, a simple text, sound, video 

or a combination of all[1].  

 The process of embedding and extracting a digital watermark 

to and from a digital text document which uniquely identifies 

the original copyright owner of that text is called Digital Text 

Watermarking. Text watermarking is done using the steps as 

shown in Figure 1. 

 

 

 

 

 

 

 

Figure1: Watermarking Process 

This paper evaluates the performance of a novel text 

watermarking technique on various parameters.  

2. NATURAL LANGUAGE 

WATERMARKING 
Natural language watermarking means embedding a 

watermark into a text document using the natural components 

of language as the carrier in such a way that the modifications 

are imperceptible to the reader and the information is robust 

against the possible attacks. The structure of the sentences can 

be used in order to insert watermark in the text document.  

The text watermarking algorithms developed in the past for 

plain text embedded a watermark in the original text 

document which resulted in degradation of text quality and 

meaning. . Previous work on the text watermarking can be 

classified into the following categories; an image based 

approach, a syntactic approach, a semantic approach and a 

structural approach. 

In this paper,  an approach is presented  in which the original 

text document is not altered to embed watermark, instead the 
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characteristics of the text are used to generate a watermark. 

This watermark is fragile in nature and is used to authenticate 

the text documents. This paper proposes a technique which 

uses natural language (English) grammatical rules such as 

conjunctions, pronouns, nouns and modal verbs to generate a 

watermark. The user has to choose any two of the four rules. 

The count and actual occurrences of the chosen rules along 

with author Id are concatenated. The combined key is further 

encrypted by UMARAM encryption algorithm [23] to form 

the encrypted key. Watermark is registered with the 

Certifying Authority (CA) and is used in the extraction 

algorithm to authenticate text document.  

The performance of proposed technique with UMARAM 

encryption is compared and evaluated with AES encryption 

technique using delay, robustness and tampering attack as 

performance measures. 

In this approach watermark is generated using following 

steps: 

1. Select a text document 

First, we select a text document on which watermarking is to 

be done. In this approach we have used text documents of 

extension .txt. 

2. Key Generation 

Watermark is generated using the English language 

components like noun, pronoun, model verbs and conjunction. 

The user first selects combination of any two from the given 

components. Then count the total number of noun, pronoun, 

conjunction or model verbs present in the document. Author 

name is entered and thus author name is concatenated with the 

count calculated above. Key is made up of combination of 

count of language components concatenated with author 

name. This final combination is further encrypted using 

UMARAM encryption algorithm before adding it to the text 

document. 

Watermark Key= Concatenation of Author name + Count of 

combination of any two (noun, pronoun, model verb or 

conjunction) 

3. Embedding 

The algorithm which embeds the watermark in the text is 

called embedding algorithm. The watermark embedding 

algorithm requires original text document as input and the key 

generated above.  

4. Extraction Algorithm 

The algorithm which extracts the watermark from the text is 

called extraction algorithm. The proposed extraction 

algorithm takes the plain text and keyword as input. The text 

may be attacked or un-attacked. The watermark is generated 

from the text by the extraction algorithm and is then, 

compared with the original watermark registered with the CA 

to check it for its authenticity. 

 

 

 

 

Figure2: Overview of Watermark Generation and 

Extraction Process 

3. ALGORITHMS 

3.1 UMARAM Encryption Algorithm: 
This new symmetric key encryption algorithm prevents the 

outside attacks and avoids fixed key exchange between the 

users and reduces the time taken for encryption and 

decryption. It operates at higher data rate in comparison with 

DES, triple DES, AES and RC6 algorithms[22]. 

The new algorithm adds some difficulties to the attackers to 

discover the key. The difficulties are: 

 The longer key size, 512 bits, compared with DES, 

TDES, AES-256 and RC6. 

 The key updating with each packet. 

This algorithm uses a key size of 512 bits to encrypt a 

plaintext of 512 bits in 16 rounds. A series of transformations 

Watermark 

Embedding 

Yes 

No 

Tampering 

Detected 

No 

Tampering 

Detected 

EWM 

Equals 
WM 

Watermark 

Extractor(EQM) 

Certifying Authority 

Author: Watermark: Keyword 

Generate Encrypted 

Watermark using 

UMARAM Encryption 

Algorithm (WM) 

Generate Watermark Key 

Using English Language 

rules and Author ID 

Text 

Keyword 

Watermarked Text 



International Journal of Computer Applications (0975 – 8887) 

Volume 129 – No.3, November2015 

24 

have been used depending on S-Box, different shift processes, 

XOR-gate, and AND gate. Each slide in the S-box is 

described by the following equation: 

Si| X*Y = S|X*Y*i  

Where i =1, 2, ….., 16 and i is defined as the round number 

used in key generation, encryption and Decryption 

process[22]. 

 Key generation in UMARAM: 

The key generation generates 16 keys during 16 rounds. One 

key of them is used in one round of the encryption and 

decryption process. Figure 3 explains the procedure of the key 

generation. 

 

Figure 3: Key generation process in one round[22] 

 Encryption Process: 

The encryption process in this algorithm is used to encrypt the 

plain text of 512 bits by a key of size 512 bits in 16 rounds. 

Series of transformations are applied on the plaintext in each 

round as shown in figure 4 to obtain the cipher text. 

 

 

Figure 4: Encryption Process in each round[22] 

 Decryption Process: 

The decryption process is same as the encryption process but 

the direction of the encryption process is reversed as shown in 

figure 5. 

 

Figure 5: Decryption Process in each round [22] 
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4. AES ENCRYPTION ALGORITHM 
AES is a block cipher with a block length of 128 bits. AES 

allows for three different key lengths: 128, 192, or 256 bits.  

The key length taken for our work is 128 bits. Encryption 

consists of 10 rounds of processing for 128-bit keys, 12 

rounds for 192-bit keys, and 14 rounds for 256-bit keys. 

Except for the last round in each case, all other rounds are 

identical. The overall structure of AES encryption/ decryption 

is shown in Figure 6. 

 

Figure 6: Structure of AES for 128 bits encryption key 

5. RESULTS AND DISCUSSIONS 
This section discusses the results obtained by using the above 

mentioned approach. MATLAB version 7.10.0 has been used. 

Text documents with various word counts (300,1000, 2100, 

4200, 5100 and 7100) have been taken. We apply both the 

encryption techniques (UMARAM and AES) on the all text 

documents and compare their performances. 

Figure 5 below shows the original plain text document having 

word count of 2100. 

 

Figure 7: Original Text Document 

A graphical user interface (GUI) has been created in which we 

select the text document to be watermarked, two english 

language components and author ID along with encryption 

algorithm as shown in figure8. 

 

Figure 8: Components for watermark key generation 

The figure below shows the encrypted key (128-bits) 

generated for watermarking using AES encryption algorithm. 

 

Figure 9: Watermark key generated using AES 

After generating the key, it is embedded in the selected text 

document. Figure10 below shows the visible key present in             

the text document at the backend and the embedded key is 

made invisible at the front end which is visible to the user as 

shown in figure 13 below. 

 

Figure 10: Key embedded at backend using AES 

The figure below shows the encrypted key (512 bits) using 

UMARAM encryption algorithm and the generated key is 

embedded in the text document as shown in figure 12. 

 

Figure 11: Watermark key generated using UMARAM 

 

Figure 12: Key embedded at backend using UMARAM 
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The front end document with watermark is shown in the 

figure below. This document appears same as the plain text 

document and the user will not be able to recognize that a 

watermark has been embedded in it. 

 

Figure 13: Key made invisible at front end generated 

using AES and UMARAM 

6. COMPARISON OF UMARAM WITH 

AES 
UMARAM and AES encryption techniques have been 

compared on three parameters- tampering, CPU time and 

robustness using text samples with different word count.  

Tampering attack: Tampering attack is any attempt to 

destroy, expose, alter, disable, steal or gain unauthorized 

access to or make unauthorized use of an asset. It is a form of 

attack where the attacker inserts and deletes, words and 

phrases from several places in the text [7]. 

Graph below shows the percentage of tampering in original 

text document and watermarked documents using AES and 

UMARAM encryption algorithm for a text document with 

2100 word count. The graph clearly shows that the plain text 

document has the highest susceptibility to tampering with 

tampering percentage greater than 4%. Tampering ranges 

between 1.2 to 2.5% on using AES encryption technique and 

the tampering percentage on using UMARAM ranges 

between 0.2 to 1.4%. Hence, UMARAM is least susceptible 

to tampering. 

 

Graph 1: Percentage of tampering 

Tampering percentage of different sized documents has been 

compared in table 1 given below. UMARAM performs the 

best in all the cases. 

 

 

 

Table1: Percentage of tampering 

Document 

Size 

(In words) 

AES UMARAM 

300 1.2% 0.1% 

1200 1.7% 0.5% 

2200 2.6% 1.3% 

4100 3.8% 1.9% 

5100 4.1% 2.1% 

7200 4.8% 2.8% 

CPU time: The CPU time is measured in seconds. It is the 

delay time taken for the encryption and the embedding 

process using UMARAM and AES encryption algorithm. 

The Graph below shows the time taken in seconds for the 

encryption and embedding process using AES and UMARAM 

encryption algorithms for different sized text documents. The 

graph clearly shows that AES takes more time for execution 

as compared to UMARAM. The time taken for execution 

ranges between 4.5 to 197.7 seconds in case of AES and time 

delay ranges between 5.07 to 142.8 seconds in case of 

UMARAM. It clearly shows that UMARAM takes lesser time 

as compared to AES but the time taken for shorter documents 

is almost same. 

 

Graph 2: Time delay for UMARAM and AES algorithms 

The time delay for different sized text documents have been 

compared in table 2 given below. UMARAM performs the 

best in all the cases. 

Table2: Delay time comparison 

Word Count UMARAM AES 

300 5.07 4.552 

1200 6.6768 12.6565 

2200 10.1305 18.3365 

4100 28.3922 39.4106 

5100 41.0719 57.7395 

7100 142.8023 197.7791 
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Robustness: Robustness of the watermark data means that the 

watermark data should not be destroyed if someone performs 

the common manipulations as well as malicious attacks. 

Graph 3 shows the robustness of the key made using 

UMARAM and AES encryption algorithm. The graph clearly 

shows that the key generated by UMARAM is more robust 

against attacks as compared to AES. 

 

Graph 3: Robustness graph comparing keys of AES and 

UMARAM 

7. CONCLUSION 
The existing text watermarking algorithms are not robust 

against random tampering attacks. With the small volume of 

attack, it becomes impossible to identify the existence of 

attack and to prove authenticity of information. This study has 

developed a natural language component based watermarking 

algorithm, which utilizes the contents of text and suitable 

encryption technique  to generate an encrypted  watermark 

and this watermark is later extracted to prove the authenticity 

of text document. The performance of the algorithm has been 

evaluated for random tampering attack and robustness on 

variable size text documents. Results show that the new 

algorithm is more robust and is less susceptible to tampering. 
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