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ABSTRACT
The collaborations in open environments are necessarily coupled
with potential dangers. Recently, in the grid computing the trust
management has been recognized as a mechanism for manag-
ing the dangers and learning from past interactions. In the last
few years several trust models were proposed. The models in-
corporate trust into the process of decision making whether or
not to collaborate through a grid environment. However, the ac-
curacy of the made decisions is dependent on a correct assess-
ment and representation of trustworthiness assigned to the collab-
orating parties. The paper overviews several trust models, spec-
ify their characteristic attributes and describe the models ac-
cording to the specified attributes. The overview enables a bet-
ter understanding of trust management integration into the grid
computing. It also defines essential features of the trust models
that should be considered during the design of future models.
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1. INTRODUCTION
Generally, the grid security protects shared resources against ma-
licious actions of users and other entities that could damage the
resources or corrupt the integrity of data stored and processed on
the resources. However, in many situations the users have to be
protected from those who offer the resources, so the issue is also
vice-versa [7]. Grid security infrastructures incorporating only the
mechanisms of authentication and authorization (described in more
detail in [5, 6]) are unable to provide this type of protection. Fur-
thermore, the collaborations in open environments are necessarily
coupled with potential dangers that necessitate reasoning about risk

and uncertainty. Authentication and authorization, which are often
referred to as hard security mechanisms, do not allow any occur-
rence of risk or uncertainty in a distributed collaboration (the user
is either authenticated and authorized to access a shared resource
or not).
Trust is used as a mechanism for managing the potential dangers
and learning from past interactions in order to reduce the risk ex-
posure. Trust is also recognized as an important aspect of decision
making in many distributed systems. For example, trust and rep-
utation systems support decision making on the Internet provided
services, which are based on a trust derived from ratings assigned
to a certain provider by customers after completion of a transac-
tion. Other parties can use the trust and reputation derived from
the aggregated ratings to decide whether or not to run a transac-
tion with the rated party in the future. Trust management, which is
referred to as soft security mechanism, represents the shift from
attempting to provide absolute protection against potential dangers
to accepting dangers as an intrinsic part of any global computing
[7, 4].
The aim of the paper is to present an overview of trust models in-
tegrating the trust management into the grid computing, a specifi-
cation of the most characteristic attributes of the models, as well
as a description of the trust models according to the specified at-
tributes. The reminder of the paper is organized as follows: Section
2 provides a brief introduction to the trust management; Section
3 specifies the characteristic features of the models and provides
description of the surveyed models; and section 4 concludes the
paper.

2. TRUST AND TRUST MANAGEMENT
The notion of trust is used with variety of meanings and without any
unified definition. However, in the literature are used two common
definitions with well understood distinction between them. The re-
liability trust [7, 8] is defined as follows: Trust is a subjective
probability by which an individual, A, expects that another indi-
vidual, B, performs a given action on which its welfare depends.
The decision trust [7, 8] is defined as follows: Trust is an extent
to which one party is willing to depend on something or somebody
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in a given situation with a feeling of relative security, even though
negative consequences are possible.
The reliability trust enables to make decisions whether or not to
start a collaboration only on the basis of the collaborator’s reliabil-
ity estimation. On the other hand, the decision trust defines context
as a part of the trust value and binds the estimation of the collabora-
tor’s reliability with a risk that arises from the uncertain outcome of
the collaboration. Therefore, the decision trust seems to be a better
choice for the purpose of trust modelling.
Trust between two entities is a bidirectional relationship and can be
seen from multiple points of view. Humans tend to collaborate only
with trusted individuals. Generally speaking, the success and sur-
vival of an entity is dependent on the willingness of other entities
to collaborate. There are many genetically determined or cultur-
ally acquired strategies helping the people to appear reliable and
trustworthy. The easiest and probably most used strategy for gain-
ing trust is simply to behave in a trustworthy and reliable manner.
However, the attempt to give a false impression of trustworthiness
for the purpose of a personal gain is not uncommon. Therefore,
it is important not only to represent own trustworthiness, but also
determine correctly the trustworthiness of the target entities.
Trust management [8] is defined as follows: The activity of creat-
ing systems and methods that allow relying parties to make assess-
ments and decisions regarding the dependability of potential trans-
actions involving risk, and that also allow the players and system
administrators to increase and correctly represent the reliability of
themselves and their systems.
The parties in a computer mediated communication and collabora-
tion need methodologies enabling them to assess properly the trust-
worthiness of remote parties, as well as to be recognized as trust-
worthy by the remote parties. This need arises due to the fact that
the computer networks move the collaboration participants away
from a direct style of interaction. They can collaborate with peo-
ple they have never met and that they might never meet in per-
son. Therefore, the traditional methods of trustworthiness assess-
ment and representation used in a physical world can no longer
be used. Simply expressed, the application of methodologies that
enable such trusted collaborations in online environments can be
called trust management [8].

3. MODELS OVERVIEW
The common features of the trust models enable to derive charac-
teristic attributes that can be used to describe and categorize these
models. The characteristic attributes correspond to the trust value
modelling approach and initial trust modelling described in sec-
tion 3.1, as well as to the trust, risk and uncertainty described in
the section 3.2. The description of the models is presented in the
section 3.3 and summarized in the Table 1.

3.1 Trust Value Modelling
Models concerned with evaluation of trustworthiness of entities in
an open environments use two predominant approaches of trust
evaluation: approach based on fuzzy logic and so-called discrete
approach [2]. The discrete models evaluate trust either as a predic-
tion of future collaboration outcome or the trust is calculated with
help of a linear combination. Depending on the approach used to
calculate the trust value, the trust models can be classified into the
following three groups: (i) fuzzy logic based models, (ii) models
based on a probability theory or statistical methods, (iii) and mod-
els based on linear combination.

Trust in the fuzzy logic based models [11, 12, 19, 18, 20] is mod-
elled as a subjective belief of the relying party about the trusted en-
tity and expresses to what extent the relying party is willing to de-
pend on that entity. Fuzzy logic models use linguistic terms rather
than exactly calculated trust values to state how much believe an
entity has in the collaborating entity. The relying party can describe
the trusted entity as “Very trustworthy”, “Trustworthy”, “Untrust-
worthy” or “Very untrustworthy”. In fact, the granularity of the ex-
pressions used for trust evaluation can vary. The expressions can
either be defined directly in the model or the specification of the
trust variable values can be left to the grid node’s access policy.
The modelling approach in the fuzzy logic trust models is based
on a fuzzy inference system. Grid node attributes and other rele-
vant properties (e.g. direct trust and recommendation trust) are first
transformed from crisp values into membership grades for linguis-
tic terms of fuzzy sets. The membership functions are a subject of
the designer’s choice. The transformed values are processed by ap-
plying fuzzy rules provided by experts or extracted from numerical
data. The output fuzzy set is processed through the process of de-
fuzzification and the output fuzzy values are transformed into crisp
values. The output values obtained from the fuzzy inference system
enable to make decision on whether or not the relying party should
start the transaction with other entity [2].
The outcome of actions executed by the collaborating parties in the
grid environment is unknown in advance. In the models based on
the probability theory [3, 17] the trust is related to the prediction
of what that outcome will be and is estimated on the basis of pre-
vious observations. The model proposed by Shi et al. [17] defines
a probability distribution named the outcome distribution, which is
used to model trust as a probability that a next execution of actions
will be a point within a space of possible outcomes. The predicted
trust value can be applied to several utility models for the purpose
of decision making whether or not to transact with the collaborating
entity.
Azzedin and Maheswaran [1], Kavitha and Sankaranarayanan [10]
and Kaur and SenGupta [9] promote models that use a linear com-
bination and calculate the trust value as a combination of direct
trust with reputation or as a combination of behaviour observed
in past collaboration with system capabilities. However, the linear
combination can also be used to combine direct trust, reputation
and entity’s system capabilities with other trust factors as risk, un-
certainty, etc.
In an open environment it is not uncommon to start a collabora-
tion with a completely unknown entity. However, the relying entity
needs to make a decision whether or not to collaborate with that en-
tity. If the entities in the community have no previous experiences
with the unknown entity and recommendations are not available,
the relying entity requires other means to evaluate the trustworthi-
ness of the unknown entity. It could be reasoned that the lack of
information about the entity makes the collaboration too risky to
start. However, this precedent would disqualify any new entity join-
ing the community from collaborating with entities already present
in the community. Therefore, the initial trust was proposed as a
means for determining the trustworthiness of an entity without a
need for previous experiences and recommendations.
The issue of initial trust modelling in many trust models is ad-
dressed only indirectly[16, 19, 18], or is completely omitted [20].
The Fuzzy model proposed by Song et al. [19, 18] addresses the is-
sue of initial trust value modelling indirectly. The overall trust value
is calculated according to the past experiences and attributes char-
acterizing the evaluated entity. New entity joining the community
cannot be assigned a rating corresponding to the entity’s behaviour.
Therefore, only the attributes associated with the entity are consid-
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Fig. 1. Structure of the trust value and various trust relationship types
among grid entities

ered during the process of decision making. In this context, the trust
value calculated according to the entity’s attributes may be under-
stood as the entity’s initial trust value.

3.2 Trust Value Structure
Trust between two entities is formed on the basis of direct interac-
tions between the entities and recommendations resulting from the
interactions the two entities had with other entities in the grid com-
munity. Generally, each event influencing the degree of the trust
is interpreted by a trusting entity as either a positive or a nega-
tive experience. If the event is interpreted as a negative experience,
the trustworthiness of the trusted entity is lowered and if the event
is interpreted as positive, the trustworthiness is increased by some
degree[17]. The current state of the system also influences the de-
gree of trust of the trusting entity. Therefore, the direct experiences,
recommendations and the state of the system are considered as fac-
tors determining the overall degree of trust and specify the various
trust relationships among grid entities as depicted in Fig. 1.
The direct trust between two entities is mainly formed as a result
of their previous interactions and is a part of the overall trust value
in the majority of the trust models developed so far. However, the
models differ in the method how the direct trust value is calculated.
The model proposed by Song et al. [19, 18] specifies a prior job
success rate, firewall capabilities, anti-virus capabilities and capa-
bilities of intrusion detection system as a part of the final direct trust
value. In the model proposed by Azzedin and Maheswaran [1] the
direct trust is evaluated according to the behaviour of the evaluated
entity, which is expressed as the willingness to abide requirements
declared by the trusting entity and any violation of these require-
ments leads to a penalty in the direct trust.
The recommendation trust is referred to as a reputation of the
trusted entity and can be described as everything that is generally
said or believed about the entity’s character or standing. If the trust-
ing entity is aware of the trusted entity’s reputation it can base its
trust on that reputation, i.e. the trusted entity is trusted because of
its good reputation. On the other hand, if the trusting entity has a
private knowledge about the trusted entity (e.g. through direct ex-
perience) and the private information overrules any reputation the
trusted entity might have, then the trusted entity can be trusted de-
spite its bad reputation. Entities reveal and obtain reputation for
the purpose of a decision making in several ways. The model pro-
posed by Ding et al. [3] calculates the overall trust value according
to the recommendation trust among VOs instead the grid entities.
The reason for this approach is the fact that the number of VOs is

smaller than the number of grid entities. Hence, the reputation can
be managed in a more scalable manner. The model proposed by
Ryutov et al. [16] monitors behaviour of entities and if some action
on one grid entity is regarded as insecure, the same behaviour is
likely to be insecure to other similar entities as well. Therefore, the
grid entities distribute warnings to other entities as soon as a threat
was detected.
In the trust models the situational trust is not yet fully recognized
as a factor influencing the overall trust the relying entity has in the
trusted entity. This type of trust relationship can be described with
the following example[8]: Consider a person who distrusts a rope
for climbing from the third floor of a house during a fire exercise.
Imagine now that the same person is trapped in a real fire in the
same house, and that the only escape is to climb from the third
floor window with the same old rope. In a real fire, most people
would trust the rope. In the example, the reliability trust during the
fire exercise is equal to the reliability trust in a case of fire: the rope
is old and therefore distrusted. However, the definition of decision
trust (in the section 2) implies that the context of a current situation
in a system influences the overall trust as well. Therefore, in case
of a fire the decision trust is high enough to try to use the rope to
escape from the building.
The principle of decision making whether or not a relying entity
can collaborate with a trusted entity is mainly based on the evalua-
tion of trust the relying entity has in the trusted entity. However, the
definition of decision trust implies that trust in form of direct ex-
periences, recommendations and context dependent information is
not sufficient to determine the trustworthiness of the trusted entity.
Therefore, the structure of trust value corresponding to the trust-
worthiness of the trusted entity is built from trust, as well as risk
and uncertainty as depicted in Fig. 1.
Dangers are an inevitable part of any global computing system.
Therefore, an explicit reasoning about the dangers causing a dam-
age to the relying party is necessary during the process of decision
making. The more important a flawless job execution is the more
severe the damage in a case of failure becomes. The likelihood of
a failure occurrence and the cost it incurs to the relying party is re-
ferred to as a risk. Risk and trust are related in the sense that there
is no need for a trusting decision unless there is risk involved. Two
alternative views of the relationship between trust and risk exist:
risk determining level of trust and trust determining level of risk.
The first view can be described as follows: in a particular situa-
tion or a particular action with a certain level of risk a principal
should be trustworthy in order to be allowed to enter the situation
or carry out the action, i.e. the level of risk determines the mini-
mal level of required trustworthiness. The latter view is described
as follows: in a particular situation or a particular action involving
a principal with a certain level of trustworthiness the risk should be
low enough in order to allow the principal to enter the situation or
carry out the action, i.e. the level or trustworthiness determines the
maximal level of acceptable risk[4]. The latter view seems more
appropriate for the risk evaluation if the costs and the benefits of
the entered situation are quantifiable.
Uncertainty refers to a situation where the relying party cannot be
fully certain about the accuracy of the decision. In other words, the
decision about possible future collaboration is done in a situation
where the complete information is not present. For example, a sit-
uation can occur where two completely unknown entities have to
collaborate, but they have neither the experiences with each other,
nor recommendations from other entities are available. A similar
situation can also occur if only a part of the information is avail-
able and other decision factors are missing. The lack of informa-
tion must not necessarily result in a change of trust in the trusted
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Table 1. Comparison of trust models enhanced with trust management

Trust model Characteristic

Modelling approach Initial trust Trust Risk Uncertainty Trust relationship

Azzedin and
Maheswaran
[1]

Linear combi-
nation

No initial trust. Determined
from behaviour
in the past
collaborations.

No risk. No uncertainty. Bidirectional,
i.e. trust of one
entity in other
entity differs
from the trust
of the other
entity in the
first entity.

Song et al.
[19, 18]

Fuzzy logic No initial trust. Determined
from behaviour
in the past
collaboration
and system
capabilities.

No risk. Uncertainty
introduced
only indirectly
through the
nature of fuzzy
logic.

Trust evaluated
only from the
user’s point of
view.

Lin et al.
[13]

Linear combi-
nation

No initial trust. Determined
from the re-
liability and
competence of
the user and
the resource
provider.

No risk. Uncertainty
introduced as a
complement to
the belief and
disbelief in the
collaborating
entity.

Bidirectional.

Shi et al.
[17]

Probability the-
ory

Initial trust in-
troduced as an
basic trusting
disposition of
an unknown
entity.

Determined
from behaviour
in the past col-
laborations and
from recom-
mendations of
other entities.

No risk. Uncertainty
introduced
only indirectly
through initial
trust in case
of collabora-
tion with a
fully unknown
entity.

Bidirectional.

Papalilo and
Freisleben
[15]

Statistical
methods

No initial trust. Determined
from behaviour
in the past
collaborations.

No risk. No uncertainty. Bidirectional.

Kavitha and
Sankara-
narayanan
[10]

Linear combi-
nation

No initial trust. Determined
from identity
trust, behaviour
in the past
collaborations
and system
capabilities.

No risk. No uncertainty. Trust evaluated
only from the
user’s point of
view.

Kaur and
SenGupta
[9]

Linear combi-
nation

No initial trust. Determined
from behaviour
in the past
collaborations
and from char-
acteristic of the
collaboration.

No risk. No uncertainty. Trust evaluated
only from the
user’s point of
view.

Kumar and
Ramachan-
dram
[20]

Fuzzy logic No initial trust
(in model
considered as
meaningless for
consideration).

Determined
from avail-
ability and
reliability of
the resource
and from
recommenda-
tions of other
entities.

No risk. Uncertainty
introduced
only indirectly
through the
nature of fuzzy
logic.

Trust evaluated
only from the
user’s point of
view.
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entity. However, it can change the certainty about the final decision.
Therefore, if the certainty is changed significantly, the level of trust
is changed as well[4].

3.3 Models Description
Model proposed by Azzedin and Maheswaran [1] is one of the first
models introducing trust management as a part of the grid comput-
ing. In the model authors classify trust into two categories: identity
trust and behaviour trust. However, the evaluation and update of
trust is derived only from the behaviour trust, which is concerned
with observations of past collaborations. The identity trust deal-
ing with verification of entity’s identity and determination of as-
signed authorization permissions is left out. The model also omits
the integration of risk and uncertainty into the trust value, but as
already stated there is no need for reasoning about trust if risk and
uncertainty are not involved. The main asset of the model is the
introduction of trust between two collaborating entities as a bidi-
rectional relationship, where the trust of one entity in other entity
differs from the trust of the other entity in the first entity. Therefore,
the collaboration among entities is not executed unless both parties
see each other as trustworthy.
The trustworthiness of a resource entity in the model proposed by
Song et al. [19, 18] is dependent on its self defence capability and
reputation determined from prior collaborations and is referred to
as a trust index (TI). On the other hand, the user demands minimal
required security assurance, which may appear as a request for au-
thentication, data encryption, access control, etc., and is referred to
as a security demand (SD). During the process of assigning jobs
onto resources the condition SD ≤ TI must be satisfied in order to
start the jobs on the selected resources. The trust index assigned to
the resource corresponds to a wider notion of trustworthiness and is
derived from behaviour trust as well as from the attributes of the re-
source. Risk and uncertainty are still omitted and are not part of the
final trust index value. The main drawback of this model is eval-
uation of trustworthiness from only the user’s point of view. The
resource has no means to determine the trustworthiness of the user
and to make trust based decision on whether or not to collaborate
with the user.
Explicit usage of uncertainty as a part of trust value is presented
in the model proposed by Lin et al. [13]. Trust is evaluated as a
combination of belief and disbelief in the entity’s trustworthiness
and uncertainty as a filling of the absence of both belief and disbe-
lief. The value of trust is deduced from the user’s and also from the
resource provider’s point of view. The model also states that the
user and the resource provider are interested in different types of
trust. The user is interested in execution trust, which represents the
ability of the provider to faithfully allocate appropriate resources to
enable successful completion of the job. From the provider’s point
of view trust in the user is defined as a belief in the ability of the
user to produce competent user code and it is referred to as code
trust.
The model proposed by Shi et al. [17] introduces several novelties
previously not considered in the trust models. Trust of one entity
in another entity (in the model determined as a combination of di-
rect experiences and experiences of other subjects) is influenced by
a particular situation, in which the collaboration is about to take
place, and is referred to as a situational trust. Different situations
require different considerations with regard to trust and result in
different values of trust. In case two entities have just encountered,
the model introduces the initial trust as means to represent the basic
trusting disposition of unknown entity and is derived from all pre-
vious experiences in all situations through the entire life time of the

trusting entity. Despite the novelties the model is introducing, it has
a few drawbacks. It lacks integration of risk into the trust value and
uncertainty is expressed only indirectly through initial trust evalu-
ated in case full information about trusted entity is missing.
Papalilo and Freisleben [15] proposed a trust model guiding the
user’s decision making process regarding the selection of trusted
resource, as well as the resource provider’s decision whether or not
to interact with the user. The model defines direct trust among grid
entities as a belief that a trusted entity will behave properly and
is constructed from observations of past collaborations. The be-
havioural trust is calculated from parameters derived from variety
of attributes corresponding to the demands placed by the collabo-
ration participants on the quality of collaboration. The parameters
are either directly measurable, or can be broken into measurable
elements. The main asset of the model is its capability to exclude
badly behaving participants from future or current interactions ac-
cording measured behavioural trust elements. The drawback of the
model is omission of risk coupled with interactions in open envi-
ronments. The model also provides no procedure for trust evalu-
ation in case there is no information about direct observations or
information about observations of other subjects.
Recently, more models has emerged (e.g. [14, 10, 9, 20]) that ex-
press trust value as a combination of behavioural trust correspond-
ing to observations of past collaborations and trust derived from
attributes describing the current state of the evaluated entity as
self protection capabilities, authentication type, authorization type,
computational parameters, network parameters, etc. However, the
evaluation of entity’s trustworthiness is also affected by various fac-
tors as trust, risk, uncertainty, recommendations, initial trust, etc.,
that are needed for accurate determination of the trust value.

4. CONCLUSION
The purpose of the trust management integration into the grid com-
puting is to support or enhance the security mechanism of the grid
infrastructure. However, the quality of the enhancement is depen-
dent on the accuracy of the evaluated trust value that reflects the
trustworthiness of collaborating parties. The paper provides a de-
scription of the modelling approach and the structure of the trust
value, derivation of characteristic attributes of the trust models and
description of several trust models according to the derived at-
tributes. The description provides a better understanding of the grid
computing enhanced with the trust management and specifies es-
sential attributes of the trust models. These attributes can be used
to categorize existing trust models meant to enhance the grid com-
puting. Furthermore, the attributes can be used to determine char-
acteristic features of the trust evaluation process that should be con-
sidered during the design of future trust models.
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