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ABSTRACT 

Balfanz et al. in 2003 introduced secret handshakes as 

mechanisms designed to prove group membership and share a 

secret key between two fellow group members. A secret 

handshake protocol allows two users to mutually verify 

another’s authenticity without revealing their own identity. In 

a secret handshake Verification if the verification succeeds the 

users may compute a common shared key for further 

communication. Thus secret handshakes can be appropriately 

turned into an authenticated key exchange protocol. The 

present paper proposes two secret handshakes scheme based 

on variations DSS-1 and DSS-2 of DSS signature.  It is shown 

that proposed schemes are secure under the random oracle 

model along with comparison of computational complexity of 

proposed schemes with existing schemes. 
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1. INTRODUCTION 
A secret handshake (SH) between two users was first 

introduced by Balfanz et al. [2] in 2003, to simultaneously 

prove to each other possession of membership of a certain 

group. In SH two participating users authenticate each other in 

a way that no one reveals his own membership or credential 

unless the peer’s legitimacy was already ensured of and share 

a common key for further communication. A SH can be 

appropriately turned into an authenticated key exchange but 

an authenticated key exchange does not necessarily imply a 

SH. Users are not able to perform a successful handshake 

without the appropriate credentials. Protocol exchanges are 

often untraceable and anonymous. The protocol makes sure 

that an outsider or an illegitimate group member does not 

learn anything by interacting with a legitimate user or by 

eavesdropping on protocol exchanges. In a SH verification is 

only possible by legitimate group member because it relies on 

unique SH. 

Balfanz et al. [2] introduced the notion of privacy in public 

key based authentication schemes and proposed the first two-

party SH schemes based on bilinear maps secure under the 

Gap Diffie- Hellman (GDH) assumption. Using CA-Oblivious 

public key encryption Castellucia et al. [3] developed an 

efficient SH scheme secure under the Computational Diffie-

Hellman (CDH) assumption. Vergnaud [9] presented two SH 

schemes inspired by two RSA-based key agreement protocols 

first introduced byOkamoto-Tanaka [8] and second by Girault 

[5].  Zhou et al. [12] proposed three round SH schemes based 

on ElGamal signature and extends their scheme to a DSA 

based SH which also requires only three rounds. Wen et al. 

[10] proposed two party SH schemes from ID-based message 

recovery signature (MRS). In all these schemes, the players 

use one time certificates to achieve unlinkability. If the 

players re use their certificates it’s possible to trace multiple 

occurrences of the same party. Ateniese et al. [1] extended the 

SH with dynamic matching in which each party can reuse 

their credential. Inspired by [1] Kulshrestha et al. [7] proposed 

a SH with dynamic matching which is based on ZSS 

signature. 

In this paper two new SH schemes based on variations DSS-1 

and DSS-2 of DSS signature [11] are proposed. In this work 

computational complexity of proposed schemes along with 

comparison with known SH schemes based on ElGamal and 

DSA by Zhou et al. [12] is discussed. The present study is 

arranged in the following manner: section 2 defines basic 

terminology and brief account of the work of Zhou. In section 

3 two new SH schemes based on shortened versions of DSS 

along with security has been discussed. Section 4 compares 

the computational complexity of all the schemes. 

2. SECRET HANDSHAKES SCHEMES 
In SH scheme their exists three entities for a group G, a user, 

a member which is a user which belongs to the group and a 

group administrator (GA) who creates and adds members into 

the group, and issues certificate in a form of secret key to 

members. 

2.1 The SH scheme consists of three 

following algorithms 
Create Group is an algorithm run by a GA, which takes 

Params (a set of parameters) as input and generates a key pair 

GPk (group public key) and GSk  (group secret key). 

Add User is an algorithm between a user U and the GA of 

some group. It takes Params and GA’s secret GSk  as input and 

outputs a public key  Pk  and secret key Sk  for U and makes U 

a valid member of the group. 

Handshake is executed between users, say, A and B, who 

want to authenticate each other on the public inputs IDA  , IDB  

and Params. The private input of each party is their secret 

credential, and the output of the protocol for either party is 

either reject or accept. 

2.3 The SH scheme have the following 

security properties 
Completeness/ Correctness:   

If two honest members belonging to the same group and 

perform handshake protocol with valid credentials, then both 

members always output accept. 
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Impersonator Resistance 

The impersonator resistance property is violated if an honest 

member V of group G authenticates a non member 𝒜 as a 

group member, with non negligible probability. For this 

property to hold, we must have 

𝑃𝑟[ 𝒜 𝑠𝑢𝑐𝑐𝑒𝑒𝑑𝑠 𝑖𝑛 𝑚𝑎𝑘𝑖𝑛𝑔 𝑉 𝑜𝑢𝑡𝑝𝑢𝑡  accept   𝑉 ∈
𝐺 𝑎𝑛𝑑 𝒜 ∉  𝐺 ]  ≤  𝜀, where 𝜀 is negligible. 

Detector Resistance 

An adversary 𝒜 violates the detector resistance property if it 

can decide with some non negligible probability, whether 

some honest party V is a member of some group G by 

determining the relationship between the public message of 

the member and the public key of the group, even though 𝒜 is 

not a member of G. For this property to hold, we must have 

𝑟[𝒜 𝐾𝑛𝑜𝑤𝑠 𝑤ℎ𝑒𝑡ℎ𝑒𝑟 𝑉 𝑖𝑠 𝑡ℎ𝑒 𝑣𝑎𝑙𝑖𝑑 𝑚𝑒𝑚𝑏𝑒𝑟 𝑎𝑛𝑑 𝒜 ∉
𝐺] ≤  𝜀 , where 𝜀 is negligible. 

2.4 Known SH schemes 
Here two SH schemes given by Zhou et al. [12] are discussed. 

The first scheme is based on ElGamal signature and the 

second one is based on DSA. 

2.4.1 ElGamal based SH Scheme [12]: 
ElGamal Signatures [4] are generated as follows: 

Key Generation: Chooses a large prime 𝑝 and a generator 𝑔 

of group ℤ𝑝
∗ , select a random number 𝑠, 1 < 𝑠 < 𝑝 − 1 as the 

secret.Compute 𝑦 = 𝑔𝑠  𝑚𝑜𝑑 𝑝.Then the public key 

is 𝑝,𝑔,𝑦 , and private key is  𝑠. 

Signature Generation: To sign a message M, the signer 

chooses 𝑟 ∈𝑅 ℤ𝑝
∗   such that  gcd 𝑟, 𝑝 − 1 = 1. Compute the 

pair  𝛼, 𝛽  as  𝛼 = 𝑔𝑟  𝑚𝑜𝑑 𝑝  and  𝛽 =  𝑀 − 𝛼 ∗ 𝑠 ∗
𝑟−1 𝑚𝑜𝑑(𝑝 − 1), as signature on M. 

Verification: Signature, are valid iff 𝑔𝑀 = 𝑦𝛼𝛼𝛽  𝑚𝑜𝑑 𝑝. 

The SH scheme runs as follows: 

Create Group:  

The GA runs the ElGamal key generation algorithm to create 

keys {p, q, 𝑔, y, s} where p is large prime and q is a prime 

divisor of 𝑝 − 1 and  𝑔 is generator 𝑖. 𝑒. ,𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝 and 

𝑦 = 𝑔𝑠  𝑚𝑜𝑑 𝑝 is public key of GA and s is the secret key of 

GA.  𝐻1:  0, 1 ∗ → ℤ𝑞
∗  and 𝐻2:  0, 1 ∗ →  0, 1 𝑛  are two 

cryptographic hash functions. 

Add User: 

To add a user U to the group, GA allocates IDU to user and 

chooses a random nonce 𝑟𝑈 ∈𝑅 ℤ𝑞
∗ . GA then 

Computes     ℎ𝑈 = 𝐻1(𝐼𝐷𝑈), 𝛼𝑈 = 𝑔𝑟𝑈  𝑚𝑜𝑑 𝑝,            
and 𝛽𝑈 =  ℎ𝑈 − 𝛼𝑈 ∗ 𝑠 ∗ 𝑟𝑈

−1 𝑚𝑜𝑑 𝑞. Secret key for user U 

is ( 𝛼𝑈 ,𝛽𝑈 ). 

Handshake: 

Two users A and B conduct the secret handshake as follows: 

 B → A : ( 𝑰𝑫𝑩 , 𝜻𝑩, 𝜼𝑩 ), 

where kB ∈R ℤq
∗ ,  𝜁𝐵 = 𝛼𝐵

(𝑘𝐵+1)
 𝑚𝑜𝑑  𝑝. 𝑞 , and 

𝜂𝐵 = 𝛽
𝐵
∗ (𝑘𝐵 + 1)−1 ∗ 𝛼𝐵

𝑘𝐵  𝑚𝑜𝑑 𝑞. 

 A → B : ( 𝑰𝑫𝑨 , 𝜻𝑨, 𝜼𝑨, 𝑽𝒐 ),  

where 𝑘𝐴 ∈𝑅 ℤ𝑞
∗ ,   𝜁𝐴 = 𝛼𝐴

(𝑘𝐴+1)
 𝑚𝑜𝑑  𝑝.𝑞 ,  

𝜂𝐴 = 𝛽𝐴 ∗ (𝑘𝐴 + 1)−1 ∗ 𝛼𝐴
𝑘𝐴  𝑚𝑜𝑑 𝑞, and 

𝑉𝑜 = 𝐻2     𝑦 𝜁𝐵𝑚𝑜𝑑  𝑞 ∗  𝜁𝐵  𝑚𝑜𝑑 𝑝 𝜂𝐵 
ℎ𝐵
−1

 
𝛼𝐴
𝑘𝐴

𝑚𝑜𝑑 𝑝 

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 0  

 B → A : (V1) , where 

𝑉1 = 𝐻2     𝑦(𝜁𝐴  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐴  𝑚𝑜𝑑 𝑝 𝜂𝐴  
ℎ𝐴
−1

 
𝛼𝐵
𝑘𝐵

 𝑚𝑜𝑑 𝑝 

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 1  

 A verifies, if 

𝑉1 = 𝐻2     𝑦(𝜁𝐵  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐵  𝑚𝑜𝑑 𝑝 𝜂𝐵 
ℎ𝐵
−1

 
𝛼𝐴
𝑘𝐴

𝑚𝑜𝑑 𝑝 

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 1  

 B verifies, if  

𝑉1 = 𝐻2     𝑦(𝜁𝐴  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐴  𝑚𝑜𝑑 𝑝 𝜂𝐴  
ℎ𝐴
−1

 
𝛼𝐵
𝑘𝐵

𝑚𝑜𝑑 𝑝 

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 0  

2.4.2 DSA based SH Scheme [12]: 
DSA generates signature as follows: 

Key Generation: Choose a large prime 𝑝, a prime divisor 𝑞 

of 𝑝 − 1 and a generator 𝑔 𝑚𝑜𝑑 𝑝  of order 𝑞. Pick 𝑠 as 

random such that 1 < 𝑠 < 𝑞 and compute 𝑦 = 𝑔𝑠  𝑚𝑜𝑑 𝑝. 

Then the public key is 𝑝,𝑞,𝑔, 𝑦 , and private key is 𝑠. 

Signature Generation: To sign a message M signer chooses 

a random number 𝑟 < 𝑞. Compute the pair  𝛼,𝛽  where     

𝛼 =  𝑔𝑟  𝑚𝑜𝑑 𝑝  𝑚𝑜𝑑 𝑞   and                                                

𝛽 =  𝑀 + 𝛼 ∗ 𝑠 ∗ 𝑟−1 𝑚𝑜𝑑 𝑞. 𝛼,𝛽  as a signature on M. 

Verification: To verify the signature, the receiver first 

computes 𝜔 = 𝛽−1 𝑚𝑜𝑑 𝑞,   𝑍1 =  𝑀 ∗ 𝜔  𝑚𝑜𝑑 𝑞 and       

 𝑍2 = 𝛼 ∗ 𝜔 𝑚𝑜𝑑 𝑞. Then output true if the following 

equation hold 𝛼 =   𝑔𝑍1 ∗ 𝑦𝑍2  𝑚𝑜𝑑 𝑝 𝑚𝑜𝑑𝑞 . 

The SH scheme runs as follows: 

Create Group:  

The GA runs the DSA key generation algorithm to create keys 

{p, q, 𝑔, y, s} where p is large prime and q is a prime divisor 

of 𝑝 − 1 and  𝑔 is generator𝑖. 𝑒. ,𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝 and           

𝑦 = 𝑔𝑠  𝑚𝑜𝑑 𝑝 is public key of GA and s is the secret key of 

GA.  𝐻1:  0, 1 ∗ → ℤ𝑞
∗  and 𝐻2:  0, 1 ∗ →  0, 1 𝑛  are two 

cryptographic hash functions. 

Add User: 

To add a user U to the group, GA allocates IDU to user, and 

then computes𝛼𝑈 =  𝑔𝑟𝑈𝑚𝑜𝑑 𝑝  𝑚𝑜𝑑 𝑞, and 

𝛽𝑈 =  ℎ𝑈 + 𝛼𝑈 ∗ 𝑠 ∗ 𝑟𝑈
−1 𝑚𝑜𝑑 𝑞, where ℎ𝑈 = 𝐻1(𝐼𝐷𝑈) and  

𝑟𝑈 ∈𝑅 ℤ𝑞
∗  . Secret key for user U is  ( 𝛼𝑈 ,𝛽𝑈  ). 

Handshake: 

Users A and B conduct the SH as follows: 

 B → A : ( 𝑰𝑫𝑩 , 𝜻𝑩, 𝜼𝑩 ),where 

𝛾𝐵 =  𝑔ℎ𝐵 ∗ 𝑦𝛼𝐵  𝛽𝐵
−1

 𝑚𝑜𝑑 𝑝, 𝜁𝐵 = 𝛾𝐵
(𝑘𝐵+1)

 𝑚𝑜𝑑  𝑝. 𝑞 , and  

𝜂𝐵 = 𝛽𝐵 ∗ (𝑘𝐵 + 1)−1 ∗ 𝛾𝐵
𝑘𝐵  𝑚𝑜𝑑 𝑞. 
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 A → B : ( 𝑰𝑫𝑨 , 𝜻𝑨, 𝜼𝑨,𝑽𝒐 ), where 

𝛾𝐴 =  𝑔ℎ𝐴 ∗ 𝑦𝛼𝐴  𝛽𝐴
−1

 𝑚𝑜𝑑 𝑝,     𝜁𝐴 = 𝛾𝐴
(𝑘𝐴+1)

 𝑚𝑜𝑑  𝑝. 𝑞 ,  

𝜂𝐴 = 𝛽𝐴 ∗ (𝑘𝐴 + 1)−1 ∗ 𝛾𝐴
𝑘𝐴  𝑚𝑜𝑑 𝑞, and 

Vo = H2     y(−ζB  mod  q) ∗  ζB  mod p ηB  
hB
−1

 
γA

k A

 mod p

∥ IDA ∥ IDB ∥ 0  

 B → A : (V1), where 

𝑉1 = 𝐻2     𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐴  𝑚𝑜𝑑 𝑝 𝜂𝐴  
ℎ𝐴
−1

 
𝛾𝐵
𝑘𝐵

𝑚𝑜𝑑 𝑝

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 1  

 A  verifies, if   

𝑉1 = 𝐻2     𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐵  𝑚𝑜𝑑 𝑝 𝜂𝐵 
ℎ𝐵
−1

 
𝛾𝐴
𝑘𝐴

𝑚𝑜𝑑 𝑝

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 0  

 B verifies, if 

𝑉𝑜 = 𝐻2     𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) ∗  𝜁𝐴  𝑚𝑜𝑑 𝑝 𝜂𝐴  
ℎ𝐴
−1

 
𝛾𝐵
𝑘𝐵

𝑚𝑜𝑑 𝑝

∥ 𝐼𝐷𝐴 ∥ 𝐼𝐷𝐵 ∥ 0  

3. PROPOSED SCHEMES 

3.1 SH Scheme based on DSS-1: 
DSS -1 generates signature [11] as follows: 

Key Generation: Generate random distinct secret prime 𝑝 

and a generator 𝑔 of  ℤ𝑝
∗  select a random integer 𝑥𝐴 s.t., 

1 ≤ 𝑥𝐴 ≤ 𝑝 − 2. Compute  𝑦 = 𝑔𝑥𝐴   𝑚𝑜𝑑 𝑝. Then the public 

key is  𝑝, 𝑞,𝑔, 𝑦  𝑎nd private key is 𝑥𝐴 . 

Signature Generation: To sign a message M signer chooses 

a random number 𝑥 s.t. 1 ≤ 𝑥𝐴 ≤ 𝑝 − 2 and gcd(𝑥, 𝑝 − 1) =

1. Compute the pair  𝑟, 𝑠    as 𝑟 = ℎ(𝑔𝑥 ,𝑀)            and        

𝑠 = 𝑥 ∗  𝑟 + 𝑥𝐴 
−1𝑚𝑜𝑑(𝑝 − 1) is signature on M. 

Verification: To verify the signature, the receiver first 

verifies that 1 ≤ 𝑥 ≤ 𝑝 − 1, if not reject the signature. 

Otherwise verify  𝑦 ∗ 𝑔𝑟 𝑠 = 𝑔𝑥 . 

The SH scheme runs as follows: 

Create Group 

The GA runs the DSS key generation algorithm to create keys 

(p, q, 𝑔, y, s), where p is large prime and q is a prime divisor 

of p-1 and  𝑔 is generator 𝑖. 𝑒. ,𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝 and              

𝑦 = 𝑔𝑠  𝑚𝑜𝑑 𝑝 is group public key and s is the group secret 

key.  𝐻1:  0, 1 ∗ → ℤ𝑞
∗  and 𝐻2:  0, 1 ∗ →  0, 1 𝑛  are two 

cryptographic hash functions. 

Add User 

To add a user U to the group G, the GA allocates a unique 

identity 𝐼𝐷𝑈  to the user and computes: 

𝛼𝑈 = 𝑔𝑟𝑈𝑚𝑜𝑑 𝑝 , where  𝑟𝑈 ∈𝑅 ℤ𝑞
∗ , 𝛽𝑈 = 𝐻1 𝐼𝐷𝑈 ,𝛼𝑈 ∈ ℤ𝑞

∗  

and 𝛾𝑈 =  𝑟𝑈 ∗  𝛽𝑈 + 𝑠 −1 𝑚𝑜𝑑 𝑞. Here  𝛼𝑈 , 𝛾𝑈  is the 

signature of GA in form of DSS-1 Signature. 

Handshake: 

Users A and B run the SH Protocol as follows: 

 B → A : ( 𝑰𝑫𝑩, 𝝎𝑩, 𝒏𝑩,   𝜻𝑩), where𝑘𝐵 ∈𝑅 ℤ𝑞
∗  

𝜔𝐵 =  𝛾𝐵
−1 ∗ 𝛽𝐵

−1 ∗  𝑘𝐵 +  1 −1 ∗  𝛼𝐵
𝑘𝐵  𝑚𝑜𝑑 𝑞,        

𝜂𝐵 =   𝛼𝐵
(𝑘𝐵+1)

 𝑚𝑜𝑑  𝑝𝑞 , 𝜁𝐵 = 𝛾𝐵 ∗  𝑘𝐵 +  1  𝑚𝑜𝑑 𝑞. 

 A → B: (  𝑰𝑫𝑨, 𝝎𝑨, 𝒏𝑨,   𝜻𝑨 , 𝑽𝒐 ),  

𝜔𝐴 =  𝛾𝐴
−1 ∗ 𝛽𝐴

−1 ∗  𝑘𝐴 +  1 −1 ∗ 𝛼 𝐴
𝑘𝐴   𝑚𝑜𝑑 𝑞,  

𝜂𝐴 =   𝛼𝐴
(𝑘𝐴+1)

 𝑚𝑜𝑑  𝑝𝑞 , 

𝜁𝐴 = 𝛾𝐴 ∗  𝑘𝐴 +  1  𝑚𝑜𝑑 𝑞 , where  𝑘𝐴 ∈𝑅 ℤ𝑞
∗    and 

𝑉𝑜 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦 −𝜁𝐵  𝑚𝑜𝑑  𝑞  
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 0  

 B → A : (V1), where 

𝑉1 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦 −𝜁𝐴  𝑚𝑜𝑑  𝑞  
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 1  

 A verifies, if 

𝑉1 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 1  

 B verifies, if 

𝑉𝑜 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) 
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 0  

If both the verification succeeds then A and B finish all the 

steps of the SH protocol and the handshake has been 

successful. A and B now can compute the shared key:  

A computes 

𝐾𝐴 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 2  

and B computes 

𝐾𝐵 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) 
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 2  

Correctness:  

To see that  𝐾𝐴 = 𝐾𝐵 , we observe that 

=   𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦 −𝜁𝐵  𝑚𝑜𝑑  𝑞  
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

 

=    𝛼𝐵
(𝑘𝐵+1)

∗ 𝑦−𝛾𝐵∗ 𝑘𝐵  + 1  
𝛾𝐵

−1∗𝛽𝐵
−1∗ 𝑘𝐵+ 1 −1∗ 𝛼𝐵

𝑘𝐵

 

𝛼𝐴
𝑘𝐴
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=   𝑔 𝑟𝐵   – 𝑠 ∗ 𝛾𝐵    ∗ 𝛾𝐵
−1∗𝛽𝐵

−1∗ 𝛼𝐵
𝑘𝐵
 
𝛼𝐴

𝑘𝐴

 

 

= 𝑔𝛼𝐵
𝑘𝐵   ∗   𝛼𝐴

𝑘𝐴
 

Similarly for B. 

3.2 SH Scheme based on DSS-2: 
DSS -2 generates signature [11] as follows: 

Key Generation: Same as DSS-1. 

Signature Generation: To sign a message M signer chooses 

a random number 𝑥 s.t., 1 ≤ 𝑥𝐴 ≤ 𝑝 − 2 and gcd(𝑥, 𝑝 − 1) =
1.Compute the pair  𝑟, 𝑠  as 𝑟 = ℎ 𝑔𝑥 ,𝑀                     
and  𝑠 = 𝑥 ∗  1 + 𝑟 ∗ 𝑥𝐴 

−1𝑚𝑜𝑑(𝑝 − 1)   is signature on M. 

Verification: To verify the signature, the receiver first 

verifies that 1 ≤ 𝑥 ≤ 𝑝 − 1, if not reject the signature. 

Otherwise verify  𝑔 ∗ 𝑦𝑟 𝑠 = 𝑔𝑥 . 

The SH scheme runs as follows: 

Create Group: Same as DSS-1 

Add User: To add a user U to the group G, the GA allocates a 

unique identity 𝐼𝐷𝑈  to the user and computes: 

𝛼𝑈 = 𝑔𝑟𝑈𝑚𝑜𝑑 𝑝 , where  𝑟𝑈 ∈𝑅 ℤ𝑞
∗  and 

𝛽𝑈 = 𝐻1 𝐼𝐷𝑈 ,𝛼𝑈 ∈𝑅 ℤ𝑞
∗ ,𝛾𝑈 =  𝑟𝑈 ∗  1 + 𝛽𝑈 ∗ 𝑠 

−1 𝑚𝑜𝑑 𝑞 

Here  𝛼𝑈 , 𝛾𝑈  is the signature of GA in form of DSS-2 

Signature. 

Handshake: 

Users A and B run the SH Protocol as follows: 

 B → A : ( 𝑰𝑫𝑩, 𝝎𝑩, 𝒏𝑩,   𝜻𝑩) 

𝜔𝐵 =  𝛾𝐵
−1 ∗  𝑘𝐵 +  1 −1 ∗  𝛼𝐵

𝑘𝐵  𝑚𝑜𝑑 𝑞,   

𝜂𝐵 =   𝛼𝐵
(𝑘𝐵+1)

 𝑚𝑜𝑑  𝑝𝑞 , 

𝜁𝐵 = 𝛾𝐵 ∗ 𝛽𝐵 ∗  𝑘𝐵 +  1  𝑚𝑜𝑑 𝑞 , where  𝑘𝐵 ∈𝑅 ℤ𝑞
∗ . 

 A → B: (  𝑰𝑫𝑨, 𝝎𝑨, 𝒏𝑨,   𝜻𝑨 , 𝑽𝒐 ) 

𝜔𝐴 =  𝛾𝐴
−1 ∗  𝑘𝐴 +  1 −1 ∗ 𝛼 𝐴

𝑘𝐴   𝑚𝑜𝑑 𝑞, 

𝜂𝐴 =   𝛼𝐴
(𝑘𝐴+1)

 𝑚𝑜𝑑  𝑝𝑞 , 

𝜁𝐴 = 𝛾𝐴 ∗ 𝛽𝐴 ∗  𝑘𝐴 +  1  𝑚𝑜𝑑 𝑞 , where  𝑘𝐴 ∈𝑅 ℤ𝑞
∗  and  

𝑉𝑜 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 0  

 B → A : (V1), where 

𝑉1 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) 
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 1  

 A verifies, if 

𝑉1 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 1  

 B verifies, if 

𝑉𝑜 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) 
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 0  

If both the verification succeeds then A and B finish all the 

steps of the SH protocol and the handshake has been 

successful.  A and B now can compute the shared key:  

A computes 

𝐾𝐴 = 𝐻2    𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 2  

and B compute 

𝐾𝐵 = 𝐻2    𝜂𝐴   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐴  𝑚𝑜𝑑  𝑞) 
𝜔𝐴
 
𝛼𝐵

𝑘𝐵

𝑚𝑜𝑑 𝑝 ∥ 𝐼𝐷𝐴

∥ 𝐼𝐷𝐵 ∥ 2  

Correctness 

To see that  𝐾𝐴 = 𝐾𝐵 , we observe that 

=   𝜂𝐵   𝑚𝑜𝑑 𝑝 ∗  𝑦(−𝜁𝐵  𝑚𝑜𝑑  𝑞) 
𝜔𝐵
 
𝛼𝐴

𝑘𝐴

 

=    𝛼𝐵
(𝑘𝐵+1)

∗ 𝑦−𝛾𝐵∗𝛽𝐵∗ 𝑘𝐵  + 1  
𝛾𝐵

−1∗ 𝑘𝐵+ 1 −1∗ 𝛼𝐵
𝑘𝐵

 

𝛼𝐴
𝑘𝐴

  

 =   𝑔 𝑟𝐵   – 𝑠 ∗ 𝛾𝐵  ∗𝛽𝐵  𝛾𝐵
−1∗𝛼𝐵

𝑘𝐵
 
𝛼𝐴

𝑘𝐴

 

 =  𝑔𝛼𝐵
𝑘𝐵   ∗   𝛼𝐴

𝑘𝐴
 

Similarly for B. 

3.3 Security 
We adopt the security definitions of Zhou et a.l [12] to show 

the security of proposed schemes. 

Theorem: The proposed SH scheme based on DSS-1 is 

impersonator resistant under the assumption that           DSS-

1signature is existentially unforgeable in the random oracle 

model. 

Proof: The proposed SH scheme is impersonator resistant if 

no polynomial bounded adversary 𝒜 wins the following game 

against the challenger with non-negligible probability: 

 The challenger random pick a public key  𝑝, 𝑞,
𝑔, 𝑦  , and send it to adversary𝒜. 

 The adversary responds with an 𝐼𝐷𝐴 

 The Challenger then picks random pair  

 𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴 , where   𝜁𝐴 ∈𝑅 𝕫𝑝∗𝑞 , and  𝜂𝐴 ,𝑤𝐴 ∈𝑅 𝕫𝑞  

and send to 𝒜. 

 Then adversary outputs  𝑘𝐴
/
∈𝑅 𝕫𝑞 . 

 The adversary wins the game if                    

 𝑔 𝑘𝐴
/

 =  (  𝑦 −𝜁𝐴 ∗ 𝜂𝐴)𝑤𝐴    𝑚𝑜𝑑𝑝 

Given an attacker 𝒜 that wins the above game with 

probability ℰ then an another attacker ℬ can be constructed to 

successfully forge the DSS-1signature with probability ℰ. 

 ℬ , when given the DSS-1 public key (𝑔, 𝑝, 𝑞, 𝑦) and 

send to 𝒜. 
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 𝒜 Responds with 𝐼𝐷𝐴. 

 ℬ  Picks a random pair  𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴  and send to 𝒜. 

 Then 𝒜 output  𝑘𝐴
/
∈𝑅 ℤ𝑞  and send to ℬ. 

 Since(  𝑦 −𝜁𝐴 ∗ 𝜂𝐴)𝑤𝐴    𝑚𝑜𝑑𝑝 =  𝑔 𝑘𝐴
/

. Hence the 

pair  𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴  can be viewed as the DSS-1 

signature on the message  𝑘𝐴
/
 in ( 𝑔, 𝑝, 𝑞, 𝑦). 

Then ℬ succeeds in forging the signature if and only if  𝒜 

wins the above game. 

Hence, if the Adversary  𝒜 can impersonate a user with valid 

credential, a polynomial time algorithm can be constructed to 

forge the DSS-1 signature. But the assumption is that DSS-1 

signature is existentially unforgeable. If this assumption 

holds, the probability ℰ that 𝒜 can impersonate a valid user in 

the protocol should be negligible in value. 

Theorem: The proposed SH scheme is detector resistant 

under the Computational Diffie-Hellman (CDH) assumption 

in the random oracle model. 

 Proof: The CDH assumptions define as: Given a cyclic 

group 𝐺, a generator 𝑔 ∈ 𝐺, and group element 𝑔𝑎 , 𝑔𝑏  the 

probability to compute 𝑔𝑎𝑏  is negligible.  

The proposed SH scheme is detector resistant if no 

polynomially bounded adversary wins the following game 

against the challenger with non-negligible probability: 

 The GA holds a key for DSS-1  𝑔, 𝑝, 𝑞, 𝑦, 𝑠  , 
and the challenger gets the  𝑔, 𝑝, 𝑞  , and gives it 

to the adversary 𝒜. 

 The Challenger asks the member                       

( 𝐼𝐷𝐴 , 𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴),where 𝜂𝐴 = 𝛼𝐴
( 𝑘𝐴+1)

(𝑚𝑜𝑑 𝑝𝑞),         

𝜁𝐴 = 𝛾𝐴 ∗  𝑘𝐴 + 1  (𝑚𝑜𝑑 𝑞) and                    

   𝜔𝐴 =  𝛾𝐴
−1 ∗  𝑘𝐴 +  1 −1 ∗ 𝛼 𝐴

𝑘𝐴   (𝑚𝑜𝑑 𝑞),for 

adversary 𝒜. 𝛼𝑈 , 𝛾𝑈 is the DSS-1 signature on 𝐼𝐷𝐴. 

  The adversary 𝒜 outputs  𝑦/ ∈ ℤ𝑝  . 

The adversary wins the game if 𝑦/ = 𝑦. 

Given an attacker 𝒜 that wins the above game with 

probability 𝜀 then an attacker ℬ can be constructed to 

successfully break the CDH assumption with probability 𝜀.  

 Given  𝑔, 𝑝, 𝑞 , ℬ passes to 𝒜. 

 Given 𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴 , ℬ can compute: 

   𝑔𝜂𝐴
−1

=  𝑔𝛼𝐴
−(𝑘𝐴+1)

 and  𝜂𝐴   𝑦 −𝜁𝐴  
𝑤𝐴

=  𝑔𝛼𝐴
𝑘𝐴

 

 Let 𝑎 be 𝛼𝐴
−(𝑘𝐴+1)𝑚𝑜𝑑𝑞 and b be 𝛼𝐴

𝑘𝐴  𝑚𝑜𝑑𝑞 as 

defined in the CDH problem.  

 ℬ Send  𝜁𝐴 ,  𝜂𝐴 ,𝑤𝐴 to 𝒜. Subsequently, ℬ obtains 

y from 𝒜. 

 ℬ Can compute  𝑔𝛼𝐴
−1

=   𝜂𝐴𝑦
−𝜁𝐴  

𝑤𝐴  𝜂𝐴
−1

. 

Then ℬ has successfully broken the CDH assumption with 

probability 𝜀.  

Thus if CDH assumption holds the probability 𝜀 that 𝒜 can 

violate the detector resistance property should be a negligible 

value. 

Security of SH based on DSS-2 can be discussed in similar 

manner. 

4. COMPARISON TABLE 
This section compares proposed schemes with two known 

schemes namely SH based on ElGamal and DSA by L. Zhou 

et al. [12].  

The following table shows the number of multiplications (M), 

the number of inversions (I), the number of exponentiation 

(E), and the number of hash evaluation (H) to complete the 

respective schemes. 

In the Add User phase DSS -2 based SH scheme is as good as 

ElGamal and DSA. For multiplication DSS-1 based SH 

scheme is superior to ElGamal and DSA.  For inversion, 

exponentiation and evaluation of hash proposed schemes are 

comparable to ElGamal and DSA.  

 

Scheme 
Add User Secret Handshakes 

M I E H M I E H 

ElGmal 2 1 1 1 8 4 10 4 

DSA 2 1 1 1 10 8 16 6 

DSS-1 1 1 1 1 12 8 8 2 

DSS-2 2 1 1 1 12 6 8 2 

 

During the Secret Handshake phase proposed schemes for 

exponentiation are superior to ElGamal and DSA. For 

inversion DSS-1 based SH scheme is comparable to DSA 

while DSS-2 based SH scheme is superior to DSA. For 

multiplication, our schemes are not as good as ElGamal and 

DSA. For evaluation of hash functions proposed schemes are 

superior to ElGamal and DSA. 

5. CONCLUSION 
In this paper two SH schemes based on a variation of DSA 

signature are proposed which are inspired by Zhou [12] and 

the comparison of the computational complexity of the new 

schemes with Zhou’s schemes are shown. The proposed 

schemes are comparable to known schemes for most 

operations. An interesting future work is to construct a SH 

scheme for multiple group member from other existentially 

unforgeable signature and from other computationally 

infeasible problem. 
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