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ABSTRACT

The Internet of Things, also called The Internet of Objects,
refers to a wireless network between objects; usually the
network will be wireless and self-configuring, such as
household appliances. Secures 10T end-to-end, which means
authenticating device communications, protecting code and
applications, and securing devices from threats. Emergence
accompanied the loT technology, or when using of this
technology and its deployment, an increase in security and
privacy violation, so must take caution when used , and also
paid to further research in this technology which that bothered
a lot, including confidentiality, authenticity, and integrity. In
this paper we will present the security and privacy when using
the Internet of Things technology, depending on the
architecture of the devices, and will be focusing on how
security building in the devices, and protection requirements,
by studying the architecture layer and IloT security
infrastructure.
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1. INTRODUCTION

Kevin Ashton first used the term Internet of Things in 1999.
The Internet of Things refers to a network of objects, such as
household appliances or digital controllers, etc. that uses the
networking technologies or backbone of the Internet
(TCP/IP). The Internet of Things gives everyday devices an IP
address and lets them plug into the internet. In 2008, the
number of things connected to the Internet was greater than
the people living on Earth. Within 2020, the number of things
connected to the Internet will be about 50 billion. Therefore,
the It will be the most important industrial trend in the next 10
years. Hence the transition from closed networks to corporate
networks technology information and public Internet is
accelerating at an alarming pace, and justly raising alarms
about security [1].

The Internet of things is not consider is a new technology,
which emerged in the technology industry, after the computer
and the Internet. The internet of things has four main
components including information processing ,sensing,

applications and services, heterogeneous access, and
additional components such as privacy and security [2].

Since become our lives dependent completely on entirely of
smart devices and these devices connected to each other via
the Internet, hence the privacy has become to the violation
and interference of the involved stakeholders. So it is
necessary to find a solution to the protection and security [3].

In this paper we will present the security and privacy when
using the Internet of Things technology, depending on the
architecture of the devices, and will be focusing on how
security building in the devices, and protection requirements,
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by studying the architecture layer and loT security
infrastructure.

The rest of the paper is organized as follows. Section 2,
review the security in devices. Section 3, gives an architecture
and requirements of 10T security that is present the each
architecture layers. Section 4, present security risks for each
layers. Section 5, review of some l0T security issues. Section
6, situation of loT safety .Section 7, concluded the paper
content

2. BUILDING SECURITY IN DEVICES
The Security in devices must be addressed throughout the
device lifecycle , from the initial design to the operational
environment[4]:

2.1 Secure booting

When the device is running for the first time, the authenticity
and integrity of the program on the device verification by
digital. The same way that the person or to sign a legal
document digital signature on the image of the program and
check the side of the device ensures only program authorized
in that body, which was signed and authorized by the entity
will be loaded [5].

2.2 Access control

There are different forms of resources and access controls are
applied. Controls in mandatory or role-based access to the
built-in the operating system limit the privileges of device
components and applications so that they only access to the
resources they need to do their job. In the event that any
component and access control ensures that, the intruder has
minimal access to other parts of the system as possible.
Access control list on the device mechanisms are similar to
network-based access. Even if someone was able to steal
credentials for companies to gain access to network
information for the risk of only those areas will be restricted
from network authorized by the specific documentation
mandate[4].

2.3 Device authentication

When the device is connected to the network, it should
authenticate itself before receiving or sending data. Inherent
in the devices often do not users have sitting behind
keyboards, waiting to input the required credentials to gain
access to the network. How, then, can ensure that correctly
identify those devices before? As user authentication allows
the user to access the corporate network based on password
and user name, and authentication device is a device that
allows access to the network based on a similar set of
credentials stored in a safe storage area [6].

2.4 Firewalling and IPS

The device needs the firewall packet inspection or a profound
ability to control the traffic that is destined to end in the
device. Why is the wall or host-based IPS protection is
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required if the existing devices on the network in place?
Inherent devices have unique protocols of its kind, distinct
from the company's information technology protocols. For
example, smart power grid has its own set of protocols that
govern how devices talk to each other. This is why there is a
need for industry-specific protocol and deep inspection
capabilities to identify malicious payloads hiding in non-US
IT protocols need a box filter. The device is not interested in a
higher level of filtering, traffic on the Internet common
network devices should take care of that, but they do not
require specific data addressed to finish on this device in a
way makes the best use of the limited available resources
computer filtering [6] [7].

2.5 Updates and patches

When switch on the device , the device starts to receive the
update of the applications installed in the device, therefore the
operators put patches on the devices , then the device need to
the authenticate them in a professional manner, not consume
bandwidth or affected the technical safety of the devices.
Such as Microsoft corporation ,to do update for Windows
operating system to its users in a period of time not exceeding
15 minutes, so thousands of devices improves the
performance of the operating system basic functions and
check for correct of the protection devices and operating
systems weaknesses. Corrections must be submitted and
software updates a way that maintains a limited bandwidth
and intermittent explosive contact integral to eliminate the
possibility of compromising the integrity of work
completely[4].

3. ARCHETECTURE AND
REQUIREMENTS OF 10T
SECURITY

If we look at the 10T infrastructure, notice that network layer
facing the greatest security challenges. Moreover, have
several properties. Requirements security of sensor storage,
processing and transmitting information and prevents
unauthorized accessing even illegal operation, called
confidentiality. Asked to each node which participates in The
business services process consider is one of the most
important sectors that must be secured and ensure that no
tampering of the information contained and outgoing ones ,
there are some security requirement described as follows [8]:

e  Failure tolerance: The system must find alternative
node, when occur failure in one of the node, to
avoid failure.

e  Authentication: Must be authenticating the object
and information source.

e Control of Access: The providers of information
must be able to implement control of access on the
data provided.

e  Privacy: Taken that only the information provider is
able to infer from observing the use of the lookup
system related to a specific customer.

Addition, there are another security requirements for loT ,
Which must be taken into account when implementation of
10T such as , user identification , secure storage , identity
management, secure data communication, availability , secure
network access, secure content, secure execution environment
,tamper resistance.

The 10T security architecture is divided into four levels,
Figure [1] illustrates for that [2].
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3.1 Physical Layer

In this layer, the data and information collected through
peripheral devices (physical equipment), and identifies the
physical world, information includes properties of the object,
etc. environmental conditions; It includes physical RFID
reader equipment and all kinds of sensors Global Positioning
System (GPS) and other equipment. The main element of this
layer is sensors to capture and represent the material world in
the digital world. Because the storage nodes is very short and
the power capacity is too, then unable to apply public key
encryption algorithm to security protection. In addition, it is
very difficult to set up security protection system. Hence, they
vulnerable to attacks from the external network such as deny
of service also bring new security problems. In the other hand
sensor data still need the protection for confidentiality,
integrity and authenticity[2].

Firstly, authentication of node is necessary to prevent
unauthorized access of node; and secondly to protect the
confidentiality of information between a transmitter, the
absolute necessity of data encryption, before the data
encryption key agreement in advance an important process; It
is the strongest safety measures, increased consumption of
resources to solve this problem encryption technology become
an important weight includes lightweight encryption protocol
encryption algorithm. At the same time the safety and health
of the sensor data has become the subject of search [9].

3.2 Network layer

The network layer is responsible for the transfer of reliable
information from the conceptual layer preliminary
information ~ processing and  classification  through
polymerization. In this layer of information transfer depends
on several Internet backbone networks, a mobile
communications network and satellite television networks and
infrastructure wireless network, and communication protocols
are necessary also exchange information between devices. In
spite of the relatively basic to protect the safety of the
network, but the Man-In-the-Middle-Attack attack counterfeit
still exist, and at the same time, junk mail, a computer virus
cannot be ignored, a large number of transmitted data causes
the busiest. Thus the security at this level is very important for
the 10T[2].

In this layer, security mechanisms of communication are
difficult to implement. Identity authentication mechanism to
prevent the contract, out of verse security and confidentiality,
and the complementary equally important, we also need to
establish a mechanism confidentiality, integrity of data. In
addition to distributed denial of service attack, a common
attack in the network, particularly in the internet of things
even to prevent DDOS attack for the vulnerable node is
consider another problem should be solved in this layer [10].

3.3 Support layer

Will be prepared to support a reliable platform to support the
application layer, on this platform to support every kind of
smart computing power will be organized by the network grid
and cloud computing. It plays the role of the combined
application of top layer and the network layer to the
bottom[2]. The mass data processing to do an intelligent
decision for network behavior in support layer, intelligent
processing limited to harmful information, so it considered a
one a challenge to improve the ability to identify harmful
information [11].This layer needs to many of application
security structure such as secure multi-party computation and
cloud computing, almost all strong encryption algorithms and
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protocol of encryption, stronger security system and anti-virus
technology [12].

3.4 Application layer

The application layer is the top-level terminal and the station.
This Layer provides personal services according to the user’s
needs. Users can login to the Internet of things through the
application interface layer of the mobile PC, TV or equipment
and so on. Safety requirements vary on the environment the
level of different applications in this layer, and sharing of data
is that one of the feature of application layer, which create
data privacy problems, information disclosure and access
control. We need two aspects to solve the problem of security
in this layer. The first is key agreement and the authentication
across the heterogeneous network, the second is protection of
the user’s privacy [2].

Security Architecture Security Architecture
Personalized information service Authentication and key
Application Layer Intelligent transportation agreement
Environmental monitoring Privacy protection
Secnritv edneation and
Cloud computing Secure multiparty
Support Layer Intelligent computing Secure cloud computing, and
Anti-Virus

Intemet mobile communication Identity authentication
Satellite nets, network infrastructure Anti-ddos

And communication protocols Encryption mechanism
Communication security

Network Layer

RFID reader Lightweight encryption
Sensor technology
GPS Protecting sensor data
Key agreement

Network Security managements

Perceptual Layer

Fig.1 Architecture and Requirements of IOT
4, SECURITY RISKS IN 10T

According to the 0T infrastructure, the 10T is divided into
three layers [13]:

e Perception Layers: This layer is consider of
perceiving and gathering information from the
surrounding environment, the attackers can easily
eavesdrop the communication link, then they can
analyze the data and the role of the nodes to capture
the users' information.

e Network Layer This layer is consider of
communication or transport layer , the huge

amount of data exchange by this layer , which Will
causes network congestion in the process of
transmission . In addition, this is likely to generate
denial of service attacks.

e Application Layer: Provide the services for all
industries [14], and in this layer the user can get
some important real-time information, which is the
goal of developing IoT. In some of a specific
industry, the application process, layer of perceptive
collects huge amounts of data of users, including
privacy data. Hence, must protect privacy and
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individual information .especially the enterprises
data.

In the [13] , propose some ways of security, to resolve
protection of information privacy , they add third party sever
as loT  middleware , and mechanism of
encryption/decryption ,furthermore access control. That is
consider of improved loT model for the original infrastructure
of 10T Figure [2].

This can effectively prevent the data leaking out in the process
of transmission. Moreover, use the third party server to filter
before the data access to application layer to ensure the
sensitive data did not be stolen or interpolated. Further uses
the anonymous processing; only legitimate users passed the
authorization can see this processed information. Thus, some
users cannot see the privacy data after anonymous processing.

5. SECURITY IOT ISSUES

Wireless sensors network are considered the backbone of the
Internet of Things (IoT), WSN’s characteristics face some
challenges including information security. Physical attacks by
attackers, Trojan attacks, virus damage, keys decryption,
DOS, eavesdropping and traffic analysis are really threats.
The trouble challenge is a key distribution, encryption and
decryption mechanism caused by wireless sensor networks
large and resource constraints [15] [16]. There are some
security’s issues, including:

e Encryption gateway node: In this way, integrate
and combine communication node with key, that is
mean encryption node (like sensor node), the
attacker hard to be controlled because his need
master key of the node. Hence, the find the key is
very hard, and he cannot control gateway node and
get all information through it. Then he cannot
tamper with the sending information.

e Enhance the capacity against DOS attack: The
WSN must connect to the external network, which
including internet, therefore, under attack from
other networks, the other may be DOS attack. Since
sensors network with a very limited capacity for
storage and processing, so the capacity against
DOS attacks is weak.

e The encryption mechanism: The encryption
occurs in the application layer (end to end), and in
the network layer (by-hop). By-hop encryption, it
provides the protection to links, which asked
necessary. But, because the by-hop encryption
requires decryption in the transmission nodes, so
every node is likely to interpret the clear text
message. End to end encryption cannot protect the
destination address. This makes encryption not hide
the message's source and destination, which is easy,
attacked by malicious access cause by analysis of
the communication services. Therefor the end-to-
end encryption mechanism is still the first choice.

21



International Journal of Computer Applications (0975 — 8887)
Volume 133 — No.15, January 2016

Application

Eapas Smart City

Smart City

Smart City Smart City Smart City

o

Encryption decryption
mechanism

The third party server

Access control >

=

Model Communication

Heterogeneous

network Network function

Access control )

Network Internet Cloud Co.putting
Layer Platform
2
Encryption decryption mechanism
Perception
Layer RFID Sensors Sensors Node

uotsiagadng [eSa ] s3uny |, Jo PUBLIU] pajReYy

Intelligent

Sensors gatway
terminal

Fig.2 10T security infrastructure Multi-layer

e  Business authentication: The business services are
very sensitive, it depends on to network layer
authentication is responsible for the network
identification. Therefore, the network layer
authentication is essential, but the application layer
authentication is not necessary. In other side if the
business is very sensitive such as financial services,
the service provider do not trust the security of
network , but choose security protection is higher
level, it is the time need to be done in the business
layer certification.

6. 10T SAFETY SITUATION

The Internet of Things (10T) is an emerging technology (Hot
things), so people focus and attention to this technology, and
the result is a lot of security flaws, so the developers intensive
attention to the safety of 10T [17].

Safety 10T can divide into perception layer security, network
layer security and the application layer security, according to
the system architecture. And ensure the IOT safety, on the
networking strategy implementation, there are several
considerations as following [18]:

e  Create safe network environment,

e Use the strong security mechanism to secure the
information during of sending.

e Always update the information security protection
to increase prevention.

e  Make sure to the permission and authentication for
the logging network

7. CONCLUSIONS

The Internet of Things, also called The Internet of Objects,
refers to a wireless network between objects; usually the
network will be wireless and self-configuring, such as
household appliances. Secures 10T end-to-end, which means
authenticating device communications, protecting code and
applications, and securing devices from threats. The
architecture and  building of things (objects) play an
important role in the security of things, when they connect to
the general network , and mean of structure of things is the
programming architecture, which is responsible for how and
way of dealing with the others things around it. In this paper

presented the security and privacy when using the Internet of
Things technology, depending on the architecture of the
devices, and will be focusing on how security building in the
devices, and protection requirements, by studying the
architecture layer and 10T security infrastructure.
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