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ABSTRACT 

This paper presents a novel symmetric algorithm in the area of 

DNA cryptography. Secure Data Transfer is an important 

factor for data transmission. The transmission of information 

can be of local or of global scope. But it is mandatory to 

secure information from unauthorized access.  Security is very 

important factor encryption. This method proposes a secured 

symmetric key generation process which generates initial 

cipher and this initial cipher is then converted into final cipher 

using random key generated DNA sequences, so as to make it 

complicated.   
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1. INTRODUCTION 
Security of valuable information is ensured using 

cryptographic techniques. Using such techniques enables the 

sender for secure transmission as well as storage of sensitive 

information through the internet. A cryptographic system 

applies encryption of information and thus produces an 

encrypted output which may be meaningless to an intruder 

who has no knowledge of the key. The knowledge of the key 

is essential factor for encryption and decryption process. The 

fundamental tool for cryptography is a simple function which 

is one-way and is easy to compute but very hard to get invert 

[1].  

Encryption and decryption phases of cryptography are 

determined by keys. Based on keys, cryptographic systems 

can be classified as Symmetric Key Cryptography (SKC) and 

Asymmetric Key Cryptography (AKC) also known as public 

key cryptography [2]. Symmetric Key Cryptographic system 

uses single key for both encryption and decryption. In 

Asymmetric Key Cryptographic system different keys are 

used for both encryption and decryption. 

 

SKC is based on sharing secrecy of the key, where as AKC  is 

based on personal secrecy of the key [3].Generally in the 

former symbols are permuted or substituted where as in the 

later numbers are manipulated using functions. In the SKC 

key is shared between the sender and the receiver. In AKC the 

key is personal and is known to themselves. The difficulty in 

SKC approach is the distribution of the key where as in AKC 

there is no such distribution of the key [12]. 

  

DNA Cryptography is generally defined as hiding data in 

DNA sequence. The advantages of this is as follows [9]. 

a) By supporting large parallelism which helps to improve 

computational speed. 

b) The molecules of DNA acts as carrier of transmission 

with large capacity. 

c) Power consumption is small. 

In the present work a novel SKC algorithm using DNA 

cryptography is proposed which does not need any DNA 

Chromosome OTP structure as seen in paper [12]. 

The remaining part of this paper is organized as follows: 

Section 2 gives background information relevant to the 

proposed work which is followed by literature review in 

section 3.In section 4 a proposed algorithm is elucidated 

followed by discussion in section 5 and conclusion in section 

6. 

2. BACKGROUND  
This section describes some terms which are frequently used 

in this paper. 

2.1 DNA (De-oxyribo Nucleic acid) 
DNA refers to De-oxyribo nucleic acid is a nucleic acid which 

contains  genetic information. It is used for the growth as well 

as functioning of all living organisms. They have two long 

chains of nucleotide which has a double helical structure [5].It 

a collection of most complex organic molecules. The 

instructions in DNA is required for the construct other 

components of cells such as protein, RNA molecules etc [16]. 

The segments in DNA that hold genetic information are 

known as genes. These sequences are used modifying the use 

of this genetic information, just as a string of binary 

information which is encoded with zeroes and ones. DNA 

strand encoding include four bases which are represented by 

letters A (Adenine), T (Thymine), C (Cytosine) and G 

(Guanine) [15].Each alphabet is related to a nucleotide. They 

are very long. For instance, the DNA sequence of length 10 

nucleotides long can be represented as ATCGAATTCG. 

2.2 DNA Cryptography 
DNA cryptography is a new promising direction in 

cryptography research that emerged with the evolution of 

DNA computing. DNA can be used for storing, transmitting 

and computation of information [6]. Parallelism and 

extraordinary information density inbuilt in this molecule are 

exploited for encryption and decryption purpose[14]. 

Different DNA based algorithm are available for this purpose. 

In this paper, the research conducted by various authors 

related to this discipline is taken into consideration. This 

shows,  how DNA cryptography uses DNA as a 
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computational tool to manipulate  for encryption and 

decryption[7]. Research work can be done on DNA  by two 

ways either by molecule or by simulation [8]. 

2.3 Symmetric key Algorithm 
Symmetric or Secret key can be classified as stream ciphers or 

block ciphers. Stream ciphers operate on a single bit (byte or 

computer word) at a time, and implement some form of 

feedback mechanism so that the key is constantly changing 

[R1].A block cipher encrypts a block of data at a time using 

the same key on each block. There are a number of other 

secret-key cryptography algorithms that are also in use today 

like CAST-128 (block cipher), RC2 (block cipher) RC4 

(stream cipher), RC5 (block cipher), Blowfish (block cipher), 

Two fish (block cipher). In 1997, NIST initiated a process to 

develop a new secure cryptosystem for U.S. government 

applications. The proposed system use symmetric key stream 

cipher algorithm.                                                                                                                                                                                                                        

 

3. LITERATURE REVIEW 
The literature study revealed the existence of the paper titled” 
“Yet Another Encryption Algorithm” (YAEA) developed by Saeb and 

Baith   [13]   which is based on a conventional symmetric key 

algorithm. The study also reveal the existence of another 

paper based on DNA computing in the field of 

cryptography[12]. 

It was found that the field of DNA Cryptography belongs to 

the area of Bio-inspired computing methodologies. 

Biologically-inspired computing (BIS) is the study which 

deals with the topics of connection, social behavior and its 

emergence [4].  Bio-inspired computing methodologies are 

designed to solve specific problem, biological system, which 

follows a specific procedure and can has similar properties. 

Some forms shows complex behavior and  rules.  Complexity 

increases until the result is something complex. Final results 

are often completely different from what the original rules 

would be expected to produce.  

The first DNA based cryptographic technology was seen in 

[6].Somewhat similar to the proposed work is seen in [13]. 

Cryptosystems which use a secret random OTP are known to 

be perfectly secure [12]. OTP encryption uses a large non-

repeating set of truly random key letters. Each pad is used 

exactly once, for only one message.  

The survey also revealed the different DNA data encryption 

algorithm which uses traditional mathematical operations 

and/or data manipulating DNA techniques [10].The proposed 

method is also an application in this area. 

4. PROPOSED SYSTEM 
Proposed system is a new encryption algorithm based on 

random key generation of DNA pattern. There are three stages 

in this algorithm- Encryption, Random Key Generation and 

Decryption. 

In the first stage the source data is encrypted which is the 

input to the second stage. In second stage random key is 

generated, say Pk which is used for next level of encryption.  

In the third stage decryption process takes place. 

Fig: 1 gives the flow chart of the stages I and II of the 

proposed system and the Fig: 2 gives the flow chart of the 

stage III of the proposed system. 

The remaining part of this section explains in details each of 

these three stages. 

  

4.1 Encryption 
This is the stage one of the proposed algorithm. The input for 

this is the source data which is in the text format. Each 

character of the source data is converted to its corresponding 

ASCII value which is in turn converted to its binary value in 

Fig 1 first three blocks corresponds to this stage. This  process 

is explained in details as follows.    

Consider the message the M to be transmitted to the receiver , 

the different steps for encryption is as follows 

Step 1: The text to be transmitted is first converted to ASCII 

code (in    decimal format). 

Step 2: These decimal values are grouped into blocks. 

Step 3: This encoded ASCII message (decimal values) is then 

converted to binary format (0’s and 1’s). 

 

Fig1: Stage I and II of the Proposed System. 

4.2 Random Key Generation  
This is the second stage in the proposed system. In this stage a 

random key say Pk in the range 1 to 256 is generated for 

further  encryption. Corresponding to each value of Pk  an 

index table is of size 256 is generated where each value of the 

table corresponds to a combination of A, T, G and  C .When 

Pk =1 the index table generated is as shown in Table 1. The 

size of the index table is 256 which corresponds to the 

permutation of four characters. A, T, G and C. As the value of 

Pk varies the index table will also varies.  
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The encrypted binary data from the stage 1 is the input for this 

stage. First the input data is selected as pairs. Each pairs is 

replaced by the DNA nucleotides A, T, G, and C   

corresponding to the values 00,01,10 and 11. 

From the index table the index key corresponding to the 

combination of A, T, G, and C is obtained which is the final 

encrypted value corresponding to the character of source data. 

In Fig:1 blocks 4,5,6,7 represents this stage. The value of Pk 

is also transmitted along with encrypted character from this 

source data. Given below in detail the various steps involved 

in this stage. 

Step 4: Encrypted  binary data obtained from the first stage is 

considered in the form of pairs. Since the encrypted data is 

binary these pairs will be either 00 or 01 or 10 or 11.These 

pairs are substituted by A for 00, T for 01, G for 10, and C for 

11. 

Step 5: Generate Pk 

Step 6: Corresponding to the value of Pk generate index table. 

Step 7: The A, T , G and  C obtained from step 4 is used to 

find the final encrypted key from the index table generated in 

step 6. 

 

 

 

 

 

 

Table 1: Random Generated Key 

4.3 Decryption 
Decryption is a process of converting encrypted text back to 

original text. Only an authorized user can  decrypt data 

because decryption requires a secret key or password. 

The first block of decryption receives the encrypted message. 

The second block generate  Pk value. The third block receives 

the encrypted DNA code and converts to its corresponding 

binary values. These pairs are substituted by 00 for A, 01 for 

T, 10 for G, and 11 for C. The fourth block the arrange binary 

values to block. The fifth block convert binary value to its 

Extended ASCII Value and the sixth block convert Extended 

ASCII value back to the original data or the decrypted 

message.  

Step 1: The DNA sequences are separated from primers (start 

primer and end primer), since the message is in between them.  

Step 2: The DNA nucleotides A, T, G, and C characters are 

substituted accordingly (00,01,11,10 respectively). 

Step 3: Then they are converted into ASCII code and then the 

message is received at receiver end.  
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Fig 2: Decryption (Stage III of the Proposed system) 

4.4 Example 
The proposed system is explained with an example. Consider 

the source data be BOY 

4.4.1 Encryption Process 
Step   1: ASCII value of  B= 66, O=79 , Y=89  

 B(66)                     01000010                         CAAG 

 O(79)                    01001111                         CATT 

 Y(89)                     01011001                        CCGC 

           

Step 2: After DNA Combination substitution the message 

BOY  will become CAAG-CATT-CCGC. 

 

Step 3: From random key substitution table the DNA 

combination will become 35, 48, 58. 

 

Step 4: So the final encrypted message or cipher text is 

35,48,58. 

 

4.4.2 3.4.2 Decryption Process 
 

Step   1: Cipher text is 35,48,58. 

    

Step   2: Substitute random generated key at an instance 

 

35                   CAAG                  01000010 

 

48                   CATT                    01001111 

 

58                   CCGC                    01011001      

 Again  

01000010               66                               B 

 

01001111               79                               O 

 

01011001                   89                           Y 

5. DISCUSSION 
The proposed system is implemented using java as 

programming language and Window 7 as platform. Proposed 

system belongs to the modern symmetric key encryption 

system. Here each character is converted to an expanded set of 

characters. The specialty of the proposed system is that there 

is no need to use DNA chromosome or any other similar data 

during transmission, instead along with each character an 

inbuilt private key in the range of 1 to 256 will be transmitted. 

The proposed system corresponds to the single character, two 

values are to be transmitted – one the encrypted integer value 

of Pk and the encrypted message. Based on the above 

discussion, one can conclude that security and the 

performance of the proposed algorithm are satisfactory for 

multi-level security applications of today’s networks. 

6. CONCLUSION 
The proposed method of encoding is far better and faster than 

conventional cryptography like DES and other DNA based 

encryption algorithms. The proposal can be further enhanced 

to include in security mechanism of wireless networks and 

analyzing its performance to basic cryptanalytic attacks and 

comparing it with existing cryptosystems to know exactly 

how much improvement is achieved.      

Security plays an important role in communication world. In 

order to protect the data from intruders, one need better 

security measures. The theoretical analysis shows that this 

method is more powerful against certain attacks. This method 

ensures confidentiality and data integrity over data 

transmission. 
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