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ABSTRACT

An efficient cryptographic approach for data sharing where data
is shared among a group of users as Data sharing is an impor-
tant functionality in cloud storage. How to securely and efficiently
share a collection of data related to any subject areas with oth-
ers in cloud storage. Development of new novel concept of Key-
Aggregate Searchable Encryption (KASE). This concept is imple-
mented through development of a concrete key-aggregate search-
able encryption framework scheme. This scheme is described as
where a data owner only needs to generate and distribute a sin-
gle aggregate key to a data user for sharing a large number of
documents and on the other side user only needs to submit a
single aggregate trapdoor to the cloud server, so that he/she can
query over the shared documents by the help of generated single
aggregate trapdoor. This proposed scheme is perfectly more se-
cure and practically efficient. It is an effective method which is
considered as best solution to build a practical data sharing sys-
tem based on public cloud storage. A detailed review of various
methods used for data access controls and encryption is presented
and a brief comparison among the discussed methods is given.
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1. INTRODUCTION

Cloud storage is a solution for sharing and accessing large amounts
of data, which is shared for various users by means of internet.
Today, a number of users are mainly sharing a large number of var-
ious kinds of documents, which are considered to be under various
categories like photos, videos and documents via various social net-
working based applications on daily basis. There are huge benefits
of using cloud storage like lower cost, greater agility and better re-
source utilization has add more attraction from plenty number of
business users toward using the cloud storage.

Cloud computing which is built on parallel, distributed comput-
ing, utility computing and service-oriented architecture. Generally,
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speaking about cloud storages, we all are enjoying the comfort of
sharing all kinds of data. But all users are more bothered about the
data leaks which usually happen in the cloud storage. Such type of
data leaks occur due to reason like an untrusted cloud provider and
by hackers who decrypt the files using various types of software. A
common approach usually used is to encrypt all the types of data
available with him/her. Which are to be uploaded to the cloud by
the data owner. The encrypted data obtained shall be retrieved and
then performing decryption by persons who have right set of access
keys. This type of cloud storage is known as Cryptographic cloud
storage.

However, there are two challenging tasks:

(1) How can a user perform searching over the documents shared?

(2) How to retrieve only the data which can be retrieved by a given
keywords?

Above stated two challenges can be solved by the implementa-
tion of searchable encryption (SE) scheme. In this scheme, the
data owner encrypts all the keywords which were used to encrypt
the data and both the encrypted keyword and encrypted data are
uploaded to the cloud together. To obtain the original data back,
the user will need to send a keyword trapdoor which will be used
to match a data with a keyword. If a match is obtained than the
document belonging to a data user can be retrieved, otherwise the
keyword based searching continues, until all the keyword trapdoor
have been tested on the document collection available on the cloud
server.

By combining both the cryptographic cloud storage along with the
searchable encryption scheme, the essential basic security require-
ments can be attained. Also, management of keys is a serious prob-
lem. How to efficiently manage the encryption keys is generally
neglected in case of survey based on literature. First requirement of
a data owner is to share the selected set of data with types of dif-
ferent users. For example, sharing a photo and videos is a common
fashion now with the help social network applications like Face-
book, WhatsApp etc. Generally, users share various types of doc-
uments through cloud storage social networking application like
Google drive, Dropbox, Citrix etc. Also Cloud service providers
examples like Amazons EC2 and S3 [2], Google App Engine [3],
and Microsoft Azure [4], these provide us all the resources required
as per our needs. We can pay them as we use these services. Usu-
ally uploaded data is encrypted with a different encryption key. The



number of key generated will be proportional to the number of doc-
ument files to be encrypted. Also, how to send these set of different
keys among the various kind of users. So, has to perform the search-
ing and decryption over the set of documents. These keys must be
send to a user using a secure communication channel, also how
can a user store and manage these keys in their devices like mobile
phones, PCs, laptops, removable devices etc.

Speaking about the traditional method of data sharing through var-
ious cloud storage providers, in Fig.1 it consists of two types of
users: Data owner and Data user. Data owner is uploading n num-
bers of documents to cloud server which are shared with the data
user. Generally, each document is encrypted with a separate key, i.e.
if n documents are to be encrypted than n keys are required to per-
form encryption using them. The key produced is send to the data
user via a secure communication channel by the data owner. Than
after performing all these actions, data user can perform search-
ing over the shared documents by generating keyword trapdoors.
If a match is obtained, the cloud server returns the original files
which were shared by the data owner to corresponding requested
data user.
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Fig. 1. Traditional Approach of data sharing

Various techniques have been proposed for data sharing via cloud
storage, their efficiency is to be increased by means of develop-
ment of new concepts and schemes. This paper is organized as fol-
lows: Section 2 illustrates some of the methodologies used for data
sharing through cloud storage. Section 3 illustrating the solution
to problems which are stated in the Section 2. Section 4 describes
the comparison of various existing methods. Section 5 consists of
experimental results and analysis which presents the performance
evaluation of KASE scheme. Section 6 concludes the review of
KASE scheme.

2. LITERATURE SURVEY

Cloud storage has grown to become popular and is adopted by
many individuals and organizations. The widely adoption of cloud
storage raised several security concerns about the outsourced data,
such as confidentiality, integrity and access control of the data. Both
academic and industrial world are making efforts to maintain the
security of the outsourced data.
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2.1 Access controls

Works have been done as to migrate and adapt the mature tradi-
tional authorization management to cloud computing. Besides that,
a series of new access control schemes and solutions have been re-
searched and devised for cloud environment based on the general
access control solutions.

2.1.1 Identity-Based Encryption. Of all the access control archi-
tectures, Attribute-Based Encryption (ABE) schemes are the most
popular ones due to its scalability and security. Unlike Access Con-
trol List(ACL) only defines which entities have the access right,
ABE schemes encrypt the data under the access policy which only
ensure the eligible entities to do decryption. A distinguished work
Fuzzy Identity-Based Encryption(IBE) was introduced by Sahai
and Waters in 2005. In Fuzzy IBE scheme, a private key for an
identity set w , can be used to decrypt a cipher-text encrypted with
an slightly different identity set w ’. Fuzzy IBE realizes error tol-
erance by setting the threshold value of root node smaller than the
size of identity set.

2.1.2  Keypolicy Attribute-Based Encryption. Based on Fuzzy
IBE, Goyal et al. present Keypolicy-Attribute Based Encryption
(KP-ABE) in which ciphertexts are labeled with sets of attributes
and private keys are associated with access structures that control
which ciphertexts a user can decrypt. In this scheme when a user
made a secret request, the trusted authority determined which com-
bination of attributes must appear in the ciphertext for the user to
decrypt.

2.1.3  Ciphertext Policy Attribute Based Encryption. Bethencourt
et al. introduced a complementary scheme to KP-ABE, called Ci-
phertext Policy-Attribute Based Encryption (CP-ABE). In this ci-
phertext policy attribute based encryption system, a user’s private
key is associated with a set of attributes and an encrypted cipher
text will specify an access policy over attributes. A user will be
able to decrypt if and only if his attributes satisfy the cipher text’s
policy. One of the most challenging issues in data sharing systems
is the enforcement of access policies and the support of policies
updates. CP-ABE is becoming a promising cryptographic solution
to this issue. It enables data owners to define their own access poli-
cies over user attributes and enforce the policies on the data to be
distributed.

2.2 Literature Survey on Related Works

2.2.1 Multi-User Searchable Encryption (MUSE). In description
of cloud storage, a most common scenario is keyword search which
is performed by various users and it is known as multiuser setting.
In this MUSE, the data owner shares a document with a number
of authorized users and each authorized user who has the right set
of access rights can perform searching over the document using
trapdoor mechanism. Most recent developed works included in [9],
[16-18]. Speaking about [22] which mainly focus on MUSE, in this
implementation is done by single key combined with various access
controls.

In the construction of MUSE scheme [9] and [22], which is de-
veloped for first of all share the searchable encryption key which
is used for document encryption to all the users. The users who
have the keys can access these documents, also by using broad-
cast encryption. It achieves the access control for all the documents
shared. In the description [16-21], by applying the attribute based
encryption, it achieves more fine access control which is based on
keyword searching.



But, in case of MUSE there are two major problems which is not
considered are:

(1) How to check whether a user has the right to access the docu-
ment?

(2) How to decrease the number of trapdoor generated and total
number of shared keys?

2.2.2 Multi-Key Searchable Encryption (MKSE). Considering
the multi user based applications, the ratio of number of trapdoors
is directly equivalent to the number of searched documents. MKSE
was developed and presented in the year 2013. This algorithm is
explained as a data user to give a single trapdoor which consists
of a single keyword to the cloud server. But on other hand, the
cloud server gives provision to search over the keyword trapdoor
by using different keys. In Fig.2, it consists of a Multi-Key Search-
able Encryption (MKSE) which shows that a data user is submitting
his/her generated trapdoor(Tr) to cloud server and the cloud server
performing the adjust and test algorithm on the document collec-
tion.

Data User

Fig. 2. Multi-Key Searchable Encryption

The main goals of both i.e. KASE and MKSE are completely dif-
ferent ideas. Goal of MKSE: when keyword search is performed by
the cloud server with only one trapdoor on different types of user
owned documents, that of KASE: by mainly providing the gener-
ated single aggregate key to data users in a group sharing based
system. Speaking more about the MKSE, data user can store pub-
lic data information which is known as Delta on cloud server. This
public information is relevant to data user key and used encryption
key. Data user can perform searching for a word on all the docu-
ments, for doing this he/she needs the data user key to calculate the
trapdoor for the word and directly submit this generated trapdoor
value to cloud server.

Cloud server uses this information to convert received keyword
trapdoor on the key available with the data user. This process is
known as adjust. By doing so, cloud server can perform traditional
searching by means of single-key with the newly generated trap-
door. In MKSE the adjust process is an approach to perform search-
ing on the group of documents shared by means of single trapdoor.
This adjust process can’t be applied directly to the development of
KASE scheme.
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2.2.3 Key-Aggregate Encryption (KAE). Recently more attention
has been created around the cloud storage, which is based on data
sharing systems [5]-[7]. By considering the paper [7] which points
out that how to decrease the number of keys used for data encryp-
tion. In traditional approach, all used encryption keys must be dis-
tributed among the concerned authorized users. This challenge is
solved by KAE, where it generates an aggregate key which will be
used by the user to decrypt all the documents shared with him/her.
Concept of KAE is to obtain the original document by decrypting
with a single aggregate key, which was encrypted with different
keys. To perform this data owner, not only needs the public key but
also the identity of each document. This is concept is adapted from
the broadcast encryption scheme [29].

In development of KAE scheme, the data owner is designed as
broadcaster. Broadcaster will be having the public key and master
secret key. Data user is designed as the receivers, who are listening
to this secure broadcast channel. Generally, speaking about pub-
lic information which consists of various relevant information like
data owner’s master secret key and encryption key. Here, data en-
cryption is performed using the symmetric encryption in broadcast
encryption. But the key aggregation and data decryption is done by
the algorithms like BE.Encrypt and BE.Decrypt respectively. By
using scheme [7], which delegates all the decryption rights to the
data users. The problem with KAE, we can’t perform searching
over the encrypted documents. So, the development of new scheme
is needed, which will provide us to perform keyword based search-
ing, trapdoor generation and also more complex procedure to ob-
tain keyword matching in more efficient way. So, KASE scheme
was designed and developed by the researchers in the field of re-
search and development.

3. KEY-AGGREGATE SEARCHABLE
ENCRYPTION (KASE)

Development of KASE scheme ideas is adapted from papers like
key-aggregate cryptosystem scheme [7] for scalable data sharing
and Multi-key searchable encryption scheme [31]. This was done to
generate a single aggregate encryption key in replacement of many
numbers of individual independent keys for each documents up-
loaded by the data owner. Defining this scheme each key which
is used for searching is connected with a particular index of up-
loaded document. Creation of aggregate key is done by using the
data owner’s master-secret key with product of his/her public keys
used for encryption. Keyword based searching is performed by gen-
eration of aggregate trapdoor mechanism. This is implemented by
adjusting process [31]. Than cloud server can use single adjusted
aggregated trapdoor which was created for each set of document.

3.0.4 KASE Scheme Description. KASE Framework was de-
scribed in the above section, this KASE scheme consists of seven
algorithms:

(1) Setup : This algorithm is run by cloud server to setup all sys-
tem parameters. Generate a bilinear mapping based group shar-
ing system, set the maximum possible number of documents
available with the data owner. Two operations are computed
which are random generator calculation and selecting a one-
way hash function. Cloud server broadcast the generated sys-
tem parameter and public key.

(2) Keygen : This algorithm is run by data owner to generate
his/her key pair which will be used for document encryption
by the Encrypt algorithm. In this stage, we have public key
and master secret key along with the generated key pair.



(3) Encrypt : This algorithm is run by data owner to perform
data encryption and also generate corresponding ciphertexts
for all the documents which will be uploaded. For the creat-
ing the keyword ciphertexts, it takes the document file index,
randomly picks a searchable encryption key for each document
and generates a delta information. It will produce a ciphertext
for a keyword, this generated ciphertexts are stored under cloud
server.

(4) Extract : This algorithm is run by data owner and generating
an aggregate searchable encryption key and this key is send to
all authorized users via a secure communication channel. This
algorithm takes input as master secret key and generates an
aggregate key as output. Data owner than send this aggregate
key to data users, so that they can perform keyword searching
over the shared documents.

(5) Trapdoor : This algorithm is run by data user and performs
keyword searching by generating trapdoor. In the case of
searching for matching relevant documents by use of single
aggregate searchable key. Only one single aggregate trapdoor
is generated for a single keyword which is used for searching.
Than data user sends this generate single trapdoor and subset
of matched documents.

(6) Adjust : This algorithm is run by cloud server and creating
right set of trapdoor. It accepts input as system publicly avail-
able parameters, all documents index in the set and also single
aggregate trapdoor. It performs adjusting process on the sin-
gle aggregate trapdoor and output a new right single trapdoor.
This produced trapdoor will be used for next Test algorithm
for performing keyword search over the shared collection of
documents.

(7) Test : This algorithm is run by the cloud server. Cloud server
does a series of keyword searching by using the input, which
is adjusted trapdoor and creates the delta information which is
relevant to subset by using searchable encryption key. Output
produced will be binary, i.e. true or false values after perform-
ing various computations.

Key-aggregate searchable encryption (KASE) method of data shar-
ing, in Fig.3 it consists of two types of users: Data owner and Data
user. Data owner is uploading n numbers of documents to cloud
server which are shared with the data user. Generally, here docu-
ments is encrypted by a key pair, this obtained key pair is changed
into single aggregate key by using data owner public key and mas-
ter secret key. The single aggregate key produced is send to the data
user via a secure communication channel. Data user can perform
searching over the shared documents by generating single aggre-
gate trapdoor. For each searched word, it can generate an aggregate
trapdoor. If a match is obtained, the shared documents are unlocked
and returned to respective authorized data user.

Data Owner
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Fig. 3. Key-Aggregate Searchable Encryption

Framework of Key-aggregate searchable encryption (KASE), in
Fig.4 it consists of a data owner generates a single aggregate key
which was created by using data owner public key and master se-
cret key for encrypting the shared documents. This single aggregate
key produced is send to the data user through a secure communica-
tion channel. Then, data user can perform searching over the shared
documents by generating single aggregate trapdoor, submitted this
trapdoor to the cloud server.

Cloud server performs the adjusting algorithm/process by using the
aggregate trapdoor over the collection of documents. Then, test al-
gorithm is performed to ensure that the respective requester has the
right to access them. If a match occurs, than cloud server will return
all the shared documents to the respective data user.
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Fig. 4. Framework of key-aggregate searchable encryption

Aggregate Trapdoors



4. COMPARISON OF VARIOUS METHODS

Considering the case of data stored under the cloud storage, the se-
rious issues like confidentiality, integrity and access control should
be checked, whether they are meet or not. There are plenty of ac-
cess control schemes like Attribute Based Encryption (ABE), Key
Policy-Attribute Based Encryption (KP-ABE), Ciphertext Policy-
Attribute Based Encryption (CP-ABE) and Key-Aggregate Search-
able Encryption (KASE). Let us compare and analyze these ac-
cess control schemes in detail. Comparison of all access control
schemes is as follows in Table 1.

Sahai and Waters who introduced the Attribute Based Encryption
(ABE) scheme, it is a public key based encryption which is giving
more security and better access control. The main specialty of this
scheme, it provides the encryption and decryption by means of their
user attributes. Generation of ciphertext and secret keys depends
on their attributes. If the attribute of secret key is different from
the attribute of ciphertext, than decryption process is not possible.
Considering the value of threshold as t. If atleast 't numbers are
matching, then performing decryption. Advantage of ABE is it has
very complex access control and no need of list of users in this
process, only required is the access policy. Disadvantage of ABE is
that the data owner needs to use all the available set of users public
keys, so as to perform the data encryption.

Table 1. COMPARISON OF ABE, KP-ABE, CP-ABE and KASE

Parameters ABE KP-ABE | CP-ABE | KASE
Efficiency Average | Low Average Average
Data confidentiality Present | Present Present Present
User accountability Absent | Absent Present Present
Fine grained access control | Low Low Average Average
Computational overhead High Low Average Average
Collusion resistant Average | Good Good Excellent
Revoke users Absent | Present Present Present

Speaking about the Key Policy-Attribute Based Encryption (KP-
ABE), it is another type of ABE. It can perform one to many
communications. In this KP-ABE scheme, each private key will
be linked with an access tree structure. This type of access tree
structure will explain the type of ciphertext which can be decrypted
by using the key. Here, the ciphertext is represented with the set
of attributes and the key is represented with the access structure,
this scheme is called as KP-ABE. This scheme gives a fine grained
access control and it can also provide better flexibility than ABE.
Problem with KP-ABE is that who can decrypt the encrypted data
decision can’t be taken by the data owner.

The Ciphertext Policy Attribute Based Encryption (CP-ABE) runs
in reverse order of KP-ABE. This will eliminate the main disadvan-
tage of KP-ABE. In CP-ABE, the data owner will decide the policy
about who can perform decryption on the encrypted data. Disad-
vantage of CP-ABE is how to manage the attributes of data users
and their respective access policy.

The Key-Aggregate Searchable Encryption (KASE), it is a public
key encryption scheme which is adapted from key-aggregate cryp-
tosystem scheme [7] and Multi-key searchable encryption scheme
[31]. Advantage is that in place of sharing the documents, data
owner send the single aggregate key. By using this key, he/she can
access all the documents will is meant for him/her. It eliminates the
main disadvantage of KP-ABE, CP-ABE. In KASE, the data owner
will generate a single aggregate key and transmit it to the user. Data
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user can submit generated single aggregate trapdoors to the cloud
server. Cloud server than perform adjust and test algorithms to re-
trieve the relevant documents shared with him/her.

5. EXPERIMENTAL RESULTS AND ANALYSIS
5.1 PERFORMANCE EVALUATION

Considering the studies of various cryptographic operations based
on pairing computation. Which can be efficiently executed and
be tested on both computers(Intel(R) Core(TM)i5-3337U CPU @
1.80GHZ with OS as Windows7) and mobile devices(Samsung
G3502U phone) is shown as under in Table-2.

Table 2. Pairing based computation execution times

Tested on Pairing pow(in G) pow(in G1) | pow(in Z})
Samsung

G3502U 485 243 74 0.8
Computer 10.2 13.3 1.7 0.05

Implementation of this system is done, by means of two libraries:
jpbc (for mobile phones) and pbc library (for computer). In case of
mobile devices, it takes about 5 seconds for pairing computations.
But the sensor nodes and Personal Digital Assistant (PDA) requires
only 1.5 and 0.5 seconds respectively. The above depicts the aver-
age time required by mobile device and computer for performing
pairing based computations. Computers have faster average time
for pairing as compared to mobile devices.

5.2 KASE ALGORITHM EVALUATION

Considering all the algorithms (Setup, Keygen, Encrypt, Extract,
Trapdoor, Adjust, Test) which were present in KASE scheme and
this scheme is evaluated on both mobile devices and computers.

(1) KASE Setup: Generally setup algorithm requires a linear exe-
cution time against the maximum number of documents which
were belonging to a particular data owner. When the maximum
number of documents reaches a value of 20000, the KASE
Setup algorithms requires 259 seconds (computers).

(2) KASE Encrypt: Execution time of this is also linear against
the number of keywords generated. Considering the case when
the number of keywords reaches a value of 10000, the KASE
Encrypt algorithms require 206 seconds in computers, whereas
in mobile devices it takes 10018 seconds. By above values,
two conclusions can be made: not to use mobile devices for
uploading the documents associated with large number of key-
words, keyword based searching can be executed more quickly
in computers with the help of pairing based computation.

(3) KASE Extract: Execution time against the number of shared
documents is also linear. When the number of keywords
reaches a value of 10000, the KASE Extract algorithms require
132 seconds in computers, whereas in mobile devices it takes
2430 seconds. Considering the above values, it is not suggested
to use mobile devices for this stage. Since, the KASE Extract
runs along with the KASE Encrypt algorithm.

(4) KASE Trapdoor: Execution time is a constant value for both
the mobile devices and computers. Considering the values such
as 0.01 seconds in computers, whereas in mobile devices it
takes 0.25 seconds. Considering the above values, keyword
searching can be done more efficiently in both mobile devices
and computers. Also comparing with other available schemes,



KASE scheme is having substantial improvements in trapdoor
generation.

(5) KASE Adjust: It also provides a linear relation, when plotted
execution time against the number of documents available to
perform adjusting operation. It can be improved in practical
applications more efficiently.

(6) KASE Test: Execution time cost against the number of key-
word ciphertexts is also linear. Considering the execution of
KASE Test algorithm is twice the execution of pairing based
computations. When the number of keyword ciphertexts grows
to a value of 20000, computers takes 467 seconds for execu-
tion.

5.3 GROUP DATA SHARING SYSTEM BASED
EVALUATION

Speaking about the group data sharing system where performance
directly depends on the KASE algorithms. To improve the existing
system, the caching based improved technique need to be used to
perform more efficient way of keyword searching. Processing of
KASE algorithm: when an aggregate single trapdoor is received,
the cloud server executes the KASE.Adjust and KASE.Test key-
word searching can be finished.

Considering the time evaluation cost of Adjust algorithm is linear
when plotted against the number of documents. In order to avoid
the existing system problem such as the repeated number of cal-
culation and improving the performance, the solution that a cloud
server can provide is to do some cache computation of the results
obtained. Since, the input and calculation processing are same for
all set of users. This operation will eliminate the time used for cal-
culation. Next consider the case when a user queries the documents
collection for the second set of time, KASE.Adjust can run much
faster because of available pre-calculated result.

KASE.Test execution time is a linear structured graph when plot-
ted against the number of ciphertexts generated. To enhance and
increase the efficiency, techniques like parallel and distributed com-
puting, multi-thread, hadoop may be used in various scenarios
whenever required. In our existing system case, multi-thread tech-
niques are used to perform all the experiments. Next is perform the
performance testing by setting the number of keyword ciphertexts
to 10000. Execution time of KASE.Test will reduce when the num-
ber of threads increases.

Considering the number grows to a value of 200, KASE.Test re-
quires only 1 second to completely performing the keyword based
searching over the 10000 keyword ciphertexts. When the number of
threads increases in large numbers, existing system will take more
time to generate these threads. Considering next scenario when
the number reaches a value of 1000, the time required to generate
these threads will be equal to 80 milliseconds. So, this multi-thread
technique improves the existing system performance to next lev-
els. In case of deployment in practical applications, the number of
required threads value should be selected with more care and pre-
cision. So, has to obtain the best results.

6. CONCLUSION

In this review paper, practical problems of sharing data among a
set of users is considered, without data leaks which usually oc-
curs in the cloud storage. Normal method performed is to share
a large number of keys to all authorized data users from data owner
through a secure communication channel, which gives the autho-
rized user to access the relevant set of documents shared to him/her.
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Development of new concept involving the key-aggregate search-
able encryption (KASE) and also constructing a KASE scheme.
Results based on various comparison and analysis confirm that
KASE work can give a better and more efficient solution for build-
ing a more secure data sharing system based on public cloud stor-
age available on internet. Description of KASE scheme, the data
owner generates a single aggregate key which will be used for en-
cryption process and send this key to the entire authorized user.
On the other end, data user creates and query through generated
single aggregate trapdoor, this trapdoor produced is used to query
over collection of documents shared by the same data owner. Com-
parison of various methodologies is done and performed pairing
computation analysis on system and mobile phone. However, fu-
ture work of this is concerned over the data shared under multiple
owners and how to decrease the number of trapdoor generation.
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