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ABSTRACT

The research work was conducted with the objective to find
the significant metrics for biometrics deployment in e-banking
through an assessment of the concerns, opinions and
perceptions of bank customers regarding the implementation
of biometrics in e-banking. This paper is pursued by
collecting information through survey of customers the
branches of scheduled banks from the area of research chosen
by researcher.The researcher has used probability stratified
sampling and scheduled banks categorized by RBI have been
divided into groups referred to as strata on the basis of the
total turnover, then the banks are selected from the various
groups using random sampling and finally a branch of the
selected bank with the one of highest turnover is randomly
selected and the customers of the branch are chosen using
non-probability convenience sampling.The study suggests that
the overall significant metrics for the deployment of
Biometric technology in E-Banking with the bank customer’s
perspective  areReliability, Performance, Circumvention
Resistance, Ergonomics, Minimum User Participation,
Privacy Issues, Health Concerns, Data Security and Trust.
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1. INTRODUCTION

In the modern era the data is in digital or electronic form and
its security and privacy has become very fundamental and the
issues concerning the security and privacy of electronic data
have remained a challenge for years.. Personal identification
(authentication) plays a vital role in contemporary society
(Stanley et al., 2009 as it can help in attaining the security
by the identification of a person.

For the last two decades information technology has been
broadly using Passwords or Personal ldentification Numbers
(PIN’s) to validate a user to a system though the recognition
of a PIN does not, however, imply the detection of the
person’s identity because if anyone acquires access to a PIN, a
card or any other such ‘key’ that is being used to get entrée to
a system or device then that person can breach the security.
This implies that systems that are reliant on high access
security cannot always rely on these kinds of ‘Keys’, since
they cannot ensure the identity of a user is who s/he claims to
be. Biometrics could be used to obtain trust to a device instead
of PIN’s or passwords.

Authentication can be performed in three different ways,
firstly based on something you know (passwords and Pin’s),

secondly based on something you have (ID card or Token)
and lastly based on something you are (biometrics). The first
two methods are standard methods of personal identification
i.e. something you know and something you have (passwords
and tokens) and they have had their limitations i.e. One does
not remember what he/she knew and one does not have what
one had (Russell Kay, 20092; Boatwright, 2007 %). The
limitations linked with the conventional methods of
authentication can be shielded using a new authentication
mechanism-based on what you are (biometrics) was
introduced. Also now with the wide use of IT and Gadgets
one has to remember passwords for net banking, personal and
professional emails, government and organizational login,
social networking sites, Mobile Banking, Cloud Storages, E-
Stores and other related sites, with the need to remembering
one additional password virtually every few days.
Remembering all such passwords is getting increasingly
cumbersome and difficult as well forgetting them involves
hassles and disclosure or leak may prove to be fatal. Therefore
a novel, convenient as well as secure technology is required
for authentication as well as transaction operation.

The controversy regarding biometric technology has been
about invading the privacy of individuals and the doubts and
concerns that they about their privacy. The critics of
biometrics assertthat biometrics is a threat to the individual’s
privacy. Though biometrics has been put into practice in many
organizations but still there is a long way to go. It is very
important that the responses, both perceived and behavioral,
of the citizens and end users are considered when deigning
and deploying system having digital identities (Dwivedi, et
al., 2003%.

Chandra and Calderon (2005°) explain the user’s issues
involved in the deployment of biometrics technology. They
elaborate that if the people concerns i.e. trust, user acceptance,
privacy concerns are not addressed then there is a potential
threat to system failure. It would be surprising to deploy
biometrics technology without measuring the people’s
perceptions about biometrics technology. Using biometrics
raises concerns about the public’s perception of a possible
intrusion of their privacy. One can generally say that the less
intrusive the biometric, the more likely it is that it will be
accepted by the users.

Since the use of biometric technologies involves sharing of an
individual’s indispensable identity data, the opinions of users
and bankers before their deployment must essentially be
considered.
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2. REVIEW OF LITERATURE

Since the use of biometric technologies involves sharing of an
individual’s indispensable identity data, the opinions of users
and bankers before their deployment must essentially be
considered. According to Woodward (1997)° there are two
different blogs of opinions about biometrics as it’s a relatively
new technology. The critics claims it as a privacy invader
while the pro biometrics blog details and supports the
biometrics technology for improved security and the greater
services. People have concerns regarding their security and
privacy when dealing with biometrics. In this paper the
question (Is biometrics a privacy friend or privacy foe?) is
answered by first explaining the biometrics technology and
itsexpected uses in daily life. The privacy aspects of
biometrics are analyzed from invader as well as protective
perspective of biometrics. Though people have concerns
regarding the biometrics but when analyzed, the biometrics
was found to be a technology that improves the privacy as
well as the security of the users.

"Wayne Penny in SANS Institute in 2002 suggests that two of
the issues to be overcome with biometric systems and public
acceptance are communications, by the vendors or
implementers, and public perception of the technology. The
individual must be able to understand the behaviour of the
system to assess its capabilities to protect information and
function in an open and secure manner.

Salil Prabhakar et. al (2003%) in their study suggest thatthe use
of biometrics indeed raises several privacy concerns. A sound
trade-off between security and privacy might be necessary;
but one can only enforce collective accountability and
acceptability standards through common legislation. On the
positive side of the privacy issue, biometrics provides tools to
enforce accountable logs of system transactions and to protect
individual’s right to privacy.

Chandra and Calderon (2005)°discussed the challenges and
difficulties that biometrics technology face in becoming the
core technology for authentication in information systems.
Different types of challenges and issues i.e. business issues,
operational issues and the people issues are studied. There is a
need to approach these challenges in a way that satisfies the
user concerns.

Elliot et al. (2007)™ used the survey methodology in order to
understand and analyze the citizen’s perceptions, opinions and
concerns of biometrics technology. The issues like security,
safety and privacy concerns were asked in the survey. The
results mentions that the people were pro biometrics i.e. they
agreed that biometrics usage will enhance security but most of
the respondents had concerns about the their privacy (who
will use that data and how it is made sure that only the
authentic people use that data). People seemed welcoming to
biometrics technology but also they had safety concerns from
using biometrics technology i.e. iris and scan technology. In
short the people were willing to use biometrics technology but
there was a certain lack of trust with some governmental
institutes. There is also a need to educate people about the
biometrics as most of the concerns can be removed if proper
guidance and education is delivered about biometrics
technology.

The research work of Furnell and Evangelatos (2007)* also
explains the people perceptions about biometrics technology.
The survey conducted by the researchers revealed that there is
a certain level of acceptance towards biometrics among
people. Moreover the survey states that TV, Newspapers and
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Internet are the sources that people get information of
biometrics technology from. People were found having
concerns of health risks while using biometrics devices.
Privacy concerns, like who will access the stored data and
how it will be used, were noticeable among people. They
survey summarize that although there is an adequate user
acceptance for biometrics with certain concerns, there is a
need to take steps for the awareness of people about their
perceived concerns.

Andrew Patrick (2007*) in his essay “Biometrics and Identity
Theft” quotes that Research studies have found that users’
concerns about biometric misuse and privacy invasions are
large and poorly articulated. Potential users are also concerned
about the reliability of new technology. Moreover, research
has shown that users find biometrics systems to be less
hygienic and more stressful than traditional PIN systems.
Some groups have also expressed concerns about health risks
caused by biometric systems, such as eye damage caused by
the near infrared illumination used for iris scanning. Users
also reported significant fears that criminals may do them
harm to obtain the biometric (e.g., cut off their finger).

Michael Colin Breward (2009*%) in his study to determine the
Factors Influencing Consumer Attitudes towards Biometric
Identity Authentication Technology within the Canadian
Banking Industry suggests that the contextual factors of
privacy and security concerns and usefulness have a bigger
impact upon attitude as compared to innate personality traits.
In addition, while voluntariness appears to have no effect,
control has a significant impact upon attitude as well as
privacy and security concerns and usefulness.

Antonio Pooe and Les Labuschagne (2010%) investigate the
cause for the slow adoption of biometric authentication in the
South African (SA) banking sector and they suggest that
several bank employees have been exposed to biometric
technology before. Though some appear tohave never used
this technology before, this does not affect their opinion on
biometrics as a possible alternative to current security
challenges in the banking sector. They also established that
there is a definite interest in the use of biometric technology
across different banking channels and their findings showed
that the participating local banks have and are investigating
biometric authentication and that these investigations were not
limited to any particular biometric trait and their study
highlights the problem areas affecting biometric adoption.

A. Pooe (2011) *®in his study aimed to identify factors
impacting on the adoption of biometric authentication in the
South African banking sector as a means of authentication.
The study constitutes exploratory research and is limited to
the use of biometric technology within the financial services
sector. Within this sector, specific focus is placed on the four
leading South African banks. A survey was conducted, and
the findings show common agreement and acceptance of
biometric authentication as a way to improve information
security in the various banking channels despite its not being
widely implemented. With regard to factors influencing the
adoption of biometric authentication, the study identified three
main adoption inhibitors. This study contributes to the greater
body of knowledge on the use of biometrics for banking
applications by providing insight into current practices and
perceptions.

Seyyede Samine Hosseini and Dr. Shahriar
Mohammadi(2012 ** ) in their study investigated the
employees’ and customers’ conceptualizations about the
introduction and accomplishment of a biometric
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authentication system in Saman bank of Shiraz, Iran and
concluded that although the participants are aware of
biometric technology’s benefits, they believe that cultural and
economic problems could be the two obstacles for
implementation of such an authentication system in the banks
of Iran.

Dhurgham T. Ahmad and Mohammad Hariri(2012"") in their
study suggest that the major determinants which relate to the
intention to adopt the mentioned technology are perceived
usefulness and the ease of use. Apart from this the concept of
Self efficacy was also identified as a contributing factor in
order to accept the technology. Therefore it is very clear
according to them that the perception of users towards the
adoption of biometrics in e-banking is directly influenced by
the attitude of users and their intention to make use of the
technology.

Sookeun Byun and Sang-Eun Byun (2013%) in their study
investigate multiple aspects of the benefits and risks that
consumers perceive in using biometric technology. A survey
was conducted by contacting the actual customers of an
American bank that has utilized fingerprint technology at its
ATMs. Banks thus may highlight intrinsic values, such as the
novelty of biometrics, to motivate the use of the technology.
However, to promote potential users' adoption decisions,
banks need to educate them about the security benefits of
financial transactions under the technology. The result also
showed that the current users were highly concerned about
information privacy risk in using the fingerprint ATMs.
Therefore, banks are advised to develop internal policies to
protect personal biometric data from any identity theft or
illegal uses to encourage continuous usage by the current
users.

Adewale Adeyinka A. et. al. (2014'°) in their empirical
evaluation capture the factors influencing the perception of
the bank management and users. The analysis of the survey of
740 respondents cutting across different age groups and
educational backgrounds showed that management and
customers of strongly support the adoption of biometric ATM
in Nigeria.

There have been several studies that have assessed the
concerns, opinions and perceptions of Bank employees as well
as bank customers regarding use of biometrics in banking, the
research gap is that none of the studies have specifically
aimed at finding significant metrics for deployment of
biometric in e-banking by assessing the concerns, opinions
and perceptions of bank customers.

3. OBJECTIVES OF THE STUDY

The research work was conducted with the following
objective:

e To assess the concerns, opinions and perceptions of bank
customers regarding the implementation of biometrics in
e-banking

e To find the significant metrics for biometrics deployment
in e-banking

4. RESEARCH METHODOLOGY

Survey method is used to identify and analyze the concerns,
opinions and perceptions of customers regarding the
deployment of biometric technology in e-banking. To conduct
the survey of customers, the researcher has focused his
research only on the scheduled banks in India. The area of
research chosen by the researcher is Meerut city. In order to
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get a sample that is a representative of the whole population
the researcher has used probability stratified sampling and
scheduled banks categorized by RBI have been divided into
groups referred to as strata on the basis of the total turnover,
then the banks are selected from the various groups or strata
using random sampling and finally a branch of the selected
bank with the one of highest turnover in Meerut is randomly
selected. The customers of the branch are chosen using non-
probability convenience sampling. The details of the survey
methodology used in the research are as given below:

4.1 Population

The list of scheduled banks is as given in the Table below:
Table 1. List Of Scheduled Banks (Bank Groupwise)
S.N

S.No Bank Name o Bank Name
1 SBI & its Associates 4 Kotak Mahindra Bank
Nationalized Banks 5 Indusind Bank
1 Punjab National 6 Yes Bank
Bank
2 Central Bank of India 7 Die ol e i Cizel
Bank
3 Bank of Baroda FOREIGN BANKS
4 Bank of India 1 Standard Chartered Bank
5 Canara Bank 2 HSBC
6 Union Bank of India 3 Citibank
. The Royal Bank of
7 Syndicate Bank 4 Scotland
8 Allahabad Bank 5 Deutsche Bank
9 UCO Bank 6 DBS Bank
Indian Overseas
10 Bank 7 Barclays Bank
11 Indian Bank 8 BNP Paribas
12 OiriznE| B @ 9 Credit Agricole Bank
Commerce
13 Andhra Bank 10 Bank of America
14 United Bank of India 11 Bank of Nova Scotia
15 Bank of Maharashtra 12 Shinhan Bank
16 Corporation Bank 13 State Bank of Mauritius
The Bank of Tokyo-
|| AmEE 14 Mitsubishi UFJ
.. Abu Dhabi Commercial
18 Vijaya Bank 15 Bank
19  Punjab&SindBank 16  Sank of Bahrain &
Kuwait
Other Public Sector 17 Mashreq Bank
Banks
1 IDBI Bank Limited 18 Mizuho Corporate Bank
Old Private Sector 19 Oman International
Banks Bank
1 Federal Bank 20 Societe Generale
2 South Indian Bank 21 Sonali Bank
3 ING Vysya Bank 22 AB Bank
4 Jammu & Kashmir 23 American Express
Bank Banking Corp.
5) Karnataka Bank 24 Antwerp Diamond Bank
6 Karur Vysya Bank 25 Bank _ Internasional
Indonesia
7 Catholic Syrian Bank 26 Bank of Ceylon
8 The Dhanalaxmi 27 Chinatrust Commercial
Bank Bank
9 Lakshmi Vilas Bank 28 Commqnwealth Bank of
Australia
10 City Union Bank 29 Credit Suisse AG
11 Tamilnad Mercantile 30 FirstRand Bank
Bank
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12 Nainital Bank 31  JP Morgan Chase Bank 2 HDFC Bank 36 United Overseas Bank
13 Ratnakar Bank 32 JSC VTB Bank 3 Axis Bank
SBI Commercial & Regional Rural Banks (Total 82 Banks are their but in UP only 7 are

L Intl. Bank = i) e ERlS present and in Meerut only 1 with only one branch)
NEW PRIVATE 34 Sherbank There are 53 Urban Cooperative Banks, 31 State Cooperative
SECTOR BANKS Banks, 371 District Central Cooperative Banks and 93413 Primary
1 ICICI Bank 35 UBS AG Agricultural Societies in India

4.2 Sample Design:

Since the population size is very big it was not feasible to
study the entire population, so the researcher decided to go for
a sample survey

DTable 1.01: List Of Public Sector Banks With Total Turnover And Profitsbi & Its Associates

TOTAL Total No. of | Business per | Profit PET | Total Turmnover | Total Profit
BANK BRANCHE | Employees as | employee on | Employee on on 31st March | on 31st
S as on 31st | on 31st March | 31st March | 31st March 2011 March 2011
March 2011 | 2011 2011 2011
SBI & its Associates 17,913 282453 793.06 4.2 224002176.2 1186302.6
NATIONALIZED BANKS
TOTAL Total No. of | Business er | Profit er .
BANK BRANCHE Employees as | employee IOon Employee IOon Total Turnover | Total - Profit
on 31st March | on 3lst
S as on 31st | on 31st March | 31st March | 31st March 2011 March 2011
March 2011 | 2011 2011 2011
Punjab National Bank 4,855 56963 1017.8 8.35 57976941.4 475641.05
Canara Bank 3,737 34015 835.17 3.96 28408307.55 134699.4
Bank of India 3,352 39385 1333 11 52500205 433235
Bank of Baroda 3,303 39785 1284 6.2 51083940 246667
Central Bank of India 3,252 43397 1228.18 9.76 53299327.46 423554.72
Union Bank of India 3,051 29462 1043 7.5 30728866 220965
Syndicate Bank 2,491 26288 875.44 3.99 23013566.72 104889.12
Indian Overseas Bank 2,373 21227 1063 6.7 22564301 142220.9
UCO Bank 2,192 23046 1069 4.19 24636174 96562.74
Allahabad Bank 2,167 25626 1005 4.16 25754130 106604.16
Indian Bank 1,829 19311 930 8.88 17959230 171481.68
8;';’;?' Bank — of |4 649 16618 14195 9.04 23580251 | 150226.72
United Bank of India 1,603 14098 1165 9 16424170 126882
Andhra Bank 1,556 15062 860 3.48 12953320 52415.76
Bank of Maharashtra 1,505 13861 825 2.38 11435325 32989.18
Corporation Bank 1,268 13861 1572.79 10.92 21800442.19 151362.12
Vijaya Bank 1,191 9953 1077 6.15 10719381 61210.95
Dena Bank 1,186 11415 928 6.3 10593120 71914.5
Punjab & Sind Bank 941 8107 1190 6 9647330 48642
OTHER PUBLIC SECTOR BANKS
TOTAL Total No. of | Business er | Profit er .
BRANCHE | Employees as | employee pon Employee pon Total Turover | Total - Profit
BANK on 31st March | on 3lst
S as on 31st | on 31st March | 31st March | 31st March 2011 March 2011
March 2011 2011 2011 2011
IDBI Bank Ltd. 806 13602 2346.41 11.93 31915868.82 162271.86
ZTable 1.02: List Of Private Sector Banks With Total Turnover And Profit
OLD PRIVATE SECTOR BANKS
TOTAL Total No. of | Business er | Profit er .
BRANCHE | Employees as | employee pon Employee pon Total Turnover | Total  Profit
BANK on 31st March | on 31st
S as on 31st | on 31st March | 31st March | 31st March 2011 March 2011
March 2011 2011 2011 2011
Jammu & Kashmir Bank 632 5357 918 5 4917726 26785
ING Vysya Bank 504 6909 674.79 4,53 4662124.11 31297.77
Karnataka Bank 503 7938 856 8 6794928 63504
South Indian Bank 483 5795 771 4 4467945 23180
Karur Vysya Bank 369 4574 935 9.09 4276690 41577.66
Dhanlaxmi Bank 360 2820 537 0.45 1514340 1269
City Union Bank 273 3665 589.22 0.71 2159491.3 2602.15
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Catholic Syrian Bank 269 2626 719 3.85 1888094 10110.1
Lakshmi Vilas Bank 248 2836 781 8 2214916 22688
;Z:‘k"”ad Mercantile 232 2531 959.18 9.91 2427684.58 25082.21
Ratnakar Bank 101 725 585 6 424125 4350
Nainital Bank 100 907 435 1 394545 907
;Er']k Comm. & Ind. 2 72 955.05 5.85 68763.6 4212
NEW PRIVATE SECTOR BANKS
TOTAL Total No. of | Business per | Profit per .
BRANCHE | Employees as | employee on | Employee on Total Tumover | Total - Profit
BANK on 31st March | on 31st
S as on 31st | on 31st March | 31st March | 31st March 2011 March 2011
March 2011 | 2011 2011 2011
HDFC Bank 1963 55752 653 7.37 36406056 |  410892.24
Axis Bank 1377 26435 1366 14 36110210 370090
Kotak Mahindra Bank 322 11337 535 8 6065295 90696
Indusind Bank 303 7008 843.98 8.24 5914611.84 57745.92
Yes Bank 215 3929 2220.25 20.89 8723362.25 82076.81
gaexl‘i"’pme”t Credit 82 2174 506 1 1100044 2174

Table 1.03: Details Of Foreign, Regional Rural, Urban Cooperative And Rural Cooperative Banks

The foreign banks have been excluded by the researcher as most of them are single or less
than three branch banks in vast country like India and their presence is limited to mega-
metros only, also the research area of researcher is Meerut City which does not have any
foreign bank branch.

REGIONAL RURAL BANKS (Total 82 Banks are there but in UP only 7 are present and
in Meerut only one bank - Sarva UP Gramin has presence with only one branch

Foreign Banks

Regional Rural Banks

The Urban Cooperative Banks have been excluded by the researcher as most of the
branches of the bank are limited to three cities in a vast country like India and also the
research area of researcher is Meerut City which does not have any Urban Cooperative
Bank branch.

Zila Sahkari Bank, Meerut

Urban Cooperative Banks

Rural Cooperative Banks

The various strata divided by using stratified sampling and the
randomly selected banks from each stratum are as listed

below:
SBI & Associates | sBI Old Private Sector Banks
Nationalized Banks Total Turnover Banks within the Selected
Total ~ Turnover Banks within the Selected Range Range Bank
Range Range Bank Federal Bank, Jammu | Federal
<30000000 PNBégi'na;)l?ank, PNB 8000000-6000000 & Kashmir Bank Bank
30000000- Gnion Bank of India, | oo SION“éh\'/”Z'?g;]”kk’ South
25000000 Central Bank of India, 6000000-4000000 ysy ' Indian
Bank Karnataka Bank,
10B, UCO Bank, K Bank
25000000- Karur Vysya Bank
20000000 OBC, Syndicate Bank, | Syndica Tamilnad Mercantile
Allahabad Bank te Bank Bank, City Union
Bank, Dhanlaxmi -
Corporation Bank ' S Nainital
. ' Bank, Lakshmi Vilas
20000000- é”d'lf”UB?;"‘d Q“dli"af i <4000000 Bank, Catholic Syrian | 2Nk
10000000 a”I | ”'Be ka”f "1 Bank Bank, Nainital Bank,
R/II?{ ar;] 0 Ratnakar Bank, SBI
Dena%:rrlis \t/ri?aya Punjab Comm. & Intl. Bank
! unja New Private Sector Bank
>10000000 Bank, Punjab & Sind | & Sind CW TTIVale Secor Bk _____
Bank S Total Turnover | Banks within the Selected
IDBI Range Range Bank
Other Public Sector Banks ICICI
Bank <40000000 ICICI Bank ot
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40000000<35000000 HDFC Bank ADIRS
Bank
35000000<10000000 Axis Bank Axis Bank
Yes Bank, Kotak
Mahindra Bank,
>10000000 Indusind Bank, Yes Bank
Development
Credit Bank
Regional Rural Banks Sarva UP
Gramin
Bank
Rural Cooperative Banks Zila
Sahkari
Bank

Scope of Research: Since all banks follow the norms of the
RBI and the technology implementation by banks is done as
per the recommendations of committees formed by the
Central Bank from time to time, therefore their policy for
implementation of the any new technology in branches of a
particular bank are same everywhere. Therefore, the area of
research chosen by the researcher is Meerut city, as it is a well
developed city having branches of most of the banks.

Sample Size: The list of selected banks and their branches are
as shown in the table below:
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Meerut

Zila  Sahkari Bank,
16 | Western Road Branch,
Meerut

Zila Sahkari Bank,

16 Meerut

Table 1.04
List of banks selected List of branches of the selected
banks
S.
S.No. | Bank Bank Branch
No.
1 SBI- State Bank 1 SBI, Meerut Cantt
Of India Branch, Meerut
2 PNB- Punjab 5 PNB, Sports Complex
National Bank Branch, Meerut
CBI-Central Bank Central Bank of India,
3 . 3 Roadways Branch,
of Indian
Meerut
Syndicate Bank,
4 Syndicate Bank 4 Mohkampur Branch,
Meerut
Andhra Bank, Begum
5 Andhra Bank 5 Bridge Branch, Meerut
Punjab & Sind Bank,
6 Punjab & Sind Bank 6 Samarth Palace Branch,
Meerut
IDBI  Bank, Meerut
! IBDI Bank ! Branch, Meerut, Meerut
Federal Bank, Chippi
8 Federal Bank 8 Tank Branch, Meerut
. South  Indian  Bank,
9 South Indian Bank 9 Branch, Meerut
. Nainital Bank, Meerut
10 | Nainital Bank 10 Branch, Meerut
ICICI  Bank, Rajlok
11 || ICICI Bank 11 Branch, Meerut
HDFC  Bank,  Sheel
12| HDFC Bank 12 Palace Branch, Meerut
. Axis Bank, Boundary
13 | Axis Bank 13 Road Branch, Meerut
Yes Bank, Meerut
14 ) Yes Bank 14 Branch, Meerut
15 Sarva UP  Gramin 15 Sarva UP Gramin Bank,
Bank Madhav Puram Branch,

The total number of bank branches selected by the researcher
is 16. The customers of these bank branches are chosen for
survey using Non-Probability Convenience Sampling.

Sample size for Bank Customers- 320

(20 Customers per Branch)

Data Collection: Theresearcher surveys the conveniently
available customers of the selected 16 scheduled banks
branches of Meerut city to collect from primary data. The
respondents are asked to complete the questionnaire by
verbally responding to questions in the presence of the
researcher.

5. ANALYSIS AND FINDINGS

The assessment of concerns, opinions and perceptions of
customers, regarding implementation of biometrics in e-
banking to find the significant metrics for deployment of
biometrics in e-banking with customers perspective is done by
analyzing the survey data of customers ( 20 customer per
selected bank branch) of selected 16 scheduled banks of
Meerut. The closed ended questions in the questionnaire are
analyzed using IBM SPSS Statistics 21Statistical Analysis
Tool and the few open ended questions in the questionnaires
are analyzed using Thematic Textual Analysis.

5.1 Socio Demographic Information:
The graph 1.00 shows the bank category wise distribution of
respondents (Bank Customers).

[ Public Sector

O Private Sector

[l regional Rural

[J] Cooperative Bank
Other

Bank Category-wise Distribution of
Respondent- Bank Customers

Graph 1.00: Bank Category Wise Distribution of
Respondents-Bank Customers

The graph 1.01 shows the gender wise distribution of
respondents (Bank Customers).
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GENDER WISE DISTRIBUTION OF RESPONDENTS-  HEmale
BANK CUSTOMERS OIFemale

Graph 1.01: Gender wise distribution of respondents-
Bank customers

The graph 1.02 shows the age group wise distribution of
respondents (bank customers).

Age Group wise Distribution of Respondents- Bank Customers

Percent

1824 25.35 3645 4555 56 and above
Age Groups

Graph 1.02: Age group wise percentage distribution of
respondents- bank customers

The graph 1.03 shows the educational level distribution of
respondents (Bank Customers).

Educational Level Distribution of Respondents-Bank Customers

Percent

T T T
Below Graduation Graduation Masters

Educational Level

Graph 1.03: Educational level distribution of respondents-
Bank customers

The graph 1.04 shows the occupation wise distribution of
respondents (Bank Customers).
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Occupation Wise Distribution of Respondents- Bank Customers

Percent

: :

T T T T T
Student  Housewife Private Job  Public Job Self Business  Retired
Employed

Occupation

Graph 1.04: Occupation wise distribution of respondents-
Bank customers

The graph 1.05 shows the Income (Monthly) group wise
distribution of respondents (Bank Customers).

Income Group wise Distribution of Respondents- Bank Customers

£
@
2
g 201
T T T T
less than 10k 10K-25K 25K-50K More than 50K

Income Group

Graph 1.05: Income group wise distribution of
respondents- Bank customers

The Graphs 1.00 to 1.05 clearly implies that the selected
sample represents a holistic picture of the respondents.

5.2 Domain Specific Questions

Responses to question no. 1 of bank customer’s questionnaire
yields graph 1.06which show the different e-banking channels
used by bank customers. From the analysis, it is observed that

ATM, Net Banking and Cards are the most preferred
channels.
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Graph 1.06: Distribution of different e-banking channels
usage by bank customers

Responses to question no. 2 of bank customer’s questionnaire
yields graph 1.07which show the frequency with which the
respondents (Bank Customers) use the e-banking channels.
From the analysis, it is observed that almost 84% respondents
use e-banking channels 5 or more times a month, out of which
50% customers use e-banking channels 5 to 10 times a month
and rest more than 10 times a month.

Monthly Usage Frequency of e-banking channels by Respondents- Bank Customers

Percent
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Respondents- Bank Customer opinion about the concerns of having of their
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Graph 1.08: Bank customer opinion about the concerns of
having of their e-banking accounts being compromised

Responses to question no. 4 of bank customers questionnaire
yields graphl1.09which shows the whether the respondents
(Bank Customers) have ever received a fake email / phone
call / message or or having confronted a probable e-banking
fraud. From the analysis, it is observed that almost 47.5%
respondents have received a fake email / phone call / message
or having confronted a probable e-banking fraud.

Graph showing the Respond Bank S resp to have ever
received fake email | phone call | message or been a victim to an e-banking fraud
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Graph 1.07: Monthly usage frequency of e-banking
channels by bank customers

Responses to question no. 3 of bank customers questionnaire
yields graphl.08which shows the respondents (Bank
Customers)opinion about their concerns of having their online
banking account or ATM or Plastic cards (Debit/ Credit /
Prepaid Cards etc) being misused or compromised. From the
analysis, it is observed that almost 66% of the customers are
concerned about their banking account or ATM or Plastic
cards being misused.

Percent

T
o Don't Know Yes

Bank Customer Response

Graph 1.09: Bank customer’s response to have ever
received fake email / phone call / message or been a victim
to an e-banking fraud

Responses to question no. 5 of bank customer’s questionnaire
yields graphl.10which show the respondents (Bank
Customers)opinion about the requirement of additional
authentication or verification in e-banking. From the analysis,
it is observed that almost 72.5% of the customers feel that
there is a requirement of additional authentication in e-
banking.
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Graph 1.10: Bank customer’s opinion about the
requirement of additional authentication or verification in
e-banking

Among the customers who feel that there is a requirement of
additional authentication or verification in e-banking, the
responses to the second part of question no. 5 of bank
customers questionnaire yields graphl.11 which shows the
same respondents (Bank Customers)opinion about the stage
the additional authentication or verification should be
provided. From the analysis, it is observed that almost 64% of
respondents feel that additional authentication is required on
every transaction after login.

Graph showing Respondents -Bank Customers opinion -%"%#henlhe I;:mk
about the stage at which additional authentication is enough risk

required in e-banking

[ only at every login

Graph 1.11: Bank customer’s opinion about the stage at
which additional authentication is required in e-banking

Responses to question no. 6 of bank customer’s questionnaire
yields graph 1.12which show the number of different PINs,
Passwords, Cards managed by the respondents (Bank
Customers). From the analysis, it is observed that almost 47%
respondents manage 5 to 10 and overall 66% manage more
than 5different PINSs, Passwords, and Cards.
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Graph showing the number of different Pin's, Passwords, Cards etc managed by
Respondents- Bank Customers
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Graph 1.12: Number of different PIN’s, passwords, cards
etc managed by bank customers

Responses to question no. 7 of bank customers questionnaire
yields graphl.13which shows the respondents (Bank
Customers)opinion about the problem(s) in managing PIN’s,
Passwords, Security Questions and Plastic Cards. From the
analysis, it is observed that almost 79% of the customers feel
that there are problem(s) in managing PIN’s, Passwords,
Security Questions and Plastic Cards.

Graph showing Respondents- Bank Customers opinion on o
having problem(s) in managing PIN's, Passwords, Security O¥es
Questions and Plastic Cards

Graph 1.13: Bank customer’s opinion on having
problem(s) in managing PIN’s, passwords, security
questions and plastic cards

Among the bank customers who feel that there are problem(s)
in managing PIN’s, Passwords, Security Questions and Plastic
Cards; the responses to the second part of question no. 7 of
bank customers questionnaire yields graphsl.14, 1.15, 1.16,
1.17, 1.18which show the ranking of problem(s) in managing
PIN’s, Passwords, Security Questions and Plastic Cards by the
same respondent’s based on the degree of your concern in
handling them.

The graph 1.14 shows the bank customers ranking of
problems with remembering PIN’s, Passwords, and Security
Questions.

36



Customers opinion about the problems with I minor Problem

remembering PIN’s, Passwords and Security questions B moderate Problem
Serious Problem

Graph 1.14: Bank managers opinion about the customers
of their bank face problems in managing PIN's, passwords
etc.

The graph 1.15 shows the bank customers ranking of
problems with changing PIN’s, Passwords, and Security
Questions.

Customers opinion about the problems with changing PIN’s, Dtotatalla problem
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Graph 1.15: Bank customers ranking of problems with
changing PIN’s, passwords, and security questions

The graph 1.16 shows the bank customers ranking of
problems with sharing PIN’s, Passwords, and Plastic cards.

Customers opinion about the problems with sharing PIN’s, E"m‘i’:,:‘,;’,'::h'i;‘,‘,‘,"‘"“
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Graph 1.16: Bank customers ranking of problems with
sharing PIN’s, passwords, and plastic cards
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The graph 1.17 shows the bank customers ranking of
problems with losing Plastic Cards, PIN’s, Passwords or
getting stolen.

Customers opinion about the problems with losing Plastic OHot at all a problem
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Graph 1.17: Bank customers ranking of problems with
losing plastic cards, PIN’s, passwords or getting stolen

The graph 1.18 shows the bank customers ranking of any
other problems with managing PIN’s, Passwords, Security
Questions and Plastic Cards.

Customers opinion about the any other problems with Plastic ~ Mot at all a problem
Cards, PIN’s, Passwords, Security questions CIMinor Problem

Graph 1.18: Bank customers ranking of any other
problems with managing PIN’s, passwords, security
questions and plastic cards

Responses to question no. 8 of bank customer’s questionnaire
yields graphl.19which shows that the respondents (Bank
Customers)have had personal experience with which
biometric technologies. From the analysis, it is observed that
most of the respondents have had experience with some
biometric technology or other and almost all the respondents
have had experience with face and retina recognition, which is
mainly due to the aadhaar card programme by the government
of India.
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Graph 1.19: Distribution count of bank customers having
had experience with different biometric technologies

The responses to the second part of question no. 8 of bank
customer’s questionnaire yields graphl.20which shows the
rating by respondents (Bank Customers)of their experience of
using biometric technology. From the analysis, it is observed
that almost 59% respondents have has a good first experience
with biometric technology and almost 80% of the respondents
who had average or above average experience.
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Graph 1.20: Bank customers rating of their personal
experience with biometric technology

Responses to question no. 9 of bank customers questionnaire
yields graph1.21which shows that the 77% of the respondents
(Bank Customers) agree that biometric authentication will be
a good alternative for PIN’s, Passwords, Security Questions
and Plastic Cards (ATM / Debit/ Credit / Prepaid Cards etc) in
e-banking.
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Graph 1.21: Bank customers opinion regarding biometric
authentication being a good alternative to pin’s,
passwords, security questions and plastic cards

Responses to question no. 10 of bank customer’s
questionnaire yields graph1.22which show that the 78% of the
respondents (Bank Customers) trust biometric technology for
secure authentication in e-banking.

Graph showing the Respondents- Bank Customers trust level [Cne

in biometric technology for secure authentication in e-banking Clves
EDon't Know
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Graph 1.22: Bank customers trust level in biometric
technology for secure authentication in e-banking

Responses to question no. 11 of bank customers questionnaire
yields graph1.23which shows that the 79% of the respondents
(Bank Customers) agree to provide their biometric
characteristics like finger print, face, iris scan etc to their bank
forenrolment for biometric based authentication.

Graph showing Respondents- Bank Customers opinion (=™
about providing their biometric characteristics to their bank [Jpon't Know
to enrol for biometric authentication Yes

Graph 1.23: Bank customer’s opinion about providing
their biometric characteristics to their bank to enroll for
biometric authentication
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Responses to question no. 12 of bank customers questionnaire
yields graphl.24which shows that the 72% of the respondents
(Bank Customers) do not have any concerns about the misuse
of your biometric data (fingerprint, face, palm, iris scan etc.)
that is taken by banks during enrolment for biometric based
authentication.

Graph showing Respondents- Bank Customers opinion about the @no
concerns regarding misuse of their biometric data by banks  Cpon't know
Yes

Graph 1.24: Bank customer’s opinion about the concerns
regarding misuse of their biometric data by banks

Responses to question no. 13 of bank customer’s
questionnaire yields graphl.25which shows that the 34% of
the respondents (Bank Customers)think biometric technology
could be a threat to their privacy.

Graph showing Respondents- Bank Customers opinion about [Clne

biometrics being a threat to their privacy Eeun'l Know
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Graph 1.25: Bank customer’s opinion about biometrics
being a threat to their privacy

Responses to question no. 14 of bank customer’s
questionnaire yields graph1.26which show that the 88% of the
respondents (Bank Customers) do not have any health
concerns about some biometric technologies that require a
physical touch of scanner by different people repeatedly but
still a meager 12% have some health concerns.
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Graph 1.26: Bank customer’s opinion about biometric
technologies posing any health concerns

The researcher performs thematic textual analysis of the
responses to the question no. 15 of bank customer’s
questionnaire regarding their concerns, opinions and
perceptions regarding the deployment of biometric technology
in e-banking, this yields the following significant metrics as
below:

Table 5.03Significant Metrics regarding the deployment of
biometric technology in e-banking as per customers

S.No.  SIGNIFICANT METRICS Fre‘z;‘fncy

1 Reliability 239

2 Circumvention Resistance 221

8 Ergonomics 192
Minimum User Participation

4 98
(Easy)

5 Ergonomics (User Friendly) 76

Finding Significant Metrics (as per customer’s
perspective):

From the analysis of question no. 3 to 9 of banker’s
questionnaire it is observed that reliability and circumvention
resistance cost are important metrics in deployment of
Biometric technology in E-Banking.

From the analysis of question no. 10, 11 and 12 of banker’s
questionnaire it is observed that reliability, data security and
trust are important metrics indeployment of Biometric
technology in E-Banking.

From the analysis of question no. 13 of bank customer’s
questionnaire it is observed that privacy is an important metric
indeployment of Biometric technology in E-Banking.

From the analysis of question no. 14 of bank customer’s
questionnaire it is observed that health concerns is an
important metric indeployment of Biometric technology in E-
Banking.

From the analysis of question no. 15 of bank customer’s
questionnaire it is observed that Reliability, Performance,
CircumventionResistance, Ergonomics and Minimum User
Participation are important metrics indeployment of Biometric
technology in E-Banking.

The significant metrics for the deployment of Biometric
technology in E-Banking with the bank customer’s
perspective are:
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RELIABILITY

PERFORMANCE
CIRCUMVENTION RESISTANCE
ERGONOMICS

MINIMUM USER PARTICIPATION
PRIVACY ISSUES

HEALTH CONCERNS

DATA SECURITY

e TRUST
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