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ABSTRACT

This paper presents a comparison and analysis of recently
developed watermarking algorithms. Digital watermarking has
been regarded as a vital technique for safeguarding the copyright
of digital contents. A digital watermarking method is said to be
effective if the watermark embedded in an image by it could
survive against diverse attacks ranging from compression,
filtering to cropping. The performance of the watermarking
algorithms is analyzed and to estimate and compare robustness
of watermarking algorithms by considering the visual quality of
the original and watermarked images in terms of Peak Signal to
Noise Ratio. Furthermore, the extracting fidelity of the
watermarking algorithms is compared by taking the Normalized
Correlation value between the original watermark and the
extracted watermark. The experimental results showed the
accuracy of different watermarking algorithms in terms of visual
quality and fidelity.
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1. INTRODUCTION

Digital watermarking is a technique used to protect digital
images from illegal copying and exploitation. Data is embedded
into a multimedia element like image, audio or video by the
process of watermarking. Diverse applications such as copyright
protection, access control, and broadcast monitoring use this
embedded data extracted or detected from the multimedia
element [4]. Digital watermarking has attracted the attention of a
considerable number of researchers in the period between early
to mid-1990s. From that time onwards the number of
publications per year has increased rapidly to several hundreds
[1]. It began from simple approaches offering the basic
principles to highly-developed communication theory results
oriented algorithms and applying them for the watermarking
problem [7],[8],[9],[12] and [13]. Cover image, watermark
structure, embedding algorithm, and extraction or detection
algorithm are the basic components of an image watermarking
algorithm [15].

The following requirements must be fulfilled by a good
watermarking system [3]: Transparency: The degree of
degradation of the quality of the quality due to the embedded
watermark must be minimal. Robustness: Common image
processing operations such as cropping, rotation, filtering and
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compression should not affect the embedded watermark [6], [2]
and [10]. Security: Even if the embedding algorithm is made
public, the watermarking scheme must be secure. Cryptographic
techniques are commonly employed to accomplish security.
Appropriate complexity: The compression/decompression
processes should require small amount of computation and
memory, particularly for real time application. Careful design is
required for tradeoff because it is evident that these
requirements may conflict with each other. In general,
Watermarks and watermarking methods can be classified into
different categories in several ways. Digital watermarking can
be classified into image watermarking, video watermarking and
audio watermarking [5] on the basis of the range of application.
Watermarking techniques are broadly classified into spatial-
domain and frequency-domain methods [14] depending on the
domain in which the watermark is inserted.

2. PREVIOUS WORK

A handful of watermarking schemes have been presented in the
literature for protecting the copyrights of digital images.
Recently, robust watermarking schemes have received a great
deal of attention among watermarking researchers because of its
performance and effectiveness. A brief review of some recent
researches is presented here.

Yu-Ting Pai et al. [16] have combined the benefits of block-
based permutation with that of neighboring -coefficient
embedding and proposed a high quality and robust
watermarking algorithm. In order to hide more information into
high frequency blocks without causing severe distortion to the
watermarked image, the proposed approach has used the
relationship between the coefficients of neighboring blocks.
Also, robustness to the mid-frequency filter attacks has been
improved by a proposed extraction method. The experimental
outcomes have shown that, the peak signal to noise ratio (PSNR)
has been increased by the proposed approach to achieve highly
effective perceptual visibility. Also, the proposed approach has
been robust to several signal processing operations, like
compression (JPEG), image cropping, sharpening, blurring, and
brightness adjustments. The robustness of their proposed
technique particularly for blurring attack has been evident from
their experimentations.

Amit Bohra et al. [17] have proposed a technique based on
second-generation wavelets (lifting-based integer wavelets
transform) for robust watermarking of images. The capability of
blind self-authentication of the watermarked image has been



present in the proposed approach along with robustness. Due to
the employment of integer-to-integer transform, the
watermarked images have not shown any perpetual degradation
and a peak signal to noise ratio (PSNR) in excess of 40 dB has
been obtained. For diverse attacks for example filtering,
compression and rotation, the proposed technique has shown
superior performance over other similar existing schemes, in the
simulation results. Also, alterations in the image generates
dissimilar sequences because of the two independent processes
that has been employed in the proposed watermark sequence
extraction, thereby alterations in the image have been detected.

Wei Lu et al. [19] have presented a robust, feature point
detection and image normalization based watermarking scheme.
First, using the proposed multi-resolution feature point detection
filter, they have identified some stable feature points from the
original image. Then, image normalization has been performed
on the disks centered at these feature points. For each disk the
watermark has been embedded separately in the sub band
coefficients of DFT domain. The original image has not been
required and the correlation between the watermark embedding
coefficients and the original watermark has been used by the
watermark detection process. The proposed scheme which
achieved strong robustness to signal processing and geometrical
distortions has combined the advantages of feature point
detection and image normalization. The superior performance of
the proposed scheme has been demonstrated by experimental
results.

3. WATERMARKING ALGORITHMS

The main objective of the proposed research is to compare the
watermarking algorithms described in the literature [6], [11],
[18] and [20]. Algorithms proposed to perform robust
watermarking in the frequency domain are selected for
comparison. Their robustness is obtained for several
compression standards and the results are extensively analyzed
for diverse compression ratios. The following subsections
provide a detailed description of the embedding and extracting
process of the watermarking algorithms.

3.1 LiuJ.L et al. Algorithm [6]

Liu J.L et al. [6] have proposed a self-reference image based
robust watermarking scheme. In order to overcome the weak
robustness problem in spatial domain, their robust watermarking
scheme has modified the original image in transform domain
and has embedded the watermark in the difference values
between the original image and its reference image.
Furthermore, the application has been more practical in real life
application for ownership verification because original images
have not been required for watermark extraction.

3.1.1 Watermark embedding steps

Step 1: Using one-level wavelet transform, transform the
original image into wavelet coefficients.

Step 2: Set the three high-frequency sub-bands
(LH{,HL, and HH;) to zero.

Step 3: Determine its reference image by applying inverse
wavelet transform.

Step 4: Calculate the differences between the original image W
and its reference image W', and determine the location

idw(i, j) such that
s <[w(i,j))—-w(,j) <t - (1)
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where § andf € Z 7.
Step 5: Select some locations at random for embedding on the
basis of the result of Step 4. Embed the watermark
is the visual weight to balance the tradeoff between the
robustness and imperceptibility.
The block diagram of the watermark embedding process is
following fig. 1.

3.1.2 Watermark extraction steps

Step 1: Using one-level wavelet transform, transform the
watermarked image into wavelet coefficients.

Step 2: Set the three high-frequency sub-bands (LH;,HL; and
HH,) to zero.

. . . . 1 .
Step 3: Determine its reference image W . by performing

inverse wavelet transform.
Step 4: Determine the embedded watermark bits according to
the sequence of embedding location, as follows,

Lif w, (idw(i, j)) > w. (idw(i, j))
x'(k) = . . T =
—lif w_(idw(i, j)) < w,_(idw(i, j))

The block diagram of the watermark extraction process is
following fig. 2.

3.2 YeJ.X and Tan. G Algorithm [11]

Ye.J.X and Tan.G [11] have proposed an improved digital
watermarking algorithm for a meaningful image. They have
processed the image using Arnold transformation and
correlation detection and multiplied the spectrum of the
watermarking with the pseudo-random series to obtain the
private key.

3.2.1 Watermark embedding steps

Step 1: Divide the original image into 8 x 8 image blocks.

Step 2: For each sub-block image, execute FFT translation after
performing DFT transformation. Make DC element in
the middle by exchanging the first quadrant and the third
quadrant of the two-dimensional matrix with the second
quadrant and the fourth quadrant respectively.

Step 3: Using the Arnold transformation, the binary-value image
watermark is scrambled.

Step 4: Generate two uncorrelated pseudo-random sequences A
and B, In order to generate identical pseudo-random
sequence, use the same key for embedding the
watermark and extracting the watermark.

Step 5: Multiply the pseudo-random sequence A by the
corresponding elements of spectrum if the value of the
watermark matrix is 0, otherwise multiply the other
pseudo-random sequence B by the corresponding
elements of spectrum.

Step 6: Obtain the image with watermark, by executing IDF'T
transformation for each sub-block image.

The block diagram of the watermark embedding process is
following fig. 3.

3.2.2 Watermark extraction steps
Step 1: Generate 8 x 8 sub-block images by partitioning the
embedded watermark image.



Step 2: Execute the DFT transformation for each sub-block
image.

Step3: Using the same key as the embedding operation generate
two uncorrelated pseudo-random sequences A and B
same as the embedding operation

Step 4: If the spectrum of the embedded watermark is more
relative with A than B, the point of image is embedded
with 0 of the watermark matrix. Otherwise, the point of
image is embedded with 1 of the watermark matrix.

Step 5: Obtain the watermark image after scrambling the
watermark matrix by the Arnold transformation.

The block diagram of the watermark extraction process is
following fig. 4.

4. EXPERIMENTAL RESULTS AND
COMPARATIVE ANALYSIS

This section describes the experimental results and comparative
analysis of four considered algorithms. These algorithms are
implemented using MATLAB. Here, for comparison, we have
taken the watermark image shown in following figures and the
host images such as, lena, baboon and cameraman. For each
input host images, the watermark image is embedded based on
embedding algorithms and the watermark image is extracted
from the watermarked image using extraction algorithms. The
following diagram shows the watermarked image and extracted
watermark of the considered algorithms for the taken input
images. Then, the outputs obtained from the different
watermarking algorithms are compared based on the metrics, for
example, PSNR and NC. The visual quality is evaluated for the
algorithms by the peak signal-to-noise ratio (PSNR) criterion in
between the host images with the watermarked images and the
extracting fidelity is compared by the Normalized Correlation
(NC) value between the original watermark and the extracted
watermark. The definition of PSNR and NC is given in the
following equations.

E> xI xI
PSNR =101log,, ﬁﬂ - 3)
Z Iy 1,
Where, 1 w and 1 ; > Width and height of the watermarked
image. xy -> Original image pixel value at coordinate (x , y) .
1 W - Watermarked image pixel value at coordinate (X, ') .

Eiax - Largest energy of the image pixels (i.e., Emax =255
for 256 gray-level images).
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ZZW(i,J)xW*(z’,J)

NC =2/ 7 — @)
S wa pHr
=0 j

Jj=0

1
Where, W (i, j) - Original watermark image
W *(i, j) > Extracted watermark image
N and M > Width and height of the watermark image
The figures shown in Table 1 and 2 are intermediate images
obtained by applying the watermarking algorithms employed in

the proposed work. For each host images, the results are taken
and their corresponding PSNR and NC are computed.
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Table 1. Liu J.L et al. algorithm

Extracted
Wat k Wat ked
Input Image atermar atermarke Watermark PSNR NC
Image Image
Image

Lena 51.8779 0.9927
Baboon 48.8827 0.9893
Cameraman 52.5641 0.9927
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Table 2. Ye J.X and Tan. G Algorithm

Watermark

Input I
nput Image Image

Watermarked
Image

Extracted
Watermark PSNR NC
Image

Lena 51.6707 1
Baboon 38.0392 1
Cameraman 48.0703 1

5. CONCLUSION

In this paper, an extensive analysis of two robust watermarking
algorithms done in the frequency domain. The performance
study was carried out on two watermarking algorithms in terms
of visual quality and the fidelity. The comparative study has
revealed that Liu J.L et al’s algorithm achieved better visual
quality when compared with other algorithms. Moreover, the
experimental results have shown that Liu J.L et al’s algorithm
was better (in terms of fidelity) of the other algorithms. In our
future work, we will investigate in embedding multiple
watermarks in D and U matrices so that the watermark
image can survive to more number of image attacks.
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