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ABSTRACT 

Elliptic curve based cryptosystem is an efficient public key 

cryptosystem, which is more suitable for limited environments. 

The performance of elliptic curve cryptosystem heavily depends 

on an operation called point multiplication. It is the 

multiplication of a scalar with the given point on the curve. 

Scalar multiplication is faster by using signed binary 

representation as compared to binary representation. In this 

paper “Block Method” for computing NAF is proposed. The 

Proposed method is more efficient as compared to standard 

method for computing NAF. 

                The paper presents the comparative study of both 

standard and block methods for computing NAF. In this paper 

we have examined that Overall computation for Point 

Multiplication operation with NAF method can be made more 

effective by improving speed of calculating the NAF Part. 
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1. INTRODUCTION 
Elliptic curve cryptography was introduced by Victor Miller and 

Neal Koblitz [1] in 1985. The popularity of elliptic curve 

cryptography is due to the determination that is based on a 

harder mathematical problem than other cryptosystems. It is 

gaining wide acceptance as an alternative to the conventional 

public key cryptosystem such as RSA [2], DSA [3].ECC offers 

the same level of security with smaller key size and it leads to 

the better performance in limited environments like cellular 

phones, PDA, sensor networking, etc. For example, ECC with a 

key size of 160 bits provides the same level of security as RSA 

with a key size of 1024 bits [14]. Another advantage that makes 

ECC more attractive is the possibility of optimizing the 

arithmetic operations in the underlying field [4]. 

Scalar multiplication is the central operation of elliptic curve 

cryptosystem. It involves the computation of kP where k is the 

secret key (scalar) and P a point on the elliptic curve. For any k, 

the calculation of kP is broken down into a series of additions 

and doublings. The speed of scalar multiplication plays an 

important role in the efficiency of whole system. Each value of 

the „a‟ and „b‟ gives a different elliptic curve. 

The mathematical operations of ECC is defined over the elliptic 

curve Y2=x3+ax+b where 4a3+27b2 ≠ 0 [5]. The public key is a 

point in the curve and the private key is a random number. 

 

The public key is obtained by multiplying the private key with 

the generator point G in the curve.The generator point G, the 

curve parameters „a‟ and „b‟ together with few more constants 

constitutes the domain parameter of ECC. 

2. ECC ON FINTE FIELDS 
To make operations on elliptic curve accurate and more efficient, 

the curve cryptography is defined over two finite fields. 

 Prime field Fp  

 Binary field F2
m 

The field is chosen with finitely large number of points suited for 

cryptographic operations [5]. 

2.1 EC on Prime field 
The equation of the elliptic curve on a prime field FP is given by 

y 2 mod p= x3 + ax + b mod p, where 4a3 + 27b2 mod p ≠ 0. Here 

the elements of the finite field are integers between 0 and p – 1. 

All the operations such as addition, substation, division, 

multiplication involves integers between 0 and p – 1. The prime 

number p is chosen such that there is finitely large number of 

points on the elliptic curve to make the cryptosystem secure. 

2.2 EC on Binary field 
The equation of the elliptic curve on a binary field F2

m is given 

by y2 + xy = x 3 + ax2 + b, where b ≠ 0 [15]. Here the elements 

of the finite field are integers of length at most m bits. These 

numbers can be considered as a binary polynomial of degree m 

– 1. In binary polynomial the coefficients can only be 0 or 1. All 

the operation such as addition, substation, division, 

multiplication involves polynomials of degree m – 1 or lesser 

[5]. The m is chosen such that there is finitely large number of 

points on the elliptic curve to make the cryptosystem secure. 

3. POINT MULTIPLICATION 
In point multiplication a point P on the elliptic curve is multiplied 

with a scalar k using elliptic curve equation to obtain another 

point Q on the same elliptic curve i.e. KP=Q 

Point multiplication is achieved by two basic elliptic curve 

operations [5] 

 Point addition, adding two points J and K to obtain 

another point L i.e., L = J + K. 

 Point doubling, adding a point J to itself to obtain 

another point L i.e. L = 2J.  

Here is a simple example of point multiplication. 

Let P be a point on an elliptic curve. Let k be a scalar that is 

multiplied with the point P to obtain another point Q on the 

curve. i.e. to find Q = kP. 

If k = 19 then kP = 19P = 2 (2 (2 (2P)) +P) +P. 
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Thus point multiplication uses point addition and point doubling 

repeatedly to find the result. The above method is called „double 

and add‟ method for point multiplication. There are other 

efficient methods for point multiplication such as NAF (Non – 

Adjacent Form). In the following sections we review some 

methods for computing scalar multiplication.  

3.1 Binary Method 
For computing kp, the simplest method is binary method 

[7].Binary is the traditional scalar multiplication method based 

on the binary expansion of the scalar k using (0, 1).The integer k 

is represented as  

k=kn -1 2
n -1 + kn -2 2

n -2 + ……+ k1+ k0 

Where ki € {0, 1}, n = 0, 1, 2,………., n -1. 

That is  

l−1 

k =∑kj 2
j, where kj € {0, 1}. 

      J=0 

This method is called binary method [6] which scans the bits of 

k either from left-to-right or right- to-left. The binary method for 

the computation of kP is given in the following Algorithm 1. 

Algorithm 1: Binary method  
Input: Binary representation of k and point P 

            k = (kn-1….k1k0)2 

Output: kP 

1. R  P 

2. For i = n-2 to 0 do 

     2.1 R2R (Doubling) 

     2.2 If ki =1 then 

          R = R + P (Addition) 

      2.3 i  i −1 

3. Return R 

The cost of multiplication depends on the length of the binary 

representation of k and the number of 1s in this representation. If 

the representation (kn-1….k1k0)2 has kn-1 # 0 then the number of 

doubling operation is (n - 1) and the number of addition 

operations is one less than the number of non-zero digits in (kn-

1….k1k0)2. The number of non-zero digits is called the Hamming 

weight of scalar representation. In an average, binary method 

requires (n -1) doublings and (n -1)/ 2 additions. 

Example1.  Let integer k = 35 and point P on the elliptic 

curve. The binary representation of 35 is (100011)2. 

So computation of 35P using algorithm1would is as follows: 

35P= 2(2(2(2(2P))) +P) +P 

It requires 5 doublings and 2 additions. Whenever the bit is 1, 

two elliptic curve arithmetic operations such as ECDBL and 

ECADD will be made and if it is 0, only one operation, ECDBL 

is required. 

So if we reduce the number of 1s in the scalar representation or 

hamming weight, we could speedup the above computation. 

3.2 NAF Method 
Another method for scalar multiplication was proposed by 

Booth [8], called signed binary method. The property of this 

representation is that, of any two consecutive digits, at most one 

is non-zero.  

Before discussing this method we first discuss about non-

adjacent form (NAF) that is the basis of this method [7]. An 

improved method for computing  

kP can be obtained from the following facts: 

 Every integer k has a unique representation of the 

form  

               l−1 

                  k =∑kj 2
j, 

                       J=0 

Where each kj € {-1, 0, 1}.such that no two consecutive digit are 

nonzero. This representation is known as non-adjacent form 

(NAF).  

 The expected weight of a NAF of length n is n/3.  

A procedure for computing NAF for a positive integer k is 

described in the algorithm 2. 

Algorithm 2: Standard method for computing NAF 

of an integer 
Input: Positive integer k  

Output: NAF (k) 

1. i  0 

2.   While k ≥ 1 do 

    2.1 If k is odd then: ki  2 - (k mod 4), 

            k k - ki 

    2.2 Else: ki  0 

    2.3 k  k/2, i i +1 

3.  Return (ki-1, ki-2,….., k1, k0). 

The average hamming weight of signed binary representation is 

n/3 and it has the lower hamming weight than the binary 

representation. The binary method is revised accordingly and the 

new algorithm is called addition–subtraction method [10] given 

in Algorithm 3. 

Example2.  NAF of k = 996 is 

996= (10000-100100) NAF 

  = 210- 25 +22 

  =1024 -32+4 

The hamming weight is 3. 

The binary representation of 996 is (1111100100)2 

=29+28+27+26+25+22 

=512+256+128+64+32+4 
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The hamming weight is 6. By NAF hamming weight of k is 

reduced from 6 to 3 which improve the speed of the scalar 

multiplication. 

Algorithm 3: NAF Method for Point Multiplication 
Input: NAF of a Positive integer k and P 

Output: kP 

1. R  P 

2.  For i= n −2 to 0 do 

       2.1 R2R 

       2.2 if ki = 1 then RR+P 

       2.3 if ki = −1 then RR-P 

       2.4 i  i −1 

3. Return R 

The addition-subtraction method is analogue of the binary 

method, performs an addition or subtraction depending on the 

sign of digit of non-adjacent form (NAF) of , scanned from left 

to right This algorithm performs (n-1) doublings and (n-1)/3 

additions in an average[9]. 

3.3 Proposed Block Method for computing 

NAF 
As we have examined above that the NAF method for point 

multiplication is more efficient than the binary method as it 

reduces the hamming weight for a given input and thus improves 

the speed of multiplication. 

NAF method includes two parts for performing Point 

multiplication operations. 

 First is calculation of NAF for given input 

 Second is computation of Point multiplication 

operation using NAF obtained. 

Overall computation for Point Multiplication operation with 

NAF method can be made more effective by improving speed of 

calculating the NAF Part. 

Our proposed Block method improves the speed for computing 

NAF over the standard method. According to our proposed 

method the procedure for converting the scalar k into signed 

binary representation is as follows: 

a) The first step is to partition the input into blocks of binary of 

equal size. 

b) If there is an odd block at the end, sufficient padding bit will 

be appended to the left of this block to make all blocks equal in 

size. 

c) Then get the index for each block of binary to extract the 

NAF value for each block from look up table 

d) Perform the combine part for the blocks to get Final result in 

NAF 

In our proposed method, look up table is used to store NAF 

values for the blocks. In our case block size used r=8bits and 

NAF values are stored using 9bytes.Look up table contains 256 

values of NAF for the present case with 8bits block size as 

2^8=256.Few such NAF values are shown in Table 1. 

Table 1. Look up Table 

Index NAF Value 

0 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

. 

. 

. 

255 

 

000000000 

000000001 

000000010 

 00000010-1 

000000100 

000000101 

 0000010-10 

 00000100-1 

000001000 

000001001 

000001010 

. 

. 

. 

10000000-1 

 

Algorithm 4: Block method for computing NAF of an 

integer 
Input: A positive Integer k 

Output: NAF (k) 

Step1:  

1.1 Define input size to be m bits 

1.2 Divide the input into n blocks of binary with each block 

Having equal that is r bit size 

                                n=m/r 

//always gives equal no of blocks by making each input to m bits 

size  

1.3 Choose the least significant (rightmost) block as lower block 

And all other blocks towards left are upper blocks  

Step2:       

Obtain NAF for each block from look up table  

Step3: 

3.1 Do the combine of blocks that already in NAF starting from 

right to left  

3.2 Perform the boundary addition with MSB of lower block and 

LSB of upper block 

3.3 Get the final combine result in NAF 

Step 4:  

Return (km, km-1,….., k1,k0)NAF   

Point multiplication operation using proposed method can be 

performed with algorithm 3. 

Example3.  Let k=4570  

The binary representation of 4570 is (1000111011010)2 
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There are two blocks of 8bits as 

Block 1=11011010 

Block 2=00010001 

Above blocks after making to NAF are 

Block 1=100-10-1010 

Block 2=000010001 

Now combining the blocks: 

   000010001 

                   100-10-1010 

= 00001001000-10-1010 

 =212+29-25-23+21 

=4096+512-32-8+2 

4. COMPARISON 
Our proposed method has less number of computations than the 

standard method of NAF .Block method computes NAF faster 

than the standard method for a given input. The following 

Table2 shows the comparison of number of iterations observed 

with both the standard and block method. 

Table 2. Iterations  

Input 
Standard  

Method 

Block 

method 

29 35 9 

235 44 9 

849 50 29 

2990 56 31 

59837 68 33 

 

From table 2, it is clear that the number of iterations observed 

with standard method is more than block method for different 

size of inputs. It can be seen that as the input size increases the 

performance of the proposed block method becomes more 

efficient than the standard method. Figure1 describes the 

performance of both methods graphically. 

 

Figure-1 comparison plot of number of iterations for standard 

and block method with different input values 

5. CONCLUSION AND FUTURE WORK 
In the implementation of ECC scalar multiplication is not only 

the basic computation but also the most time consuming 

operation. Its operational efficiency directly determines the 

performance of ECC. 

In this Paper we have proposed an efficient Block method which 

can be used for scalar multiplication for computing NAF of an 

integer more efficiently. Theoretical tasks and numerical tests 

reveal that this algorithm can remarkably improve the speed of 

computing NAF as compared to standard method. We have 

computed results for proposed method for input size of 16bits as 

shown in table 2. 

Therefore in the future the block method can be implemented 

with large input sizes and even with larger block size in order to 

obtain more efficient results. 
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