International Journal of Computer Applications (0975 — 8887)
Volume 22— No.5, May 2011

A High Capacity Steganographic Technique based on LSB
and PVD Modulus Methods

Manjunath Gadiparthi
Associate Professor & Head,
CSE, JNIT
Hyderabad, India

CSE, JNIT

ABSTRACT

Though many novel image steganographic techniques have been
proposed in the recent years, PVD modulus method produces
high quality stego images, when compared with other methods.
But a significant drawback of PVD modulus method is low
capacity. The hiding capacity is extremely low in PVD modulus
method, when compared with other methods like LSB, etc. The
reason for the low hiding capacity is that, with PVD modulus
method we divide the pixel blocks in to smooth blocks where, the
pixel value difference is low and edge blocks where the pixel
value difference is high. In this paper, we propose a technique,
which is a combination of PVVD modulus and LSB method. As
per the experimental results hiding capacity increases
enormously.
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1. INTRODUCTION

The term steganography is derived from the Greek language and
means covert writing. Steganography is defined as the practice of
undetectably altering a Work to embed a secret message.
“Steganography is defined as the practice of undetectably altering
a Work to embed a secret message”.[2].

Many steganographic methods have been proposed to hide secret
data into an image. The most common method is called least-
significant-bits (LSB), which utilizes some least bits of pixels in
the cover image to embed secret data[7] . Wang et al. proposed a
method of exhaustive least significant- bit substitution to improve
the security and the quality of the stego-image[8] . Furthermore,
Chang et al. proposed an efficient method of dynamic
programming strategy[9]. According to the characteristics of the
human visual system, embedding the variable sizes of the LSBs
was presented in [10]. Fu and Au proposed some data hiding
methods for halftone images that not only can embed a large
amount of secret data but also maintain good visual image
quality[11] . To raise the capacity of hiding, and to ensure more
security,better quality of stego-image for embedding data into
binary image is presented in[12,13]. Wu and Tsai[14]utilized the
difference between the two consecutive pixels in the cover image
to determine what size the secret message is to be hidden. And
their method provided the stego-image has an imperceptible
quality. From the above-mentioned various methods we can
evaluate a steganographic technique by two benchmarks the
secret message capacity of hiding and the quality of the stego-
image. In general, if we can embed a great deal of secret data into
a cover image and maintain a high similarity between the cover

Keshav Sagar
08BAIA0513, B.Tech,

Hyderabad, India

Divya Sahukari Rakesh Chowdary
08BAIA0505, B.Tech, 08BAIA0528, B.Tech,
CSE, JNIT CSE, JNIT

Hyderabad, India Hyderabad, India

image and the stego-image, it will not be easily suspected by
illegal users when carrying out the process of the information
delivered. Wu and Tsai,s scheme possesses both high capacity of
secret data and high quality of the stego-image. Nevertheless, we
consider it can embed much greater amounts of secret data, if the
high quality of the stego-image is disregarded. In Wu and Tsai’s
method, a pixel-value differencing (PVD) method is used to
discriminate between edged areas and smooth areas. The capacity
of hidden data in edged areas is higher than that of smooth areas.
A better method which produces high quality stego images has
been proposed by C.M.Wang et —al. [15], called PVD modulus
method. Though the quality of stego-image in this method is
superior to the Wu and Tsai’s scheme, nevertheless the hiding
capacity is same in both the methods. So we present a method
that can hide double the capacity of the secret and Valuable data
in PVD modulus method with an acceptable quality of the stego-
image.

2. REVIEW OF PVD MODULUS METHOD

In 2098 Wang et al. proposed a refined version of Wu and Tsai
scheme, Pixel Value Differencing with Modulus function. In this
method the modulus of two consecutive pixels is modified to
embed the secret data instead of the difference of the pixel
values. Instead of the difference value, the proposed scheme
modifies the remainder of two consecutive pixels P(i,x) and
P(i,y) for better stego-image quality. The proposed embedding
and extracting algorithms are presented in the subsections below.

To determine the limitations and flexibility of available software,
we evaluated several steganographic packages. Here we discuss
only three: StegoDos, White Noise Storm, and S-Tools for
Windows. For details on other tools, see the sidebar “For More
Information.” First, we selected message and cover files. In some
cases, we had to alter the selected images to fit into the
constraints of the software or had to use other cover images

First the given image is scanned in zigzag manner to obtain the
pixels. Blocks of two consecutive pixels are obtained.Given a
sub-block Fi composed of two continuous pixels P (i,x) and P(i,y)
from the cover image, obtain the difference value di, the sub-
range Rj such that Rj belongs to [lj,uj], the width

wj = uj - lj + 1, the hiding capacity ti bits, and the decimal value v
of ti for each Fi.

The remainder values Prem(i,x), Prem(i,y) and Frem(i) of P(i,x),
P(i,y) and sub-block Fi are computed respectively by using the
Following equations:



Prem(i,x) = P(i,x) mod v

Prem(i,y) = P(i,y) mod v

Frem(i) = (P(i,x) + P(i,y)) mod v

where v is the width of the suitable range.

ti bits of secret data are embedded into sub block

Fi by altering P(i,x) and P(i,y) such that. Frem(i) = v .

The optimal approach to altering the P(i,x) and P(i,y) to achieve
the minimum distortion is as follows:
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3. PROPOSED METHOD

Low hiding capacity in P\VD modulus method owes to mainly
hiding in smooth areas. For example if pixel value difference is 3,
if the corresponding range width is 8, only 3 bits can be
embedded in a pair of pixels. Where as in 3-bit LSB replacement
method 6 bits can be embedded. In our method we aim to use
LSB method for smooth areas and PVD modulus method for
edge area pixel pairs. We define a threshold to determine whether
a pixel pair falls in smooth area or edge area.

3.1. Embedding Algorithm

The embedding algorithm takes the following steps.
Step 1: Calculate the Pixel value difference of pixel pair

D=[Peiy) = Piy
Step 2: If the d <= threshold, LSB replacement method. Else use
PVD modulus method which was discussed in previous section.

3.1.1 LSB replacement Method:

Convert the pixel value in to a number binary and replace the
three least significant bits by the bits of secret data. So six bits
can hidden in a pair of two pixels.

Cover image C

Y

Partition C in to the
blocks of two
consecutive pixels

Y

Calculate the pixel
value difference d; for
each block

Use PVDM

replacing
method

Fig 1: Block diagram of proposed method.
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3.2 Extraction Algorithm TABLE 1: HIDING CAPACITY

Consider a Stego image pixel pair. D Proposed CYr—
Stepl: Calculate the pixel value difference of the pair under mod

consideration. Baboon 717583 457296 57
Step2: If the difference value is less than are equal to the Co‘fple 762351 412831 8
threshold LSB method is applied. So the secret data is the three Elaine 775765 400168 04

least significant bits of both the pixels.( 6 bits) Jet 760507 410408 88
Step3: If the difference is greater than the threshold, PVD Leena 765874 409864 §7
modulus method is employed. Locate suitable range for that Man 746116 431520 7

difference from the range table. From the width of the range table
number of bits embedded can be determined.

Above results show that, though PSNR value decreases in the

N=log, |Widthofrange| proposed method, still the stego images are of acceptable quality
as PSNR value is above 35 dB. The following figure shows the
Stepa: Calculate Frem(i) = (P(i,x) + P(i,y)) mod v stego images produced by the PVD modulus method and the

proposed methods. Pvdm method Proposed methods.

Where v is the width of the suitable range in which the difference
falls. This Frem(i) is the decimal value of the secret data. Express
it in binary bits (the number of bits is computed from width of the
range).

4. EXPERIMENTAL RESULTS AND
ANALYSIS

A stegonagraphic method can be evaluated by the amount of data
that can be hidden (hiding capacity) and the quality of stego-
image. Quality of stego-image is expressed in terms of PSNR
(Peak Signal-to-Noise Ratio). PSNR in decibels (dB) is computed
by using

225
PNSR=10 log,
MSE

> G, 0)-F@,j)
N2

Where MSE=

It is assumed that we are given a source image f(i,j) that contains
N x N pixels and a reconstructed image F(i,j) where F is
reconstructed by decoding the encoded version of cover image.

The following table shows the comparison of PVD Modulus
method and proposed method, in terms hiding capacity in bits.

10



Couple
Fig2: Stego images

5. CONCLUSION

The proposed method, which is a combination of PVD modulus
and LSB replacement methods produces images with acceptable
quality and embeds more data in to the cover image than the PVD
modulus method.
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