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ABSTRACT

This paper presents a comparative study of watermarking
schemes. The embedding of watermark is performed after the
image normalization. By normalization process the normalized
image achieves invariance properties against geometric attacks
which include rotation, scaling and translation of an image.
Watermarking is done using five methods DCT Zigzag, DCT
blocks, DWT, Zernike transform, SVD-DCT. Similarity
measures are calculated in order to compare the five
watermarking schemes.
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1. INTRODUCTION

Digital watermarking has been proposed in recent years to
prevent illegal and malicious copying and distribution of digital
media by embedding unnoticeable information into the media
content in the past few years, the need for watermarking has
gained significant attention due to the spread of illegal
redistribution and unauthorized use of digital multimedia.
Watermarking is an information-embedding technique that
embeds a secret imperceptible signal directly into original data
often called host signal in a robust manner. In general, the
watermark contains information that uniquely identifies the
content owner.

Three aspects of information hiding systems are: capacity,
security and robustness. Watermarking prefers robustness, i.e.
it should be impossible to remove the watermark without severe
quality degradation of the cover content, while steganography
demands high security and capacity ,i.e. hidden information is
usually fragile and can be destroyed by even trivial
modifications.

Recently, the watermark techniques are utilized to keep the
copyright protection [1]. As the research area of image
watermarking becomes mature, researchers gradually change
their target to video watermarking. A great variety of
watermarking schemes have been proposed in the literature.
Digital video watermarking algorithms can be sorted according
to the embedding domain, such as the spatial domain,
compressed domain, and bit stream domain. The idea of
watermarking is in fact very old that was called
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“steganography”. For formatted digital text documents, the idea
was revived in 1994 by Brassil et al., even before, T. Jack had
worked on the first methods for embedding invisible information
into digital images [2]. Other watermarking schemes deal with
embedding watermarks into images either in spatial domain or
in frequency domain like Discrete Cosine Transform (DCT),
Discrete Wavelet Transform (DWT) etc.

The watermarked image has to be robust against several attacks
like: removal attacks, geometric attacks, cryptographic attacks.
Geometrical attacks are a serious problem and there are not
many techniques that have handled this attack. By normalization
process the normalized image achieves invariance properties
against geometric attacks which include rotation, scaling and
translation of an image. In the experiment, normalization is
applied on the original image which changes the pixel intensity
values, and then the watermark is embedded into the normalized
image. The normalization based image watermarking is
implemented using the transforms DCT, DWT, Zernike
moments and SVD-DCT. Different attacks like adding noise,
rotation, histogram equalization, contrast increase, contrast
decrease, scaling are applied on the watermarked image and
comparative study of the methods is performed.

The rest of the paper is structured as follows. Section 2 describes
the literature survey on Digital watermarking, normalization and
transforms like DCT (Discrete Cosine Transform), DWT
(Discrete  Wavelet Transform), Zernike Transform, SVD
(Singular value Decomposition), Zigzag scanning, attacks in
watermarking while Section 3 describes watermarking
algorithms and details of the attacks used in the project. Section
4 provides the experimentation and results and Conclusion of
the results are discussed in Section 5.

2. RELATED THEORY

This section describes the details of digital watermarking:
classification of watermarks, watermarking methodologies,
transforms used in the work: DCT, DWT, Zernike transform,
SVD-DCT.

2.1 Digital watermarking

Digital watermarking is the process of embedding information
into a digital signal in a way that is difficult to remove. Digital
watermarking involves embedding a structure in a host signal to
mark its ownership. Digital watermarks may be comprised of
copyright or authentication codes, or a legend essential for
signal interpretation. The existence of these watermarks within a
multimedia signal goes unnoticed except when passed through
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an appropriate detector. Common types of signals to watermark
are still images, audio, and digital video. If the signal is copied,
then the information is also carried in the copy. A signal may
carry several different watermarks at the same time.

A watermarking system is usually divided into two distinct
steps, embedding, and detection. In embedding, an algorithm
accepts the host and the data to be embedded and produces a
watermarked signal. The watermarked signal is then transmitted
or stored, usually transmitted to another person. Detection (often
called extraction) is an algorithm which is applied to the signal
to attempt to extract the watermark from it. If the signal was
unmodified during transmission, then the watermark is still
present and it can be extracted. A general scheme for digital
watermarking [3] is shown in Figure 1.

Signal
—> WATERMARK
EMBEDDING >
Watermark ALGORITHM
—» Watermarked
Signal
Fig a. Watermark Embedding
Watermarked Extracted
Signal Watermark
WATERMARK
—> EXTRACTION >
ALGORITHM

Fig b. Watermark Extraction

Figure 1: General watermarking scheme

2.1.1 Classification of watermarks

Watermarking schemes are classified[4] by visibility — Visible
vs. invisible, goals — Robust vs. Fragile vs. semi-fragile,
requirement of original for extraction — Blind vs. non-
blind/Oblivious vs. non-oblivious/Public vs. private, embedding
— Spatial domain vs. transform domain, working region — Global
vs. block-by-block, characteristics — Image-adaptive vs. image-
independent. The two most important ways to classify
watermarking methods are (see Figure 2):

OBLIVIOUS NON OBLIVIOUS

SPATIAL

[ |
| TRANSFORM |

Figure 2: Classification of watermarking
schemes

(@) By requirement of original for extraction — Oblivious vs.
non-oblivious. Oblivious - Watermarking schemes that do not
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need the original image for watermark extraction are called
oblivious. Non-oblivious - Watermarking schemes that need the
original image for watermark extraction are called non-
oblivious. (b) By embedding — Spatial domain vs. transform
domain. Spatial domain techniques — Watermarking schemes
that directly perform some transformation on the image pixels
are called spatial domain watermarks or spatial watermarks.
Transform domain techniques — Watermarking schemes that
transform the image in the frequency domain and then modify
the transform coefficients are called transform domain
techniques or spectral watermarks.

2.1.2 Watermarking methodologies

Watermarking methodologies can be classified based on the
cover document, domain and perception of the watermark [5].
Watermarking methodologies are shown in Figure 3.

WATERMARKING

{ DOCUMENT } [ DOMAIN } { PERCEPTION }
| ]
[ SPATIAL J [VISIBLEJ
)
INVISIBLE
AUDIO VIDEO

TRANSFORM

Figure 3: Watermarking methodologies

DOCUMENT: The document where the watermark is embedded
is called the cover document. A watermark may carry any
information but the amount of information is not unlimited. The
size of the document depends on the size of the cover document.
Watermarking techniques can be divided into four categories
according to the type of document to be watermarked as: Text
Watermarking, Image Watermarking, Audio Watermarking, and
Video Watermarking

DOMAIN: Watermark can be embedded in the spatial domain
or transform domain of the cover document. In spatial domain
embedding of watermark is done by accessing the pixel values
where as in transform domain, frequency coefficients are used.

PERCEPTION OF THE WATERMARK: Perception of the
watermark depends on the value of the watermark strength (k)
used in the process of embedding. Based on the value of
watermark strength the watermarking is classified as visible and
invisible watermarking.

Watermarking is done using a scaling factor called watermark
strength k which ranges between 0 and 1. If I(i) and W(i) are the
i'" pixels of cover image | and watermark W, the i pixel of
Watermarked Image I’ is obtained from

I()=1()+ o* W(i) )]
2.2 Normalization

Normalization is the process which changes the range of pixel
intensity values. The image after normalization achieves
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invariance properties against geometric attacks. The geometric
attacks include rotation, scaling and translation of an image.
These kinds of attacks can be represented by affine
transformations [6], [7]. An affine transformation with scaling
parameters (a,b) rotation angle ¢ and translational parameters
(Tx,Ty) is defined using as:

Xq] _[a O0][cose@ —sing
b] - [0 b] [sin(p cos @ ] [T ] @
where (x,y) is a pixel coordinates of an input image and (Xa,Yp) iS
the corresponding pixel coordinates of the transformed image.

The affine transform parameters can be calculated from image
moments [8], [9]. The image moments [7]. my, of an input
image f(x,y) with size of N1 X N2 pixels, is defined in the two
dimensional Cartesian coordinates as:

ZNZ_lle_lx”yq fey @

The centriod of the input image is calculated using 0" and 1%

moments as
_ Mo = Moy
X= = 4)

The translation effect can be eliminated by shifting the centroid
of input image. The central moment is calculated using

N,—1 1—1
=Dl Z x-DPy ~PLIEY) O

And the covariance matrix based on the central moments is
constructed as:

(.Y ®

Based on the covariance matrix, the rotation angle ¢ is
calculated using

Q= %tan‘1 [—2““ ] 7

H20~Ho2

The two eigenvalues of the covariance matrix are given by the

1
n= 5 [(Hzo + Hg2) £ \/411%1 + (Mpo — Hoz)z] i=12

®)

Based on the eigen values, the scaling parameters are calculated
as:
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Thus, any input image can be transformed to a normalized form
by identifying the transform parameters, (a,b), ¢ and translation
parameters.

2.3 Discrete Cosine Transform (DCT)

Digital image watermarking technology is closely related to
image coding technology. DCT is a technique for converting a
signal into elementary frequency components. It is widely used
in image compression [10]. Transform coding is now the de-
facto standard in image and video coding, while the Discrete
Cosine Transform [6] (JPEG, MPEG-1, 2, H.261, H.263) and
the Discrete Wavelet Transform (JPEG2000) are mostly used.
Given an image A of size MxN, the DCT of the image is defined
as:

M-1N-1
B(ky, ky) = Z A(i,j) cos [W Qi + 1)] cos [W 2j + 1)]

i=0 j=0

\.

(10)

B(ky,k;) is the DCT coefficient of the image in row k; and
column k,. Larger DCT coefficients are usually located at low
frequencies (upper left corner), while coefficients at high
frequencies are very small. That is, DCT puts most of an
image’s energy at low frequencies.

DWT separates an image into several sub-images corresponding
to horizontal, vertical and diagonal details at each resolution
level and a coarsest resolution level. Like DCT, most energy of
an image is put in the coarsest sub-image.

2.4 Discrete Wavelet Transform (DWT)

Using DWT, the signal is split into two parts, usually the high
frequency and the low frequency part [11]. This splitting is
called decomposition. The edge components of the signal are
largely confined to the high frequencies part [12]. The signal is
passed through a series of high pass filters to analyze the high
frequencies, and it is passed through a series of low pass filters
to analyze the low frequencies.

LL2 HL2
HL1

LH2 HH2

LH1 HH2

Figure 4: DWT decomposition
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In two-dimensional DWT, each level of decomposition produces
four bands (see Figure 4) of data denoted by LL, HL, LH, and
HH. The LL sub band can further be decomposed to obtain
another level of decomposition. This process is continued until
the desired number of levels determined by the application is
reached.

2.5 Zernike Transform

Shape is a key information to human for distinguishing visual
data. To retrieve an image from a large database, we need shape
descriptors that have sufficient discriminatory properties and are
robust to noise. These descriptors should be invariant to
translation, rotation, scale, and perspective of images. Zernike
moments have some desirable properties such as rotation
invariance, robustness to noise, expression efficiency, and multi-
level representation for describing various shapes of patterns
[13] but they do not have scale and translation invariance
properties. However, with proper preprocessing translation and
scale invariance can be achieved.

Zernike transform is performed to calculate Zernike moments
[14] over a normalized image. The Zernike moments are a series
of complex numbers. The magnitudes of Zernike moments are
invariant to image rotation and can be used as watermark. Figure
5 shows the reconstruction results for image samples of English
letters with Zernike moments of order 10, 20 and 40 [15].

original 10

A[AAA

Figure 5: Reconstructed images using zernike transform

2.6 Singular Valued Decomposition

Single valued decomposition [9][16][17] of a matrix X
produces a diagonal matrix S of the same dimension as X, with
nonnegative diagonal elements in decreasing order, and unitary
matrices U and V so that

SVD(X) = [US V] and X = U*S*V" (11)

Use of SVD in digital image processing [9] has some
advantages. First, the size of the matrices from SVD
transformation is not fixed. It can be a square or a rectangle.
Secondly, singular values in a digital image are less affected if
general image processing is performed. Finally, singular values
contain intrinsic algebraic image properties.

3. PROPOSED ALGORITHMS
3.1 DCT Zigzag

The embedding of the watermark is done as follows:

Step 1: The normalized image is obtained by applying the image
normalization method to the original image.

Step 2: The discrete cosine transform version of the normalized
image is obtained and scanned in the zigzag manner. The
watermark bits are embedded separately into the low, mid and
high frequency coefficients of the normalized-transformed
image.
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Step 3: The watermarked image is restored by inverting the
normalized image through the inverse of the matrix in Step 1.

The extraction process is as follows:
Step 1: Normalized image of watermarked image is obtained.

Step 2: The inverse process of embedding is performed to
extract the watermark

3.2 DCT Blocks

The embedding of the watermark is done as follows:

Step 1: The normalized image is obtained by applying the image
normalization method to the original image.

Step 2: The normalized image is transformed to 8x8 DCT
blocks.

Step 3: The watermark is embedded in to the low, mid and the
high frequency bands separately.

Step 4: The watermarked image is obtained by normalizing the
obtained image inversely.

The extraction process is as follows:
Step 1: Normalized image of watermarked image is obtained.

Step 2: The reverse process of the watermark embedding is
performed to extract the watermark.

3.3 DWT

The embedding of the watermark is done as follows:

Step 1: The normalized image is obtained by applying the image
normalization method to the original image.

Step 2: The normalized image is converted to frequency domain
by applying DWT and images in four different bands are
obtained (LL, LH, HL, and HH).

Step 3: The watermark is embedded separately in to the four
bands.

Step 4: The watermarked image is restored by inverting the
normalized image through the inverse of the matrix in Step 1.

The extraction process is as follows:
Step 1: Normalized image of watermarked image is obtained.

Step 2: The reverse process of embedding is performed to
extract the watermark.

3.4 Zernike Transform
The embedding of the watermark is done as follows:

Step 1: The normalized image is obtained by applying the image
normalization method to the original image.

Step 2: Zernike transform is applied into the watermark image
and Zernike moments are obtained. The Zernike moments are
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invariant to rotation and can be used as watermark and
embedded into the normalized cover image.

Step 3: The watermarked image is restored by inverting the
normalized image through the inverse of the matrix in Step 1.

The extraction process is as follows:
Step 1: Normalized image of watermarked image is obtained.

Step 2: The reverse process of embedding is performed to
extract the watermark.

3.5 SVD-DCT

The embedding of the watermark is done as follows:

Step 1: The normalized image is obtained by applying the image
normalization method to the original image.

Step 2: The normalized image is converted into frequency
domain by applying DCT and is divided into blocks and a block
is selected for embedding.

Step 3: The watermarking is done using the SVD and inverse
normalization is applied on the obtained image.

The extraction process is as follows:
Step 1: Normalized image of watermarked image is obtained.

Step 2: The reverse process of embedding is performed to
extract the watermark.

4. EXPERIMENTAL RESULTS

A 256x256 gray scale images is taken as the cover image and
watermark of size 64x64 is embedded into the cover image
using the five methods (DCT Zigzag, DCT Blocks, DWT,
Zernike Transform, and SVD-DCT). In the experiment Figure
(6-a) and Figure (6-b) are used as cover images and Figure. (6-C)
is used as the watermark.

Different attacks like noise, rotation, histogram equalization,
contrast increase, contrast decrease, scaling are applied on the
watermarked images. Peak Signal to Noise Ratio, Root Mean
Square Error, Signal to Noise Ratio, Mean Square Error are
calculated as the comparative measure.

It is observed that in DCT Zigzag and DCT blocks, embedding
the watermark in mid ranges is more robust to attacks and in
DWT , HL band show more robustness against attacks.

Figure 6: Cover Images (a) Lena (b) CBIT and Watermark
Image(c) CS Logo
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The watermarked images obtained using the five watermarking
schemes with watermark strength 0.5 for Lena image are shown
in Figure 7.

Figure 2: (a-e) Watermarked images, (f-j) extracted
watermarks

The watermarked images obtained using the five watermarking
schemes with scaling factor 0.5 for CBIT image are shown in
Figure 8.

Figure 8: (k-0) Watermarked images, (p-t) Extracted
watermarks

The PSNR (dB) values for watermark embedding (Lena) using
the five methods for watermark strengths (k) 0.1, 0.5 and 1 are
shown in Table 1

Table 1: PSNR (dB) values for watermark embedding

ethod
DCT DCT . SVD-
k Zigzag | Blocks DWT | Zemnike DCT

0.1 35.2125 | 35.5116 | 34.4193 | 27.3629 | 33.1316

0.5 31.1475 | 35.1632 | 26.9455 | 27.2102 | 22.5418

1 26.7609 | 34.2370 | 21.8437 | 27.2069 | 16.8346

From Table 1, it can be observed that the PSNR value for cover
image and the watermarked image decreases as the scaling
factor value is increased. This is because the content of the
watermark in watermarked image increases with scaling factor.
Maximum value of PSNR is obtained for DCT Zigzag and DCT
Blocks. Invisibility of the watermark which is the characteristics
of the watermarking can be observed in all the five methods.
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The graphical representation of the PSNR values obtained for
watermark embedding using the five methods is shown in Figure
9.

PSNR Values for Watermark Embedding

200.1
805
@1

PSNR(dB)

DCT Zigzag  DCT Blocks DWT Zernike SVD-DCT
Methods

Figure 9: Watermark embedding

The PSNR (dB) values for watermark extraction (Lena) using
the five methods for watermark strength (k) 0.1, 0.5 and 1 are
shown in Table 2.

Table 2: PSNR (dB) values for watermark extraction

ethod
DCT DCT . SVD-
K Zigzag Blocks DWT Zernike DCT

0.1 14.2837 | 13.7390 | 13.9483 | 13.3539 | 29.5668

0.5 13.9802 | 13.4656 | 13.6794 | 13.3536 | 34.4366

1 13.9145 | 13.4289 | 13.5960 | 13.3535 | 33.7098

From Table 2 it can be observed that the PSNR value for the
original watermark and the extracted watermark increases as the
scaling factor value is increased. Maximum PSNR value for
extraction is obtained for SVD-DCT method.

The graphical representation of the PSNR values (Lena)
obtained for watermark extraction using the five methods is
shown in Figure 10.

PSNR Values for Watermark Extraction

PSNR(dB)

DCT Zigzag  DCT Blocks DWT Zernike SVD-DCT
Methods

Figure 10: Watermark extraction

In order to test the robustness of the watermarking schemes,
different attacks like noise, rotation, histogram equalization,
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contrast increase, contrast decrease and scaling are applied on
the watermarked image. After applying attacks, watermark is
extracted from the watermarked image with noise.

The PSNR values calculated for original and extracted
watermark after attacks for watermark strength are shown in
Table 3.

Table 3: PSNR (dB) values for extraction after attacks

ethod DCT DCT Zernik | SVD-
. DWT
Atta Zigzag | Blocks e DCT

Noise 13.579 | 13.653 | 13.736 | 13.355 | 20.757

Rotation | 13.791 | 13.495 | 13.808 | 13.354 | 33.473

Histogram
e 13.832 | 13.509 | 13.741 | 13.352 | 12.335
q
Contrast
| 13.603 | 13.569 | 13.577 | 13.354 | -1.7206
nc
Contrast
b 13.534 | 13.441 | 13.561 | 13.355 | -1.2062
ec

Scaling 14.090 | 13.476 | 14.223 | 13.354 | 34.175

From Table 3 it can be observed that maximum PSNR value is
obtained using SVD-DCT method. The SVD-DCT method is
robust against the attacks noise, rotation and scaling. Negative
PSNR values show that watermark cannot be easily extracted
when attacks like contrast increase and contrast decrease attacks
are applied on the watermarked image. The visibility of the
extracted watermark obtained using the Zernike transform can
be hardly recognized even the PSNR values obtained are similar
to values obtained for DCT Zigzag, DCT Blocks, and DWT.

The graphical representation of the PSNR values obtained for
watermark extraction after applying attacks using the five
methods is shown in Figure 11.

PSNR values after applying attacks

B DCT Zigzag
B DCT Blocks
BDWT

B Zemike

B SVD-DCT

Attacks

Figure 11: Watermark extraction after applying attacks
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5. CONCLUSION

The images are normalized to be invariant to the geometric
attacks. The robustness of the watermarking schemes are
verified by applying different attacks like adding noise,
rotation, histogram equalization, contrast increase, contrast
decrease and scaling. Peak Signal to Noise Ratio (PSNR) is used
as a measure for comparing the original image and watermarked
image, original watermark and extracted watermark. If the
PSNR value is high then the algorithm is robust. Through
implementation results, it is observed that embedding the
watermark in mid frequencies using DCT Zigzag and DCT
Blocks shows robustness to attacks. In DWT, embedding the
watermark in Low-High (LH) and High-Low (HL) bands is
robust to attacks. The zernike moments obtained by applying
zernike transform to an image are invariant to rotation but, the
reconstructed images are hardly recognized.

In the process of watermark embedding, the higher PSNR values
are obtained for DCT Zigzag and DCT Blocks. But, the
watermarks extracted using these two methods are hardly
recognized compared to other extracted watermarks. In the
process of extraction, the higher PSNR values are obtained for
SVD-DCT watermarking scheme. DWT stands next SVD-DCT
in PSNR values. In both the processes of embedding and
extraction, the minimum PSNR values are obtained for
watermarking using zernike transform.

After applying the attacks to the watermarked image, the
watermark is extracted from the watermarked image with attack.
It is observed that the PSNR values calculated for watermark
extraction after applying attacks is high for SVD-DCT. The
watermarking scheme is robust to all the attacks except contrast
increase and contrast decrease. Again DWT watermarking
scheme stands next to SVD-DCT in PSNR values and it is also
observed that DWT shows uniform PSNR values for all the
attacks which means that DWT is robust to all the attacks.
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