International Journal of Computer Applications (0975 — 8887)

Volume 27— No.7, August 2011

Variable Size Block Encryption using Dynamic-key
Mechanism (VBEDM)

K.C.Shyamala Bai
M.Tech Student
Dept. of E&C Engineering
Malnad College of
Engineering,
Hassan, Karnataka, India

ABSTRACT

The weak point of the existing block encryption scheme is that
the plain text or encryption key could be easily exposed
differential cryptanalysis or linear cryptanalysis, which is mostly
used for decoding block encryption. This is because the
encryption schemes have been designed for the fixed size
encryption key. Another weak point of the existing block
encryption algorithm is that it has a fixed permutation table and
fixed number of encryption rounds.

In order to overcome these weaknesses, an encryption algorithm
using unlimited size of key and dynamically changing
permutation table should be designed. A new encryption
technique called Variable size Block Encryption using
Dynamic-key Mechanism (VBEDM), which is designed with
unlimited key size, dynamically changing permutation table
based on the encryption key and variable block size for each
round. To make the cryptanalyst hard to expose the plain text,
from the array of compression algorithms the VBEDM uses a
compression technique based on key. The compression used is
not for compressing the text but for strengthening the encryption
method. Because of its dynamic functionality in input block
size, key size, permutation, number of rounds and compression
it makes the crypt analyst too hard to analyzing the cipher text.
This algorithm also uses a compression technique from an array
of compression algorithm resulting in more confusion to the
analyst.
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1. INTRODUCTION

The method of encryption and decryption is called a cipher.
Some cryptographic methods rely on the secrecy of the
encryption algorithms; such algorithms are only of historical
interest and are not adequate for real-world needs. Instead of the
secrecy of the method itself, all modern algorithms base their
security on the usage of a key; a message can be decrypted only
if the key used for decryption matches the key used for
encryption.
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There are two classes of key-based encryption algorithms,
symmetric (or secret-key) and asymmetric (or public-key)
algorithms. The difference is that symmetric algorithms use the
same key for encryption and decryption (or the decryption key is
easily derived from the encryption key), whereas asymmetric
algorithms use a different key for encryption and decryption,
and the decryption key cannot be derived from the encryption
key.

Symmetric algorithms can be divided into stream ciphers and
block ciphers. Stream ciphers encrypt a single bit of plaintext at
a time, whereas block ciphers take a number of bits (typically 64
bits in modern ciphers), and encrypt them as a single unit [5, 8].

Modern cryptographic algorithms are no longer pencil-and-
paper ciphers. Strong cryptographic algorithms are designed to
be executed by computers or specialized hardware devices. In
most applications, cryptography is done in computer software.
Generally, symmetric algorithms are much faster to execute on a
computer than asymmetric ones. Variable size Block Encryption
using Dynamic-key Mechanism (VBEDM) is a symmetric
encryption algorithm. The key size [1] is not fixed the crypt
analyst has to search the many possibilities. Even though if the
crypt analyst gets the some likely key format, the VBEDM
produces the more difference for the plaintext because of its
unlimited key size generation by using cyclically variable
positional reading of bits from the generated key bits stream,
encryption is applied for different block size [3] with variable
permutation and variable round complex function.
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Fig 1: Architectural design

2. SYSTEM DESIGN

m = Size of the plaintext

n= size of the compressed plaintext

ny,n,,..n, be variable size of the block of compressed plaintext
€1,Cy,..C, be the block of cipher text

ki, ks.. .k, be the keys

Compressed msg=nl||n2 || .... || nn

Cipher Text = Ciphertextl || Ciphertext2 || .... ||Ciphertextn
Cipher Text(i) = F(ki,ni)

Cipher Text= F(k1,n1+VI)||F(k 2,n2+C1)||....
||F(kn, nn+Cn-1)

Fig 1 shows the plaintext is compressed by an algorithm.
Compressed data the data is taken for encryption and it is
divided into variable size block by using key. Each block is
encrypted based its size and present key (ki). The encryption
round is changed based on its block size for example if the block
size 16 bit then there are 8 rounds. The current block plain text
is XOR with the previous block cipher text to avoid the
reputations. Where the size of two blocks may differs so that, If
size of current block size is greater than that of previous block
then whole bits from previous cipher text is taken for processing
the XOR is taken up to size of previous cipher text [2] and
remaining bits are unchanged. If size of current block size is less
than that of previous block then required number of bits from
previous cipher text is taken for processing. This process is
continued until end of the plaintext for encryption. The out of
XOR of each block is given for complex function [4] where the
encryption is performed based on block size and key the pseudo
function, function table and dynamic permutation are performed.

3. EXPERIMENTAL RESULTS

3.1 Variable Block Encrntion
1 sample - Notepad A o - 0 X
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A new encryption technioe called Variable size Block Encryption using Dynamic-key Mechanism (VBEDM), which is
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VBEDM uses a compression technigue based on key. The ultimate aim of cempression used is not for compressing the
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Fig 2: Snapshot showing the Plaintext

Fig 2 shows the file to be encrypted with the data; the plaintext
is compressed by an algorithm. Compressed data the data is
taken for encryption and it is divided into variable size block by
using key. In this scheme, the length of the key size is unlimited
i.e. user can select the key size accordance to their requirements.
If very high security is needed, then lengthy key size could be
selected. In key generation, first each character in the key is
converted into binary code.

3.2 Key Management

A key check value for the combined components should also be
available as a final check when the last component is entered. A
problem that occurs with depressing regularity in the real world
is when it is necessary to re-enter a key from its components.
This is always an emergency situation, and it is usually found
that one or more of the key component holders cannot be found.
For this reason it is prudent to arrange matters so that the
components are distributed among the key holders in such a way
that not all of them need to be present. For example, if there are
three components (C1, C2, C3) and three key holders (H1, H2,
H3) then H1 could have (C2, C3), H2 could have (C1, C3) and
H3 could have (C1, C2). In this arrangement any two out of the
three key holders would be sufficient. In more sophisticated
systems the components may be held on smart cards.
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3.3 Key Generation

Number of hits in key : 192
Generated key:

1631011611111 0811 AABAA1 BA1 611001 AG1411AARAGLA111ABAAA 111114611461 A1160141 461 A
[169AAR1 AAAGA111A1001A116111111001 AAAAR1AG1 161111061 A11610681 A1 11AAARAL 16111661
[161 011000811 ARG AAGAA1 A11681411

y key to continue

nait....enceyption is going..
1 block size: 873
plain text of the hlo
ElEﬂﬂﬂﬂiﬂﬂlEEEEEEH8111EﬂiiﬂﬂiﬂiEiiiﬂiiiﬂﬂiﬂﬂﬂ@ﬁﬂi1EﬂiﬂiBiiEiiiEEiiEBEiiEiiiEEiﬂ
011110016111P00AG1 11610641 1016016116111161161116061 AABARE1 1141 BAE11AA1 6101108611
01101 0A06116111 061161061 31118601 611101 61611661 #1061 AABAEE1 1 6AG1161186AH1 1101146
011011 00611041 6141166106061 ABEABG161 011061106081 A1 11661 A61161661 61186061 110861 6|
01101100611041 61061 AAABAA11166116116186161111016011 06101601 6AA6AE] ABAA16A11011 A6
011011110110861161161011 061 ABBABE1 6601 6161 161116011066116111061 41111461 A11168666|
011161 0061161001 61181111 4110111 06A1 BOAGAR1 1161 A10111606116116160616116111601108111
061 AB0ARA1 BAA1AAR1 111061 1101110611 BABE1 6116116101141 6016116061 1A6181161A1101611
011061 4101111001 61 A6ABGA1 601101611601 6161166011011 41 BAAE1 1 6AAG1 #116111601101841
0111601 161161161 361 A6ABGAE1 1 6ABG161 011061 PAGA1 601 AAGLA16106A1 BARL ABL 161 AG1A16A1
019110PA001 AAAAAG1 116111 411016A6A116166161166011011 41 ABBAA1 AAEGAE1161 610

Fig 3: Snapshot showing the Compressed Plaintext

Fig 3 shows the length of the key size is unlimited; user can
select the key size accordance to their requirements [7]. If very
high security is needed, then lengthy key size could be selected.
In key generation, first each character in the key is converted
into binary code. The binary value of first character is NOT
XOR with second character and second character with third
character and so on. The same process is repeated cyclically for
all characters of the key. If n is the number of characters in the
key, then after NOT XOR operation, we get 2n set of binary
values. The resultant 2n set of binary values is again XOR
cyclically to get another 2n set of binary value. Finally 4n set of
binary values. A transposition of these 4n set of binary values
result in the encryption key.

1. Let us consider the key which contains three
characters Xx;, X,, X3. These three characters are
converted into ASCII binary value X; g X8, X3 g and bit
wise NOT XOR operation is performed cyclically to

obtain y1 6, Y28, Y38

y18 =x18 NOT XOR x28

y28 =x28 NOT XOR x 38
y38 =x38 NOT XOR x18

2. The result is rearranged in the form X;g Y15 X258 Y28
X338 Y38

3. Bitwise XOR operation is performed cyclically

718 = XOR(x18,y18)

228 =XOR(y18,x28)
238 =XOR(x28,y28)
z48 = XOR(y 238, x38)
z58 = XOR(x38,y38)
268 = XOR(y 38, x18)

4. Bit wise transposition is performed on the resultant 12
set of binary values in the following way
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(z11,x11) (z1.2,x1,2) (z13,x13) (z1,4,x14)
(z15,x15) (z16,x16) (z1,7,x1,7) (z18,x18)

(z21,y11) (22,2, y12) (223, y13) (z2/4, y14)
(z25, y15)(z26, y16) (z2,7,y1,7) (z28, y18)

(231, x21) (z3,2, x2,2) (233, x23) (z34,x24)
(235, x25) (236, x2,6) (z3,7,%x2,7) (z38, x28)

(z4]1,y21) (232,%x2,2) (233, x23) (z34,x2,4)
(z35,%x25,) (236,x26) (23,7, x2,7) (238, x28)

(z51,x31) (z3,2,%x2,2) (233, x23) (z34,x24)
(235, x25)(z236,x2,6)(z3,7,%x2,7) (238, x23)

(z6]1,y31) (z32,%x2,2) (z33, x23) (z34,x24)
(235, x25)(z36,x2,6)(z3,7,%x2,7) (z38, x28)

3.4 Key Scheduling
B2l

ock:
111111E1E1IIEIEBIBBEEBEEEEIEﬂﬁiiﬁﬁﬂiﬂﬁﬂlEﬂﬂﬂlEIEEEIIIEIlﬂﬂﬂﬂﬂlﬂﬂﬂiiﬁiiﬂiii111EEE
IEEEI11Bﬂl11E11lll1@111@1lllllllllﬂﬂﬂﬂl111BBBIEﬂlﬂﬂlllIllﬂﬂﬂllllllllllﬂlﬂﬂlElEEI
411000001 1481 1161 AAR11A1161110111618061 6168111081 131 AAAA1 ARA1 641 16AGAG1 1001 10000
11Bi11Eﬂﬂi181811181111@@131131118&111801118810101811111811@@131118881811&&008111
(1111111111001 01611 ABA1 ARA1A1110611A0A1 A0AAR1 0101111 AAAAARAA111010611A1 1110141111
06111111001 1 A1 BA1 ABA1 11004141 161111101101 01 AAR1 1 AR1 111411101 ABA1 A1 11811611011
[110100101111110116ABA1A1111606AGA1A1A110101001 A0A1AALAL1AAA1116110116111601 96061
[PanaRe1 o il 1111611111641 AAA1 111141 46011110801 1611411 A1611641164116108011111000)
(110000001 AAA11 A1 A11141 714141 06AGA1A1A1A0A1 41111101141 A1 416114180141 A116A11116111
(161111 AAR1AA1111 6111106161161 01 AGAGA] A1101AA1 AA1 1011 AA1 A11161 #1641 141 AG16A110011
[11011001111001 3111081 6411616611110681 0081 0010141414111 AAAAA1110101 06011600
nunher of difference 445

Fig 4: Snapshot showing the Compressed Cipher Text

Fig 4 shows the each block is encrypted based its size and
present key (ki). The encryption round is changed based on its
block size for example if the block size 16 bit then there are 8
rounds. The current block plain text is XOR with the previous
block cipher text to avoid the reputations. Where the size of two
blocks may differs so that, If size of current block size is greater
than that of previous block then whole bits from previous cipher
text is taken for processing the XOR is taken up to size of
previous cipher text and remaining bits are unchanged. If size of
current block size is less than that of previous block then
required number of bits from previous cipher text is taken for
processing. This process is continued until end of the plaintext
for encryption. The out of XOR of each block is given for
complex function where the encryption is performed based on
block size and key the pseudo function, function table and
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dynamic permutation are performed. it makes the crypt analyst
too hard to analyzing the cipher text [6,9,10, 12].
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Fig 5: Snapshot showing the Cipher Text

Fig 5 shows the variable size block encryption cipher text using
the dynamic key mechanism.

4. CONCLUSION

The plaintext is compressed by an algorithm. Compressed data
the data is taken for encryption and it is divided into variable
size block by using key. In this scheme, the length of the key
size is unlimited each block is encrypted based its size and
present key (ki). The encryption round is changed based on its
block size for example if the block size 16 bit then there are 8
rounds. The current block plain text is XOR with the previous
block cipher text to avoid the reputations. Where the size of two
blocks may differs so that, If size of current block size is greater
than that of previous block then whole bits from previous cipher
text is taken for processing the XOR is taken up to size of
previous cipher text and remaining bits are unchanged. If size of
current block size is less than that of previous block then
required number of bits from previous cipher text is taken for
processing. This process is continued until end of the plaintext
for encryption. The out of XOR of each block is given for
complex function where the encryption is performed based on
block size [11] and key the pseudo function, function table and
dynamic permutation are performed.

5. FUTURE SCOPE

In the future work, the effectiveness of modified Variable Size
Block encryption using dynamic Key Mechanism can be
assessed under more complex information  security
environments.

Information requires high security, the number of bits changed
for the each character during the encryption can be increased so
that, it becomes very difficult for the cryptanalyst to break the
cipher text to plaintext, as variable size block encryption using
the dynamic key mechanism is influenced by a one-time
padding technique.
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